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Al-driven adaptive engineering for all your cloud workloads (COP105)
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Implementing generative AI responsibly: A talk with Dr. Mitchell
(IMP213)
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The real-time database to build your AI future (DAT206)
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Costs for AlI/ML are significant

Global electricity
consumption by
computers

Training an Cloud computing’s
Al model carbon footprint

2018:  1%—-2% 626,000 lbs. CO, ..now exceeds that

2020:  4%-6% = 5x American car's of the airline industry
2030: 8%-21% lifetime emissions

University of Pen: The MIT Technology Review
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Multiple concurrent database capabilities
needed for Al/ML
Accurate decision/

Streaming Data Process/inference recommendation
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Mobile Third party Web Ingest &Y
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al data

SoR data @ Update model
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Al amplified: Blueprint for elevating enterprise competitiveness
(CEN401)
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Consumerization of Al is underway

Organizations with mature digital and cloud transformations will leapfrog into the Al era
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Reinventing to an Al-first company

TRANSFORMING INTO A NIMBLE, INCREASINGLY LOWER CARBON, AND AI-DRIVEN
INTEGRATED ENERGY COMPANY

\s
& Invent - Q @%

Cloud-First Data Platforms & Al-First
Transformation Marketplace Transformation

2 | &

=

Modernization of Unlocking Data
Landscape Potential
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One data platform for reporting, analytics, and ML (FSI317)
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Using Al for ESG reporting and data-driven decision-making (SUS204)
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JPMorgan Chase : One data platform for reporting, analytics, and ML
(FSI31T)
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What is J.P. Morgan Asset Management?

Who we are Growth drivers Hard to replicate

s qil il

$2.9 trillion assets under management

1200+ investment professionals

600+ investment strategies
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Using Al for ESG reporting and data-driven decision-making (SUS204)
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ESG reporting encompasses a multitude of
nonfinancial factors

Environmental Soci Governance

TR

= Greenhouse gas emissions = Workforce diversity = Board structure

= Water usage = Equal pay policies = Executive compensation
= Waste management policies = Health and safety policies = Tax strategy

= Biodiversity impact
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AWS Resilience Partners Best practices to create a resilient
organization (PEX210)
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Capital One: Achieving resiliency to run mission-critical
applications (FSI314)
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Data protection and resilience with AWS storage (STG215-R)
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Gain confidence in system correctness & resilience with formal
methods (ARC315)
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Practice like you play: How Amazon scales resilience to new heights
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Resilient architectures at scale: Real-world use cases from
Amazon. com (ARC305)
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AVWS Resilience Partners Best practices to create a resilient
organization (PEX210)
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The Cigna Group's guiding principles

Integrate Assume that every dependency will be slow or unavailable, and protect your application
defensively from the impacts

Test completely Prove that your application handles slow or unavailable dependencies as designed

Deploy

pessiriiticalty Assume every application change will fail, and take steps to limit impact from it

Run cautiously Run redundant instances of applications that scale to meet demand within defined limits

Be the first to know when your application has failed, and have the data points available

Observe obsessively ;' 0 (® 0

Efficiently use observability data to determine the action required to recover your

Recover urgently - CETEY "

Reduce exposure to security vulnerabilities and defects by keeping your application

Update frequently ;.01 dencies up to date

Bl : Cigna fr Deloitte “ir{diEX > & ﬁ Jﬁm#ﬂ HRple i
Integrate defensively (P 48 &) @ Bk #1F R+ it $%

bo

R TERERY 2L
2T

Test completely (2@ Rl3) @ HFHP EGURY N0 A4cK PGV AIEZ R # & 3 7 ¥ ahikif
i

Deploy pessimistically (FER%E) @ B+ =t B* 250 1 FER g A pTo TR P4y 6 I
AP

Run cautiously (FHEEF) E A7 R ITHE B LT Lo ? 750~ 0 & 2 A2 &9
g RN

Observe obsessively (&ABE) @ & B* AN A pepF > (5 % - Brosg end > T35 MR
FleT R hi R gk -

Recover urgently (Gl ¥xfR) @ 7 »cid * ¥ LRI FT A R/ TR B * A28 97 7 chizd o
Update frequently (BE® L #7) @i i F4F B * 4250 RAFMLB AT " M % 2IRF ot ik &
R oo

bR B R %

Cigna {r Deloitte #P~7 - k5[4 R WL L RA > ¢ 15

SRE & ¥ #-3] - Fe T M AL E Ap2 chbi 4t SRE> X o & J frf iz o
BERBES A (FMA) & %5 % 4250 2 4 kb B] 7 i chek g et 132
Y VLI
AlE7 Rdtdp e D Sdl- B e 7Ok SR S IR RGBS i
MNP &k o
BFRPRIZRIoLRE P BE D E] M S RPRE LR AR ol iR e
Rk g e

FepFs i FEFEBRFECL SR LR o 27 RS ,?fbév’ﬁ;,"’.}/__, &ﬁa’%)‘



TAPHA KLY P g AR -
B v A Ry R

AR BN S T vl B PR SRR o L 0
* o IR EAF T o VR R R iy M 58 - Cigna fr
Deloitte eig=k & 1F B 7 7 i iE P fEchgheg - g"qmb e B B fod® L enp)
Ardoie § 2Tk e F sy f

#

Cigna # 4

Cigna #- RRFPAREEIRBLD > BEBFRFIOEERE B ~ 2 &%
%Hﬁ%ﬁ%%mﬁﬁwwé§oQﬁﬁJ*ﬁ%ﬂ%ﬁﬁéﬁ‘*w’ﬂﬁ
LA~ I FE2 2 hf ko Cigna SPRIERIR L 7 e 32 @R F
FirRehE o BRHE R "F‘,flm T AR T R \§§:ﬁ.'fr4—3_13¢‘§11£ ?
AT e ) o W H rrfbanie % > Cigna 542 180 B R vy ®enE =~ &
BPRFE > R4 EF AP ORERE KT ~ 2A5R ok 2R o

Deloitte # /i
Deloitte # & ¥ IRiFchrsfPr o2 - > HEBFER e 253~ 7559

PATREEE ~ B & F IR - fidrfodp B PRFR o Deloitte R4 R K IRE hh F IR
ﬁ’ﬁMiéﬁﬁﬁg%%iﬁﬁ%ﬂﬁﬁﬁﬁoﬁ§mkgﬁiﬁ%%_,
Deloitte #F B ifehim £ i foEhinfiFt & » 2 kp 7 b (7 £eh%E »«;};i e

P g 4]hf2ii> %k o Deloitte s fih® 238 > 3 Kp &2 BRI TIr %D
% E N R 'F#i SRR pe R A g o FT2 R 0 PR PR
ig o

39



Building a practice to optimize your customer s resilience journey
(PEX208)
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Key stages of building an AWS resilience practice

Business commitment Build the business plan and gain executive sponsorship

Technical readiness Explore and align to AWS resilience best practices

Offerings Create unique resilience offerings to support AWS workloads

Go to market Define sales/marketing strategy and activities

Launch Collaborate with AWS to promote resilience expertise
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Invest in microservices

+ Leverage microservices
application architecture

+ Partial failures better than
full failures

+ Decouple inter-dependencies,
loose coupling

+ Prefer Region-based services

Microservice
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Capital One Achieving resiliency to run mission-critical applications

(FSI314)
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What about the control plane?

If your control plane is out, your
automation will fail

If you lose visibility, troubleshooting is
b
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Traceability and instrumentation

8 % | | Log invocation chain
8 or event flow

Real user monitoring

Increased response time is an early warning ——— Predict errors from trend in response time 35
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Predictive monitoring examples

Increasing
pipeline

t=tency How can |

predict and

Amazon EMR Data lake prevent
failures??

X
Connection pool Increasing Anomalies in
unhealthy response times access patterns
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Data protection and resilience with AWS storage (STG215-R)
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Strategies for disaster recovery

Multisite
Backup and restore Pilot light Warm standby active/active
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Gain confidence in system correctness & resilience with formal
methods (ARC315)
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Thinking abstractly, formally, above coding

Step 1: Take a step back, think!

Understanding the design is important
before diving into implementation

Step 2: Thinking at the right level of abstraction!

Key is to abstract away unwanted details and think of the system above coding,
helps improve developers' ability to understand systems better

Step 3: Precisely write down your thinking!

You understand something better when you've written it down carefully
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Client

P is a state-machine based programming "
framework for modeling and specifying var server : Server;
distributed systems

var nextReqld :
var lastSuccessfulRespId:

start state Init {
entry (payload : Server)

P supports a scalable correctness checker
}

. 5 state StartPumpingRequests {
P allows checking design-level * entry
specifications against implementation s i (reant iRsssanas)
on eRequest goto ServiceRequests;
}
)
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P Checker: Systematically explores the state space

Interleaving messages or failures or threads o oystemstate

Exponentially large state space - automated
reasoning techniques
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Practice like you play How Amazon scales resilience to new heights
(ARC316)
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Resilience lifecycle: A mental model for resilience on AWS (ARC312)
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Formation of resilient organization

Creating an enduring enterprise organization
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Architecture Pipeline Engineering Resilience Governance Major Incident Mgmt
Pattern Development Chaos Engineering Operational Intelligence Problem Mgmt
Testing Engineering Change & Release Mgmt Operations
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Developing a new operating model

Reactive - Proactive - Ingrained

Set objective Design and Evaluate and Operate Respond and
implement test
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Resilient architectures at scale Real-world use cases from Amazon.com
(ARC305)
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Using zonal autoshift to automatically recover from an AZ impairment
(ARC309)
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Why Availability Zones?

When “minutes mean millions,” time to recovery (TTR) is critical

Recovery-oriented computing
When a component breaks, don’t wait to fix it; recover by moving away from it

Impaired hosts
Impaired racks
Impaired data centers?
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Improving your AWS cost reporting (COP203)
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Saving on AWS If not, what are you waiting for (COP218)
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Sustainable compute: Reducing costs and carbon emissions with AWS
(CMP212)
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Understanding the measurable value of the cloud (GDS103)
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Optimizing TCO for business-critical analytics (ANT209)
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Reinvent your cloud strategy: Optimize performance & cut cloud costs
(CON326)
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Building your green future today: Unlocking secrets to sustainability
(COP229)
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Improving your AWS cost reporting (COP203)
LY 0 A3 £/, I Bowen Wang fr Matt Berk 4 % B *t4eim ez
ANS = AR ciF% g% - EF ZHEE S5 L FEF 0 7 844300 0 W
D WPEOA A F IS L kY BV EARENE & Z5E
'F]’;l; ) ?ﬁl_—*‘;}};] o "R mEer L R ERIE " > B3
ﬁéézé‘-f’iﬁ?f dmiha AR G R AT BT A A 59 R
R FRAABBE > [ s :e?ﬂ;@ﬁ@“ﬁﬁm@ﬁ.o
Ra oo G 5P B ARG P s AR L
FerpRas 2 AWS #iE - k1 B opRA o a fﬁ?f
Frig d TR KA B2 R RSP R Bt
T A - ik %

o]
—
—
—
—
=
(0}
[
=
o
(@]
@]
%)
(—f_
=
)
jon)
o
- 09
D
=}
D
o)
(—f_
¢
T
“mj:
=)
<
“
a4
')\-km
41
|
)
‘\
C

o ®
Billing and Cost v
Management % Billing and Cost Management home ., Reser Lay t
Harne N i Cost summary i Cost monitor s
pgancbavent $77,849.50 $76,323.04 @ OK
i
$87,985.60 $85,422.91 I\ 1 detected

Cost Analysis

%
i¢ Cost breakdown ¢ i1 Recommended actions (2) .+
Cost Organization
Cost optimization P
C t y v hppl v
ings Plans exauing within 30 days. (1
Etiing Conductar 5
Cost [$)
Budgets and Planning
— =
; = > [ 3 Create a $34ings Plans cowrage o utkization budget
» : g B o = alert. Lo
tor (2 -
Savings and Commitments L y e e ‘_, B
S T " e [ ]
> %
Preferences and Settings i Cost allocation coverage -+ i Savings opportunities i
Paym
1 Management Profe oot v $16,230.18 usp
Ta
Cost category ¥ Unallocated costs (%) & Action type @ Estimated monthly savings ¥
Legacy Pages
- i pelicaton 8% 1% pqrad $9,23407
ot Mg geenert Hoiry Bepartimen 3% T Aigrate t wton $5,332.76
( 0k ightsize $2.11294
@ New Navigation
Project aaterlixg Tearms 50% # 5% Pluechase Savings Plans $987.52
Oty $56289
Allocate your costs A Comt Catetior /% View detois in Cost Optimization hut /

Bl : AWS Billing and Cost Management ¥4 &~ cn# Bl » & 457 o™ BB IMA ¢
% & 3% % (Cost summary) : B 134 5k AP chd Ak S AERIA S S AUE g che

71



£ o
% % £ #(Cost monitor) : & ¥ 7 FFE R A AR F T4r o

# & ¥ (Recommended actions) : & 45 = & it &3k » 4o& X3 4T -

% & 2 f2(Cost breakdown) : 4& = A #F 5| & % 4258 A A & o 3% Bk Blae ALK B

= .

+ k40 pef ¥F & (Cost allocation coverage) @ B+ 7 = AW T eha fiefok & fie & & o

& %48 ¢ (Savings opportunities) : # i1 G en? R &9 £ fedp B F &AL > bldo B

#3184 1 Graviton °

st ek 5 AWS Cost Explorer en{ #7i¢ @ e FAOEFHRFEEL > TR E
T RT IR BT O 2 ST LR S A AT o 1Bl F G L

FRAFERRAT UL G5 HEFER R 3T ANS IRGEhR
i L .

Trailing 12-month view Filter by purchase options

Bl @ o B 2 &t 1 4o 1% AWS 9 Cost Explorer ARA47 i & 3 AWS i * & & -
BB A AT 0 2 12 B2 g A484% (Trailing 12-month view) B 7 & B ? s &
%ﬂ’jy*iﬁﬁﬁﬁ£$$$$%o

+ BB AR R DT RMT EE A Hens & (Filter by purchase opt1ons)’ dedtZ (On
Demand ) ~ &4 % 3 &1 (Savings Plans) {rif ¥ (Reserved) @ * Fiv 337 j&27 kR E 50 4
IR Y YE

BB A S ERAET T kA & ($289, T39. 52) e L 3o 0 & A ($24,144.96) > @+ IR & R AT
TRER E i o pE T T R S S A F AP B AR o AR L1 B el
BATE W S F LB LR ILfER S AR o TR Al g o

RN A RVNETRE S FEERIELETRE SICIELE
% RGEe A e A o gt b 5 AWS Billing Conductor # i3 — &7 i >
FE PR L At PR RE T frr e A EEWFREP PP I F e
FRoFRIMER o

oY

72



ABC example configuration with billing groups
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Saving on AWS If not, what are you waiting for (COP218)
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Understanding the measurable value of the cloud (GDS103)

Traditional measurement of economic value

Predicted demand

IT hardware

Demand

AWS

Fl#% : Pranav Bhushan f2f# @ sifr g G Bt o« S AEFRHF e TR = BIFR D
g

1. F+3#F (Capital investment) A= > ITH 2HFTERI AL+ -
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AWS Agility materially impacts economics

Efficiency in DevOps process

E@ Get to market earlier Launch more
= 2

56%
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Salesforce
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A% A A
Adobe | Machine learning example

Situation Early internal analysis What we did
g N

/ ( $ 1
A \ WP/
ﬂ f—/

Considering new Showed AWS Engaged
Colo for ML GPU GPU instance AWS Cloud Economics
workloads More expensive for value analysis

Adobe #A4= ehs 47 B m o #-GPU 2 1% f 44388 1] AWS eh & 5 v § % &
Rk =%% (Colo) # p AR I 1T 4« 1 RANH 4 AhE &
P i o

R LT
Adobe | AWS Cloud Economics

. . ? Result More
Simple analysis ® Cost of GPU Cost of AWS GPU AWS: expensive

Cost of ownership ® Maintenance & Data transfer costs
analysis i & AWS Enterprise Support
Provision for spare GPUs ¢ AWS Storage (FSx & S3)
Rack hardware
Power/space/cooling
4 Storage maintenance
= Storage hardware Result
@ Networking AWS:

%L1 > Adobe & AWS (hZ S ABIE & 1T 277 { 20 = MG £
(TCO) # 17 - iz A 475 Jg O i SARME R A @ #—é‘éa& ~GPU %% ~ & * GPU
M SRR L B E/ TR/ TR S ERET]F o R
S R0 ANS ey @k~ ER LR T A A 2 26 A HTAT
AWS e =& Ak 5 @ F B E L AT o

81



ERF EAH

Adobe | AWS Cloud Economics

Result  More

Cost of ownership Result
AWS: expensive

Simple analysis analysis

Economic value
analysis

/ ($) 8898%

Price performance Fewer job Staff
cancelations productivity

- H A 45 R Y AWS B4 g g o ¢
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Adobe | Launch

ML/AI research

2
(9

N
J

Call to action

] Q
ElE  ‘og

Expected strong Executive and
expertise

Deep research Time-to-market

demand finance leadership

aligned
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Optimizing TCO for business-critical analytics (ANT209)
"TEFZARPEPOLEEF R ETHREARTIAHE > Frag I gL A
RS YEEG fRdh- M E < PR o e BE b i Adam Driver v
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Strategies to improve analytics TCO

Strategy #1 — Develop a good data strategy

Strategy #2 — Optimize performance through software
Strategy #3 — Choose the right infrastructure

Strategy #4 — Choose the right pricing plan

Strategy #5 — Monitor and allocate costs
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Expedia =% 6|& 3

Application monitoring

APPLICATION DELIVERY AND PERFORMANCE MONITORING

Challenge Key AWS services:
* Logs. Lots, and lots of logs. How to cost effectively monitor logs?
+  Did not have the manpower to manage infrastructure
+  Scale to meet the data requirements
Solution
+  Streaming AWS Clo , application logs,
and Docker startup o Amazon OpenSearch Service
+ Cre central logging ser for me s Able to identify and troubleshoot issues in
+  Using Kibana for vis and for OpenSearch queries real time

| Integrated with AWS Identity and Access
Management (IAM)

|
)
n |l | I o ' ’1" ’
il l Ml gt Pl i ol Cluster sizes are able to grow easily to
fir My T IIII I”"" '“” | ‘Il Al 'I' accommodate additional log sources
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AWS Glue
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Building your green future today Unlocking secrets to sustainability
(COP229)
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FUTURE, THE COMPETITOR AD'

Driving sustainability in operations is driving towards efficiency and
productivity

performance

Collect Globai View - Enegy
* 100+ protacol support for KPis
« APl integration with key systems

Analyze and optimize
Lower cost of & P

< * Intercompare, normalization
capital

« Prediction, forecasting, scenario analysis,
KPI builder, target mgmt.

+ Al-powered insights, visualization

Measure

* WAGES data

+ Energy consumption and CO2

+ Performance and industry-specific KPls

Higher talent
retention

Report °

Increased

+ Sustainability scope 1,2 & 3 views 0
profiiabisy * Compliance reporting templates e _ ]
« Heavy asset industry and
specific dashboards
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Net Zero Intelligent Operations ~ My Product Carbon Monitor f-
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Net Zero Intelligent Operations (NIO)
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My Product Carbon Monitor

E{f%ié’%*ﬁﬁf ERTA SR THRE Y RTESEARE o U
FE TR FTREED gl 7 % Fiptnz bh’:éﬁ"*ﬂ i et ol
BEAR T R AT 0 3% T l%‘ﬁ?_'%n‘éf AR EY AF IR ERET
l“fﬂ' ) T AR GTS A BT BB o e RPN T

Green IT FH ¢ iz

TR g Afet e f“‘ i d FALE S EE Y E N R RSl o) R 1
LR P o T @ R ﬁ%&'“ﬁﬁﬁ’ iRt EfeRE TR ﬁfp‘f ¢ FHER
Rl M Z AT Y L AR o %IR8 T3 B4R SR A Bar 5 £ £
B E AR A o

TFEYAR

FESERU R ERIRIAEY B SR AL g frin L (BSG) AT
B AMGETHEF R PRI SAARS MHPR T g e
R HREEPAEI NP FRELRED LBy RILE c TEN &R
MAge 8 RET T EORTAR AR ERASTORBDEP &

s

_;I;_ o

HCLTech
HCLTech # - RasfitanFafis (IT) PRI:2 7 ’#&F—%/iJTﬁRJ$’ &
Felci it 22 ko I ARPRIE ~ B oAzt ¢ & o HCLTech & 4 %

LIRS S R LT wﬁ»imvﬁ%wﬁ¢img;w°
SPBET S R IT 5 AR EEATEFREAY 6 RPR

SF360
SF360 = = #_HCLTech 41 e B & P 47 FH & g fz i % o
ERE g RO REERPEE TR ART L PR XA FT
(iale? Lﬁl‘i’ﬁ TR PEN L A f F EeT F - o SF360 i 3B EE & Ap B ek &
AFR T FE A AR AERG e A KR TEFR R R
vﬁ%ﬂﬁf%%%@?%ﬁ%éﬂ%oﬁﬂ’ﬁ%ié%ﬁyﬁﬁ%ﬁ@%
PEABRRDZRAL R RFE7HFPEL B mE{rEp R

89



T

23

3

By B EA LR o FETRECR A S P AARARRIE 2 R
ﬁJk%**‘“ﬁﬁﬁﬁﬁﬁ*iﬁ%i%ﬁ%bmﬁo&@@ﬁﬁﬂ’€
HAcgPand B P 28RS 7 a 5 o YRS i%\:,}%‘__] TR
o e PR R RO R R R

LR MR FE i{:,.%ﬂfr A "’”Pf ? —‘%f“@fi”l‘?kﬁﬂ_ﬁ
AR o > KA RRE S I E e P B o A PR
BEsg s r A feRES HAtdg s ey Al FEiFR ‘é}:"gim#"w #= 3] /r‘vé
o TR FRfeM L BEARRE c SN ERF L E T 4 AL ZERGT

BEAEZ"TEIMHELER o
"EE DRI SRS 0 TERTRET A 2P R (kB ER
P18 e B AR MR E YRR RITEMNEIFREY SRE R T

iEIJ/:““‘i‘i" ﬁi%\‘.éfi;d—.‘}ﬂ@_,iﬁirﬁm,rim o g A WV 'I#E’Jk%){—t ’Sﬁﬁg/@ e
A 2frs Rk 2204 R { X hEBRFEBICLIATHE -

Demonstration of what’ s new with AWS governance and compliance
(COP348)

POREE T OAWS eI £ R 1 E g iTie B 0 ¢ 42 AWS Control
Tower ehfic i i {4542 > AWS Conflg mﬂi‘g Foay oo ME CloudTrall Lake mi‘g
A o ipd

L #71a
BALARF{foL R

How to customize AWS compliance and auditing services (COP209)

THH A 3 Arctic Wolf (h& GIE 7 1 o Ryp & £ €7 K p T&
AWS £ 2R 22 pRF% o FHF » F 7 AWS eh & 2R %221 2 > e AWS Control
Tower ~ AWS Config % » #5373 1 B F R TR FE L AH#K S % 2
g & o

What’ s new with AWS governance and compliance (COP340)

BHF AT AL AWS A2 e & R RTiE B > ¢ 35 AWS Control
Tower ~ AWS Config §= CloudTrail Lake e#7# v » 12 2 T4l A 48 b 421
B {ATRC T EFELEIEREY a4 o FHRA T ERM Y Tk

% o
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Demonstration of what’” s new with AWS governance and compliance
(COP348)

AWS 4 H jnmmr S0 Edadi 0 — kAT a0 g 2 L EHZT
%F ,E,wm—g,_,,b 4 ,j,ﬁi,’/},'__t_lgﬁ PAEBRaZERE £ g p3THan e 3
AWS Control Tower sr#ici i 44+ ~ AWS Config 3373 #¢ & 14 2 CloudTrail
Lake 3§ 38 # it o

B % > AWS Control Tower 51 » 7 Tfci=a 4 | #i > &4 - BE &y
AT vAer 0 246 BARAIE P 0 g AF R 2R EE P EF AR ROTHRIER
Hooig— FHAFLEAANSER? F % { g o blde é’“ﬁ_%«_ﬁf [d
BUAEG N LFHEHFTANS B AP o im- FE G WA 0 TR a0
4 ”L’F‘Eél-aq“’l——ﬁjh" EMHZEE I HRETER LT

#£%F > AWS Config én#7# it » E:}g?j;‘}ﬁ:#&"%'fr»x\ﬁﬂ CeAFEE o R L ERE
Tl AEFEE URBEE TG REFIFTREEC L RLTR o ﬁi}%l#%“ﬁ%xé
AR R AR G T (F i\-”" FeFg o RF L E AR ﬁ%f’ﬁlﬁg%ﬁi‘#ﬁgr}
AR PR T ’%‘rfﬁ?méﬁ%—kﬁ/&miw SRUIRE & TRCY - LS SR
TEG R S /R - A T R R R 2 o

gtk o AWS Config 3l » ehp RF 2/t d i 4 > @ @ 2Lt § o 2
darA R TR A AT R e T A B SO R Fa b
v e BB P RF T A 5 SQLE S o AWS Config# = 7 % = & %
femfr T aeF > S AR KGR FEF I IMEL -

5. 1% > CloudTrail Lake 3 55 6 iy - 4% %] 8 4 435 3§ Athena i 7 enB% &
L G EFRE IR AATHEAFITRCIE TR EHF 2SR
CloudTrail Lake 7% #2122 Athena © hH & FALRE 7 B > A F R L F
FE AL B AT o I H A TR 0 2 WERB O FTHIAR SRS 0 S E
e SRR Y AR NEA R Sl W= ik O S IR & =
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How to customize AWS compliance and auditing services (COP209)

tizd A > Brad Gilomen ¥ Suchita Verma = 38 % 7 — 3R >t e
PG fop 2k ANS £ 2 BRI E » o M SR E A R
4T AWWS H EF AL ® g4 > %8 Arctic Wolf = @ e Todd
Snyder & % 7 “"f@’# bl B 4o 1 AWS PRAZIRIR E = Foflen® 2 &2
JRA-FARE Y b PR o

AWS e & 22 % 2H PR3 > B]4c AWS Control Tower ~ AWS Config ~ AWS
Security Hub £ AWS CloudTrail & » 5 £ ¥} &7 - 2+ B e L4

EZREY FRTHEEELAHRTE 2 o i1 B2 W& Py g
R E LRI L PFEERRG PR RS RE S RIS
AR R LR ag) WE B

Todd Snyder %4 % 7 # #t a2 @ Arctic Wolf eh&k 6] » B7 1 - RE L
W RE PR Phem fIr AWNS e f A iv R KGR I H & > 2 1‘# R T
PR R o T B3k b gt miEat

X 2ERATRIH

Arctic Wolf %% 7 - % J'Jmﬁi 2GR BAG TR BANE S e RIEE
PR R KRR R AT XM TR c BB T
A5 Arctic Wolf i 43 i&® ?% Sk B0 EPEREE R AT 2P o

CEERY Y

BE 4 5 ZHRET o Arctic Wolf &R 2 AN E - 2T 4 s & £
{ﬁ@*ﬁﬁﬁhp’k%*ﬁbiglk L TR e B i T 5D
FTHREEN A > #E Arctic Wolf i Az HE " Rik2e X 2FHEPHK
PIPRFR o

Arctic Wolf & #p 7& = > X 2 RIH{R &R m?T"%g o ie— 4
AT H TR B AR il & EY LA L 7 ’E‘f—:’a} 7 Arctic Wolf
G FFHE 0 4 R HEEIE 2 P4 o

LB A

Arctic Wolf # p % &2 ) 4.5 FiaB£ 2F 2> % RO P3G 8+
AL T A 4 o B R * AWS &% 3 RF% > 4o Amazon S3 ~ Amazon EC2 -
Amazon Redshift % > Arctic Wolf #4373 »xd G5 ~ md2 @ A 47k ~ 4t
BomFER AR RS EFE 2P
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X2RERPER

Arctic Wolf & AWS 3@ ¢ 45 o h® 28 S QP RIE > ¢ 452 7
'+ AWS CloudTrail ~ AWS Config ~ AWS Security Hub f= IAM Access
Analyzer - iz JR7% % 17 Arctic Wolf s faFF L iz d 2 g g > 0
fo o TGP LM DL RE Ko

Enable controls: AWS Config

AWS Config APIs
Records and

normalizes the —
- changes into a
" consistent format VE Amazon SNS

Amazon
Rules and (d CloudWatch
ance packs
1t i
uate compliance @ P

Sample conformance K CloudTrail Lake
packs to get started: =

Gio Lhae Access change history and

FadpARE, 181 compliance results using the
o console or APIs

Wt Todd Snyder #p % i AWS Config #- AWS FiRens { R 1t & - et o
THEERR S R E EER LR

Roino ol s RfE e @ AT T F R 0 ST 0 LA R 4 CIS
CMMC ~ FedRAMP ~ NIST ~ PCI ~ HIPAA % -

i * %7 1538 AWS Config APT frizd#l s ~ Amazon SNS ~ Amazon CloudWatch - Amazon S3 fr
CloudTrail Lake » % B~% { fre edfcl R %% o

Internal audit: AWS Audit Manager

Activate the
L}
assessment to

continuously
i 2 gather evidence
—=
255 fﬁ

Audit Manager
AWS Selecta —> Define conducts Identify —> Generate

Audit Manager framework the scope automated root causes reports
Continuously audit your Choose a prebuilt Specify the evidence collection | Filterand group Create audit-ready

AWS usage to simplify framework with in-scope accounts your data to deep assessment reports
how you assess risk included controls, and services in a {g} dive into causes of with links to evidence
and compliance or create your own region for your @& noncompliance
custom framework assessment
Conduct control
reviews, or delegate
to resource owners
to validate

Bl - i3k B 5 4157 AWS Audit Manager i& ®RA% > v B % 3o JRF3hena B - L3t 24
FHFFEANS R * R KA F iR GFE oA R IF o FARS E T H I

F#- BiE%E (Select a framework) @ * = 7 mE#H - BIpE e » 2 ¢ & 2y 4)F » &K
Rl p e TR -

2 & # % (Define the scope) : 4p L&t LFH P 7 & 355 0k 2 {ofRik o
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Fod it e B #9 (Activate the assessment to continuously gather evidence ) :
Audit Manager i&{7 g & i“ cggfpfe b » L7 2 FidlF h > A LIRB TR FRER

#u$e xR 7] (Identify root causes) : iEipfrs .ff-gfp“fﬁfiﬂ FErAFELHFERDRTF] o
4 #4842 (Generate reports) : £ F - # F 4 TR L > T F Fdpondhdk o

LrRpRER

#32 AWS ¢ e B g4l Arctic Wolf RIMELZ > £ H F 44 @ik
B F»'*B’sf AR~ BEBFNE RIIRBNE AR RS G o BiEH wd
fr\:%‘ RE I (TAM) Wes 238 2> Arctic Wolf #zik HJpRixg Fflang 2
7k #\,éé;‘_j:v:’}ﬁrﬂ’é” BB Bha®d 2 bR o

B e 40 0 Arctic Wolf 7 @040 53 5 »ed sk 2 2 et
2o R RAREHEERC DT PR BRTHEAZRET O 2E AR
fed o P ERBEF R IR ET - B “%m#f;] s BT 0 Ao A1 * AWS 0k

WRAEEH i k- BE 2 TR B A ERL RPZ A -

T AEZ %0, R FEdH Pl g TRXEER R, &
ZLAWS PRAREha A3 F B2AF (Ta%iy o v o »)4r 0 %54 AWS Control Tower %
BIEGEHE 2 AWS Config e F HEHBH it > FEV N ARRT 28 £ 459k
A IS sk Ik ECECE

gk o B AWS 7 #rde AT R 0 4o CloudTrail Lake s % - £ ¥ 3
B FEGTRISERTRIZEIRG ARDEFE N M B dele R A g BT
&fiifg?o

it o GEHRIEEA W B B ;};tﬁt?')%] EER R X { SR RHE
- lmgmrm |% AWS PRG3R 325~ L3 2ens R FH 41 m%%
4 o WEF T HEATOA B S o LRI IR £ A A2 B

tREE L g Ea L
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How to customize AWS compliance and auditing services (COP209)

tizd A > Brad Gilomen ¥ Suchita Verma = 38 % 7 — 3R >t e
B EERF T Rp T8 AVS &3R8 F 3 RBE » T o L SFHES TR
4T AWWS H EF AL ® g4 > %8 Arctic Wolf = @ e Todd
Snyder » % 7 “”‘f@’# bl B 4o 1 AWS PRAZIRIR E = Foflen® 2 &2
JRA-FARE Y b PR o

AWS e & 288 % 2 pR7% > &]4c AWS Control Tower ~ AWS Config ~ AWS
Security Hub £2 AWS CloudTrail & » 53 § ¥} 7 - 2+ a1 B> L 48

EZREY FRTHEEELAHRTE 2 o i1 B2 W& Py g
R E LRI L PFEERRG PR RS RE S RIS
AR R LR ag) WE B

Todd Snyder & % 7 # #r/f§ e @ Arctic Wolf eh&x ) > B 0 - 3B
PR E PRGN Phem I AWNS hf A Rk i H % 3\_#1‘# R T
S 2 o 1TF {éxﬁ 17 m;a‘-,.:m:}‘j: F’f .

XrEHAETHIE

Arctic Wolf %% 7 - % J'Jmﬁi ERTPANE N T ECE IR Ak L ¥
PR R KRR R AT XM TR c BB T
A5 Arctic Wolf & ;'aééw?% Sk B0 EPEREE R AT 2P o

CEERY Y

BE 4 5 ZHRET o Arctic Wolf &R 2 AN E - 2T 4 s & £
ARG BZIRBIEERF > REEFEXRP IR Z T Sn% 2T - BT S0
FTHREEN A > #E Arctic Wolf i Az HE " Rik2e X 2FHEPHK
PIPRFR o

Arctic Wolf B8 #p & = > % 2IRIFEF m%f LT - Bk
SO BT R AT eniE Rl o gl & TP LR fifi’?ﬁ? 7 Arctic Wolf

G FFHE 0 4 R HEEIE 2 P4 o

LB A

Arctic Wolf # p % &2 ) 4.5 FiaB£ 2F 2> % RO P3G 8+
AL T A 4 o B R * AWS &% 3 RF% > 4o Amazon S3 ~ Amazon EC2 -
Amazon Redshift % > Arctic Wolf #4373 »xd G5 ~ md2 @ A 47k ~ 4t
BomFER AR RS EFE 2P
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FRrPEERBER

Arctic Wolf # AWS Z# ® § 32473 Prw % 28 ERMIRIE > ¢ F5 2 7
'+ AWS CloudTrail ~ AWS Config ~ AWS Security Hub f= IAM Access
Analyzer - iz#t pJR7% ¢ 17 Arctic Wolf w HEFEF T e =n d 2R B d 2R
fo > DAL EAPM R E RE K o

Lixgr e :F.';E.
B OAWS ¢ e Bl Arctic Wolf kI M ER > A H 8 4§10
*?W@Aﬁ\?%@%uﬁwﬁmﬁ%b@ﬁ%P%W%aoQEHMﬁL

e R g I (TAM) Kvg 23k 20 Arctic Wolf s HpRi+& Tl eng > %
Fab o AERBOPFEBELDE 2R G o

B Lk 4% 0 Arctic Wolf 7 @04t g5 »c ek 2 2 en %
2o R RAREHEERC DT PR BRTHEAZRET O 2E AR
fod o EGIEFTRAIBFRET - BFEOFE 0 BT weefI* ANS g
ﬁmﬁﬁﬁﬁxﬁg_@&i\pi;H&gﬁﬁﬁﬁéﬂﬂ%*°

RS E SR Y BF LR LR LS TRREE RN K
o 4T ANS PRzz»mé» Ao F B iEanay o bl4e > %18 AWS Control Tower &7

BAEGREZANS ConfighE 2 EJHEH N > EFTUAFRE 2E L0
P> gl E S A o
GEASRET BAPEREFI 1L fEL) TREAF LI E N
KRR R P R G T o TiReape R o pboh o s ANS 7 T
M Rr# i o 4o CloudTrail Lake s % » £ ¥ 5 & 2 €737 o ATIRZFE R
AREEE L N R dofe A AR BB E T o

—=
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What’ s new with AWS governance and compliance (COP340)
FEF ARG R AP LR R > 2Rie B e f RIS G
E RN L 2B LR DT ERE o g HEE T AWS 22 g
#E,']“iéﬁié i FTE B o 3] E_ 444 AWS Control Tower ~ AWS Conflg .
CloudTrail Lake 14 % AWS Audit Manager 4= AWS Artifact ¥ 1 & e 37>
BERE L EFERET LR ATIERFERICH I TR

P}

G

AWS Control Tower ffg]AT2 ¥

AWS Control Tower

Landing zone = = Establish controls

Centralize identity, b 5 & § ___ Automate compliant
access, and logging : account provisioning

Rl ¢ 325 BE o7 98 AWS Control Tower erf%.s# i 22 - AWS Control Tower & - f&JR

Ao R OB F L SR 2 AWS B eI o KRY T ?1 DT EFZHUTABLE B
%% (Landing Zone) : 1T 5 &2 ¢ X B AT* 2 BB ORA > R T @ PR T B2 R
eiPpAek® o

A

B LR PRP 3 %W(Centrallze identity, access, and logging) : izi&E 7 £ >

PRSP UepEE Lonid g2 VR ZFTAEF - REEHfF R -

f ok 1) %*E(Estabhsh Controls) @ & % & = & o b E i R FEEZRBDE

Henpr At -

p$ & = fe § (Autonate compliant account provisioning) : i&&dp p # £ ATekE

P PG E AR TOFEEFREAEER S TRER L LRBE R

## % ¢ 2 (Manage continuously) : & % 1 - B4F 4 ¢ B4 > Control Tower #4544 X 47
BEHpEEREVRELAT R LB T A B o

AWS Control Tower T35 — sh\enZ =400 f2dh > % > 4 A2 fEHER

Ib'frlﬁd#w Rk «w:UI%\ FWE oW N FTPAPL H a0 R ER AT AN

wAlE S (AT REE R (Landlng Zones ) > J&m R WA B rOF RIvE
Feip I o Bilde > - ?\Ik%‘ EEFLERHER LI DETE > He ANS

97



Control Tower 7 API > 3% £ ¥ v 53 if & 5 B AWS B3 2 5 RfpenZ 47k
ﬁ*&ﬁ%&%&mﬁﬁi;m$£# I o

AWS Config £ CloudTrail Lake é:&rg g *

re:invent J

= Search and query the current
configuration state of AWS
resources with plain language, no

AWS COI‘lﬁg coding needed
now supports

re:Invent

NLP fOI‘ = Use generated queries as-is, or fine-

tune them
advanced

queries = Save time and simplify your
operations, compliance, and
configuration investigations with
help from generative Al

g o hchfz AWS Config a3 A RF 7 gL (NLP) KB %A hATa iy - 2 #
R ST R TFE T R EACAE ANS FRAOREKLE > AATHBAENHF T 2T
REASDH[IELTERY > S FREEANPR/REFCF R ERT SR EEET > L

LAY~ EARME e B A nifAR 0 R R E E 02 350 AL hfTet o i Bion 1 AWNS doie il i
RIFTHE - 42 % 2 M T i ZPRFFIE L o

Nsmﬁgﬁﬁﬁﬁgﬁﬁ%iﬁ%AQJ’ﬁﬁﬁiﬁ%iﬁﬁﬁgﬂ
HFRep i frR UL - e - RERRBO P ZEERERE oS
glLenfe B o REHI - B AP HR FIoRIREERB R F & ot B E
¥r o AWS Config: 3% 2@ 7 AT A DT AR T3 kg RG>

TERTE T M KA MM AL AR = L IP e Ml N
Managing security and audit data at scale

Turn-key solution
Sample queries to get you started

Optimized data ready for querying

@ Q No time spent on ETL
Stor Z

Immutable storage
Read-only access for users

i‘ﬁ‘éﬁ‘-*‘ﬁ t /i % AWS CloudTrail Lake » i&& — % *¢ % RHCE ML > {oF - F A ANS JRA% :
Capture (&) : fpeniicd AWS FiherBd o { it 4 -

Store & aggregate (B # ®R) : P A RF RATHREFE T oRE » THTEELHT -
Analyze (& 4%) : HEFHEAITi 4 > NEBEEE 2B R -
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CloudTrail Lake 7 = i B4 g%t :
Turn-key solution (- #{fFA> %) : HETHA[FTer 2 REF B4Rt o
No time spent on ETL (& & @7 ETL) : F#lc SRt > BH i Re 49 -

Immutable storage (# ¥ #%% ) @ 5 * “REFVHPF > FRFTHDF ¥ Leepfed 2o

CloudTrail Lake 2t AWS F 42k £ 4222 Athena 0% ETL ~ 478 & » 5 &
HET-BRAhF 2frE@FLHT L0 ﬁf&' ko - FAFT o F LA
L% 275 FRe L hx iﬂmxﬁﬂﬁwﬁ"'lwﬂﬁﬂﬁ$£&%°i@
CloudTrail Lake P ET LA kg Hpskan® 247 5 p 388 AWS FiReE 2
FEPREAMBAYT 0 A G ok BT REE 2P

dmt e

AVWS Audit Manager £ AWS Artifact €& 3# i

AWS Audit Manager

By — = —

{}
{’@V:l& Review, customize, Define scope Activate assessment to
or create framework of assessment  continuously gather evidence

Assess
Control

effectiveness E Q
assessment A

Conduct control Generate audit
reviews ready reports

i ii‘ /% AWS Audit Manager & B PR7% > =8 - B %4 iﬁ‘«?n;ﬂzﬁ#*]% % sfhena
B oo ynAeWfE® 0 AWS Audit Manager #ha iFiiAz :

Review, customize, or create framework (3f ~ § THNAIEERE) VA H2 FER
FoEORANEE AU TF REF P LA A F RS R A plE - BATIER o

Define scope of assessment (iia%ﬂ’-fr;:frﬁl) fip— FEE o R TURE TR{OIRIEF &AL
Por gAY o

Activate assessment to continuously gather evidence ((c#>3%f M#FF B &EH) @ =B
HHLAFRIEC AT AW BERE 2R R M TR L

Conduct control reviews (F FHF1%42) @ s > 27 2 P F 4 > MFEEFHTF 4
B ELRT S TRBRFREFALE -

Generate audit-ready reports (£ &3 3# B H4E4) ! 5% > FPRMFN 2 *Fmersf 2 >
LR ZFTRR Feidh FETE T & AR i b g ok o

AVWS Audit Manager shd E =% 5 A ¥R &7 - R ELARDERLLKREF
HEoj@gFufgl har gl RPREFFHL o 10— 3"\%’@ &
GDPR (- 4% F AL B i ) s 3t 2 8 5 6 > %2 A%
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Manager #% i=crip 1278 » p B it e fog I H GDPR & R Hp > =~ 2 H 100
ERP P aAi s FEKT SRER G

AWS Artifact B % & ¥4 i WpFEr i° AWS JRAR & PR 2 iy 4 > &
NEERE WS L CEP A IR E RN EERRIMER o b4
- %ft'fL%f}%‘f;éﬁFRﬁﬁ%\ 7oz P H R AWS PR & HIPAA (2R
Wi B F i k) h& Koo i AWS Artifact 0 % e @ F g RUE P ANS
ir HIPAA & AR 2 > B a 4R 2 (v 5 1 & PR #;m— DY
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g i
38

b 4o PR e p B T R 2P hE R
RE CEFNRG RAH L AR R KRS T4 i AFaE R FAk
AAF e FETREETETHL AL G AT R F o Bfea T4 o
BT T R e o b B4 N P AR KARRIEIR & T30 Z R AEILE
BFOH R B AE T E A A

Bz p it BB FFMEELES S TRT A DTN EFS
P AE o AR A R RRF RERRIETE © blde o B A B 1
GBS TAPT UTERP iR R LR pBEAE RS RUEHT R
o X TEE L AETRER 0 B TREF T RPBET LpL o 4
;ﬁﬁﬁﬁ%ii§%$ﬁﬁmﬁo

b i p RIS 2P R I HOTRER oA A #
?Wﬁ%iﬁﬁ%ﬁﬂ**%f’éx A i BB F R e o o RSB F
ERARFRERE AH AAT NAGAFRFLE > MET 4 Bt

R

b

Ft o JNE R RTS o Fm g o R p B i B W g
BERFIRBFTE AR > 2 EFRED T HFEF B MR - EFHIT
e frd it A e o P B RBFLTET poF EfR S
EFTY FIF AT N eniTr oo

Centralize your operations (COP320)

RERN T AP ERBR TR AEFEHE L £ H F3 i AWS R
o U R AT RIE  RPCRE (w&rﬂ“"'gim)t‘g?ﬁvx'*mg]‘\ ¥t
MuleSoft f1#* AWS:iEiz p # it ~ FragfeX 2 E > 2 o 1 & ﬁ\\lx &AL p B L
AT E T MIRBRGE - # * AWS Parameter Store #5547 £ 4~ LA TR
EARET T CEAHR/PAT 0 MR T fow B g ko] (CPRIEY ¥T 5
B

Real-life automation and security best practices from the field
(COP228)

BFAFEAFR O ZRAT pE X 20T E G 0 B0 2
2R B EEEA L Al erL BEPEBSRT o T I FEE FIRIR
PRrErPRDFE AT ZTBHBY X 2REALDDE > 12 Devlps
DevSecOps s E M & ¢ o 24#HBR DT pH it P VERE oV AT R
fho NIk E & 2k lFm}sdﬁi °

v\\léi
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Centralize your operations (COP320)
EREE, R TH B SN é AWS f= MuleSoft en® A 3 7 @ @ ad it @
FEERD G hFEr A e BE °“xs‘.-‘é§‘ Fosfe 25 4oy pop ik
BT RERAE > A LT - «’#“ :

Key customer asks

§ "’ {E:ég’g @

amazon atlant?

How to bridge today’'s How to manage How to reduce
operational model operations at scale? manual errors and
with the future? intervention?

B
ﬁv%iﬁ#ﬁ;‘&% kA k ? 2H2 —&m’?i‘;ﬁ“% WK PE Y R BRI EHA
e b ﬁvﬁ%}’-‘frl‘%? FHEpFLEE > RS AL AT ER T AHE ARG L

Erik Weber # B 3#-v v‘mp’% TP EFEEOE &M B fE A
A VT e B F 0 £ 0 EC2 & Lambda F b 0 e S F EArendp B 0 it ik
FRl@EA L P o B AR I T R et B S D

m
R G R LA f B frd el I K

Automate operations across your environments

T, P
i LS J AWS Systems Manager
@

amazon atlant?

Y A= Sysearms Manager
M @ 3 @ % &

AWS Amazon AWS Amazon AWS Amazon
Config CloudWatch CloudTrail DevOps Guru Security Hub EventBridge

a8 = = o,

On-premises Multicloud

Configuration, observability, security, compliance data

PAHE A R Ao AVS - GGl B kA B BRI T B e L
FEFE R E I SRF AR RA B> P )% AWS Config ~ Amazon
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CloudWatch ~ AWS CloudTrail ~ Amazon DevOps Guru ~ AWS Security Hub f= Amazon
EventBridge #/Rixk L #Fpel ~ VERZE - X 2P 8RBT Efrd 1T o GaRKT I
B AWS Z B P IRRF B ENZ S 2 REY G R TRHE 0 12 ANS Systems
Manager “H © “Fhé d » ¢ 42 @ * v h % B4F » 4o Change Manager ~ OpsCenter ~

Incident Manager -~ Explorer ~ Inventory ~ Patch Manager ~ Session Manager % -

Bith 2 @1 BT IRE R
&mé—ﬁﬁﬁ?%%éﬁﬁﬁﬁﬂﬁﬁﬁaﬁﬁ%%°&NS%E%
Ao fEAAETF S BESIoLS B RINF TR 2R FERE - EC2F 5
ek 7g %ﬁﬁ%ﬁ?‘t TR A e FIRF R Y F oAl R 0 U

{ } 20 § e s -

/@‘i

o

OpsCenter

VIEW | INVESTIGATE | RESOLVE

+ Reduces mean time to resolution

+ Aggregate view of operational issues (Opsitems)

Opsitem status summary Sources with most open Opsitems.

» Automatically enriches items with resource

information for faster resolution
\ 1
+ Remediation using Automation runbooks

2\

amazonat e

+ Automate creating Opsitems using CloudWatch
alarms, Security Hub, or Amazon EventBridge

+ Supports central aggregation across accounts [reEp——
with AWS Organizations

+ Bi-directional integration with Jira Service Desk
and ServiceNow

W sty e 0 OpsCenter &iE #3L¢ «hif @ - OpsCenter 447%™ i > f3ih-p AL h T 45
PER > Rk PR EARE o T AR Y E T RG L A R R o Wi p $ 1 runbooks
A i poFglE Opsltems * ¥ CloudWatch # # -~ Security Hub # Amazon
EventBridge ¥ # - v 2 4% # AWS Organizations Bt = (¢ B & » ¥ ¥ Jira Service
Desk {v ServiceNow 7 e B & o + # B S E BA 7 7 OpsCenter - Bk ¥k o - ik
TE BB 7P Sk E P AR AR > YRR E A R -

SREEREHAp R
"£is 0 Brik /% 0 AWS A& B 322 G ihfEi ko B u IR v 2R
FREEPEPILES B ONER o B LR 2RI R R
- THREDFIRBEHZ AWSHET - (71 EfopRis k{29 R4
Rpr g B it o

=K
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F B Rt MuleSoft ehp # 1 3F §
CloudHub (cloud-based iPaaS)

Deploy globally in one cl
Choose up to 12 globally avallable regions, with high
availability regardless of deployment zone

Scale t
Sca

Use multl tenancy by default to automatically scale
your application

Ensure the privacy of your or
Create your own |solated network to ensure your
applications are private from other organizations

Rl | B3R 2% 8 b g ﬁ‘-ﬂ /i % MuleSoft 1 CloudHub > iz 8 - A Z &L 5

JRi% (iPaaS) e CloudHub i & #4 it & 45 ©

FOF AT PR ] NuleSoft FILeN2 T 5o & 0 RIBAEE 120 RA L -
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MuleSoft & feéni &y L FILH 4 s 2 23 HEC2 R GIE > 2k
RO FEF 0 9 1200 R h B o KB ARE G ATH & AMI (Amazon
Machine Image) ## > % = 3 & L@ TP L ATiod AML > & A3 L A7R]
§Aakan 2 e g RARY - BMEEP R Ao a7 ERCE AR 00 A 0 8
PRARDFRT > g F 8 (7% 2487 AT -

BT ¥R &

MuleSoft ehfz &= & F E 1% AWSJRAZ K p & i 48 7 4 LG AR i B n
NS N EE T R
AMI B A 4o B © & Linux 1 B4 3] Linux 2> I 5 & B 270 AMI 37 B Amazon
Linux f % P4 7 JRI: > RV TR RFL 2EF -
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p#itad T B*  f1* AWS Systems Manager =7 Run Command # i ° 1345 % %
©SM Stz a7 T phe B EEEDEC2R B AT o 5- iF
#2d Scheduled Maintenance Windows 4=#] » Fe %4 7 33 38 A R * - kP
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Real-life automation and security best practices from the field
(COP228)
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FxcpEit Ry BRPENE A oML A% 2RO R BREX
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Building a comprehensive security solution with AWS security services
(SEC226)

ABFAIFE O R0 Ao 1 ANS 0% 2 RIMER 2 6 ch% 2R
PUERHAFSR S e R R P o W DBS BT NR R RG] g 4 B B
WIS % 23 8 e+ &4 fodimenti b i 40 B £ ERET BE R

PE s e

Customize and contextualize security with AWS Security Hub (SEC242)
THFHAE LA L0 AWS Security Hub sndrsditdfop e & > Fet g ¥

FRL ot fofFR i ehE 2P o WY A RECFRE G P FLIFT £

Fiu gl ey A Z T RDE 2L TR F R ER L DERL
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Defense in depth: Securely building a multi-tenant generative Al
service(SEC334)

EiEHFEEY L BHOTIRILFLR T AeREY FRPER > &
CodeWhisperer % i PRA%? Hi § K =X chd 2 8 - L EMH K I F I3
F s TR fop FTH M * > CodeWhisperer 5 & £ - BEF 27 &

s VAT & o

Introducing GuardDuty ECS Runtime Monitoring, including AWS Fargate
(SEC239)
THFH L L4 20 GuardDuty ¥ ECS fr Fargate 7 BH B ch T L 7
c FEt E R EFRPICRHE T E %] BoenE r o W R ¥ T ,1'47\
F74e® pein % > GuardDuty 5 F BEERBH/E T -FEHF DL 2R -

Streamlining security investigations with Amazon Security Lake
(SEC234)

AIFHEF O~ 37 4o 1 * Amazon Security Lake ki it =% 23 A
20 R L& imw Pk F I foa {7k B eh% > p tAfed @ T4 o SEEK 2 7 0
kb Bor 7 Security Lake fdwil FALIAE /B X 2E YT D G
ExfiEe

Sustainable security culture: Empower builders for success (SEC211)

SHFHMS M A B FRSE R 0 A% Aol R RP BET
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The AWS data-driven perspective on threat landscape trends (SEC236)
ey CAISE 2B AL E mf’h—i”“f",ﬁ)\ 477 %
® g g B AB$ o i GuardDuty sp $R4R & {o Shield M Fj eneh 3R %
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Building a comprehensive security solution with AWS security services

(SEC226)
EREE R A AWS % >4 % F Mun Hossain fo %k p DBS 42{7
Abiram Subramanian  Fr#£3¢ 7 doi® HEiE 2 6 0% 2 R4S & 0 1% AWS (0%

iﬁﬁ*%ﬁ¢?£k%iﬁﬁ % 2P S HIF O dnthinE T A P
WS TFRITEENAS > g er EEBE TP S AWS % 21
EqepRir kA His P2 kg o

SR PTHT 2R

o Sl R R PP LG ek 2 A PP EAFR S % o Mun
Hossain 4 4} » 1345 Neustar chdf £ » TTheue B 8 5 » & 52 ¥ - ©ffsc¥ {0g
FEIABAL PP F o BHPERY TR o SEE i LR
BEELFWRFARENT2IELNFT R @ Ligfiuz mmd k1 { 5
R T hrftfeX 21 L2 Bl e AL o

s?iiﬁ%%ﬁ?@§ﬁ§ﬁWﬁ@ﬁ’mmﬁwﬁkimm%1
Leighty :£ 77 - 3w E 4 6 chd d 577 TR A R )R sh
%LT”#W®ﬁ§§—3Nﬁ§%ﬁo&@%mw%ﬁ s AWS e 2 PRAE
4 Network Firewall ~ WAF §r Shield Advanced # 4L 7 B4t i®* > 3 »xfe b 3
Sl e o B ANS & 21 85 4 iR 4 frd s Pk i

Coordinated bots that operate below pad ficton
the radar to create new accounts for misuse

Coordinated bot activity for account misuse

Bad Actor

Bl @ fapp 7870 - 7};@_]‘%%1&&‘3‘9 A (bot)erd s » U i B il B f}%]u—r@muﬂg:%ﬁmg -
BEET o ABlhp 0 3 - BiEe i “Bad Actor” AR BHh A&

LA FLE- B Fés’.’m#\i$4 CRRADT 5 B AR S AT o B - GG E A a8 0 ) ehae
#p@n—gﬁ%?:mmﬁ%wﬂﬁﬁﬂﬁﬁ%*°iaﬁ$$*ﬁ%@«ﬁﬂ~fﬂﬁ’Eizﬁ
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DBS 42{7 t AWS 23 87 581 P 40 & 3358 - e ¥R
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P (Eeh® 234 o A L4 ain g hE > BEF R EETT 2
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BHERfrEpaFE P o
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B enE 2 R E AL R E R 0T a5 WD BN e s R e
H A A Renf - DBSEREFF YU FpF > A RBRFFEBRDER
folb gt o A PR FRE LT 2P e
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DBS 41758 7 - A&7 AWS S % 2IRIFNFE 2> % > 58 35
Amazon GuardDuty ~ IAM Access Analyzer ~ Network Access Analyzer §= AWS
Config % ¢ G JRAFL P IT* W RBFHIHRB Y B Pav AL TiF
AWS Security Hub #-% > &4 £ ¢ 4=k » {7 A 47 {rdl o

Correlation of threat intel

AMAZON SECURITY LAKE + AMAZON ATHENA

o~ SRR

. Security services detect " Security Hub  Route 53 DNS Firewall AWS Network Firewall  AWS Shield

events in isolation # @ @ @

= Events are exported to ot
Amazon Security Lake. /
Amazon Athena is used ‘ff’tf’,ma“o"
to correlate events h/ —_— @ s
= Correlated event has Amazon Security Lake
increased fidelity
since it is based on

insights from
multiple sources

: ProdApp
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Customize and contextualize security with AWS Security Hub (SEC242)
TEFZHL2PEPPFZER CANS et g g - kA% 2P R
(Security Hub) 7= » o G E{ P TaPfor T2t s g &
LR Er HET0 L 22 % - Dora Karali frd chB 4 5 0 ok AIRT
Fio B9 SR ARE A ME G o A B EN G ok A

R % > B

—=\

| Challenges security teams face

wiilll

Lack of visibility Adjust security measures
into security risks at scale to meet the needs
and their impact of the organization

B

Multiple sources Too many alerts,
of security alerts and not enough context

Bl © Bl BT & 26 Teand o pl PR 35

LT A X 2BBRE G 2REE ARE

AR CFERBERDT L AFX 2 LG RHE
PEXXERIR X DERRD L BRI 0 B4 B ReDiE R o
5 EAR X 2ERS G PRIt T i P

CEBREEEPT AL RS 0 LR TRF - B R AR el A
BREDEEF  EEFROE 2EERIMS HF A EHRE- Bre %2yl

» Security Hube p 2019 &3 di 02 % > Securlty Hub - & & 4 *??:\ E
- BAS- X > EFARE > RE2EBET LAY gk AWS A¥ 2 5=

S RFEEE 2 F R o

What is AWS Security Hub?

Security Hub is a cloud security posture management
service that continuously performs security best practice
checks and seamlessly aggregates security findings from
AWS and third-party services to enable automated response

@ A AAAL@J"

o B OE E

Automated, AWS Foundational Simple AWS and 3rd-party Automated
continuous best | Security Best Practices deployment, services findings response and
practice checks (FSBP) standard, CIS, scalable up to aggregation across enrichment actions

and more 10K accounts accounts and Regions

Bl ﬁw"’i Prit 1 AWS Security Hub ehé& ¢ > v 8- B2 % 2F L FEIRGH - vFFifF
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Defense in depth: Securely building a multi-tenant generative Al
service(SEC334)
2 AWS re:Invent 2023 eh— 3% 52 T % ‘ap i F it
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CodeWhisperer Customizations from 10K Feet
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Admin AOSS

Step Functions

Customer ! CodeWhisperer

MyCode

@ ' GenerateCompletions(MyCustomization,...) @
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Introducing GuardDuty ECS Runtime Monitoring, including AWS Fargate
(SEC239)

b R NP AR Y > F RPN S E 2 EEREY AT A - 3K

% B B MPRARZE Hfo EPRAE (serverless) 3+ % % & < AWS ECS (Amazon
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Amazon ECS - Unprecedented scale

Over 2.25 billion

Amazon ECS tasks launched each week

Tens of thousands

API requests served per second

32 AWS Regions

102 Availability Zones

Global presence

Over 65%

of all new AWS containers customers Use ECS

e R § iﬂ t 4% Amazon ECS (Elastic Container Service) #hE + Hpifrd & AWS
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Amazon GuardDuty

PROTECT YOUR AWS ACCOUNTS, WORKLOADS, AND DATA WITH INTELLIGENT THREAT
DETECTION

Tens of thousands of customers Used by over 90% of the top 2,000

across industries and geographies AWS customers

Helps protect millions of accounts,
including over half a billion EC2
instances & millions of S3 buckets
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HF LA TR T T (7 PRIR A E N F B

AWS GuardDuty ECS P& drensl » » 2 BT AWS 2 % 2453 g
F 4 %%’f‘"%%’ » 4 % ECSqrFargate * = # %1 - K #Eehentiad o @ # P 4
L4 p 3 & AVS 20 2 frin 3 Bt b7 o W€ F Hiwnd
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Streamlining security investigations with Amazon Security Lake

(SEC234)
AiEHEEY o X > & R J;Ek.féé— ¥ 0 £ ¥ it4e® %8 Amazon
Security Lake 4c 3 % >3 & & o Matt » AWS W p|&2 w B IPRFFcn 23D B f

FACEARAPFALD ¢ 45 GuardDuty ~ Security Hub ~ Inspector ~
Macie ~ Detective L ch= FE AP M % > JRF% > T 3 W% | 7 #7428 1 59 Amazon
Security Lake -

Amazon GuardDuty ECS Runtime Monitoring

RUNTIME THREAT DETECTION FOR AMAZON ECS

Fully managed runtime threat detection for serverless
containers, removing organizational complexity

Uniquely detect entire attack chains of events with machine
learning and integrated threat intelligence

Accurately detect and respond to threats early—before they
escalate to broader business-impacting breaches

Get the coverage and visibility required to protect your
container workloads from an evolving threat landscape

S &”ﬁ‘-i‘ & i % Amazon GuardDuty ECS i (7 PF ¥ #2FR7% » ¥ % Amazon ECS #%

W BT S P Hp o U R4FRES S

P EPIREFRRE>G FIEOE SRR PR P Foeg et o
FI W EE Yol Lo PHEE o e RPIERITEF T 24

RAEARE SRR RSP AT PR BT A LT AT -

BETHFAREFFfoR LR REF Eglr?ﬁi\ﬁuxﬂk‘éfr%f“ﬁﬂéi’*&‘

T ATIRGR e 0 Rt AWS £ 2 fad 2 & > TP PR G fRendt iR
Bk o AWS 455 102 = % ¢ o $E 5 T K euckil e B Al
Security Lake» g i@ frfb B it R f XH B X 2PM PR 7 T E
ANS»> » W 2REZI? 2B S EPFTRETFTLEL S X T4 4
e A ATPRFEREH B A o

Matt 5e3% - JR U Hog PR GE LT KL N < 50 R R P
& 5 AWS 28 = Splunk frfl B 18 R L EE R A2 FJHEIIE p OCSF (Open
Cybersecurity Schema Framework) » 3 4 MR it fofide it % 2 4p B T > &
¥ Security Lake #iE > T M £ & o

SEEK, i 5 ;®M ~ 37 g1 2 L = ﬁ_‘; AP EREID HT 5 & AWS
re:Invent 2023 *+ & 3 7 F“ﬁrr?? | #*

Eeyiat A ”‘ ?E“’m#" °

BA Andrewa‘ﬁ d o %% SEEK 73 2 B > £ 22 & AgZenp

HREHFA AT 2 E MR- Hhex T FEEA o SEEKE 2 E R R

=f W

mazon Security Lake kj#/4+% > p
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R LAl (CIM) RARE T p e > L3 APEIpH chaisz e a4 F
T > SEEK BApFH L §okehd 2 piaE = ko

#2022 & > SEEK © BopF 2383 - B 2FHRP RS- 2 for 7% 2
P& @ Amazon Security Lake et ) » 3% SEEK 5 |7 — % %iy /s L3 § #
F R B R kBB MfEiAl > %k o Security Lake 92K 3+ B 2 SEEK e0 3 4
%Eﬁb’~E{E¢$%&%‘ﬁﬁ%ﬂﬁﬁﬁﬁ$%ao

GuardDuty Monitoring on Amazon ECS

AWS FARGATE
‘@ VPC
ecuri n zon
u etective EventBridge E Task

Application
Container

Findings VPC

Endpoint GuardDuty Runtime
Monitoring Agent

VM kernel

Rl * Andrew /& ;7 — B /1 % Amazon ECS } ¢0 GuardDuty £ #eh7f 1Ml - &5k f 48 B 1 0
Amazon GuardDuty t AWS Fargate st @ ¢h1 fFiife o 3 + > FH BT 4o ik
FEY i EFR (Findings) > @LFRLCEWEFY - PHHFU 2 EFFEV I I ch
FlenF o g 58 VPC s ¥ > F P pie (ENI) #Fad2 - e g Rv LT
AWS Security Hub ~ Amazon Detective 4= Amazon EventBridge - i@ 5 AWS £ =% ik- B 2>
BoE 2 EE IS REAS & o B P ARG AWS ehiiE 2 oRiEE L AP ied - ANS R

ir e

SEEK i i Security Lake # & 7 &4k 2 AWS F 4Lk > 4= VPC Flow
Logs ~ CloudTrail ~ Security Hub % DNS p &> £ ¥ @Rk p & it L hF
A4 o 1t 4e CrowdStrike f- Netskope » 1412 g T ZFHAFE L3717 % 2 FHP
vooip? @R SEEK ac #3i8 h— G T Ac b p Rt onAe o BB 4R R
2z @ A F A DNS P R&F AR g 4 o

SEEK # Security Lake ® e 72 *U30% 2 047 o Gldo o § — B 1 420 F5
TEmT- BEFELVPC? NATRE/ERE V3 chh FIpF > & 'FE/T*C»?'I?* Security
Lake ® s DNSA- VPC /i & p 38 K P-if 2 =K 4 o i&— BLE 7 7 Security Lake
R qja%ﬁnt bt AR BT U AT o AR R anfEid .
Andrew ~ % 7 & B ERE 2 E 2B 5 %06 B 7 Security Lake 2§ 4%
£¢ i & o % - B %k b A4 Amazon GuardDuty FE - I ARBEPRE
% o %1 Security Lake » SEEK % > BIFfac 53 B priniz E 2 H.d 20— B e
P [PEAARAR AZLE D% 2FE o - BEUHEHERR &Y
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¥
B o

B fé > Andrew & 3% 7 SEEK # * Security Lake ek %k » 3+ 3|#- % ehF
dﬁﬁ@@%’“% Bl v end 2% b o e fo R forc B B 1T ph b

o SEEK #h% &) 2 %P 7 Amazon Security Lake # #ac §let & # fzil§
m"?f_‘ﬂ\éa’]:f'i ’}? PRIEE > R 5 A RFET FFEACAIRTOT Ao
SEEK ek b4 % % 11 7 Security Lake A /¥t~ £ P38 F - 3 &35
HoeiEd o 0% vdgom it SEEK B F T ¥t v i B hE 2 A P oo

PR X b5 gck?ﬁ;} R a0 A N MR 4 F FE AR
H®IF R %2 K 0 f23] Security Lake e % & ffeas < # it o
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Sustainable security culture: Empower builders for success (SEC211)
iz ? o Hart Rossman - Sarah Currey @ 4 % 7 & 7 € § 5% v

'JF:I'/‘Z » FZ 3 Aeiw ,f‘.ﬂf%‘«“ - FEHFF T 22 o b Py WA

R O~ fEAT 0 L P E M A I g AR RG> U R o i

Flifolk Lo Rppa MRS | 0 KA R B P SF 2R E o

Ao Sarah 3 F| 7 3F 5 H M AL 2L 22 L pRG TP 0 e d 2
ﬁﬁﬁ@%’f AW S L2334 w5 BEF B ks 2
?‘/’{Jﬁi gy 4 2 ¥ MeE e Hart P4 % 7 - 2 B 3 deie -2 > ?Ttﬁéﬁg’é

BEYY et o wA T P EEEHF LR ERN P P RGRET LR
i B o

Security culture roadmap

Bl : Sarah & Agdif - B& 22 it oFF B PR 330 8% 2~ $RE § ahps > Tl
2T R E IS - B AR A BT 2 0 BRI R E S A% 2R

ed o B H - BAREEAR o BEHR B EROT 2EF - PEARRG S QL IR
TARRRAE o

wWﬁ¥ﬁﬂ7Mﬂ$£ﬁ§@3%g@—@@%ﬁﬁvugﬁﬁﬁgﬁ
SR #&%Tﬁéﬁimﬁﬁ Sarah 58 A % ¢ & AWS 4 8 ch— 1
RERBAL B EREER Lmﬁ%%km»%%%&&@%ﬁﬁﬁ
ﬁ%ﬁfx%$l¢sz$ﬁo

Amplification of underrepresented voices

New idea is brainstormed
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Bl @ Sarah 3P i Ao k@ H 5 7R K Lo (N & DB Pl AR o

BB ARR e BREE s WA
1.New idea is brainstormed (#7T8 i hf LA F ) iedp A L BIF & §3R 7 & NATREZ Sy
B
2. Idea is voiced by an underrepresented individual (k p X v A & £ ehpfeniEiz )
T-fpBRRA- BEY AdmY TRARLE S AR AR OBEE N RE -
3.An ally amplifies the idea by repeating and giving credit to the author (P! i
FEFLFHTRICFRRAEBRZ ) P Br 0 - BREA (KFAFF) b d @il
WORRREFE RBAZERZ > KA LI A s N L B o
4.0thers acknowledge the contribution (& # A 7% mx‘éf)?ﬁ’c) R RS PR N A1 S
Ree TR B B2 A AFRRNF FIRG 95w -

g

FHG T SERERET - BB A A R AFEMARS Y F D2 g B plE- B
TR TTRE O ETF AR ISR L 2 L R oo g RG Bt EEST F 1o

PmA R AL SRR LT R ERT

PR H I AP R B R EER O b R A R R
fog »eesE P R ERF M- P % o 2t ¢h 5 FiB AWS Security Guardians 3+
Bl BRSO de M AE 2 A PERFREZE2FE > 2 TRE
Lo BFBES Y B{rg BABSDT 2HER -

o

AWS Security Guardians

A HUMAN MECHANISM TO SCALE APPSEC AT AWS

Security Guardians are trained, security-minded Amazonians who : :
volunteer to be a consistent champion for security on their team 3 } ,{

[‘U’U‘U’\

‘:[ They partner with their fellow builders to make informed

[:‘— j security decisions that lead to more secure, on-time launches

They serve as an extension to the AppSec function, scaling security
awareness and providing a strong feedback mechanism

R : Security Guardians % 3"~ L3 2 LWL S FHA 1 > 8 P p B~ ZH RGO
FRrFFE B PHERELIT RAPFNT 2 AR EEFLT X BPFFEEFF o ¢ PEAE
AppSec # it B B > JFE X 2 A BT KBB4 F A8

Hart %3 " #FF KT AL LM g h A0 EH ot 2 ¥ 65 RS
WA edp Rl SR S R R R A R P e & AR
de el o B P E SRR T "F e a3 (reverse mentoring) g o A -
FERESRE W A AR R RT 7RARE Y h 2 e WA RakEs
A o B AR e RN ORI AT S R
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The AWS data-driven perspective on threat landscape trends (SEC236)
TH L "THSERELT o PR EARS" guFi > Jd Amazon
GuardDuty M P 9 Ryan Holland = Shield = $# 3 B Paul = F R 3R -
PR SR feFE DA GAPER - gReRE 2P B
THEE A AR B & S g > BIFE O~ 0 20 AWS A& _GuardDuty feie
BEROERBRIGIG o FHOPC AN L Ao F Py 0 @
FrE 2 AT J RS NARE > B o fIh BB FERR D B Y R R R
SEER EALR #%&”—%ﬁé:%AW$5—%%£iﬁéﬁ%ﬁx;a
P4 P o B e FFnF M ei R AWSH Y S B R S @ FaiE
A S TR E L B £
Paul i# > /4 % 7 DDoS e B % > F | A" ke EF { 4o ¥
¥ o i AAITH £ 7 IYWIEL ABcE b o2 W ASTE DA FTE L > 8@ AWS
FOETE AT UBFEE PR o L0 G e st > AWS i B 7 DDoS A # K
¥ o T"*Eiﬁ‘?&éﬁ— BHEELFE ﬂ [Prym?2 28 KFEFE B LD
TR g oo FIG T AI* T AWS e & enie i 7 WR L EF R A
ﬁuﬁﬁlﬁhi#ﬂﬁ§§@%*°
MadPot Z_AWS * k& 23k = iR - BAFfe d 3o B A 2IRINE R
# 10,000 BREBEE - AWS * % i 348 QB | R B3 & - it T
PEEEANSHERF R RLPFRDJE 0 ZHE 2R RET DR DA
o F %4 fMadPot k AINEF AT B E R A0 TIOEF I ARG T
PREL - F ff"f,«éfa,%ﬂ TR BRI Ir R R BR oo

Global-scale threat intelligence
using the AWS Cloud

1 0k+ sensors deployed globally

Observes 1 00M+ potential threat

interactions daily

500,000 activities classified as

malicious daily
Bl 2 Paul 4p &) - AWS 22837 % 7 426 10,000 BRPIE - * T B2ACE | RBPF LIPS
@’Tﬂjﬂ5W0W®é%4ﬂﬁwéwaﬁéoﬁﬁﬂnwsaﬁﬁ%@wzﬁ%¢ﬁ$
WP Ed i > L TR ANS e E H e 2R XA E A RET { FokEORE -

Ryan Holland P _GuardDuty 4R & &~ % 7 AWS 4@ ¥ pl{frw B £ = & =
P § o GuardDuty #:E A~ 47 5 fAp &Kk > 4o EC2 5 & p 36 ~ DNS P 3&fr

CloudTrail p & k@muBFEALDL P T5 cRyan+» % 7 - B Fs:? e e B ek
J*> EKS B 7 cnggcfifie 8 Bk bl @B R 05 83 Ex 7 AWS4eie i 1§
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- APl RIS R FE S ML 2R -

®BHTBOFE @ &

EC2 flow logs EC2 DNS logs CloudTrail S3dataevents EKS auditlogs Login events

Lambda flow logs  Runtime Events

Ryan # % AWS #2017 &3] 2023 & o= f i iE‘HFE Foav 4R o j A Bt EC2 JRE P
#&fe DNS pi& B 3¢ 7 CloudTrail - FALE ® ~EKS %3P s ~RDS Ha-E -

Lambda /i & p iAo E 2 o @ % S P TP kg sz - BEEY RV RpIrEL e
Rl AWS @ g B A 164 A7 e IEEA] > 23 AWS Security Hub ~ Amazon
Detective ~ Amazon EventBridge f= AWS & T4 & B pRiadE o % = E2L {op % o
SRR ANS Y 4 2 R L0 g e R {50 F
B3 e >ied ?‘ﬁko Wi 3 mge t cnd e gjﬁh—‘ﬁr £ AWS 3% 4 v
Kﬁ; ERRA#N Y K3 Iz?—‘ﬁ s ko A @B EA R AWNS RO EREL R

B4l e
THFE AR ETHE Y R PARR GUE 22> RE T T AWS A REH
LR S PR G vz’L’r;}%B&m—i@'fr; L AN e éﬂ‘%?’&‘AWSJ T

B AR 5 7 i\mu—.i‘ff'@; AdZ o ipE - B AREH a0 A AWS iR 2
) ]b [FE V) i :u/ tﬁf’l’ﬁj% 'f ﬁiz‘:},?véé °
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