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. -

Ta Drain
Tank

30.00/ %

Drain Valve

START | STOP

75 - MMI B/

(Z) ~ EDS 245512
L 24/ 4H

EDS(ENTERPRISE DATA SERVER)Z 5 Z0R BRI HE i35 T 245 » %

4 ml BRI 2435 1,000,000 {[E proessing points @ FEEEARE DCS %45 ~ #&Hzsf1T-8h
&k oy i - S EEFAF EDS Server 0 A DL&R B B FH Y FE H A X ( EDS
terminal - EDS GB) ~ MS Excel #{$5748F4 %2 (EDS Portal) $£{lt + EDS %
L AREAE AP -

EDS EDS
Database MS Excel
Access Plug-In

Specialized

EDS Calc EDS Web
Editor Portal

EDS Mobile applications
(e.g. AWP)

F =P

EDS Server

Online Archival
Data Data
Server Server

Objects Calculations Report WEB Graphics
Server Server Server Server Server

- =

Data Interfaces
Ovation | OPC DCOM | OPC UA | Modbus | Other

- -

Process

@75 ~ EDS ERERTZE
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TRANSFORMERS

5

VALVES

==
- |~

PUMPS

= M

DATA
SOURCES

2. B AR

EDS 2428t nl7r s b~ 1~ Mg > WE-EFR » EJ@% Data Feeders »
firl/> Ovation ¥El 24548 pE > B FH BEUL DCDAS &R (H A KR4 EDS
Server » Feeder /% redundant Z2% - 4[E{ )\~ » {£—5 Feeder #E{HET - |
FiS—GEEEXER - HW G Feeder B EDS j#zH B i » Al Feeder & &
RHETR AR H SR buffer & » S5 24 R KAE - FFF 2 B Ry B R 24
45 EDS Server ©

g Ky EDS Server - fif A& AR » EDS Server B UL Feeder HYE
o ACERARAE N 4% F SR 0 i Feeder » m]LURF Point HYERHE A F] EDS

Server » #1[&E 1 JLAf7T~ » Point table & &8~ EDS Server #YJ Point j5E » EDS HY

Point ZHELE MBI DCS 245 » (£ EDS i) Point ZEI R &1I/48 DCS 245195
- EDS REGERCNMEE A « Fis Web browser AJ{fEH] EDS Server =IHRT% -
737 B EDS Tagout ~ AWP(Analytics Web Portal) 5z EDS Preventive Maintenance »
N Fy EDS terminal ~ Web Portal » $2 4% = & B HEAH HEI0 - UEEEIE

;-._._._..____

DCS/SCADA

NAT NAT

Graphics

Alarms
Reports
Calculations

Historian

4

CONTROL
NETWORK

CONTROL
NETWORK

DMz

[+t~ EDS Al
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(a]
c
=
—
©
>
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Soft Tagout
Slave app

Ovation
feeder
(primary)
Ovation drop
190 (primary)

IP: 172.168.2.190

Soft Tagout
Slave app

EDS Terminal
EDS DbAccess

Other EDS tools

Ovation
feeder
{backup)
Ovation drop
250 (backup)

1P: 172.168.2.250

EDS Server

EDS database
(proces data)

Soft Tagout
Master Server

Webservice ﬁ----

AWP Server

Soft Tagout Web
interface (web
browser)

AWP Web interface
(web browser)

CMMS Web
interface (web
browser)

CMMS Server

&+ /\ ~ 7 9Et% EDS ZefiE

B R e

Point table Deleted points Configurations Users Security groups Technological groups
IESS Description Archiving fropesies Fiters
Common: Analog: IESS
SID AV IDCS
LID UN DESC
IESS DP AUX
IDCS ARTD TG All
D ARD SG All
DESC B D All
RT ANALOG BB RT All
ST HL AC All
AR N LL AR All
AC DEFAULT Binany: ARTD All
AT BV
TS SD e
LTS RD Time
SG Packed:
16 PV Llemr
DF Int64: [] source (+Ts5)
£ ik Statistics
AUX UN
155 Text: Total ]
XST1 IDTXT Deleted 0
XST2 TEXT Displayed 0
X513 ALARM_PATTERN Selected 0
QUALITY GOOD
< >

&1 ~ EDS Point &} [E
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3. 2 %R
(1) Graphic

& A Diagram selection g Ovation [EE= M » ¢1E — 1+ 7~ » Global A
F EDS database HY diagram > Local F]Ff R EE{F N A I4&BERE diagram » [N A
windows W1 ~ W2 ~ W3 ~ W4 {JJ#2 » 0] [EF5AEZS(E diagram » FRELEYE — 1
—ffR > HEHPL DCDAS BURHIMEE @ (H RRERURIARR(E - EDS $2{t data
replay IRE » I REIRIE S RS EH - E —+ 2R o

FAKEN LN

CGobal tocal
Name File A
2000 2000241 Fng e
no 1101241 [ Semgle regulr expressons
1100 1100201
Punity manuaine - Zeszyt automatyow 1 1061.00/
Punity manuaine 1050 .ea?
103 1031001
1015 1015.ea! Seurce
1013 1013201 ] st
1004 1004 ectf [ o
1003 1003 edf r
1002 1002 eof
1001 1001 e
ZEK 100020t
w33l willeal
TG
3344 3344001 * U W A grevp =
testX Y rend testXYtrend.edf ]9
121341234 testTrend e
testPROCCESSPOINT testPROCCESSPO
1estPROCCESSPOINT - Copy estPROCCESSPO
rect113313 1ot 119352 rif i
< >
7] Preveew Growp
Windows
. wl w2 Wl Wi

[E — - ~ EDS Diagram selection

eE3BIgSLS
B34BA5855

[E —+— - Diagram Viewer
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B —-+ . - Diagram Data Replay Function
{#F Trend Viewer o] 8877~ Point #Y Trend [& @ 41E —+ =~ @ IFEZIER
10m ~ 30m ~ th ~ 8h "{ILEEEE - B[REE FHY Trend [E[{R S GCEEILEEAH - TR
A - AE TR

e o 8e BT oM ide LB T L= E ‘

—
§ Narre yont (]
| ' v Leqady trends
Test
| mponed from WO
- IMPORTED
€
<
i
-
i .
s rreseypeey "1 i
; ey o __wmes  wer e L (151 b2 Wil R S e on 37 = o L o":
- "IN XY - “ (L P!
F) {
o L a-s |
s Descrption st 10CY Soace Ve Ugs v T Shom sl
b s anan) HINCAT Seiiate W OMG 7I9PE COUMRE TS X
(1)

& — = - Trend Viewer
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DR R R R e

Default profile
admin
webapi

~

Category
v Configuration
v User interface

Display of diagrams
Edition of diagrams

Default trends
Legacy Trend Groups
Trend Groups
Security

v Common settings

Points fields

Colors of alarms
Emailing

Trend Groups
;Name Description
v trendl
trend1 trend1
Add Edit Remove
Import from tdft

O e

[ —-+PU ~ Hierarchical trends
(2) Alarms & Event windows
EDS 0] DI Bl 24 fH BRI 5 F8 event FI|FRFIELELAHREERY Point - ZfTHH
Alarm list [ - 551% Main Panel L event ##§ft - ©EEFTA BT EHATF
%= WE -+ FFs o
Alarm list EHE A EAA ={8 tab o] BL#EE > 43 H] A Main - Suppressed

alarms ~ Historical » E.f* Main tab B/ R EEE L HIREERY event » Suppressed alarms
tab 7R ACK %545 » Historical tab Il A #3655 -

- SO

& —-+7. ~ EDS Alarm list
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(3) Report

EDS fEE#RIhAE » EAE I HERBMENE - WE T NFr » R4t
AI B E e H B AN E R o IRAVRE SRS Txt ~ Rdf -
Edf ~ Html ~ Pdf ~ Csv ~ XlIsx °

File Edit Format Help
I 3 43 R i
o | & & R I—D go - | %

9 ™

U 7z o |dm
A-1 B-2 C-3 D-4 E-5 F-6 G-7 H-8 19 Jie

1

=

e

NEBEBEE Y &GEGRE
3

& >

noname[rdf]

&+~ ~ EDS #iFER4mIEIAE

= T T
2 G 26 27 28 [ 20 ] 16 17 || 18 19
0 || s || = 33 34 35 2 a |[ 2 [ = |
36 2 38 39 40 41
2 || s | a 45 46 a7
48 e 50 51 52 53
A [ s [ = 57 )

Days Months
1 L2 [ s 4 5 6 jan feo | mar | apr |
7 [ s | 9 10 1 [ =2 may un | ayg |
13 I 15 16 17 18 sep ot | nov | dec |
I 2 B | u
5 | ® 7 El R
31

Days of a week
mn | e | wed th fi || st || sun

i e ‘ B8 £DS: Terminal - report |
& — -1 - EDS # A4z pli ik
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(4) EDS Web Portal
EDS Web Portal &t gl A E2 2% 252 A EDS » EDS Web Portal
fﬁ.ﬁ{iﬁ # BET Dashboard - P HE[{KIEFE K T trend ~ Gauge ~ Alarm list
A PR IREERIE HE fEHEE - aTRIH P LR -

1ESS

INIOUT PRESSURE T 2012/10/19 17:28:88
E 2005,

- &D €
iving type | Archiving deadband ]

Create new window x

title: New window name

plugin: Alarm list v
EDS

Diagram list
EDS Connection profiles
Embedded diagram
Events list
GPA Reports browser
Gauges
Multi-parameter dashboard
Parameter status list
Point information
Point list
Report editor
Shadow values editor
Trend viewer
Windrose

Other
BBCode text
External page viewer

& —-/\ ~ EDS Web Portal

(5) Analytics Web Portal (AWP)

AWP %~@2}§515< » AR LRE R - B BTN RE ST R AR
- HAR iR W E RS
® S LE AR © M A DS E AR e R E M AR E i E RV E -
® EUEMHEHEE ¢ B T UUEH KB HER R T 0 AWP HF AT DLATEERER
LIRS &L A S 5 5aE ~ ARG [T EH - fIiPlERER -
® i 5 ikt Dashboard #& 85 2 TRz KPI -
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® '’ GUI 17 TR -
® ST EASEMNE IS HAIRIEM R 28 -
® Process Point value HY#¢J45EREE -
o i
® S NE R -
® #24 MS Excel ©
AWP HYEfHE# EDS Server Mapping 2K » Wl1f&E LA/~ » Mapping
Data A] DARECR{EFHEEEABELET RS A g A ERURAE - AWP (V&g
P/ shade value B9 /7 = EE{F1E EDS Server ©
ik : shade value ATLAMMEF(EHFEERE L - A EEHEFGER

Downloading Mapping
Control System data data
Saving data

EDS server EDS Analytics
and database (Web page)

& — 71 -~ AWP @R 7=

AWP iy PCALC 1540 AT DURRE 22478 E Ze i 85 A A0 By TR TR RES T
H o MEREETE AT ST A B (S YRR AT ST R R PR AH AR BR T TR
o A AT EEE PR T E R SRR 2 SRR R = S SR
B NHER B/ MBS » HEMEHEE S BOR D EIER » (/] GUI ZErsRg s » 10
& =+F o

Plant

HRSG2 £ TURBINE £ CND 3 MAX POWER £ +

[EE

glﬂ
g
2

i zm G2
=

=~ AWP SR FLiY
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(6) EDS Tagout
EDS $ (Lt FIEECohRE - 2E =-F—Fr - HEE

® (S B {728 Tagout JFA » Tagout AZFEHE Tagout [FA[FHAL ~ #H

BHERN(id ~ name) ~ Tagout AYRSRIEREC - SEE 4HE -

O (it Tagout [RESFIFRIERVACEE - T LA SR ENFE A set Al reset HY

Tagout #2{FAGHIEN4CE: - BEEFIEIFTA Tagout HYHR(E

figi A4GHE http:/[EDS Server IP]:19000/ui m]#E A Tagout report » #[[E =+ —
Fm » Al e SRR EA S - PINGRE ~ #FE N - SEEE - &
{f F§ EDS Tagout {F & f#§ Tagout HF - %% Ovation DCS 3% 2% 5 1Y
[DevicelD] STAG » #s5%F1E Tagout HA » EDS 84 #[& » EL Tagout REE()E
IREd - N R sk [DevicelD]_STAG {37R3F4E » & EDS IhREWRIERF » EDS (Y
2% # Tagout fAREES DL Ovation FY[DevicelD] STAG /&3 °

= tagout multi reasons control

status reason 1 set/reset @  reason 2 setireset »
26 Apr 2023 17:57:32 | OperatorT (7):
inspection
device Pump 1
reason 3 set/reset B reason 4 set/reset »
reason 5 set/reset »

fE| =-+— - EDS tagout Ij8E

= Tagout Report

download options  result filter current time range: 26 Apr 2023 00:00:00 - 26 Apr 2023 17:58:36

action Selectan Optio

from: [dd.mm.rrrr 0| to: [dd-mm.rrrr [=]}

time action operator (ID) device reason

26 Apr 2023 17:57:32 set Operator7 (7) Pump 1 1: inspection
26 Apr 2023 16:21:28 set operator2 (2) Generator 1 2: failure

26 Apr 2023 15:48:20 set operator1 (1) Generator 1 1: inspection

& =-f— ~ Tagout Report
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(7) EDS Preventive Maintenance
EDS Preventive Maintenance HYIJEE & -

® DyiE e HY S TR PR R -

© IR FAI PR e R e g iR -

® A THI IR E R -

{51 EDS Preventive Maintenance Fya5{# i E TR PR ESRES - 074 TEYI PR
TS WE=T=Frr > RENEFENER

® Equipment group

® Equipment tag number

® Equipment description

® Equipment design life

® Number of accumulated starts/cycles

® Accumulated operation time

® Remaining time until next maintenance

® [nspection

® Maintenance period
RERTEREm ARESR - WE =TI - CERRESRTAENE
BhdERE N B ZIREMINN - BB S EE TR PR E RIS - MEPRE I DIRE LT »

& =+= -~ P RERE
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Start Inspection

Equipment
Equipment Tag Equipment Description Equipment Design Life
123ABC101A Pressure Heater 20
Part
Part Tag Inspection Method Inspection Period
Shell visual inspection 12.0
Inspection
Inspection datetime
( 0 08:00 pm
Comment
Inspection completed
Submit

& =100 ~ PSR ESS R A

(2) > PWCS 2432

PWCS BEZHE LG » T EE{F:€ DCDAS(Distributed Control System)-f~

R EE T ) PWCS F A R WAL » 4R T O = 7
T Hp

® UTM(unified threat management) : 2[5 KAEITIAE > (ReEAEIEA T EEINE
5141 DDos °

®PWCS Virtual Host : ] VMWare FEILF G5 ME FEH% - EHEHRIIEE T A1 e
Policy Orchestrator 5z SBR(system Backup & Recovery) ©

® SIEM(Security Incident & Event Management) : f2LtEEf EE{FHIEH 2 2E NS
(logs)ThAE » EIFERH | EH ~ JERIERFER ~ 7R3 VMHost - & H {4
#5355 SIEM -

O NAS : {7 Ovation 48 - B 24 (515 -

®PDS : JTHEVE T 4 ©
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Power and Water Cybersecurity Suite (PWCS) 3.5 modules

| Security Incident & Event M
! (McAfee)
i * Log aggregation, normalization and
i corelalion
i = Secunty incident ideniification
i Alerts and notifications
* Raw log retention

Anti-Virus (McAfee, MAV)
« Signalure-based protection

Patch Management (McAfee-ANSA)
« Security Patch deployment
+ Multiple CS and version support

i Switch

AR any

b :

Application Control (McAfee) e anan

* Whitelisting Technolagy
« Effective protection against O-day
exploitations
Y f s =
%ﬁ ) KVM .
W - e

i+ File integrity check

3 Unified Threat Management

|+ IPS (Intrusion Protection System)
i+ Firewall funciionality

------------------------

.

Device Control (McAfee) i User Interface |

+ Conlrols and logs removable media

' eveeeaarannan sl

+ Protects against use of unauthorized H VMHOST e e e e
removable media : : | Network Attached Stora '

s T it Nl i - i ge (Synology) |

R e e ———nnen H AVIPM/DC/AC s + Histonical logs from SIEM/LM H

System Backup & Recovery (Acronis) m: . . lénzlige backups from SBR

+ Image-based technology i "_E 'aaf"f'fk"_p_ -ril?.f'_._..-...

+ Full disk backup D000

« Fast restoration

| Network Equipment (Cisco)

(C gggneggon:oglauunl%ehmg(
i PWCS Virtual Host (Dell / VMWare) ' \ ' Interncgnrvloerc!:lﬁns beertmaee:gmliances :.
3 « Dell R740 with ESXi 6.0 i '------.._...-.A______________P_Fi___.____,.....:
! = ySphere Standard : 4

s
EMERSON.

B =-F7 - PWCS 4Hk T

McAfee® ePolicy Orchestrator® (ePO)E —{# Web-base 1JIEH & » A
McAfee & R it HIEHI G - ePO HZEAR B — (B8R EAR - K -
® Patch Management (PM)

B Ovation G 25 FERE YRS S8 - 1 ] BB Ry Ovation Z4%
windows ZA&ERIEE = 7R T - FERFERCE SR E AT Ovation Z148 2 A -
Emerson E’ﬂ%ﬁ%ﬁ‘*@?%ﬁﬁ?ﬁ?ﬁﬁ”%ﬁ ’ E%ﬁ }Eﬁ%ﬁ%"’é?ﬁﬁﬂ@ﬁﬁ Guardian T;E
FFTa&k > £/ McAfee ANSA Patch Manager i ] JIEEEBEZS 1R - 7] LA
SEIEEE s RIEIE I E SR

® Application Control (AC)

AR IR R - R E A E AR B R AR E R 4 - 5
M oR R T eI BB S A SRV ATk (4 - (E P E e A T RE RIS ER
2% > AC (ISR R A AR - RORGEBEIE N2 5E -

EVE iR A T Re G A E AR TR
HAE - DA THVERS T 245 T - -
® Anti-Virus (AV)

FERT ~ A HIFIER &P N a S Bk - pIalERw S - RS -
[EER % Anti-Virus(AV)FEEE (8 F McAfee Endpoint Security & Threat Prevention
KB o R ER RS L0V E R DA Ao R — BAHNE] o 3%
LQES T iy A= A

® Device Control (DC)

Wi ENE S - RS FIEIR T M E S0V RS - o » BER AR

VBB N R Bk B R FIER VR HIRE T - PWCS (] McAfee Data Loss
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Prevention Endpoint(DLP)ZK 2L E% #1254 (DC)IhEE » DLP 1 ePO f&fft T —7Fd
Eh A7 EA ] ~ BEPRRIRH (- & - B3 USB BOCHEE AISE)E
i DLP » FIRSE{FEEEH ] DA AR 1R B0 e rali i - v DURTE A P HYZEK
JE FRIRLEREE - MR AL A E A E S F I sk a2 -

PWCS EEAEZLREANE =17\ > (Ef{E Ovation EEEHYERS @ B g5
PWCS Hyfra& BT - imaE R | - ZHRE B Bhims @ &3 A
gy BEPRAEESEE) > FIH xﬁlﬁzﬂ"‘*ﬂﬁ“i

KVM

Switch
Rextron

HUS-108D

OSC Cabinet

OVATION CORE SWITCH
UNIT PRIMARY & SECONDARY

I_i—liiE
| | Elestronic Reom
OVATION ROOT SWITC

[u ] Bttt

[omow7 | = g

T e e B 2

NIC-1 UNIT2 PRIMARY ucoemm um* mm & SEC mmm & g
UNIT 2

OVATION ROOT SWITCH OVATION FANGUT SWITCH
lmmp«maumn UNITY PRIMARY & SECONDARY g % g

UNIT 3 Engineering Room

& =7 ~ PWCS 2848

g~ VSRS
FERE - 15 LIS BIER Emerson A\ EIAEREIAYAT] T At MR
) DCDAS FEHIZ4 - BITHERI RS » Br 7 AR PRI EESN - BIDA T MIS
Je PWCS 24 - i3 MIS » o] LUAAVE R EE fOEEE R - BB REE - e
A B A DRI IR B 40 8k RO - HiE IEMERY 48 SRS - Insa sl iy E iR E
Ve FiE# PWCS (re8tRaHMEIS A 2828 ROm s > B ERYNA - Emerson f2
Y PWCS BELFERYT » n ARSI - Eak AN - [
ZNERETE K  BREELVIELRS - MR RARERZ S - T E M -
B RELE BRI - BRI R GIRE - A PR R CEEE
G BAMSFENZER - RERRTEEYE - 2P E CVEERET - HATEER
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EEZ N

TEMTRERECREBE T - B ® IR AR RARBENL - IERARE
BHE > REEWIEED & > 7 8 9 SEMETEST 2023 ~ 2024 FREGTpEEE -
SRRV ERR AR - TR REECERINE - A BT ERN S = A Y
i - RFLAEREE R B LAY TIERR B LI R ][5 H TRE » IS sk i iy BE /7[5
P2 EI ST AR - 7 ~ 8~ 9 SRER(E W &R - B2 ERE TR
RFfEj R > Horr 7 SRBECHAERE - GT (/] GE Mark Vie 2 %4t » HRSG &
Emerson Ovation | Z:47¢ - ST £y =3 Netmation #5470 - HEEHEE N BT FIFE

BRI Ry FELL ERE - ABEHERENSRE - DR REENSTIFA

o

2% o
=]

RIS ERERE - KERERSAR RN - BRI EHE -« REHEE
FREZEE > BAWE ] LA{EHE Emerson AEEE - T ##5r DCDAS %

W > ARG SRR AR - R (A ARE > ERCELE B T EE=AY ]

& o
/TN

i~ 2EEH

1. ovation-controller-model-ocr1100-en-67350

2.0vation Operator Station User Guide

3.Ovation Operator Student Handout

4.Ovation Engineer Student Handout

5.Demonstration & training of EDS for TPC Datan — Taiwan
6.EDS presentation_Datan_Training 2023-06 revl

7.Power and Water Cybersecurity Suite(PWCS) Student Handout
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