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Keynote : Perspectives from Brazil f&#k

Keynote : Perspectives from Taiwan F&%R

Keynote : Perspectives from Canada F§%R

Keynote : Perspectives from India f&H#

Keynote : Technology Perspectives ffH#

Broadband for All in Sweden f&

Broadband for All in Malaysia f&$

Broadband for All in Japan f&%k

Broadband for All in France f&#k

Development in Spectrum Management for Communication
Services-0ECD f&¥#

5G built secure with defense in depth ff$H

Security of deployed networks R

Demystifying vulnerability management in telecom networks
¥

Security operation automation f&H¥g

Current state of evolving Open RAN securityfgs

5G readiness for zero trust architecture and evolution f
i

Network APIs & 5G Securityfgs

Confidential software security assurance F5R

Technology briefing-6G Research and standardization update
[

Technology briefing-Artificial Intelligence 1in mobile
infrastructure f&s

Technology briefing-Open APIs for advanced digitalization
¥

5G for Autonomous Shipping: highlights, concerns, prospects
fi ¥R

PTS Spectrum Seminar-Swedish Post and Telecom Authority f§
#
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BIGHRAY B SEALRE - Bt PTS BAER SR ZILE BRI AR (Broadband
for All) &k - BIESEI T ETERHEARIPRAHARE ARG (3% - S EET o B B o
PRI ~ FE B s SRR S ~ T RAEARRTR K ~ R B B iC S E R
o B EATEN: - A BUFRACR RS -

ARG o5E 17 e gk TR T ERARR—EA SIS R
(2023 Broadband for All - a trusted base for the digitalization of
our societies) - &amseen Bl DEHI SEAUEIRE FIVEEETLS - 56 4Rk
ENEEBRE R DUAEHBCRNE BT » 515 28 B 110 srfu BRI
RIS ETE A A lE LB E S » B -

A~ TiER

H 1Tt

6/23 (1) | gk (208 20:10 thd » 6/24 L7 12:30 TR AT B
)

6/25 (H) FiFs % 2 Mathias Tegnér B4

6/26 (—) SRR G

6/27 (=) SINGEHARRK G ~ FFal PTS

6/28 (=) | EF2 CROWTESFAEE 17:55 Hid - 6/29 T4 18:30 fh 2
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Keynote f&#7(08:30-10:30)
1.Perspectives from Brazil
2.Perspectives from Taiwan
3.Perspectives from Canada
4 Perspectives from Spain

5.Perspectives from India y e SR BELZET
47 | 6.Technology perspectives(Ericsson) (08:30- € (09:00-
Keynote f&§#(10:30-12:15) 12:00) 12:00)

1. Broadband for All in Sweden

. ) Panel
2. Broadband for All in Malaysia debate :
3. Broadband for All in Japan Open API

4. Broadband for All in France
5. Broadband for All in UK
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Keynote Ff#z(13:30-15:00) PTSf;EH
Developments in Spectrum Management for 5 e
Communication Services(OECD) (13:00- :%ﬁ‘ﬁﬂ‘ﬁﬂ‘
T 14:30) € (13:00-
Panel debate(16:00-17:00) PTS &% 17:00)
Searching for Spectrum -5G,5G Advanced,6G (16:00-
and satellite 16:40)

i 55 1 KB panel debate REERRIRFEIE S > AI S keynote R -

— - R TEGREE

B 5C WEESIVFFEERE - MO HE AR i EE—3R > SOEE
A ERERE - A TEST AR R ZIEREE > Wne A > &2
ee VRN TR K © ARG H LB G E MR AYMmERIIE " @RS b &
b > BRI EEH PRI Z R T B A A [F - S EE R G Xt = - DU
(AR F PR s e & RS PI A2 - e R I G ESEE —EmE
AR (SIS -

(—ERE

Bt EEEEEN T - EE(ERE kR RNE SR > BlEKXR
FMAO T AN B M AR K PREL > P EEHES (Ministry of
Communication, MOCM) FoR > HEIEAEREEE RA 21.4% > (HITE)HE
FFERE 08.7% » HrP{HEF 4G 49k 78.6% > G R sE AN AIRAD AR HE
e REIAEREERTE - mAEEIEHAR - 5L T R ERE I s E AL by
EHE -

Fo e 2 PE AR H0 o B A i S Y B AL FRRRE R 0 FH S Ve R SR HEE Y
Norte Conectado Program 5155 > THEEE 8 R T B CAEHRS » ZRHEN -
BE - T A BGREDAEIPFIECRE R - & HEREFEH
Broadband for All > sEEEPEEK Ry B HHARAYE] S -

Brazil Factsheet

Population: 210 million
Area: 8,5 million km?
i GDP: $4 trillion USD (PPP; 2022)
- 3
- s
-
c
MCOME:))

1+ B AL ERSARRE T - P SRR R R R APk
B (BRAR - g3 R)

6



(DHEE

RIEARgH EE > AHEREL " 2REALFIME (Resilience for
All) | BREIE(E keynote @A (ERER TR TR BHIRE S S IR
MR S0 0 B AERR T EE > EHBIEZE HERA
WE ol Ko af\ (R CHISRH SR BRI » A EFFE T AR S R Rl i i
% RIEREREANEEH L - (FeBEREESHE 0T &iE 2 E > AR
] BEk H AR RS 2 S AR - HZIEHE D2 T S E imaRAg e s bR
B BENLEE - B8 - R - ﬁi@%é@]ﬁ%&rﬁi_;ﬂ%éﬁ

( Public Protection and Disaster Relief » PPDR) 'z K & )8 i
(Emergency Roaming » B¢f% Disaster Roaming) “Fzkia(L4 REIE]
Mo BERRIALASE 2 A EiHEEE BB ks R e A5l - &7
Eﬁzﬁl%{%f}%ﬂﬁég IIRER EESE > 5L g BRI Bl e > %

RS G R AR AR E R ST SR S BRI EE A PRE AT

ér%wa °

BEAh > NERIPE S, - G/ MR BIERRUZE 56 B HES -
HEFESE T BB - IR BRI R IR, (Wi-Fi 6E) - DIt &
FER R TR SR -

Digital Resilience
for All

] %‘)’h’é " %%EPP%EEﬁA (ﬂ”H 5@? : T’E%T )
(Z)MEKR
= KA F B2 B E (Innovation, Science and Economic
Development, ISED) F7x @ B 2019 FEEMHMEHK HIE High-speed

Access for All > 2030 FAiTFEMEL2E 50/ 10Mbps (download/upload) Pl E
AaELR A > 2 2021 SR THCR EEE RS B H A 00% 0 2026 S HAEE B

g e B R SRR TR 50 A 220 4 BT R R 2 > S ANEEE © SR SR S B R S 1 20
4ERg -

2 (IS B ER 2 N — BB - BRI R AR A T R I S BAE S » EHh—
R IR S Ry - E P T R A I AR R RS - DARE (R AR T - -

3 Wi-Fi 6E & Wi-Fi 6 (802.11ax) AR » BIHT (5 6Hz SEES (ELEBER5945MHz -6425MHz )
TR ORAEET ~ A R SRR



98% - B PEIEEML - i KiE B ERE » WHE RS TR s R R B
o WinEAE BERRZE 100%6E - Bl 2 s R B - BURIERE
LRI R R E Telesat Y Telesat Light 512 - HETE A Telesat,
SES K Hughes Z[EF#iEEE (Geostationary Orbit, GSO) ‘&R
& AR %S » HEA1 > SpaceX K OneWeb FEEIFEK## 2 (Low Earth Orbit,
LEO) “SEEIRCAEMEAIL S H ST AL = AR R -

Canada is a large country

Amix of technologies is required to meet our 100% connectivity goal

National Internet Service Availability Map

Broadband 5/1 Mbps Availability
[ Broadband 50/10 Mbps Availability
£ Satellite Dependent Communities

.
’ - ,
- scag. N
e A

[ 3 MEATHHEACEE R (BRAOR - G35 )

TIEARBUFAE 5 FEitE (2023-2027) TG RAAERTE K RABREL
st ARG BEEE T 4.0° (Industry 4.0) AYHESHE - ATHIAYST
i: .

B

1. JEmF Ry &k =T 4] (Non-Competitive Local Licensing) @ DA
K ~ NAEAPEEEEN » FERE LGNSR S TH
5T 2024 FFFEH 3900MHz FHES ©

2. 5G FEF RcAmélh - PHET 2023 FEREH 3800MHz AHEY > 2024 FREHEORIE
(mmWave ) #HEZ -

3. HEhNEEhEEEF AT (1icense-exempt ) © %1 6GHz ~ 5.9GHz ~ 25 HAEER
(whitespace) *FIZKH -

Lo > R b4 Zi 4 > ISED I MIERLZ 2 ERBEBHEEY

(Canadian Security Telecommunications Advisory Committee, CSTAC)

4 35,786 AN B ISR  HRHE RSB - B (SR

> ERELY 160 ~ 2,000 AEAY SRR o % Rt ~ B R -

CUMEE 4 WTEE G > A EH B ESIARMTR S BRI TR 05 11T - AL RS - 14258
ADLR E BB SRR -

Tds R 10 25K (30Hz) 2 1 253 (300GHz) 2 RIRVSEES » (gderts « (RAEME « SHEF A - i
Bl SC Ffl > (EEEIEREEG - 255 - TS R N RE T T T S [N B A e R B
WL RN PR R -

8 T (AT 4 R > ST 28 (A AES > — RS IR (L2 15 » SR > R > B
SRS -



R BT AR s S 8 (Canadian Forum for Digital Infrastructure
Resilience, CFDIR) - fREAMEFIENRBREEEIE - RELFE >
FREEEILEE R - PEERERFERENNER 46 ~ 56 4855 - IETHIRITIVE
SEHERE Bill c-26 JAZE > DMEESRRL - sEVR - 2 @RI E S IR e
PRI

(I9)PePEoF

VY DT oF 4% 7% B 8 (i #8 A0 #0 (Ministry of Economic Affairs and
Digital Transformation) Frn @ FEPESFEUNIT 10 R —EHRE NN RS2
B RS R EE 2022 4> EEE] 00K PRS2 IER > R IE T E
IEEE 72% 0 {548 OECD (Organization for Economic Cooperation and
Development » Nf#H OECD) 455t - HAFEELE 81% » EXINFEEE - &
UE TN E L e 2 o PRI T BUN R E A T Ga keI AT 22 R R B AR T
xetE |, (el Programa de Universalizaciéon de Infraestructuras
Digitalis para la Cohesion, UNICO) - #HBhE(SEEHTRAHIEME 5G
aBEfE o EERHE 2 /N LEO & - HIEE 2025 FFEr 2 95% @ R
40 90%LA L > hn EERERAEAR (6) HiEEETEII A BUSHIREENZEE - BAREE
B FAtEEAER - EFECEEE I B E B - 2025 £ FE 100Mbps
DURz 2030 FEZR F#E 1Gbps AYARERESK -

A ISR - (FREEFEENEE S - HAlLHEA
MG fpeh ~ SRR E E AR SR R S Pk WA EEK B AR AR
T (EEURE S [ R B E AR -

(H)EIE

EIEEEEHE (Telecom Regulatory Authority of India, TRAI)
For o EIEHRAORE R AN OEEFEHER 2w - & Fiispdges HEEE 11
A WEMEKSERE 130% MERA 57.8%  EE VU AZE FZiERY
TR AR Z -

£ 2018 4F 48§ ZE Y B % ¥ fir {4 £ Bt %8 ( National Digital
Communications Policy ) o - Bl &4 {# 47 ( National Broadband
Mission > NBM) #3/HZEEZENAE - SIEMNBEBREFZENZRE > tH P
firsgZ » WiREteR o &ER - BB A MEes ik - by
BharatNet Project FHET#EH X oy » AIECEER ~ edE &by’
(Optical fiber composite overhead ground wire, OPGW) ~ 4L4[M45%iE
S BRI B /N R L (Very Small Aperture
Terminal » VSAT) "% > BB P (el -

O SRR ARIE S AR o BT I AR PR R AR - B AT o O] [F R
A -

10 for FHAT S el > R RETLRT AR 4R > R1EE 5 ) FLROASIR RS » 5 B 7/ R AT B 4 A T S 1 42
HIB2 ) RESEE R A SRR S T - (RIEREE - R RS -

Y e (S 2 TP RGBT 3 A R DU R NI AR I s+ B 5 0.3-1.4 AR -
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PSSR Vision of NBM
growth of digital

communications
infrastructure

T
affordable and
universal access of
broadband for all

National Broadband Missien

4 * BRI o TR T ar NBM FRE: (ERIAE © gl F )
(73)Hnt

BE 2022 £ 10 A I FOL DagE R 08% » BERGER Ry 93% -
TTE) LA LSRRy 98% » SG a2 Fs 57% °

IEfE Broadband for All AYEE £ - Bqdl PTS mMisGa8 @l Bjorn
Blondell fE@r bomai a5 - B EE A - SEH T8 R L2
FAEFER (It is not a choice, it is an obligation) * ARIREZITH
ER

1. ZASEARE AR B i (3
2. RFEBARRH AL &R EFRAEIERE AL -
3. EEENE - e e bts -

(£) 2R EE

Bk @il L4 ZEZ 89 (Malaysian Communications and
Multimedia Commission, MCMC) FrR - E2RPHmidik R EHE S -
BETE) 4 [E4E2ERE 48.6% » MEAREER RIS 132% » At EimE
Ry 147.5% > COVID-19 HARRIZ M HY_ F4EFE°K - sEMHRH R ARl 28 b
BAEMT > BECEWER RS 0 B 2020 FREHEBE B LTTEET
= JENDALA - HATZE —FE B H AR ZROLE R - FTERIERS World
Summit on the Information Society (WSIS) HIE °
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National Digital Network (JENDELA) Action Plan Bt

Fit-for-purpose solutions to be deployed in different areas to maximise coverage and connectivity

* Mass, personalised
and on-the-go usage
ore * Wide geographic o
1 Mobile coverage
Broadband

* Premise-based
* Heavy and unlimited
2 Fixed {wired) usage

Broadband

5 * Alternative for fixed
3 fl i {wired) broadband
Fixed Wireless * Sparsely populated

Access qreay

. + Geographically
“ challenging areas
ﬁ * Provide basic voice

Satellite and internet access
{e.g. WhatsApp,
Broadband Facebook, etc) Urban Sub-urban Rural Remote
> 200 f sq. km 66 —199 /sq. km 20—65/5q. km =13/ sq. km

Technology Solutions

g

High Low
Population (density)

5 BPRPE e R BN ALATENETES TENDALA (BRI © &siezh )

ZBIHAT 56 NDREZR Ry 62.1% 0 FAFEEEE » B RITE—
fit#48RS (Single Wholesale Network, SWN) #Ez("48% 5G 48Rk MRS - 1E
A 18 {#HAYFEAREE L EAL » HF@ERT T - fefkE@R
& > GLL SWN AR LRSI 1 -

VANI=EN

HARBS S FE B fEE S &= (Digital Garden City
Nation) > E{E5({CEUCAEAMERUIREAANIE > STENSEFECEE
4g ~ s R Yedd (Internet of Things, IoT) "% 5G i ~ #dE 0K
V4 ~ JERMIEIAERES (Non-Terrestrial Networks, NIN) "k BSG 2 5 {lEf#
i

BA8 0 HALEHE A (Ministry of Internal Affairs and
Communications, MIC) R > BRIERMAVAERSFINE > ZAC4% 56 17E)
AEEVHE IR 3 % HEEEEEZE LHE T —EihiEE =
DL 2022 8y 2.3GHz BBl > o7 B 48 ¥ % & §Z ( Absolute
examination) MELERZEEHIE (Comparative examination) WAPEEL » fF
thE EFEEL T > B e Epg E A o] B (less favored area » 40

12 o impa K ARG o T MBI 5 B [ 1 B — (R R (IR 7S

Bieds FUgL i R RHIGEES » S5k B AE R S fh S5 A 2 0B 4088 - Skl B aE T
SRR - R R ELERH REAAL -

14z 40% 38 k2% (Space-Brone) #4122 (Air-Brone) #bASfiC B mR SR> J72t » FELIBFELEN
gk TE o IR RS 2@ Z (High Altitude Platform Station, HAPS) ZOFF& - Fefils ~ 20EFK

11



Rl BVEEIEE e hiefs - B EMmE Fﬁﬁi&%%l% ~ FET4HYE "
(Standalone, SA) %& ~ B ~ Rl A - FE LSS

I 1. Absolute examination I

1 Area expansion 3 Economic value of the frequency
- Installment plan for all prefectures - Fees of establishing specified base stations are more
2 Equipment than 2.4 billion yen
- Securing place for installment, procurement of 4 Others
equipment, human resource procurement plan for - No transferring business to existing operators.
installment - Plan to keep mobile phone service in the case of radio
- Plan for safety and reliability of equipment. switch off for the dynamic spectrum access

I 2. Comparative examination I

1 Area expansion

- The number of base station in whole Japan is larger
than other operators.

- The number of base station in less favor areas is
larger than other operators.

- The number of 5G base station in 5G delayed area
is larger than other operators,

2 Advancement

- The ration of stand alone 5G specified base station
is larger than other operators.

3 Economic value of the frequency

- Feesof establishing specified base stations are higher
than other operators’.

4 Technology

- Whether having development and instaliment of
technologies such as switching bandwidth without
stopping radio wave or not, and whether proposing
international standards or not.

| Allocate fre&uencies |

& 6 * HASHRIZEC P B & T3 (BRI © kiR )

PR B AYEERS EIRE - RIS SEAE 2025 FATAREHAETAT 16GHz SR &
B OCH 2020 FIEER) - DIEERA RAVHET - B2 S ing
3.04GHz -

5 - -
Target system'? 5G/Beyond 56 mobile TR ToT & wireless
ERRHINF and HAPS £
Bandwidth at the ot - g

Total bandwidth at the end of
FY2020: Approx. 37 GHz bandwidih

JEnd of FY2020 4.2 GHz 9.8 GHz 9.5 GHz 13.9 GHz
Frequency band*? = 1 I !
Up to 6 GHz band promotion of mainly reorganization of existing systems and sharing among systems
o e ehicd End of FY2025: +170 MHz
{Low SHF band e End of FY2025
oriess) Realizstion af v2x + Approx. 16 GHz
| Promotion of mainly recrganization of existing systems and sharing among systems | bandwidth *
65-30 GHz band g Eﬂﬂ \'}fFYZOES +9 MHz —

(high SHF band)

*1 Comparison with the end of Fy 2020
*2 pandwidth shared among 4 systems is added

; " woaen , " to bandwidth for each system.
LE]
30GHzband i akiouss il iy bands | +3 Frequency band is classified based on the
or over b e current implementation status of a wireless|
{EHF band} of  Utilization of nd system and the possibility of future
RE-1CS introduction (SHF: Super High Frequency,
Bandwidth T——— T E—— T————— e ; ;
inacr:e:;es i T EHF: Extra High Frequency), and examples
EVS05L T crdd of +6 GHz +8 GHz 21 GHz +30 MHz for each frequency band are added.
FY2023
+40 MHz +2.5 GHz +0.5 GHz +3.04 GHz
[Progress status] " atocation af 56 ] 2
7 of * Hgh SHE band pon- i of LA
g = T b bandwidth

7 HASEEFERHSEE BRI (ERERR - g R )
(JL)EER
B 2022 4F5F 4 F > TR 46 BERCER AL 99.2%% 99.8% » &

DY St 50 SR IARL - (S BUER T ZIRR 46 KoL 4EIS - SRESHHE SC RUIF(ESS » BAR
EN (R

12



TN EHE (Autorité de régulation des communications
é¢lectroniques et des postes, ARCEP) W&k FIRHA R HAEZHY
BRG - B U (baa AR ol #E AR VR AU R A B S A BRIk H AT > (H H 22 FRIE
B A (e RO N BT PR R e s S BRI A AR B - ST ADEME
DAFRSL YA - FHET 2050 SRt B BIAE 2030 S0 45% > 2050 FF5H 5
DB Ry TAE 2050 FFERTZBERE (Paris Agreement ) HAEE >
FlisAHRE B EfE RIS ~ WA - Hrs =3 A& fE R .
FHRPEDRKEENE T E1E » B Dok EE R E T E -~ DR HERAE -
WAL M » IR RS -

Digital carbon footprint in France
Trend scenario (Mt CO,eq)
60
50
40
1

30
20
10 T 19,9

13,6 .

0
2020 2030 2050
i Terminals B Networks B Data centres

8 ABE e BT (BRI © g h )
(+)3E

TR REE ~ B EARiTES (Department for Science, Innovation and
Technology, DSIT) Fir » FEE(EUFEE— LY BRI SRS (L > &
FE(EER E B R AR - PR RARAR SR mE ~ R ~ S I p S ) 2 [ Sy
HENFIZ TR 3R - B 2022 4F > BRARBERE 3% BIEE 2030 4
a2 F] 85% > 2050 3 99%LA .

LEAh - EEREFER  BRLEMEEEE—HEE  EEBUFE
2021 FENFEELEEZE (Telecom Security Act 2021) » G S A
FHEH - MR e RIS eE 3 KiEHE - IR S E(SER e afEsE

13



M E bR B b 2R (S R R B -
= SRR
(—) B R B RS T 2SR e

WE 2 B PR N AT BV ARR TR K - M B g &R =N
SEHN R » ARG HER B EE SR S/ A0Sk OECD R ELhE
s B %5/ NH (Communication Infrastructure & Services, CISP unit)
Bl > pRRERVE T ZUEE S ZEREEL - OBCD AFRFR - HER
M/ DHEFEZR » BRALIR S B AR EARER . “ay S S e EEH
g 2 Tl 28 e B B A AR A5 SRR B R SRS BT B o > PR SR 2 ) T 45
B ECE RS - T MBS RE ISR T R R BN [EIAREE
AR o7 A BRI FR K R #R > 0 UG & — Bl R flo 38 e B PR 5

yiii}
o ©

v % Evolution in spectrum management: From “command

/ and control” to flexible licensing frameworks

Early 90s Mid-90s 2000-2010 2010-2020 2020s
@ & [ ] = ® &
“Pure command Market based Promotion of Flexible Balancing flexibility
and control” approach to market-based approach: for innovation and
licensing assignments shared use of |nves_tmem
introduced (e.g. auctions) spectrum certainty

How to balance
competing demands?

How to adapt
licensing for higher
bands (mmWave)?

0 SEAREHIHYERE (BRAIR © OECD f#H )

(DGR B IR R RS 3L A

FEr R SR RE AN RN T - AP T B A AR AR -
ES RO ERRE &R DR e 50K 0 iR E PR E A E 2R - S
FERIEMIRGE " W ERRMEHNER | —Z 08 L 515 E panel
debate LA 5G ~ 5G Advanced ~ 6G Mg Z2AVREH KT /E - BEERKEEAER -
BLE ~ BN R R A E R B e AR w0 EEMERR T 0 RTHE SN
BIRFRAGE AR » R T/ /DT EEERL » B hIEHE -

I BERBORVAREIRTT R M ER - WHERF SIS S HE S - fefitHE
HH B > ENE BRI SSRET AT USRI RYEET - mI LIS [
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FIETA > E R ER -

2. WMAAEEM E T EER TSR AR AR A — K BRE - i1 HAREE
AERR @/ E TR EAFEEES A REEER T -

3. HASCHERERT KAEER - (VRN e R 56
Advanced 166 ATRF B TR ERFAL - FrcioHy S EERIE HI g IseRE HE
AERERR S > CH A RE RIS AR LA A RV A & -

4. PERHEEFEEARERERE RIS mE - TS E IR
BT R TE - tATRER B L HIEERE -

5. WE@mEEERRE  EHERER TR - MEEERARAE > f3E
& TE ST HERY PR AR & -

g~ BB
(—) 60 R TR BT B i

FII(Z 66 W22 ERF9:%% Patrik Persson » fE& % T ATIEM: /144 6G {#
FEEE » IiFRR 66 LR IERTERIRU M H (Open Interfaces) » DA
(RHEMRE R ESE SR - [N > BRAITIAHAY - L RERA 56 (24983 A =
P ARER A B AEA RS 66 » sl SUB AL s E RUTIEERT - BLRiTHS
WU T R o IR 66 A1 ey 2RI A R AN R

Standalon. SG NR,
EPC connected

10 * 6G gEEs 2R R EE (BRAOR - ki h )

FILE S HPRRIE 6 BAFRET R - %4 66 EEBHEMIRDT

1. 6G FERE#E AL FTA 3GPP BT ZAHEL » JRe] DUREIEHAHE: - 51
WIRASEAYFAHE: (mid-band) -

2. THHH 6G RHRBTHV SRR (Radio Access Technology)

6G 7 Y 3GPP A THUARAHE (spectrum sharing ) FflofEAE -

4. 66 EEAEALZENE > BT HFE U EE 2SAERER L BEEE 6 1Y
RAN JE By B TT &AHAEZREE ~ TEFT 56 X487 & DUE A EIERR i 2 66 -

wo
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B Fully coordinated multi-layer network
B 66 possible to run on any loyer

gregotionand technaology
for spectrum olready in use

Existing spectrum New spectrum
especially sub-6 GHz &g, 7-15 GHz, sub-THz

11 ¢ 66 {E MR RE R (BN © S8R )

(Z)FTHATENAE RS A TS

ANTHEERC S AEVIREER  HNEEEE SRy
Wil > BIEHEMN AR EH M N THEH I Z58E Caroline Jacobson
FER B 6G Z HiIFTA RAVETEEaT  RiAE S 25 e LT s » B EEE
G TE R A (S HEAY R4S (Limitless connectivity) ~ @A RNAIZERS
(Cognitive Network, CN) - 4EPRENREEAK4E « M(SHE L - B4
#E (Edge Computing) "SEHrAVHLAGEI -

(Z)HEEEEHEE . A FIEHAE/HE (Open Application Programming
Interface, Open API) “HnZREifirAlEi =

FIL(E 2 F i SRS B 2 BR A RS - 5 4880 (Technology & Strategy,
Global Network Platform) X3 Christer Boberg A&/ " K2k
ZATE)APT HIBAEATERS | B K ¢ IRITE RS HNTTEIAE 4R APT ZFEA >
BB g B A vE ~ =3 AV TENREEN (Short Message Service,
SMS) K EEE s E RIS -

FHRNARACZ HEPE AR Open  APT BIHTIEFHEA SRR » (IATHT GSMA S%EELL
EERE(SHEE My L AHRHY CAMARA Bk BB LA AH AR - MBI S HERS Rkt
B (network-based) -~ #EEHRMEZLIBEM V-G - RKEZEDEIIZE Open

16 (T RRATE MDA 3 AL EL S BRSO ARBS » FI RS BRI - PR A B BRAETRE -

Y s m e sy U AR EB R AR O S ER ERRACREE  FT DL B
PEMETE - UV IERE -

8 s A BRSO FEAR R AT » B T L A 5 2 1 U P B S BB s » SRS 24
ST LA IEEE Open APL FFHURAFLAHIE -
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APT ZHiflossfE ~ R T ~ P 2ENE M R TR o THEHRE S5 v &
%5t » {141 B2C/B2B Z B2B2C % -

mxf% > Christer Boberg 7~ » [EIZAHTHE Open APT FEFTIRETTENEE S
FEELTERIFER KSR ERES > (H mEEE B » B8 K 5
FHHMES ~ (B 2 88 0ma s ~ Boilad S S HEAEMZHUE - ot > HEYH
PRI ~ BBRL - BRI E TEERE -

Communications and network APIs drive innovation

Communications
APIs

APIs empower developers, simplify application creation, and optimize performance

" 5 & ®

High speed & Low latency Reliability Wireless edge solutions Security Network slicing

Worldwide 4G and 5G networks

12 © APT JEFHATHT CERIACK © &k /)
(I9)5G B EEALZEBIERET

[ B PR 2 S S P A A i T KR Y - (N A HUEIRS] B R R
EVERF - HAAS R A CBEEIRI AT DS FEIEERRE R Ry PTaa - 40qe
TR RCR BB SR 2 E RS - AR EEHT (NIT #Y JLAB
HER=E AR Livorno BLHVE SRR AL - SRTHMTEE B LFE
KA (Digital Port) f&E - Wit ZIRFCEIFARIIRS] - fEak
BRI REAE3R A A< T HES) - H o730 S st e A s s A A B e 2
mER AR S E A IEPRE -

(ZL)PTS R8T &

Il PTS AT 4B Z B 2002 LB SR AR S AHRE L
%/0\4H (Radio Spectrum Policy Group, RSPG) - HE{HtER S SEH 52
i PEEE I AR LS o ARG AR T BN S R i i a2
Ko WRC-23 tHEERE RN > S4F 6 AZIIEEGE 2030 4F 470 2 694MHz #HE:
FAEIILH - DL % 56 SRRl G5 - SR MR HER » 81
BETE 2030 4FEHINEFHEED 6G (AR -

AT AR S TR (S 98 o PTS FEAERY 2018 AEREMENST 700MHz JHEL K
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2021 4£ 3.6GHz 1 2.3CGHz FFEES > WS4 9 H#EfT 900MHz ~ 2.1 K&
2.6GHz FEHEERAHERF - WA ETRY 2025 FEREH 1800MHz AHES

HAN s FRHAE 2021 F 11 B I = BE A& ik B 082 (Local
license) - BERCBEES B 3760 - 3800MHz K 24.25 - 25.1GHz #EES (ZE Nk
%) o HRTEhE A E -

I~ BEWREE
(—) 56 $8Es BRI ERE

5C MERRZERE R ERZ 048 (Core Network) ~ fELRPEHVAEEE (Access
Radio Network) - {##fi#f (Transport Network) ~ BEEES A ~ PIH4YE
P& R &% U e 55 0 H R B M AR FEHUAE ES (Open Radio Access
Network, Open RAN) " iBEMEBRIARE(LAVIRAREE /A - HECRA[HIHY 4R
BEEk I ER RS N T B ] R (R DhAE - (ETTEAES T Hh 2 (L e R
BEERG AIHHS 2 SRR » 1T 50 FH = mT DARE Fh S s e U P A T e O 4% AE
AR AEAE T REZOMERER  HEE EA R (Public
networks ) - ZEF T EEE , - TRIEE, - "L 3 R -

Management : Core network of
other operator

Access / Radio Core network
network

Interconnect

,Q\ D network @

User equipment ('||| ) Public networks

Transport network o
— Control signaling
— User payload

— Management traffic

13+ 56 gEEs2efE (CBERAOR - kil )

BILEEmZ % R CPSO EF93 (Product Security & CPSO) Mikko
Karikyto JAE sk H e 56 4 slme A B(LHYE 1% o HERERYE 22 s
BERANEENM - ZILER - EfndamBEEE (263646~ 56) iRk
ZANE -~ BHIRREESERZE > ARGHREHTES "BokE , (WAL
HE#ZEI®) ~ "&Efm,, (OFEHAEEREG - B9F00 ~ TR
o (FKiE - O MRS E LRl ) ZEmaE T E » B T2
BFIERER T35 R N =78 -

5. B5ERRIfFEEERH (Identity and access management, [AM) :

O (RO T R AR BEEAERE (Radio Access Network ; RAN) o 3R [E] L FERG R HEAVAERE 3~ 2
itk ARG EER -
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WA BB TR - BIJUAR - BEEHERE A - WEE TieftF
HIESETAARR -

FEHEBORNRFE]E RER - E TAEIS - ST EME - H
FIRFEHREE - ZES G - R0 (R/VERERD - Rl
AFER > ANEERIDKGE ~ 2B FERN A > TR a4 -

6. HEEREAEE

W A EBE T eata T B2 SR SRR SR B S8 Z A7 L
P (AERER G 24 -

i A SERAE ST (o) > (e mbAsE W E et A
Hep B 228 ICE kRt - FREIZ eV SRR ETT nl SERTAERS
aeat > MES ST T R BB PR 27 2 ek e B PR AR 4 &% (40 3PP >
NIST) Zfds ~ 40 ~ 455 - FIKEZEEE A EEERE D 2 EEEE
7 o

I ZEEE (Zero-trust) B (BORTE) - FEEHETERE
LS5 AR 25 F ELOVEBREAIRE » BB ShE (T (T M 20 (s —
Sy 4 e ARG -

7. WESRIAEER

B E BB REFE - mEEE AR EER R
il > BREEAE Y -

75 i I PR A B L FERS - SET - emiEE & A darHH] (Secure
Software Development Life Cycle, SSDLC) - {R#RAEFHES S PEES (FFK
seat 0 BEE o HEL > B MEE) BIERES AV Z R EER T (KPR
Horal ~ B aEAS ~ Mo EEmAE - WHRHME BT ERZ N ERTE - EH#ErT
HREG AR BT T - R D b 38 A m AR o
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Zero-trust: Don't trust

Micro-segmentation, container

based on asset owner / B isolation, tenant isolation
. T /I Strong
location St data BHEE N & f '__|‘ 1 |:|j: mutual authentication
X ﬁ integrity checking i I:l I / \ /- with PKIX
d f \ User multi-factor
Vales S | | v g
; - it ™ | | authentication
RF fingerprinting: ( | | ’ ™ 7
/ s
Intercept rogue &
transmitters
@ / — Internet
Q / —
/ i -
[I ; = " /sy Supply Chain Security:
Security at every y (=1 { @ | SDLC, CI/CD,
step of software . e O . Y DevSecOps

development (agile) ey

{ " Perimeter
\ _:' Security

Monitoring a

OF NS
D i and Logging .
Threat detection
\x

and response
14+ BLZEEERE (BRAOR © %2R )

A% > Mikko Karikyto $&h - BUEARIEETEEHEIRIAEE -
B HRIREER(E - BCE - W ~ SRR & Ty — (kI F s gaRa Al m] 41T
W - PR R e B A e i - D R R R S AL
AR SEHUEEHIH -1 > BURERFTRR B 18 50 3 B 5 B (5 4 RS H bR 2 AL Bk
Bt > EEPEBRR I A E Ay 2 0Ra - A HEWEAM ~ an O AE
SISE S > A REEET H AR -

(D) EbZeEE IRERE

BV EZEEEHTEF&KHE (Business Manager Security
Solutions) Bodil Josefsson jAEskt et > EEMEE L2 G EE
ZEWFET  EREREESHRN > [ EITELeEMRE - LW
T eEiE > HEEARERE (WE 15) > 25 a8 LB T PudEk
AIENREE s - T REE ~ B EH B0 E > D N TERIEA T
SRR REIEEE  BEAEATEE - ERLEEANZE2HAE
WE ~ EHUEAL - TR FrES B E R by > BRTE S HEMEE BT
B2 " A% (Baseline) HENME, (AJHEREZRISA R TIETEH
Bepe )  TANBHS IS ELREZSRE (Public Key Infrastructure, PKI) | -

TR EEVAE RS (RAN) #EEE{EH] (Detection Logic) | -~ FR{E4EiEETH
(Operation Administration and Maintenance, OAM) ¥EEE({EH] , &5 » O
S E I ERMER 2 HAE
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Security rules Continuous security
and policies assurance

O&M processes Policy compliance

and follow up

Product
hardening

Behavior

Tools monitoring

processeg
Threat and
vulnerability
intelligence

Network design
and network

configuration
9 People

15 e Gk EE SR E R CERAR © Eiieioh )

BIUEEMELZEFESE /N (Product Security Incident
Response Team, PSIRT) {7 Bodil Josefsson A& it » TR
HIAEER T RZFARAVEES 5980 (weakness in software) > EHEEZ AR
KA AIAC E #E5R (The misconfiguration of a system or network)
BRI ES 2 RS ~ Wl A n G = f0E (Hardening) 55 > MiAGIEFT
B R OE R b B R — Y o 2 EE A B IREEE 4 248 ( Common
Vulnerability Scoring System, CVSS) A% A& A=t R HEREME -

SRR E R R AR ORI ~ BOR ~ o ~ [BIFE - AR E
zolggE (B 16) @ MEBELFESE ~ EIDEEEE I KA RHIEE
HEEERE > KEEEENEES - AT FERE R E 2R T sk
SebliE R EEE (Common Vulnerabilities and Exposures, CVE) A=
EITIRESRST > BEEEE CVSS 2R FE TR AR E Ry - MEIPRAE 4%
NIST f2H i F &2 (Common Platform Enumeration, CPE) #i& > Hi
R EMEEETRITEEL - EeH ol {kiE CPE HEEREE » &M
ZHEHE LS 59EE - R A RS T RE M - A A E B A R 2
HBRFTAERCE - e PREUEERG SRS - WHECR T S E e AN EE -

SRM
Feedback

Vulnerability PSIRT PDU PDU Resolution &
Monitoring alert Analysis Response Communication

PSIRTs' in-house vulnerability management service is supported by open industry standards, including CVE® for
identification of vulnerabilities, CPE? for structured naming of open source and commercial software, and
CVSS3® for presenting the overall vulnerability impact and severity.

1.CVE - Common Vulnerabilities and Exposures. CVE system is maintained by MITRE organization.
2.CPE = Commen Platferm Enumeration. CPE scheme is maintained by NIST (U.S. National Institute of Standards and Technclogy).
3.CVSS3 ~ First organization (Forum of Incident Response and Security Teams) is responsible for CVSSv3 specification.

16 - ZalwEH (BRACR © gtk )
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(=) 472 E4ERE (Radio Access Network, RAN) BZZ RN KR

RAN > fEEEHNER - FLEITENEE 2P —E7 « B iy
IR o WS EER 0 BrER e FEA (User Equipment, UE - 0%y ERISF
) B2 O 4R TR Y SE RS - ARG R B ILEREENARAR L 2ER

(Certified Information Systems Security Professional, CISSP) &l
HaFFEIEEEIRE R (End-to-End) &ZXF Jason S. Boswell » A&
R R AR PR A RS (RAN) FEAT#ETTERA M4 > SRR -

1. Open RAN: "BARHE OTEAHIRME | AUMEARFEEELAERS - EFHEEEA

(BT > BN [EIRE NSRS I RE S AH 0 > B E R A REIE
(big data) MZFFATHEZE (Al) BYRAN » 3B FCC CSRIC VIIT #

545 Open RAN E2FE O-RAN ~ VRAN Kz Cloud RAN -

2. O-RAN: O-RAN 5k B8 F 20 SR S e 492 LA Ips S 2 i ~ (LIRS e
EEatrgaa R o (F O-RAN BHZFERRIN ~ FEHE - B @AY e -

3. EEEAMIMEZ (TIP) (HEkFRHAY Open RAN : TIP #YHAEBIEARIE
HYERERE TR R e Y 3 BN BB (S AR 2848 - B2 O-RAN HRBEH:[EIFH 38
o] 58 Open RAN » SL[EIMEARTRE » HEITEME > IIZEEEITEAEED) -

4. Cloud RAN : ZEnm LA HEIAEES - REHH LAY RAN > 7E B Eim#EE Rt
B > R RBERE R AETR AR KA » WSS AR (Microservices)
CI/DI (Fré&E%ea FrEmE ) FRIEITE » B{LHEEEENE IR
12 AN SRS EERE -

5. VRAN @ EHEM LGRS (virtual radio access network)
HEPS DI RE R BELHY R D - BV BY R RS B S Y FE RS & B
RAN BRESDIRE HETT 434 > FE/5 RAN ZRE a8 EM: » R /ERAR -

W

RAN Terminology

* OpenRAN 0-RAN OpenRAN
Industry term for open radio access Refers to O-RAN Alliance Refers to initiatives driven by
network architecture. A RAN with architecture TIP'S OpenRAN Project Group

open interoperable interfaces, RAN
virtualization, and big data and
Al-enabled RAN

RAN Terminology

Cloud RAN vRAN
Cloud RAN is a virtualized RAN that is designed Technical approach to run RAN functions as
to be cloud native, built in a future proof disaggregated software on common hardware
architecture and incorporating key elements such platform, generating additional RAN architecture
a microservices, CI/CD, and containerization flexibility, platform harmonization, and

d simplification

US FCC CSRIC VIII report states: “Open RAN includes O-RAN, vRAN, Cloud RAN, and other technologies.”

17 - RAN & (BRI © &/ )
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&S Jason S. Boswell f2H TEES (2023) 43 A K1k > O-RANHIES
11 @l TIE/NH (Working Group 11> WG11) MEhIZFEEKAYEE » &2
1F O-RAN $#HY_FF#5%E TLS (Transport Layer Security) fnZi@EsRizE 1.2~ 1.3
RS mTLS 525 (mutual authentication) Z{H#ff@ZaWE - C(MPV2 /&
BEHRE (Certificate Management Protocol) -~ H&Es¥#EsENEE > OAuth
2.0" B ERsEThAE ~ BERGRBEELAE RS R T TBEE 802, 1X e A & HE EAE RS A%
HFE T ~ % DDoS PEEHUAS E RUFERIFE I ~ INE Zs@FH ~ RS ~ BElmas A
(Remote Attestation) ZF (FELIE 18 ~ 19) - WizRHA RAN M &EEHAR ~ 3
ZRU (Radio Unit) ~ 48E&tIH (Network Slicing) * - SMO ARF&EHHAI4RHE
(Service, Management and Orchestration) E5A nJEE#ERLAY O-RAN [FEHE T
T% RAN B2 2 JEfg

20013 hqye g,
hentication

E
Pecified across 0. ay interface

met;
= Supported at q| network funct;

= Lifecycie management for network functions an

* Security event logging

* Software Bill of Materials (SBOM)

* Secure credentials
— Encrypted key storage, Hardware root of trust, Chain of trust, and Remote attestation

Broadband

18 : Jason S. Boswell £2HH O-RAN WG11 Zz4 58 bR (BRI
e Al

200Auth 2.0 2—TERIRAIZIEREE - IBUEMEASH RN Z 2 FIU0E - e EHERESSE =7k
I F H R &R R REREEREE =TT -

2 378 PR R A R 10 A V1) 0 1 20 Ml o o 2D O A - LB s PR 86 ~ R~ fETAAZ O
M RN > TSR RIE TR - B D RG E RV B R R RS B - RS E IR
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LA\

O-RAN WG11 Security Enhancements

(thru of March 2023)
+ TLS12and TLS 1.3. Ericsson has been a leader in the
— TLSand mTLS versions 1.2 and 1.3 have been specified across O-RAN interfaces O-RAN Alliance WG11 to add security requirements

« Certificate-based mutual authentication

— mTLS with PKI X.5@9 certificates on O-RAN internal and external interfaces.
CMPv2 for certificate management

« OAuth 2.0 for machine-to-machine authorization

IEEE 862.1X port-based network access control on Open Fronthaul

.

Robustness against volumetric DDoS attacks
— Supported at all network functions terminating all network interfaces

Lifecycle management for network functions and applications
« Security event logging

Software Bill of Materials (SBOM)

Secure credentials

— Encrypted key storage, Hardware root of trust, Chain of trust, and Remote attestation

19 * &% 2023 4= 3 H 0-RAN WG11 ¥f O-RAN Ze=58 L3I (ERIKIE -

LA )

Jason S. Boswel AEF I > FEEHEZEME (Zero Trust
Architecture, ZTA) #EARA#EIE Secure Open RAN AVIEREE » O-RAN FiiER
H EAERHT RS NIST £Z4E[Y ZTA (SP 800-207) - ZoifEfy ZTA I & §1 ¥
ﬁﬁﬁﬂﬁ%@%’ﬁ%ﬁ%ﬁ ~ OAuth2.0 #ZE - BERG L fHaH IR E S
75 S FH TRV E R T S BURE E’J?JDTZ‘@@HU » I FH B RS HU 21 SR I

B A s =5z
@AI‘)‘” (AI) fess2yE (ML) BETERET Riell > R2RbiElR RAN &
EEE

SSDF, DevSecOps, CI/CD, : Automated TAM with
security testing, and @ 2 Strong data encryption & dymmm uccesscommls

i i idati Strong mutual
configuration validation " t:gﬁesgtrgg;zc:czgg fli—l_Q Eﬂ | e i
Digitally-signed i i
(]rllgdlgﬂlfl)l‘fli[gne = \ / Usermuitl factor

uuthenhcuhon

@ =

¢

Cloud RAN/ Core

Hardware Root

R
Internet or
of Trust Private Services

: § \ Micro-segmentation,
(1) | container isolation,
SIEM/SOAR / \\ = O ) ﬁ_ / tenant isolation
/ iy

integration aemy 9/ Continuous Monitoring, @ AI/ML for anomalous
G Logging, and Validation Threat mtelhgence behavior detection
detection, and response

Cloud providers and MNOs may share security responsibilities in a manner that requires the operators to take responsibility to

secure their tenancy “in the cloud.” = US DHS CISA

20 : ZTA 1£ OPEN RAN trff#sHEE (ERARE © kiR )
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(M) R 2 M

FENRE > BEIMEEMLZE M CPSO B9t (Product Security
& CPSO) Mikko Karikyto fAFRHETTHELS > 4rEsi L A IR THS 2 2
FBER > BEREH 3PP NS B ELAERE (JEAZ S - fma i
W24 ~ M E e ~ 28%2 - BRILZ2E) - BlUZeEHtiErs
BH{%EH (Supplier Relationship Management, SRM) FHEAY » 7T /E( i
B BAEBE RN B LB NELETRE BT 2RISR 24
HEMLEERFAEHE » GHEA NI EE R EEEERRNNEB A
e > WAy SEFE AR B o 2 R B BIakEE AR i) B B PR B 28t fE
BB °

N~ FEhm g A ETRRE PTS - PRLEREIE H B3R

R — B b E RSO - AEREE 2 RegfE i gt PTS /5 Dan
Sjoblom » BETTHNE SE T o3 AL FARAERE I R A BHYES I ERLERR » o0 sl SR
R~ SR EE AR B A L R F R TSOR SRS RS ] -

BEAh » BER AR R 2k T Bl B &8 2 Mathias Tegnér €A -
LB BUF RS ~ AR - BLFZ RS2 ORER - E— PR R

z:

i, |

i

21+ FER RS PTS B B¥EE K - 5 R¥a it PTS /5% Dan Sjoblom
(IR A« {E&ad)
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| b }
LB & B Mathias Tegnér &% /& AHEGHAFES
R{EHAE (IR 2R - (FEHE)

B 0
— B EEEe RS BB - GHACREE

AR SEBR GRS > SRS = RE I 2815
R R > BFRERY ~ SR RN~ B~ BARPERE ~ T FEsE R e
5 2 8 OBCD FERUPRAHAR TR > M BB AREIE TSR - FIRCR ARG5S
AV ZITEE > A BN B L e B P A B B TR R DL TR R
WY R ERIPEAERS -

ARECALATHEEE A AN 7 B EESSEEHACRAE R - IR
AKH 28 BB E B FETEZE RSO - IR 28R RE - 78K
S ME AR BRI E e 2 8y > TMREERSE — TR EBCRET S EER
afl - BHEERREHL - A BRI P B A AT R A S AT B R R S S R SR B B
HIEERCR S AR R E S -
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23 : %A EB ORCD [0 LR SR B AR 75/ NADAEL B Verena Weber 325t (BB
S ¢ ()

CRA) Darius KulieSius 2% (HER AR © fEEFAHRE)
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1,-.‘.“ . . Agency,
o ional Telecommunications
 RHRIUEFIHE(S/E (National Tel, S %)
26' %\Tﬁé;’égﬁm Coimbra %57 (BER A4S © {EE40
AN ESS
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, J Z, ] : | 1
28+ BEREBLE AP aE MCMC {74 Mohd. Ali Hanafiah Mohd. Yunus 3R
(R AE - (E&EHE)

29



Wﬂlﬂl}lﬂﬂmﬂfﬂq II{)HIII!IINIIIIIIII!.?

29 EREHHALEE AR HIEER Yoko Nakata 2504 (BB 25 © /E&HG
%)

= BT R AT —E R

HH2RRAFERE THENRAKE - LRSS ENI&EUs - %EE
BIEF ~ ETHEEE’JF ERIEIERE ST - BB (EIEMEEWER - ZITHiE -
ez BUR B E S E R, ~ CEESHE - EE 23% ) HUEHES tkl%.
(G7T) % fﬁ AL K B BF 7 &% ( G7 Digital and Tech
Ministers Meeting) FTAARHVERERIT AR » TR RlEHE 22 2 ey @ e 0
725 (Secure and Resilient Digital Infrastructure) FeHEEE MITEIH
Z > 1] REI MR S BRI T —(EE A EEE » SFEAR GRS
B AR ER  MEUT -

(—) Nt B B B e
AREAGEATG L ~ JIEk ~ B2k - B e G TR R K
{EAYBREL - T DABHEEE R AR AR - AT B ~ PSR ~ R > &2

ANEZE ~ S ARIRAT RS - RIS (i B 2 R Y A (R Rt - A2 AR
BT SRS o R — BRI AT eSS AR -

BEAh - ARG RSO T ] LSS IR SIS B A B SR Y 2 [m] - B DIEREE

I%ﬁﬂfﬁﬁﬁﬂiﬁﬁé‘ ’ @"BHTA;HB%FEW@  EEEEME 2 ] R
B HEEE s mi iR KN 2ET0E - B FERE BRI E R 2K

st BEEREE mfﬁmﬁﬁxt?ﬁ“%ﬁ%%ﬁ%iﬁééﬂ’mlﬁl$;%§ﬁ%?¥2%iﬁé§ﬂtlj
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ErTRIE TR -
(=) BRI AR

IR A SRRy TR 2 R R IR K ERA Y55
TS RIS thiE - (EAETR 2 e VBRI AR B PRI R e - Bl
Y IS S AR AR TP R LD T B BT R M R A S DR R 1 - oAt B R
WES ~ WiEE > ARETT e iVENME - B ASHE B E R A E
HEAEAE - MSOEA BEIEAEES © &SR - e i A 4EE AT
AW > FAHRKEERERNVEREE T - EREUEARGHR T T E
WEELLE AR ERYE5TT > SR 3,000 AR EA RN A S48
RO A o SR BlE A e

(=) EEEREIF 7

WIE A ARBEREBAEAREHE LTS - [ B E SRR
FEE LW EIERS AN S F > FHEESHRSEF R AE] > B
FAFELUMEROM R —2Es > BRI 2R E  HRERSF BT I
P52 Pl — IR (R PR & - B AT UE B A R D 5E s - /]
& RBNIBH > (CERNAY o E 2 A SRR (A B - PRI SRR S B
BRI > S4ERF— e BPREE E AE SRS, - BB S - AED R HEZh
AR BIIE & F » BEEZITBUA A NBIR ERL =M A ST 6
HET s 8OR A B R B BB S FfH ek (MOU) - A&EEILE5R(E
REMEHEU I - AR R PTS B THEEEHL - IWRERER
REETFAN - SR E B HIERTER A -

(1) BUT B £ ERE SRR (%

FERMNE SR - FIEERIERFEBUT 2150 - Z 2B
AT ARENEEZ B/ &0 > BEEEZA A ENEESE > A —E
REFMFEBUR HAR » BB TR IR AR EET - PR - SSRGS [E R
FHBERTT 1A - BLEYIIZE A =AE 2022 42 7 AlF - IIE ARG AHY 2 E RS
TR AR R 15 /N P EEESHF > BRSSO ES [RERR
Ko Itk o SEERISRE DR EGE - FIEA LS EER A SR - MBUTHE B
At FE S (EE i — D el ~ s b EEEERL -

(M) BBZITREER - {TEREBUITE

BB S e - B e s AT - HEMGBUE 5 H
AIEZEITEIREHEMS AN CDRERTE 99.96% @ FMFRLEFZIEU0E
2T B R o (EREBUFEE MR SGIRI T - 5288 LUE A 3
&~ fRE b > G RESRER IR EF - SlgiiEAie K e
ik - R IREFFELS TRy e - WRE e (S - ek
oy (IR ~ BIPEEE) ~ 22 (R &5 » BILMHEE RG] > sethimEi
Ve ERE T E > fENRBIRA S EEE: - R ATE AR S IESEAE
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11 EEEESE - gL E - BERdL - BGE 2SR EEE - EE

&b
AE °

1

B AN EREHBUR

AR EIAREARIAILE I > 340 OECD {H AL 1 2 B Ak 7% /N4
(Communication Infrastructure & Services, CISP unit) fF&= FFTER
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Ef;r;f'”g Individual licence Light licence Licence-exempt
Individual authorisation Individual General General authorisation
5 (Individual rights of use) authorisation authorisation (No individual rights of use)
Aulbansation FADCWRI (Individual rights of | (No individual
use) rights of use)
Traditional procedure for issuing | Simplified Only registration | No registration required.
licences. procedure fo obtain | required. Subject to complying with some

Procedure to obtain
licence

a licence (e.g. first-
come-first-served
basis).

regulations, i.e. on transmitter power
limits, and the use of “listen before
talk” feature often defined in the
equipment standard.

Models to access
spectrum resources by
third parties; andior
approaches to shared use
of spectrum

Exclusive licensed access:
* Spectrum leasing,
* Specfrum trading,
* Spectrum pooling
(i.e. extension of RAN
sharing agreements).
Shared licensed access with
incumbent users:
¢ Licensed shared access
(LSA),
* Tiered-based spectrum
access system (SA3) (eg.
CBRS in the United States).

Several users, with
limitations on the
number of users
{eg. AWLIn
Australia).

Concurrent
Shared Access: A
limited number of
licensed operators
in a given band
with individual, but
not exclusive rights
of use (i.e. “club
use” model).

No limitations in
the number of
Users.

No limitations on the number of
users (e.g. WLAN).
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Sharing model Country Band Services sharing spectrum
Light licensing model — Australia 26and28 GHz = Area-wide apparatus licensees (AWL) will share spectrum with class
simplified procedure licensees (unlicensed in Australian framework) in the 24 7-256.1 GHz
band and individual IMT licences in the 25.1-27 GHz band. AWL
licences can be used for a range of services (incl. FWA, mobile
wireless broadband, privale networks, FSS and to support loT).
Light licensing model — New Zealand 25675 MHz - 2620 Managed Specirum Park (MSP) licences are intended to support the
simplified procedure MHz = provision of local or regional communication services. MSP licences
(providing communication services) must coordinate among
themselves to avoid interference.
Light licensing model — United Kingdom Mobile bands Local access licences allow other users to access unused MNO
simplified procedure covered under spectrum and is envisaged to support other mobile use cases (e.g.,
United Kingdom's private networks, mobile coverage (rural/indoor), fixed wireless
mabile trading access). However, the shared user does not have to employ the
regulations same technology as the incumbent licensee.
Light licensing model — United Kingdom 1800 MHz, 2390- Shared access licences allow other users to access spectrum in
simplified procedure 2400 MHz, 3.8-4 2 requested spectrum and areas, dependent on inferference
GHz, and 26 GHz; assessment with existing users (each band has different existing
116-122 GHz, users, e.g., FSS, Fixed, Mobile, Telemetry, and PMSE, unlicensed).
174.8-182 GHz = Intended to support mobile use cases (e.g., pnvate networks, mobile
and 185-190 GHz coverage (rural/indoor), fixed wireless access).
Concurrent shared ltaly 26 GHz Mobile services sharing between licensees.

access (‘club use”)

Concurrent shared Slovenia 26 GHz Mobile services sharning between licensees.

access (“club use”)
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’ Individual License ’ ‘ Light Licensing

Shared access with

incumbent Exclusive access

Simplified licensing
procedure o access

Concumrent shared access
(“club use”)

spectrum on shared basis
€.q., ltaly, Slovenia

eg., UK, Australia

Licensed- Shared
Access (LSA) Secondary market
transactions
€.g., Japan, {trading, leasing)

Nelheﬁanus, Portugal

Different approaches

Tiered-based spectrum
access system Spectrum pooling

eg.,Us

* Concurrent shared access: Individual, but not exclusive, rights of
+ Shared access models: Access coordinaled fo allow shared use granted to a imited number of users, with pre-emplive right to

access to spectrum bands with existing incumbent users (either assigned frequency but with possibility to access spectrum unused by
dynamic or static coordination) other licensees

* Exclusive access: Private-sector driven, however may be = Simplified licensing procedure: Licences often granted on a rolling
used as a regulatory tool in some instances (e.g., obligaticn o basis, limited based on spectrum availability in requested area/band,
lease) usually including technical conditions o avoid interference with

existing services

32 FARIE SR (HRZR - OBCD)

Sharing model Country Band Services sharing spectrum
Licensed Shared Access (LSA) ltaly =~ 2.3-24 GHz band (trial) Tnal conducted to allow mobile sharing with
incumbent use (Fixed, PMSE federal users)
Japan 2.3 GHz band Mobile sharing spectrum with incumbent users
{broadcasting and governmental use)
The Netherlands 2.3- 2.4 GHz band (trial) Trial using LSA booking system for mobile video

connections (infra-service sharing)

Portugal 2.3 - 2.4 GHz band (trial) Trial conducted to allow mobile sharing spectrum
with incumbent use (PMSE)

Tiered-based spectrum access United States 3.5 GHz band Sharing between incumbent users (federal users,
systems (SAS) FSS, grandfathered wireless broadband licensees),

Priority Access Licensees (flexible use allowed

under Fixed or Mobile allocation), General

Authonised Access (licence-exempt users)

33 ¢ FERI S (BRIACE ¢ OBCD)
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Country Approach Band Description
Czech Obligation to lease 3.4-36 GHz (certain 20 Winning bidders of these blocks must lease the assigned
Republic MHz blocks) = spectrum to interested parties, for a limited geographic area, for
the purpose of operating local private networks.
Denmark Obligation to lease 3740-3800 MHz block Winning bidders must lease spectrum to requesting parties for
the purpose of establishing private networks.
Germany (Obligation to negotiate 34-3.7 MHz Licensees holding unused spectrum in the band in some areas
are obligated to negotiate with interested parties.
Italy “Use-it-or-lease-il” policy 36-38GHz Eligible third parties can apply 1o lease unused spectrum in
order to provide service to the “free list” municipality.
Norway Obligation to offer leasing 34-38GHz  Licensees must offer tailored solutions for private networks and
option give the option for the private network to lease frequencies. The
third party may decide which option to pursue.
Austria Spectrum pooling 700 MHz and 2100 MHz Pooling is allowed for underserved municipalities, for newly
deployed sites and for a low share of existing sites. The overall
share of sites eligible for poaling is also subject to a limit. The
pooling is subject to approval and must comply with competition
law. These limits do not apply to operators holding low amounts
of spectrum rights (1.e less than 10% of nationwide spectrum
rights in several IMT bands).
Slovenia Spectrum pooling 700 MHz, 1500 MHz, 2100 Spectrum pooling permitted in “challenging areas” of the

MHz, 2300 MHz, 3600 MHz

country and for network densification.
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There are numerous logical components that make up a ZTA deployment in an enterprise. These
components may be operated as an on-premises service or through a cloud-based service. The
conceptual framework model in Figure 2 shows the basic relationship between the components
and their interactions. Note that this is an ideal model showing logical components and their
interactions. From Figure 1, the policy decision point (PDP) is broken down into two logical
components: the policy engine and policy administrator (defined below). The ZTA logical
components use a separate control plane to communicate, while application data is
communicated on a data plane (see Section 3.4).

Caontrol Plane

B Ve
Imelligence
@ .:
Data Plane

35 ¢ B SEZERRIE CERIFIE © NIST SP 800-207)
(=) EEHE)

Fo T BB N B AT &SRB S AUEAE TP IEA T - AR
ZEERE - IR ELEERE RS E L TSN E L ER
SR o BN AT ~ £l ~ THSEETEZE - WSS EIIREZEES -
FRARAE - RRORS T A s 2 B AR RO - B R AR R S &
Lweea > WEEERE EMERIIRT - FRiZEERINEE - SRS
Bl R - WEIREE UGS ERE T e BRL e - &
M~ SRR R R -

(M) FERSA

BIUFEEMEZE M EE /N4 (Product Security Incident
Response Team, PSIRT) X% Bodil Josefsson A& e &2l i/
HREEME > MR E = E SRS G R 1 B 7% o0, (TWCERT/CC) >
RIEEEZREBER S aRMEEZEE S ZHE 2R > BEir ik
BEOHEEE  HINBTEE RSN CERT B 2 2501 » Rt RIS E#A0m
KELEIRITFEIIRE - RS E LI B ERE & g [ 2
NELEE - B EREBRG E LR T - WEERH L EPEE 4]
Y BB BELEHEN AR o

37



DERENESE ERRAERIE EHEH ABEE ITEETFH Engish

l!m WUAE . WREEB o ARES . Ewen - BRRR - Q

News Services Advocacy Links. About us

EE @ HZERE

EZRH%
FRGUN: N P R 4
1. EXER 2. ERXEE
3. BEREBETE (TVN) 4. BEEEIETMR (Virus Check)

5. #9855 1E3R (Phishing Check)

36 : TWCERT/CC EZ i/ rm (ERZJE @ TWCERT/CC 481k )

SERR

1. OECD(2022), Developments in spectrum management for communication
services, OECD Digital Economy Papers, No.332.

2. GSMA(2021), Spectrum Sharing, GSMA Public Policy Position.

3. DigitalEBurope(2021), Digital action = Climate action: & ideas to
accelerate the twin transition- 8 ideas to accelerate the twin
transition.

4. TWCERT/CC - https://www.twcert.org.tw/tw/mp-1.html

38



