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POST http://127.8.0.1:8888,/WebGoat/HttpBasics/attatkerF/1.1
Host: 127.8.8.1:3888

User-Agent: Mozilla'5.8 (WindowsNT 18.8; Wingd; x64; rv:189.8) Geckg2@1@@1@1lFirefoyl12.0
Accept #/*

Acceptlanguage zh-TW,zh;g=8.8,en-US;g=8.5,en;5=08.3
ContentType: applicatiofix-wwwformurlencodeq charset=UTF-8
X-RequestedWith: XMLHttpRequest

Contentlength 38

Origir https://127.8.8.1:3088

Connection keep-alive

Referern https://127.8.8.1:8888/WebGoat/start.mvc

Cookie JSESSIONIB-DgXWEs3oAziOwliYgHTE8xSUIre3ynMvEAErT
Sec-FetchDest: empty

Sec-Fetch-Mode: cors

Sec-FetchSite: same-origin

magic_num7lianswerPOSTEmaglc_answer

- FIFHOWASP ZAPACHE THIBE R
3. WEESHE R IIRREESEIR(Critical Areas in Web Applicaitons)
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RISK DESCRIPTION

A1:2021 BROKEN ACCESS CONTROL

A2:2021 CRYPTOGRAPHIC FAILURES

A3:2021 INJECTION

A4:2021 INSECURE DESIGN

A5:2021 SECURITY MISCONFIGURATION

A6:2021 VULNERABLE AND OUTDATED COMPONENTS

AT:2021 IDENTIFICATION AND AUTHENTICATION FAILURES

A8:2021 SOFTWARE AND DATA INTEGRITY FAILURES

A9:2021 SECURITY LOGGING AND MONITORING FAILURES

A10:2021 | SERVER-SIDE REQUEST FORGERY
2%+ OWASP TOP 10

4. REEHIFEREEH](Broken Access Control)
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5. MERH(Cryptographic Failures)
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6. JFEA(Injection)
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7. A2HEET (Insecure Design)
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8. RNZEAVAHAEERTE (Security Misconfiguration)
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12. ZEiIHzE R EEESe(Security Logeing and Monitoring Failures)
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13. {AlfR#stmEik1%E (Server-Side Request Forgery)
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~ Mobile Security Testing Guide Hands-on(FzEA : Sven
Schleier)
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Santiago Kantorowicz)

OTP(One-Time Password » —JCHERTE) 45 40 B 4 FUAEE 9
T o B N TR 2 T S S o S FOTPRE T E (BB - 2 a R
—EEE > R SR L S O DA RS S B e -
FOTP R AETE RS B P - P EAREE T W e MRt  H B aes
VoM WRH IR ETEARAE T -

OTPIE By (BBt — 77t » BEATT LRSI Sz e Y Rt
B 48R 5 AR BTSRRI ARG E St - OTPASERT A -

TIOTPH ERE i FIEIARS ~ R I DU ER TR i s R e 2 rr BB s

Ty ROTPES R 224 > FROERESRI B S0 G i gt » A IV OTPATBE
SRR IR IR -

SHEF—OTPICBEITHER » DI TEATOTPACR » B3t KPR 50,019 » %5
BRI TR STCENEE - 0. OSHE 45 - B3R — (4L TEAYOTP2 S
PO BlC T T B A (L - 9B (Window) 2534388 » TS SAR BB 52 » A



FOREEN RIS 10R - Eatan - B —OTPAIMEE £55%10/10000=0. 5% - FAIFAE
18 E Al B —OTPH AV SRR AT » I/ NI (Mt & A 201 AT (R SE A s
[l > TRERE A 4801 ] L B/ 5] - 1T S sl o LE B —OTPHYBER Ryl - (1 -
0.05%) 480455 1291%

EFHEOTPHY L TS IIE6 firoThs - 1R ZWE Han TOTPHYRAREL &40 &l
FR

Valid OTPs

Attempts x :
P X nglow

Window < Windows x day

Npy10 |4

1 —
170007000

106 digits

P OTP RO TTF R 1R Z N E slan RV (BRI © bTET Sakitii)

| K2 N EstanhOTPRIMER £52. 3% » 100K Ealan iR F91% » MifEofE A KA
Gl PR F599% > AHRAMR AT #E G tHub - AYOTPER SR s B2 5T (G tHub
- kantos/otp-brute-force-simulator: Simulates in real time attacks to OTPs

and gives you the probability of success) °

5K TOTP(Time-based One-Time Password) @ XA REM (Time-step) Ay
30FD > ARUIE R Ry 15788 - 1 BRI N A 2B &R » Fr A E LA N g
MEAZEIOTP > A TN EVR ¢



Time-step: 30 seconds. Window 1 minute. 2 time-steps valid per window. Since

it’s sliding there are 3 OTP valid at any given window.

OTP_0 OTP_0/OTP_1 OTP_1/OTP_2

1 |
_—

TimeStep 0 TimeStep 1 TimeStep 2

Window 1

: TOTPT B (ORI AR ¢ WFeT e
SRR TOTPLEG (B H 2 Py st R 03 + R S5 T

2

3%+ 9 %2 (24*60*12530)

1 0 6 6 months

[l : TOTPAEGME H N E sl iR (BRI © W] G fEH)

ZRIHIIESEAE e A A LA S B - (B2 5 A 100MFE A FIRF S Ehs gess; -
DL # B —OTPHIBHY B~ > Z50TPA6fLTT » IR E Stan R HIRAR F01% - E3AFTFF
OTPiLyCEdE S FI8AL T - E100 KA E Sl PHVIER F591% > Z57H 1000 A[FJ 5348
By > fEIS RS Blan P HIRERREAE O T -

ST LA EBTT > EER(EOTPAYRE - DURMGIE S REH G20 > a0LAE H E st
60T FFR (IR HRBEEFH2R) » HEA WA 1000 N E slan HHIHRE £95% » HFETHEES
FNIE ¢



Rate limit

i

.;'i. ¥
i
e

- 1ME A E B0 TORER HA 1000 A& sl sh IR (ERIACR - iied &)

B PR A E B DI EOTPLABEEH & > AIFEL0, 000 A [FIRF BRI IR T - 1
OflEl H P E sl P HIBEAR{E0. 47%

OTPE H Aire M FEE AT 3858 B o Bess i 20 — - MR — XM B Bass s
MRt 7 mry L EREN - BN ILE RS T BERRE ¢ R - 2
{EOTPUT T - FEST I HEGT L2 & - G INE S REHIIRE] - N85 A4
shEAEE ~ ey EE T3 - bRy TR B TR S B EGEAE - DIEE
OTP#E & St o Y

75 ~Don't let bug bounty kill your appsec posture(EzEA :
Zohar Shchar)

PRt & AR R ER Ry TR RN TNIEE - GRS RIS A &
TRET IR S - (BRREE ST Eth R g REEAEAR 2R - E
PREEE SBOIGEENTT - EREETER BRI DAENT Fes E SR R AR - B HYy
ISR B BRI B A B B =51y RRRE | o M eiaT o] ARG BE AR B 138k
FEF(subdomain takeovers)BEXSSTEEEERY NIERRE > (HAIF HBEFRERAR
flo 7 fiEeey s b - S R RE T AT LUE M SRR eE E < B SR A b T AR
Ao BAREERIRELRE R BEEPRE E A TE » A IR I TR A B IRAYR

¥ 32 F % 62 F



e

Wix.comESaaSYEukiEEE - A2 T5HAA DL LHVBaEE#E ~ STE L EAYHEE
A ~ 2E EETRE AR S TH L LA - BB ERREE St E R R
25HER -

PrEEETETERE EEINISE - R LRI ENR - SolHIbREE S
HEWIRR Ry 7 Z2fd] > AR TR aE STV N R E 2 VB e
Hil b e e A ATEIS9REE - AR R B NR —(E T DUBKI £ 5 598 E 1 - Il
s AN SRR GG IT AR ] -

FERREER IV E &2 AT > BB ARG ik 9By AR - 2R
BT iE Sy - A T RS S g SR A Y RIA » 3RS SEIARREE B S BORRURTT -
AR LW AEPRIEE S E > AaT2 A& 2R PR E & E MM EZAUA
AR > ABALER A T IRAR S 59RHIRIR o ERRFEE SRS 2R - IREI9EHY
BRI T > PR SSREFT SR S B TP E RN ZHE - 55— | > A
PRI ARNERSEE ST ENE R > — A EETIREE SRt EHIRFE -
TR T BReEE BHE R o RIEREE B E M T 2R A E E H R

WIRRIFIGoog | edey— (= MR AR - (RATRE il UES 1 5Ll ERVE S
BB R R — EMRINE B R ERERMEE L - MR A TREEE TR
ERHERANZAHRENEITES - EIRIREGoog | edl iyl T8 #5FF (subdomain
takeovers) 5yt - IREEZAH ARSI HEEME S - (HE[EYR A LUEBE A EEE
EZWEFTA B - EERAESEARIECE - WRERERE D A AR T
AWFE » SCZ VA BRI Z \ A AR IR 7e e 38 TR TauE M -

AN IR R — R A A ERREEE 5188 TP U EISQLIE AT B, > —
FRIGHE Ry B R B NFAESQLIE AR » FTLUZ A MK - (HE SR A THRISQLIEA
AN ESAIE 2 B—E  SAMFAERISQLIE GRS @ - FTEE HiERAE]
EFESQUEAGER » RSN R THIBIE A S5881 > FrLULHOsT -



PrREEE TS TR IA G TRGRIAEEA R £ L EHIBI A Rt IR
EHCOASUEAGE - FTLHLESQUE ASER L ST S e HAH B - {EFR
S Rt HHVEA EREAIREE FIAT A AIER SR A R ERIRTES - FTLIREEE
SatEs e R RE L R S AR AR - T A LR e

PrEfE SR A LEFER > (HiE R H P —RERRER A - B PRI
M AR EERAHIE R - NSRRI s R TS B T2 BN - B0y
HrECE N BT ©

1+ ~ Trusting Software - Runtime Protection Is the Third
Alternative(EEEA : Jeff Williams)

SRR A {EREASHY A HATE RAVAME - —ER AR - 55— 28R
& - £ NBTTH AR A B 2R A GG ISR - R - B - et
FI R % A BRI EES B FETTIE A] LUE I A R4S S (A (204
EEPKE ~ AR SRS ) ISP S - AELE AR & - FHRE ARSI RENR,
[ A L RIRI Y B AR R A BT A ~ 2SR AR R sz M g -

ARG FEE ey T3 AGE R DA Wi i T 2T R LU R AT (S RERES » E%
FHIIAANEIASLR(Address Space Layout Randomization)MIDEP (Data Execution
Prevent ion) Yt —#% - RES{EAZ 2B THIRI P TAYDT S - b2 (bt &
st o AR TR (Runtime Protection) » ZREERKFIEREAVEGAS » MHGE
ForresterfyE BT » 65% 0 AT CERAEITIFIIEE - 117 %60 A B IEAEABIERA -

AT P T TR RS (T HA AT S FLE T ORe Ry Rty - ] DA B D G 2
TTHF ATRE LR AV 2RI A - AN P51 b4REE (Unsafe
Deserialization) ~ fXHEF: A(SQL Injection) ~ FEEHEEZF A (Bxpression
Language Injection) ~ XMLAMAI B AR BE (XML eXternal Entity) ~ BAIERASHESIAX
B (Classloader Manipulation)% o JETTHFTHE B BBV E A S (EE5 - P
HHEEA(EEER L DRERE ARG - AT N EFR



MySQL Library

209 puﬁlic java.sqi.ResuitSet executeQuePy( String sqi ) i

218 checkClosed();
211 MySQLConnection locallyScopedConn = this.connection;
F. b IR0

Runtime Protection Engine

743 public static enforceSQLTrustBoundary( Object o, String query ) {

744
744 reportLibraryUsage{ o ); 1. Analyze library security
5 if ( isUntrustedSQL( VDA b il

1 isUntruste query 2. Detect and report SQL &
747 reportVulnerabilityTrace( query ); mistake by developer pEI'ITOImE.iIlCE’.
748 } during normal testing lightweight
749 security checks
758 if ( isUnsafeSQL( query ) ) {
751 reportSQLInjectionAttempt{ query ); 3‘ngctrepcﬁ.andpn9?nt
752 throw new SQLInjectionException({ query }; misuse by attacker
753
754}

LRSI A S B AT (SRR L CEREOR - e ki
)

EEACAETRE (EIE B R E A RIS AL - fEE ISR
BB ST FAR T A (B (E S - ER R B ERE 5520977 5210
T2 > it AenforceSQLTrus tBoundary E i &/ LAVRRHIA = » BE AT DAAEAHEF AT
BRI DR R A THERE -

A THE AR E e N ZEBI T T DA% - R LA ZE 534
AN B R TR 7738 51 Ry (1 e A =P M A 5 ) A B TR D758 ] LARE
PEEAFNWEXGES TG - A RENEE A2 58t P g teaeE

SOEIRE  TEEARHI N B BRSPS B RO RS B A TR R 8 A3
L BURIE SR SRS B S SR R R - T DABOR RS 2 iR (R — 4R -

J\ ~ Credential Sharing as a Service: the Dark Side of No
Code(Fz&E A : Michael Bargury)

BEAWSEAEA TR ZHE AR  HETBURTS AR EAEAER
ITLISNRZ B RN TR E > WAt T S TERRMBEL Y& - fia
SR P R BB M — (2 B A (G R B AVIRSR ~ (29 A SRR E R B T HRIRE
FERR ~ B MEAHCEHERFIECR B ENRER S -

e AR ERAR S E AR A E AT AR 2R B R - EEFEAEM

% 3 F % 62 F



EAEARZBAVIER - BIUIExce IV EESRSET TR - (RIS E AR A
DARS SR S AT RE T H B LR IS SR P B AR A — i A2 - = 31— Lh el
Bh - gh] DAGE FE R ZUR BRI HUTS R - HATC AR T 2R E R
HSIEFIREZN > 520N ~ safeforce ~ outsystems ~ Appian ~ Zapier &mendix% - Fr2A
EARESE R E L MR B ATA AR - (SRR s
SaaSTTAARFEHLRT - AT AEDIRE R - thaH R E 2 H T B -

E AR S AR T DU S s SR A I B S (R FR Y FE
RHEA - BIREE B IRREES AIRIIIRTE - SRR R A R RE L A w oy
S HMEREREN - SRS ERE N Fr A g PR R AR - BEAE e
AR A FR AU - AR n A BRIVt - B SRR EEE (E B TR A
BEF BB R (A EMER - [RAR AR E RS K& P im il —tea e 2k
1E - HZE S (RAR e P A S A R r i A gk v] AR S B A A B3 A -

FERE AR TS e IR R - — Bl & ZOK (A 12— o0 B HURE
fR > AIRERKIERE R MEOERIIR AT - REFEHEMEHEE S TR - i
DIV e A R B 1T —(EE AR B A AR A - wUn] DA [0 38 A (8 2
ek (EHE AN EGT REFNN S TEE e BRI R - B
TENCEILAEMERHIAEI T - (E e AR E E s AN ER 21 -

R RyiE e AR LRI EIE AR E b > PRI R B R B B - S9N
BH TR B R DI ERET ~ BEIIEVERANE « AT DAER IR - B e (e
I~ MR AR DU B N HEEACSR N T A ERE R T Ry - B T LUFI A
HTTPAAE AT BT By » RURHTTPEEGE AN AR MM ~ I DAMEImBATT ~ A DA
AR ~ A A - P AR F N INE LB NS AR A & 40 Sk R A vl
St o iE LU R B ] DU FHPower Automat ioniS {E{EARZNHEE AR 2R - E(E
AR S FE AR T AT ~ MR - REB(ETERE » BUEERY R S R E
SR B B TR S E I RER - At v DAAE (50 P 32 R T AR F PR {2 fai A -t



BRNEMAGEME - MREMERA - S DA S MEALHITEHTEEANE -

EREASEAEACEE ZHERERET - HaltiE L ERELG 5]
DUERR H B T R ST Ry B (e N RUR: I REHYSE B e » (I A EAE R
B A AUk s fre MBS A (E A~ A allz HL B M MR B DR Y LR FOR BT e
AR 1 5 AR > SEOTIEAE N 25 DU RZOWASP LONC Top 105585 > 2BV E LRSS
£

J1 ~ Philosophizing security in a "mobile-first" world(Fz&
A ¢ Sergiy Yakymchuk)

FE—n¥at BIgEUR - MR EIEZ I HERBERIUTRAHER T
ERERNN - EMEEER MRS - BATERAERNERERAVER ? SRR R
TRERTEY s P AL RV IESUE - B TARRTS T RS 2 e S A M E 2]
REE bR DAY 530 B YRR T Ut B (RIRAE TIREE Sk H EAEE A
FRBT R PR G % > RS TR ERR R R e Rt M > B A 2 (e i £
R ETRER 0% -

TERlarERE R BE G EL SR - GREFUEE M IEEREIE
TREMSACE TE SR - SRS B AR R R TR T B, - (BT 3%
BRE I B R G A AV TR TR, - BE2AES » (BN ZES HalE
WAREH » (RIBIBUEINT TR - iG22I IR IR 95t N Ry A\ R e AT
Y > BT EAE R R AE 2 23R E T A 59y — 38 IS A Bl fe LA s & a2

fil

M E SRR -

it 2 B AT H R 2 BRI ARHEEEARMIEE T — 25
P - ELANERIT REE A AT - a2 ENIIEIRHI S - (HSfRE AR R T 2
AT — BB R BV 2 REGR RS T ERAERE o AR ARNE > frblie
WL AAE IS 22 4= B B Y E HH Z P UG — P - AEE S SR EE L
LR UE R LU — 5 B A G IR - AR SR T 40



Cook i efEGDPRATAEHT—15% > /3 &E A (50 FH B i[RI M a5 = ARG — 25 B F AR
A2 =D& R B IR -

BAE AN AR A Bl E - e 2y - 1R IR s AYfE BL e 4 e i
AR AR T TG - (BRI ARt e IR s L ARG Y AR A [F] - 2R
Zi REEAME YRR - TG AN = T A RRHVHED 22 > FK
TR DU A B iy T FUAR (G i T e ARSI » 10S/2—(E EE > MiAndroidfllE—
{EREFR > TR (E ARG T DAKR Ry — R 8 - HR P M S T s (] o SR R e 4
AR T 2 e R R B EEH NS - DU AR - EARE R E L E
BRE - BMARBGAZ R AR GREERSMEME - e AT >
AERAGU I T > A A E SRR E L S - 2T A RER N2 25
e T DAss 2 A RS, FT ARy 8 R (55 P 5 0 L 38 ( P B R i B G TR~ B
AT AR BRI E] R IR ~ SISOk (s 8 B ERPTEE HIRE T R AR S5 R B A Rt es SR 5 Y 7y
P& -

=+ ~ Server Side Prototype Pollution(FEZA : Gareth Heyes)
T B {E A e i R AU 5 e A M e — R R EEY S - (R A kes L8 FY)

PRV IR LG ] fE g S []EDoSHE/E

let obj = {a:1, b:2}; | null

Object.prototype.c=3; | object.prototype

console.log(obj.c);//3 [ ob1 = i i

P —{Eaky] ~ bR2EVYIIE CERIOR |
https://portswigger.net/research/server-side-prototype-pollution)
BaiE A —(EYIFSCEaRs] ~ bRy2 > AIBUSS NI R B R g e E o
3 ERFEEVF G I f&3HVER - ERN B FRAEYFE 2R E



o o JR AT N K Enul 1AL -
let obj = {a: 1};
obj.__proto__ === Object.prototype
obj.hasOwnProperty(' proto '); [/ false
let json = JSON.parse('{"__proto_ ":"WTF"}")

json.hasOwnProperty(' proto '); // true!

& : Ytafsl H proto FObject.prototype( BRI ¢

https://portswigger.net/research/server-side-prototype-pollution)

AR (EPIRaky ] - AN _proto 3ERObject .prototype » FIFIFIE
SIS B R SR RO % BB S B BRI » (ENRR
FHISON. parse EfEfS & — (AP A » FIZOMOIE @Yt GBI R -

_.merge(userbDetails, req.body);

User controlled
usually via JSON

A AN SRR & O (BRI
https://portswigger.net/research/server-side-prototype-pollution)

g Eme rge B E ARG BN BNANE G - BEGENRNEHEE
HISONHEEFE4E T - WEBEEM A DA SRR EEAE S0 E o FAETA ] LA
DU E R A e e W E IR =UAITT By - RG] RE & B B0 Im# T JRIF (RCE)

AR R — R ERY S - PRITIE R A AR & S pkDoS - (HATRA &K
DoSHREERfERD (MR e B9TT R A HrssE - P LS — (&3 FRER MR ARl < i 3 (]
AR s T Ry AR HET TR,

{" _ proto__

{"encoding":"x"}} Connection reset

RO

[ BRI E S B(A



https://portswigger.net/research/server-side-prototype-pollution)
SEANEI TP > o] DUE R A gL E 28 I (ERRESHV T B > KR BsxillIE
JRARE XS AN SE > FrLAE /2B #HExcept ionHYIF T N L &R DoS °

Before
{"foo":"bar"} HTTP/1.1 286 OK
Probe

{"constructor":{"keys":"x"}}

After

{"-Foo“:“bar‘"}

. FHConstructorfg§E0bject HKe ¥4 (ERIAE
https://portswigger.net/research/server-side-prototype-pollution)

E ST — B2 —(E] SONS B E E k5 B EIE T - B rT DU
Cons t ruc tor B {E¥I 5 EOb] ectHkey s Fox » R IRAH keys BRI SR
& FLUEHE ST EAER —BAdA— AV ) SONB st & i B8R - (HIE (@R FHEW A
KRR A N Rt SRS i i ER AL s -

Bef
b Object.defineProperty(
Object.prototype, ‘expect', {
Probe
get(){

{"__proto_ ":{"expect":1337}} console.trace("Expect!!!");
return 1337

After

}
HTTP/1.1 417
v _ OF

L fexpec tY{FHEE—EE T (BRAR |

https://portswigger.net/research/server-side-prototype-pollution)

S F—FRAgA 25— T SONU E (SRR 35 IE (B FE - iEFFKiexpec t IS {EY)
HHEE Ry —(E8 T > BT {EAT SONIF St & 1417 Exception$fah « fEChromefIBH#E ¥
R A EREE Y console. trace () BLA] DA EE Eexpec t 28UE FHfENode Http
Serverd » fEBHEE expec B Bundefined#H » FANRIEEUHA A

ExceptioniZ[ESEA & Fundefined » W#EIT{&%EExcept ioni&HE > (HRAIEZHEE



Except ionfYEN THlexpectiiundefined » Hfth B T EEE%45Except i onfY S EANE

HER » k% AExcept iongE 2Ry HIEr = b -

Before
HTTP/1.1 288 OK
{} Content-Type:application/json
{}
Probe
" roto_ ":{"_body":true, "body":"<script>evil()"
—_P - _body y P
After
HTTP/1.1 288 0K
{3 Content-Type:text/html

<script>evil()...

* R _body ZEH t rue (AR |
https://portswigger.net/research/server-side-prototype-pollution)

E ST _body 2B t rue ~ bodytUAs<script>evil() » A&y body
SO true 7T GBS E B Ebody SN A NI - #EMRibody YN A H 2
I fE s BRI F - S EE] 52— & T LUERCHIENRY B VRl - £ fE
asDoSHYIE L B (ka3 T > 3 L2 AT AR IRAYIEER -

Before

HTTP/1.1 200 OK
?x=1&foo=bar

foo=bar
Probe
{"__proto__ ":{"parameterLimit":1}}
After

HTTP/1.1 200 OK
?x=1&foo=bar
foo=undefined

" fEiparameterLimi t 28 (BRI -
https://portswigger.net/research/server-side-prototype-pollution)
FHEEGTZ2ENSE LR - B paraneterLimi t 28 > FERAYZEL
R (]



Before

HTTP/1.1 280 OK

??foo=bar

foo=undefined

Probe

{"_proto__":{"ignoreQueryPrefix":true}}

After

HTTP/1.1 280 OK

oo=par

S EignoreQueryPrefix S8 (ERIAIA ¢

https://portswigger.net/research/server-side-prototype-pollution)

EEfFEEXignoreQueryPref ix28 » [AAEHNSEEEWME "7, - &

Ffoodfe) £ E Bybar » BignoreQueryPrefixfErl s true 2 1% » BIEARI(E "2, >

fooiB & i DAY EY E Fybar o

Before

?foo.bar=baz

Probe
{"__proto__":{"allowDots":true}}

After

HTTP/1.1 280 0K
foo=undefined

HTTP/1.1 266 OK

foo=[object Object]

& : FrallowDotsEZ Byt rue (BRI

https://portswigger.net/research/server-side-prototype-pollution)

EEBT/Ekfal lowDot sSEL Ryt rue » B A] LUB S EAS BRI HIPIE -

Before

HTTP/1.1 280 OK

{"foo":"+AGIAYQBy-"}

{"foo" :"+AGIAYQBy-"}

Probe

{"__proto__":{"content-type":
"application/json; charset=utf-7"}}
After

HTTP/1.1 200 0K

{"foo":"+AGIAYQBy-"}

{nfoou : "bal""}

S AR A (RO

https://portswigger.net/research/server-side-prototype-pollution)

UTE-T5&— a8 {Ubas co4HRIEAR A » T8 n] DUZE
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iR > G (et -
b 7 FETA SR AT AL - A A B B EAR IR 5 = -

Before

HTTP/1.1 288 OK

{"'FOO" . "bar‘"}
{“foo“ . "bar‘"}

Probe
{"_proto__":{"json spaces":" "}}

After

{"'FOO" . "bar'"}

D E4%#json spacesZE (BRI

https://portswigger.net/research/server-side-prototype-pollution)
FIF X json spacesZ# » 1£] son[B[EFS I —EZEH - sKigHE S AR
IG5 » HEEE R HRlE & HwEE -

Before
HTTP/1.1 260 OK
{1
{}
Probe
{"_proto__":{"exposedHeaders":["foo"]}}
After
HTTP/1.1 200 0K
{} Access-Control-Expose-Headers: foo

{7

t & exposedHeader sSE(ERIIR -

https://portswigger.net/research/server-side-prototype-pollution)

Eiexposedieader s 8 - 3E [0 EAVIZTE 8 Access-Cont rol -Expose -

Headers£:#yg -

Before
Probe

{"__proto__ ":{"status":518}}
After

{} HTTP/1.1 518

L RHRREES4001E 2 R S 10(CE R -

https://portswigger.net/research/server-side-prototype-pollution)



EEFTT-ERHIRRERS400/E X510 -

Before

OPTIONS / HTTP/1.1 HTTP/1.1 200 OK
POST,GET,HEAD

Probe

{"__proto__ ":{"head":true}}

After

HTTP/1.1 2860 OK
OPTIONS / HTTP/1.1 /
POST, GET

D Bhead Z2HIUE true (BRIACE ¢
https://portswigger.net/research/server-side-prototype-pollution)

thead 2B Kyt rue > {alfkas(ElfERL/D THEAD -

GET / HTTP/2
Host: creative.adobe.com
Cookie: creative-cloud-loc=constructor

HTTP/1.1 288 OK
Set-cookie: creative-cloud-language=function

Object(){[native codel}; ...

LRI FH IR B g T S Bl i s i R a8 (R -

https://portswigger.net/research/server-side-prototype-pollution)

bR TSI -t E] DUF A R AL T 24 K BRIk 25 tm I R AR08 - f5—(E
B & ycreative-cloud-locHcookieli4s Fcons t ructor 2y request » {E[EIEHA]
LI tcook i e HYME 1 FH Al — {16 g 14y 47

A BES 1 E R B 5 2 Dy 2Ot A 92 (5 F obj ec t FHE FHREE AR 2 o
{fEFHSe t /Map2lKHUfKobj ec t A] A R RSG5 » A1 2 M8 A FSe t /MapH
SUN o AT PAFEAObject . create() » 2 A] LAREGRORFT AT PRI S E248 K 5
Object.prototype » MR —EZ L Hobject » fRATLAH__proto_ EIEAIE—{EEHE
A Enul NE#EE L Fsnul 1#Yobject

—+— ~Testability Patterns for Web Applications - a new
OWASP project(FEs8A : Dr. Luca Compagna)

Fréa—(ElRE i we b AR =0 AT HIEARIIE Y LUK A we b AR ZU 2 M R Rl



HT AR T A YA TR -
AFREIE AR 2 = S (SAST) By A IR 2 — (A SG VTS | - 3 1E
A5 ] DU SR AARRE A TR T A > HEVE Ry 7 e sy B e B B8 ] LU
HEAS VB ERTS R LU -

BRRENE FIRE P 22 M HIER AT 1 26 T B AR 0 48 P AR 598t - e a] DURIESE
AL 5585 - (HERHVEANIA RS - WR T TREEASEHE T A R4S 2 [H

AR > SRS A 5958 » NI R A I 59 BAHEA (FRZ BRI A 593,
FAE -

CVE-2011-3357: File inclusion in mantis bug tracker
1 // FILE: core/gpc_api.php
> function gpc_get( $name, ..) {

if( isset( $_POST|[$name

$r = gpe_strip_slashes( $_POST[$name] ):

$_POST <TAKEN FROM UNTRUSTED SOURCE> SOURCE LIST

return $r;

g }
) function gpc_get_string ($name, ..) {
1 $args = func_get_args();
2 8$r = call_user_func_array(’gpc_get’, $args);
. return $r;
5 }
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8 $act = gpc_get_string(’action’);
) $act_file = “bug_actiongroup_’ . S$act . ’_inc.php’;
20 require_once (.. . $act_file); //sink
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