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Power Shell #1{a/H{S-fHE AD &&H
EAFRRE o T APT Sfa[{EARMFIA
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Khalifa (@khalifuzz) started his Penetration Testing career in 2014. He is a founder of a Offensivebits and
Malcrove, companies specializing in Managed Cyber Defense and Offensive Security services. He led more
than 60 projects in Penetration Testing and Red Teaming. He has worked as Strategic Technical Advisor to
many organizations in UAE and worked on multiple projects such as developing Penetration Testing tools and
discovering vulnerabilities.

Khalifa has also participated as an assistant trainer at the BlackHat course “Attacking and Securing APIs" and
is regularly invited to deliver talks and workshaops.
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E—1HH Microsoft FeZ&iyan-<3I7 EIAI script 5B - W[E LINUX A
% SHELL > %1 BASH ~ CSH - KSH %% » 1fj Windows Z4FTEEHY
shell » 7Y EHYHEICHE (Bateh file) » B2 ] I B 8L EHNECE
Windows Z4 » BT &8 2 40 B FRIVINRE BUETS - R AN IS
BHSHE ~ BAYFERE pipeline THAE ~ B & EIH M R GHIRE J140
AD - Exchange - AZURE %% - {1 [} EH#F2HIEATIAE - Get-XXX - Set-
XXX Bi#4 4 Pipe BLIRAEE T-€q ~ -ne ~ -like ~ -Match % -

BYPASS : En#tH =484 PowerShell #yZ 2[R » ST ARE(SER
Ml AFI#5< > {#F ExecutionPolicy #H.7H3% Restricted 45 Bypass >
RIATEEARESERVIIA - (RS2 TR - 2 O R(FS -

powerview.ps1 : L)l PowerShell #5241 » FIFAHREANI T ST AD
FIEEFIIE - CREVNREEAN TR —  RZBEBZEEZIER
TEMH powerview.ps1 > (&3 FE Siae Z EFE T A -

Attack Plan(X B2HR4%) « #E ikt HARGER % - A48 PS sRAlI45 & SID
HYHER - $%H Domain Admin &3 SiR% » PERA LT 264 -

A. $H DC

B. FhagHEHE A

C. HM4gu/E 5 &%uEEE
D. e

E. A HEEERES

F. RrEms

Remote Access

Ay 5 A REHL AD #ESHY HASH 5 > H R iTA psexec, PS,
WMI, WinRS, RDP, SMB Relay % » |ifi 4 & & Windows P H &
AERNTE > AT REIER  (B/KREROYIREERS - RZAEZ
BN IR — -
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EX \\wks-02: emd.exe

PsExec v2.33 - Execute processes remotely
opyright (C) 2001-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

l1icrosoft windows [version 10.0.19044.1288]
(c) Micrasoft Corporation. All rights reserved.

\windows\system32>hostname
IKs=-02

\windows\system32>_

Password 4%

TSI T S UARF A BN ~ SRR - AT R~ ]
B~ SIEISGET - FEONE S W TNEFTUR - B B A& A B g
BEJG 0 ZAI 2 IR Py 5 ) MR S A T R

Hrp e R C A BT AT Y B AT 3R H Bl E B P RVRE &R
fir » EEERENIRFERALH/DENE RN - HENEHRKENE
B » SRS R AT IR I B iR T UL A S H RS Tk -
RUBs R 2 N E SR e (5 - 5 5 MRy &5 - 20" password
123456 | 55 .

=R R OEg - 2 E B Group Policy # - iE i PS Get-
ADDefaultDomainPasswordPolicy B a]Ei{S » 5758 B0 _Eaft s By
FHIRE -

Sniff/Dump

Domain Password & f#

748 Github HUSFFERY PS 8874 » BlliE—1{E userlist » i H—{E=¢2%
{EH BB ETES - B W T G EEEFHEENE SRR EIR
7o B AT LR R PR s A R iR = i 8 e - B = RE SR B AT T
Attacking NTLM
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PROTOCOL:

Challenge/Response Authentication Protocol and uses NTHash for client\server authentication in windows
environment (not for storing passwords).

Negotiate Protocol Request/Response

. LR
Username/Password - Challenge Request/Response —
e ————————————————
SN

client
Server

Authentication

H4E 2 NTLM 7157240 LSASS - SAM B2 NTDS “5[& s, - H i % MD4
HEFTERIEALEL UTF-16 By 5\ © R 2B )7 AU BER AU IS 2
wimEL B RER EEEYS -

NTLM Hash Example: fc525c9683e8fe067095ba2ddc971889
NET NTLM-V1/V2

V1 RIS NTLM ByRERERE - #Eiibl DES 8y 5 UinE e
H > A0f0E 16bytes HIRLECR & > HERAE 2 HET -

V2 QR RAT U 2 7550 - Challenge {EER T LEF I ERF IR -

A3 B HMAC_MD5 15 2 g B

NET-NTLMv2 capture Example:
Administrator::ALTO:08ca45b7d7ea58ee:88dcbe4446168966a153a0064958dac6:5
c7830315¢7830310000000000000b45¢67103d07d7b95acd12ffa11230e0000000052
920b85f78d013¢31cdb3b92f5d765c783030

EEJ:LT% B R1R V2 BT NTLM fER SR BUERERE AR HEST
» BN A AR -

Dumping SAM J; LSA %2
FEWE N DR (R E T a3 T B M BHE ZE T A
HET TR A -

‘ £ milllkz 2.2.0 x64 (oe.eo)

mi tz # lsadump::sam /sam:C:\tmp\sam.regfile /system:C:\tmp\system.regfile
Domain : WKS-01

SysKey : 4732369b5245c2bcef@cel1852309187e

Local SID : S-1-5-21-1713406315-1382475408-2417316444

SAMKey : Qaecbfcbceld6lfal3fdbllbfdb7276e

: 900RR1f4 (500)
: Administrator

e fERZ ke SOC S & nBhlE ~ [l > MR EIiiEaE
ZENHE T > MR IR EL S 2 B R © 55— 5| 0 Windows 2
Sysinternal {Y T B NERZ £185 » B2
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Kerberos
BRIRTT MS-NTLM 5458 > #rhliz Windows B3 FHiZ B /7 ataa Bl
G TCP/UDP 88 E/E/ IR » 75 L3 A[al{E NTLM -
g E R E R HBYFERGASIREFET I (ML AL T &EM[T
TERGZ IR 2 AT -
A. KDC : @ #{T]* DC » Wif# Kerberos S0E8HR 5 ~ fFlikes -
B. AS: FAKFRIEEHK °
C. TGT: MR krbtgt 88 » HREEE TS KDC Ha5Rix #8558 -
D. TGS : HNIN% service 88 - FINEFHEFRURIG 2585 -
HEITRES W N ERTR ¢
A. Client : ¥f DC #f2x—{EHR 55K -
B. DC : WAV Ticket B2 &&72% -
C. Clent: Hfg—{#HEX 2 2EE -
D. DC : WL AR » aFFHL -
KERBEROS: HIGH LEVEL

DC (KDC)

Key looks
8ood, A
Client CCESS granteq °
S

Server
(service)

Kerberos it Bz fig /7 =

A. AS-Rep Roasting

& FFIRSR AT RE# 2 & &' Do not require Kerberos pre authentication
& BRI T Bz AR 8 I 20 - EBE A 3% P e Ky
2= (g Kerberos [ pre authentication » ZZ(3% [ 2B DL 551
s E A - (#FF ReXXus T BB 5 B 5 FH B a3sHE o

P ErT DA 288 7 =

o SR{LEBIVRE - HAEES -

® U AWELTE BE/E Kerberos pre authentication fyF &
Get-ADUser -Filter 'useraccountcontrol -band 4194304" -Properties
useraccountcontrol | Format-Table name

® i AERECENHF



(Get-ACL "AD:$((Get-ADUser -Filter 'useraccountcontrol -band
4194304").distinguishedname)™).access

B. Kerberoasting

Kerberoasting I #2 Tim Medin 7£ DerbyCon 2014 |- #&{ff—F&

B T77% - RN IR B T H kerberoast « [HL1% - 7 E Rk FFZ (WEK

2 AR BHIAHRE 958G - AR 7S A Bt B AT IR - B

1£ GitHub 1588 7 3F 2 #1590 2 TH - {€{# Kerberoasting

MRy AD BV 772 — -

VB

® HfF AD —ffE &R -

® Service Principle Name(SPN)

SPN 2] Kerberos Bt 48k fiiEs 2 unique sl - sHEHY

TCFEE R R ERAARE - I SRR - JEE Windows AD A

AR e HEhEE M SPN - 2R —fE(EH#E AD MUIRSEAEATTIG » 7%

FEI T EGEEM SPN - FHBHEBLEUT R HIRTR ©

Setspn -s http/<computer-name>.<domain-name> <domain-user-

account>

SN FEA FHRIRSE - (EEIRYE - IRGBIRTES 3 A

® THIRTE : HAKMENGE - AT 30 REEEE —X

® [HHIEIRSE | A 5 2 85 RS Policy i€ - 41 GCB 2
RS R R SR B 5 T I S SR v Y A e - B TR 2 <
FE o

® [RFSIRSR ¢ M e RS A B E - H SPN 28R g 5
gl FHR R ER 73 FE RS S A HR e LIRS IR SR AV ThREFI 7 AT -
71 MS SQL Server fg#51y sqlsve ik -

E RRINE Y=

ARREFIZREA AR 2 K > EE T EHET Windows AD 1% FHELIL B2 F-
% Bt E&IEL 90% B L Power Shell T HAETTHE(E ~ 10% FIER B 2 %
THERK -

e Z ORI 2 E E# NB > HISEFE —EAVBEREARAS - DUFIZEEE VM IR
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PowerShell % T HBUHRAR AR EGERERYBR TR » WD T S EHER A=
bz

LA base64 ¢ghiE{% 2 powershell 257

15N ik powershell 557

it powershell EEENIA R HHHE

Invoke FEIAIRA

{5 FHIEPR AR AN -

. A Windows [ [&ji; powershell A%~ (T -

TEAERA 2 B B R R AETTEIARESEC AD 2 DC #ETTHEEIRIERT - [ERE
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