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- Regulatory and legal considerations of aviation cybersecurity

- The importance and value of aviation cybersecurity culture
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- Cybersecurity governance and oversight

- Cybersecurity risk management and assessment
- Information sharing
- Staff awareness and training

- Organizational resilience and incident response
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- Identity and access management

- Data Security

- System Security

- Resilient networks and systems
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Threat Description

Attacker obtains authentication credentials by monitoring the network

Threat target Web application user authentication process

Risk High

Attack technigues Use of network monitoring software

Countermeasures Use SSL to provide encrypted channel

Threat Description Injection of SQL commands

Threat target Data access component

Risk High

Attack technigues Attacker appends SQL commands to user name, which is used to

form a SQL query

Countermeasures
parameters to access the database.

Use a regular expression to validate the user name, and use a stored procedure that uses

(6) wHffiEE -

TR TP E R AT REN R R MR L

Q: For each Threat Documented, Rate the Threat against the impact
High (3) Medium (2)

The attacker can subvert the security

system

Rating

D Damage potential Leaking sensitive information

The attack can be reproducedevery The attack can be reproduced, but
time and does not require atiming  only with a timing window and a
window. particular race situation.

R Reproducibility

A skilled programmer could make
the attack, then repeat the steps.

goaa Anovice programmer could make
£/ Explaiabity the attack in ashort time.
Some users, non-default
configuration

Allusers, default configuration, key

A Affected users
customers

The vulnerability is found in the most The vulnerability is in a seldom-used

D Discoverability commonly used featureand is very  part of the product, and only a few

B M TP E (B R B S e BNy > DI HL

to the Organization
Low (1)
Leaking trivial information

The attack is very difficult to
reproduce, even with knowledge of
the security hole.

The attack requires an extremely
skilled person andin-depth
knowledge every time to exploit.
Very small percentage of users,
obscure feature; affects anonymous
users

The bugis obscure, and it is unlikely
that users will work out damage

naticeable. users should come across it. patential.
No | Threat p|rR[e[Aalcz] Rating |
1 Attacker obtains authentication credentials by monitoring the network. 7 ol )
2 SQL commands injected into application. 2
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Consequence
Likelihood Insignificant Minor Moderate Catastrophic
1 2 5
Almost Certain
5 10
5
Likel:
¥ 4 8
4
Possible
6
3
Unlikely
4 6 8 10
2
Rare
4 5
1
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Multiple sub-systems that support aircraft that depart, arrive, or at an airport.

What sub-systems can present a threat targeting a single aircraft?

Discuss at a high-level: (1) at least two threats (include vulnerabilities and attacks);
(2) resulting risks to the aircraft;
(3) security controls for the risks.
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%2 ~ Final Tabletop Exercise fE H K/NHEERANE

(Day 0)

-

Airport Cybersecurity TTX — Part 1

*[C154 Tabletop Exercise Package)

The FBI issues a FLASH alert about a phishing campaign targeting airpors. r;-_’ﬁ}_t"iﬂrj_
The phishing campaign consists of emails containing a malware infected PDF file.

The alert details the contents of the file and email along with analytics on malware.

The report cites a recent string of ransomware infections called “MyTopGuns™,

(Day 2)

L]

An anonymous entity Aviator posts a vague social media message directed at a Tier-1
Terminus Alrport that reads: “All things connect at airports. | control your things!”

(Day 3)

Some Terminus employees turn in USB drives to front offices (found in parking lot).
One of the employees plugs the found USE drive into his airline computer. He finds
no user information but a bunch of random files. He unplugs and hands it to security.
Some Terminus employees receive an email with a Cargo Booking Form PDF
attached. Some report the email as su_sﬁicibus. but several click/open the PDF file.
Terminus employees receive an email with link to a memo "Terminus Family Day."
Some report the email as suspicious; others click and see a memo about the event.

(Day 6)

Metwork users at Terminus begin reporting computer issues (e.g,, slow performance).
Some users notice they now have access rights to folders not previously available.
Users are reporting missing information in the system and access issues.

Aircraft begin experiencing problems at the airport, to include shutdown of
navigational systems and malfunction of operational technologies/systems.
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Airport Cybersecurity TTX - Part 2

*[ CISA Tabletop Exercise Package]
(Day 7)
« “Aviator” posts another social media message: “Greed and corporate corruption will
end you. There will be a day when you pay, could be getting all dark soon!”

(Day 10)
« Network systems and workstations that operate some Terminus functions (such as
baggage handling) experience delays and in some cases are inaccessible.

- s = I."'_ﬁ.f.'."-"‘“':"'-' o.n-."':""l-'
(Day 13) | shar et
= Anemployee from Terminus is having difficulty logging |ys-w Lation) oAt T -
= After rebooting, the employee sees a screen showing th .\"ll'lyTunG | [ANSOMWErS.

s« The screen says all files are encrypted and will be destroyed unless payment is made.
» The malware has spread across the airport network (to several stakeholders), ;. v
« There are multiple reports of ransomware disrupting Terminus's critical systems. '

a

{Day 15)
¢ Terminus airside and Iandsid&uperatiuns slow down
# The ransomware seems to spreal:l to alrc:raf't _ﬂEm{:gLEttlng to airport n&t\lﬂ:rk
s Aircrew members report having dlﬁ'multf gcoessing airport systems f frr:rn EI.IrE!rEIf'L

(Day 15)
+ Media affiliates are contacting Terminus and affiliates for comments on the attacks.
¢ Calls come in from partners asking about the state of Terminus and risk to business.

afamed H - BE S RANTEINE R > ola T iR I R S P R e RE (E Ky -
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