1T e P 2 A A LH B 5
(LB - FE)

EMEEISIN T 5 17 BB E

AR -
Rt

R R
HH AR -
e HI

Bt egR ) HEEHRS

B E B

HEHEE

TSR E R

(EEEES

2022 £ 9 H 12 HE9 H 18
2022 £ 12 H 12 H



i L
" 17 e PR R A SN A B R 4 4 & 5% 4 ( The 17th International
Conference on Critical Information Infrastructures Security, CRITIS ) 8IJZ% 2 2006 4 »
BRI S - ARQO22) TN EBIFE A EE Y - B R SR AR 2 B SHIEK
AIERAT SR AT ~ (3 ROBURTARAS, - $eeRoh s BB S i s SR o i 9% - B e
BT R g B RR BRI

B2 2022 FEEUSEE (BREEITBLS e R) - BRSE ARSI Ry KO8 ~ Y~
Vel 2 EEE EAE - BIZC B ELL T PG ZEE ~ SNIZEEE | F Reof LA SR B
DIV i E R P - S0 foh =] B s AL R it 1 B PR B L 997k - WEORBR S AR
2 o R REIRESTEBOREEL - AR BB DURHUR T AIAE



O 24 g

SRR oo 2

S R B I e 4
— ~ B E AR R S TG L e 4
T R P R ST EE IS e 5
=~ IR EE L TEE Z BB DA B 77 5 e 5
VU ~ B R T S G TT I 2 BT TE vt 6
T~ RE B IR SRS EIT v 8



= HH

" 17 e PR R A A B R % = & 5% ( The 17th International
Conference on Critical Information Infrastructures Security ) BIEZFAPE 7T 2006 4F -
FFEEMBERTEY  AODFREERE TR R - SRR R A 2 2 Sy
SR AN ~ (3R SBURFARSR > TR B SE RO s € IR T b 5T » I R
R BRI A GRS

[B8 P AR BRIt (Critical Infrastructures A48 A A BURLA ~ BRGBEBHVEE - &

FE SRR 4848 - IN BB s B A B 248 M2 B PR Rt & Thre E(E -
RN RGBT ERSL > 5 [REEERIR » DURERERTE S B A 2 (B 5 4
EH R EZRE LR -

[58] 572 AR AL R (Critical Information Infrastructures){f (R0 K s B RER T
ZOFEENE > Ry SRiakax MiFF 8 & B TG 2 R A N S A slal & ~ P2 5
(Supervisory Control and DataAcquisition) °

A 2022 FHEIREE FHE B SR E R IEBE - BB AR E R
o8 SR BB S M SEUSOHT A » 9 D R ] S R R It é\ﬁ TERER -

[l 155 17 J& CRITIS A {EEH e S B B R AT



A - g

ARGHEE 2022 F9 H 14 HEM=)ZE 9 A 16 HEMT)ET 3 H > Faik

ES NN
2022 49 A 14 H(E#=)
HeF ] INES
1300- Welcome Address
1330 Chair - Leonard Kunczik
1330 Keynote : EU-Hybnet Paivi Mattila
1500 Keynote - SANCTUM Christian Despres
Chair - Dieter Budde
1228 Coffee Break
1540- Plenary Saeid Nahavandi
1615 Chair © Maximilian Moll
1730 Munich Walking Tour
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0830- | Threat-driven An Empirical Evaluation | Modeling Hierarchical

0850 | Dynamics Security of CNC machines in Structure of Effective
Policies for Cyber- Industry 4.0. Communication Factors in
Physical Cyber Incident Response.
Infrastructures.

0850- | Towards a Layer Model | Root Cause Analysis of | An Assessment Model for

0910 | for Digital Software Aging in Prioritizing CVEs in
Sovereignty - A Critical Information CRITIS 1n the Context of
Holistic Approach . Infrastructure. time and Fault.

0910- | Strategic Anticipation High Data Throughput Mapping and Simulating

0930 | in Crisis Management | Exfiltration through Cyber-Physicals Threats
Through the Lens of Video Cable Emanations. | for Critical Infrastructures.
Societal Values.

0930- | A Water Security Plan | Dataset Report - LID-DS | Building Collaborative

0950 | to Enhance Resilience | 2021. Cyber-Security for Critical
of Drinking Water Infrastructure Protection -
Systems. Empirical Evidence of

Collective intelligence




Information-Sharing
Dynamics on Threat Fox.

1000-
1030 Coffee Break
1030- Plenary : Plenary Horia-Nicolai Theodorescu
1200 Plenary : Isto Mattila
Chair : Stefan Pickl
1300- | Physical and Hardware Issues in | Elections, Technology, and the Pursuit of
1330 | Cybersecurity. Integrity - The U.S. Landscape.
1330- | Make Your IT Infrastructure Is There a Relationship between
1350 | More Secure by Controlling the Cybersecurity Level and Electricity Outages
DNS Traffic. in Norway ?
1350- | Solutions & Best Practices on Emerging Importance of Cybersecurity in
1410 | Transactional Data Security Electric Power Sector as a Hub of
Level. Interoperable Critical Infrastructure
Protection in the Greater Metropolitan Areas
in Japan.
1410- | Hardware and Firmware Supply Energy Security in the Context of Hybrid
1430 | Chain Security Risks in Threats : The Case of the European Natural
ICS/SCADA Environments. Gas Network.
1430-
1500 Coffee Break
1500- Plenary * Daniel A. Nussbaum
1630 Plenary - Katharina Rob
Chair : Bernhard Hammerli
1800 Conference Dinner
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0830- | The Understanding of Identifying Residential Areas Based on
0850 | Vulnerability of Critical Open Source Data - a Multi-Criteria
Infrastructure. Holistic Indicator to Optimize Resource
Allocation During a Pandemic.
0850- | Design and Justification of a Automatic Concrete Bridge Crack
0910 | Cybersecurity Assessments Detection from Strain Measurements : a




Framework for IoT-based Preliminary Study.
Environments.
0910- | Security in SCADA System - a Prediction of the Passenger Load After
0930 | Technical Report on Cyber High-Crowded events Based on Historic
Attacks and Risks Assessment Data.
Methodologies.
0930-
Cybersecurity in the Railway Sector .
0950
1000 Plenary - Bernhard Tellenbach
Plenary - Maximilian Moll
1200 Chair : Wolfgang Hommel
1215- Technical Forum
1300 Chair - Jochen Amrehn
1315- Energy Security and Complex Cyber Operations
1400 Chair : Daniel A. Nussbaum
1400- High Level SAS-Energy Security Workshop
1700 Chair * Arnold Dupuy
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Strengthening Switzerland's Cybersecurity: Challenges
and Success Stories
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