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FEFEApplication layer < I A dApps
(Bn—mafEmEEmEE) 4 I (41X SFAPP)

{7 &% & Protocol layer 5= aEis
(M FA ¥ & Zsmart contracts) PIEM ERE M

BEREAsset layer BB XEE)

(LR ERE 2B E) JEE B (EFCHENFT

#EE ESettlement layer #NEthereum, BSC, Tron% -
(AREHERE 2D A RN ERK) OlfE FAERES A 7 [ IR IBAALE

(Source: IIF illustration, based on Schar 2021.)
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(Derivatives) ~ [ ¥t & 7 22 5 AT (DEX) k& 2 & L (Asset management) &5 o
DeFi FtEm KFER & "EE ) IR > 32 R E T @R F 2 258
&4 HEMLIRMEERRE - RS SR 0] DUS (& &8 7RG R (peer-
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DeFi (5 » 4 F B I L R B A IS DeFi [T HR I 7 (— Rt
Fl &2 BT ) - RO 4 i E (ocked) SO 87 — ELIRSRS » DASA{THE
BAE(E » RI | %8848 4:4(Total value locked, TVL) | 2 DeFi fis5E4%
PRI SRS - DeFi 2 TVL 497E 2021 4F 12 FREEFIRE 85 3,174 (4
5T > 2022 4F 11 F_AJHIZ 5 808 (H255T » BT DeFi 2 AT —4F A
i -

BN H RTA RIS A SRR S B ReadUmiZft DeFi fRFS > HLLK
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% of Total Value Locked by blockchain
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Solana, 1.5% —
Arbitrum, 1.7% __— \

Polygon, 2.0%
Ethereum, 63.5%
Avalanche, 3.0%

Tron, 6.8%

BSC, 10.8%

Source: DeFi Llama. Data as of November 9, 2022.

() ErmfRBEE bR

#T2 KA DeFi IH H (B - N RS SR ER O FER
FE - ElaB e L BIE T2 bR B R R B e A R REA B8
1 o Timis ol DR BRI SRR A =] (BfG DeFi JHE ) ARIA4E
P - BB R - AEVEERIER T2 EHREL - te ke TR B
fER R ERAYRE ] » IEA1 - Eimik B RIS BRI & R B B (E HIRY DeFi 1
s EAE > WEARFS AN EmRiid b TH -

Tl Bbr 7T DeFi (RESTEZERAER) - AL avEr 2
Bt Bk B S SR (POS) sk o B4l Tron »
Avalanche ~ Solana D 3 HACGRR BRI LI - fR95 ethernodes.org 4551 @ %
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DeFi fppaf il i A 2K B RIE A BB MV EE S (r—eftiz it
i e LA B DeFi JERIRZ Y [l > (AL AE T LLE e &R
sRsmAyER - WA LUB R BRI SRS -

ZAIM DeFi H Ay ZEIHRERIBEAANE AT RERR AT & RBUE N B SRl &
Rl EHSER K o (HAT RIS A REE T DeFi fifak ELREE R AT 2K
Ay > 15 LR bR B AR RS © SRUIE - AML/CFT AIM e b -

F 22 5 B A e 7 A 328 B FEE A, P E L 3 B BE ) N DR AR P e PR Y
“BOETREIRAAET & o BIANER BRHY A BUR fRiEIAM (GDPR) -

FEREEES T - R FTREG i AMLICFT It #E & 15 PR & - A0
ELER AR DeFi JHE RZ AT a R - FRIFEMIEREEEARETE
TEZRMR > DURECRER R ATEAM » DIAIE LA AR Ry WA £ B A E I
etk -

AT REY Tornado Cash ik - SEEIAEGELY N E FE IR A = (Office
of Foreign Assets Control, OFAC) l|###4 51 Tornado Cash j&E & 2378 HH
B HAAN  BEZEMFEUR DeFi 5 H K HARR A B 0] 5E mEEAE i

2. BRREIsTHIDER « ESRE AR S ST AR SRR S ?
FH R B A (RSt A AR TR E - I H i - By DeFi 7y
AERSNNPREL - EA S IR EHA IR ERES - A R E R R AR
e REIRSERREEMIE - RS BUERE S AT R T A et
PR A EIRE - iSfEtHI AT LG | S i UM 2 s et - i
wose B LB SR E U ) —BRREE > RS FRET ZIHIES
W R % g E R R E ek - BRI TEE A EM T T H -

DeFi fiaf RN E AR > Ll ElhfE Rl e 2 Bl ek iy \ A Sk )E
TR - 280 - E R R G BB A & St A B R 2Pk -
fi#'E DeFi fisk P HVET 2 X B ERIR B - (EEEHHIITERTIA
GAAE—LENE > BB SRITHVEINGR - X AH TR
FEREORSS - NIRRT RE S &UBIIEA T TR AR VBAE PR -

DeFi fhiEga s TEMUR T AARVIRMERE - AP RER S TEER
B 5 FEE AR e LU e 5 2 g EA0E TE — Al - B
& B (¥ DeFi &OPRERITT ARHRED - m] RESUBNEREE & R il ORF = AR
FI® o RO AERESIRUE IR E - BB E(E R DL
REATER BT 2 BE BB G BIR 5 ENE TR

5 Daian, P. et al. (2019), Flash Boys 2.0: Frontrunning, Transaction Reordering, and Consensus Instability
in Decentralized Exchanges, April 10, p. 12.
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£ DeFi ZEREZ R AILURHUE MR E DeFi fisgth - DU Base s
TR A - 280 - ERET RS HEREER T &
M - TR TR o #EZR DeFi 2t 7R Y » AR ARV E ALk
FpR B J77% > {2 DeFi 728 B ARE AN - IEWIS5E] SEC %8
Crenshaw fEHIFVHLES - " EIEA N - DeFi IHHAVALS E A &R &R
CERTEI G S E RN BRI o B R SREEN - e A AR
B A TR R B AR AT Ry AR AN « RIS TEIEN T » " E 5 E L(buyer
beware) | A Jg DAE R fR (& ERAG 2V ELE -

. HF Rk © ZAMRESRES IR DR RZRARER ?

S A ET SN DeFi R HEIRIH P28 (user experience, UX)¥f
NEMFEMENINWANKZE » BRERRARHEER#ES " &8 (RE
Oz Jabs > B0 - e F e N R AERERR AT USB 2B S #GE L ~ 3
REIRIRAVYIEL i b - BARKIEL SR - FEHINEEEFEIL
iR ERE > SN AR ERFEN PR AR - KA A ER
BRI BRI E MR NEM SR B EE - T HE K
EEEEEERIRER > WA RIRIE A S RS - S EEEH
MRS EHEEE =B R EHEE -

HLEE A2 DeFi G —(H ERIFEENME - GiEi s 0 SR
(Pump-and-dump scams) ~ 51% X% ~ JEHURE ~ (B EERR (fake coin scams)
FLhELE 2 - AfbEtia o & 2021 F—4 > DeFi FEbRBLERGEE#E 100
fESETCHYIRA > T 2022 AL EMAE 48 - SRVUIEL A BT
ff=E - {H DeFi $RZ By B8 NUGTRIRIERV R IERIRER T R E R IEMK -
£ 2022 FFZHL{EH] DeFi figsg T - A 65% A HHAETE =775
5t

DeFi #Y5¢ & H BT AT REF R R B Gl - CH R AN E MBIk
& PR RE AL RS i RS HE (TSRS § 2450 5 - AR AR -H
IR o FVEBIEAAEE R R o AEEERT  AERER S RISERAL
S ZH > AIRERR R A SRS PR E A R AN - B IRE — R
RFE A TR &S - DeFi B H B> (EHIEHE SRS - HANA
FEEINZER] - METE TR TRIREZ K DeFi 8022 ¥ DeFi it i1 T

® Crenshaw (2021), “Statement on DeFi Risks, Regulations, and Opportunities,” The International Journal
of Blockchain Law, Vol. 1, Speech, November 9.

" The Guardian (2022), Man who threw away £150m in bitcoin hopes Al and robot dogs will get it back,
August 2; Insider (2021), Bitcoin Owner Who Lost Password Made Peace With Potential $220 Million
Loss, January 17.

8 EuroNews (2021), Crypto crime is booming on DeFi platforms and has caused over €9 billion in losses
this year, November 19.

® European Securities Markets Authority (ESMA) (2022), Crypto-assets and their risks for financial
stability, October 4, p. 5.
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4. REVFHAEAIBKER : DeFi RYRETR & B 7S AT H7 48 2
FHP @SRRI > B S SRR 2 R RGO REER S -
AT E AT 58 IR 5 D RETRUR RE (R - I VR AR E 5
(Proof of Work, POW) AYWEESR HHE LRI ER IR - H AT LR 1 s SR A
{E4EREREAYAEET Ry 117 TWh > EAfEEHUREEEME

(1) SREEREERFEA]

Htfe ELER A BB E IS o] DU R DeFi HYER 7T HREK - 572 AMREEL
JFREUTEN RS R B E R ZGE ~ (RETSEN(E « BILA VEFR%
A FLEFREAEAVET - BRI A (S L REE LR - EEEE
BB MR R e - nLIE B DeFi 5ift K HAE 3 HEATTIRE - DARTEF
YT A RENGE H] DU 2 s R R DU s it F IR R E

fEERRIEIL T BRI ¢ 1) H ARl SR AR TIREETIRE -
2) BETARE AT IE (LS B S hRe B mE - BUK 3) i ThREHY

FULHE > BEOGUEEE -

AR T e g e ARV TR - EEZMME CHINENES
JE\ba e B E R AT o 4 > [NIEE 2R E PR B 2R o O BRI Bl - s 8
SRR BT F] AE G R (R B A s A = A - fEA) > DeFi B Rl
TE T AR VA E R\ 2 B B B P IR R A R - SR S R A st ER Al - B
fii DeFi BB LR LSRR SR AT AR E S -

BR A S WS ITE NI B LRI DeFi LA oI5 7 2t
SELER - DeFi FE M Hl(rules of the road)” » MBI MEDE H
S EAFHIAT « AT - G B BRI » LA A DL A
WA TR -

1. BEHAYEHRRR R © DUREMER HEHREE
VB E BB A IR (L - AT LLEEIR T AHEIAYEE) ~ MHEIAYERS - A
[FERVEE J AR "Rtz FRAE 2 BeeRl e A A EGREAL -
55 B i P 25 L R A 25 0 < i B TR B e S B A AR P 3 A1 2 R o5 BB o
1 G FRAE R R E Michael S Barr @4 2022 4F 9 R

B AT I IR T B R = TF - IR E g ~ 105
W e EHIRRY - HERIRT T ESHI NI #D TE) ZF RAFE B Heam B
[E/F TR

SRlfEEZ B (Financial Stability Board, FSB){EATHA I & & BB 15

10U.S. Federal Reserve Board of Governors (2022), Speech by Vice Chair for Supervision Barr on
making the financial system safer and fairer, Speech, September 7.
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https://www.federalreserve.gov/newsevents/speech/barr20220907a.htm
https://www.federalreserve.gov/newsevents/speech/barr20220907a.htm
https://www.federalreserve.gov/newsevents/speech/barr20220907a.htm

SRS R L R RS A - SRR DR

L ERER 7 RSB G B A~ BB &
TN R T E R B IENEE — 1R T 165 ~ HH/aEeE - #6/5
' HIRAI BT 7] GEAE R el i E g LA 7

I 33 B T 52 B Y 1 52 7E T M BE A A % (Maarkets in Crypto- Assets
Regulation, MiCA). 2k R FAH IR -

B R e R 5 LA AL IR A -
LIRS - R - FFIERIRER S AL

EE R $R{TEC 2 & & (Basel Committee on Banking Supervision, BCBS) 1+
SITRIAE NG E 2 S R E A A

TEEfE - [ELEE)  [FfFE ) - N EEIEIE T EE ) [AE
BETFLEE I S+ JELIT A3 47 & 7 fH I [T B~ T TR M2

MR LRI TRITTR (R CPMI £J& ) Jon Cunliffe ££ 2022 5 7 HHYH
o B AT T R

TR B A T R B e e i R 75 T IET 5 1 e AR 1 ]
HYEZ ETREZEE  fiam EAELHEERY o .. (A1l 2 A R H B A E
PRI EERT IR RAEIF I » B B GERE A S E PR~ Fel I B B
FEERINER FIZE T Rl T m b B IR fge 3 573k © AIRECIT 1AL
SEE AT T E B E o A R E P 1 7] 2K I e 2 7 i —
HELEEE] H AR AR o

R T TR AR - A FEIRYEEY T RE & T A RV - DRI R A
MO TR - BAHERROAEESES TRENRSE - BEF—E
seetEE - T T 2R ERREAEESR ) IR —EBRREERER -
HAETEEER - REREIT RO B SR R AR E TS Gt 2B &8 > DUE
B TERE R EUR HAY -

2. Fh 1L B E— R E AR
BRI > BRE BRI S SRR P AL R R (ERFRASET - £fe iz
IR AR BUERHE & A AR T 2 Hifs] " PhEmE 0 MEH TS

1 FSB (2022f), Regulation, Supervision and Oversight of Crypto-Asset Activities and Markets:
Consultative document, Recommendation 2 (as proposed), October 11.

12 Citing the “final compromise text” dated October 5, 2022. The final text of MiCA is expected to be
published in the Official Journal in spring 2023 and will enter into application between 12 and 18 months
thereafter (see European Securities Markets Authority (ESMA) (2022), Crypto-assets and their risks for

financial stability, October 4, p. 14)
13 BCBS (2021), Prudential treatment of cryptoasset exposures, June, p. 2.

14 Bank of England (2022), Some lessons from the Crypto Winter — speech by Sir Jon Cunliffe, July 12
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https://www.fsb.org/wp-content/uploads/P111022-3.pdf
https://www.fsb.org/wp-content/uploads/P111022-3.pdf
https://data.consilium.europa.eu/doc/document/ST-13198-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-13198-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-13198-2022-INIT/en/pdf
https://www.bis.org/bcbs/publ/d519.pdf
https://www.bankofengland.co.uk/speech/2022/july/jon-cunliffe-speech-on-crypto-market-developments-at-the-british-high-commission-singapore
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B2 > e FRIY A TR ESE 2 i - Ny ERAETR Bt e SrVEE N
B B 5% R BT EE an eI s 2RI A IR IR BRI AR S AN PR A
Rty - BIANBAS TR 1L > ATRE S A AR BRI IReE H IR &
Rtk o —2 DeFi SZRFE G DUADEREH EALRFR A shar R E A - 20
ERE LA EMATT ZEBOR - 5— I > eflaeI el -
AZLIRAERENT - EREECHEEN T - H2 A R A ZEETRE -
AREE R R - B (E R & B E R -

R 2B R FE M U B B SR NIB B = AL > B e & LE TR
FERERTE (BUfG DeFi JHH ISR A ) SR8 S 18 57 s [ s ]
BIE L ETRRRIEE - IR S SRR A BN R R S B AR
HiE > FTP R R 2 FIEGERVEAEDR ~ REMERE - EErvEbE
B ENEEEE > B DeFi JEFE AL E > FilERER
R P

3. DeFify i3 B BT 2RAVHREN b T SERVIRFE T

(1) = CoERIBRER ¢ LB AT REE R E MDA T IIHERE(L - DeFi
mEAHBREBEEESLIMT > BHZH T £ P01k B a4 &%
( Decentralized Autonomous Organization, DAO ) | #& » Ef, EH
S e FE AL R U o T ST ITE R SR E AT R
(governance token)fifH & 2 ] » BREEFTEEFC B LA RHLEL - 28
M #F ALk 2 = EA AR RAVEE 8L » 3750
RRERERE] T 25 50 B 5552 (decentralization illusion) ; » EHIZE F.LMEE
AN EE AR SEER VYA - BHEH—/ NI SHEEREEE
H s EAEHE TR - BE PTG SR - A H0
{LAHESHERNETRAE - WEmiHER 5Z 5 % Ooki DAO K%
Sr e E By T —{EH Ooki (R¥EFFA NAHBRMIEE A, © -

(2) DeFiESEFFIMBRER © DeFi fiiakivEs il P I E 2 —(EPLEL > DeFi mJHE
o T T~ EERS - T BEREENREEER - HiL > AF
ZIEhES— B M B e S A T 4] 5 B EO P RIS B P HY
E1F - AEBYEERE R IIETE » oI IS (EPkE -

(3) DeFi ES5EMpkER © DeFi s HAESH K rBEURrE: - FF Al fett s
B 2281 DeFi JhE) - 2BIEREMAZM - BREMEEEEERE
[HEE ST NNERE - BINE DeFi MUBSHIME » BEEIFTAI L%
MARE RIS ER (PSSR TR SRl SR )

15 CFTC (2022), Complaint accessible via Media Release, September 22; U.S. Treasury (2022), U.S.
Treasury Sanctions Notorious Virtual Currency Mixer Tornado Cash, Press Release, August 8.
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https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://home.treasury.gov/news/press-releases/jy0916
https://home.treasury.gov/news/press-releases/jy0916
https://home.treasury.gov/news/press-releases/jy0916

K - SR AIFREEES -

(4) BREMEEZPE - EEEr R B EEE R S > nEFFS DeFi
DIAR TG &AM T - ERERBIT ARG 88 K &k B 09T #E 1T
KYCH2[F o Ffili DeFi FEHRESTHIEZ(HH] - DeFi & BRI AR 22
RIS - RN DeFi Al fE R IFE L HAE KA
SR EVEREE - EMEENT - EFEFEXA DeFi 1] RE & S5 B
=% AL - B Al s e ey AR (L 0] B 58 /% 56 (tokenized verifiable
credentials) » fFTAF S BAMME/ERN% DeFi FYERF - thAE S F AT
¥ o TR MBI A PRER -

(5) BRZZEFIESREMBESEZHRE - DeFi ik 2B H RETE 57
B mE G R (MR ERREE FE-REEE PR gL
s A > NI A RERA B PR IE B S R st A B &
HE\ bR 8 2 P ©

(6) TZEfEZE : DeFifiaft i A EHA 28 - Fipl2 6B AR A &N
HN B ELH P RIRA 22 @28 - 5575 2% (Market cleanliness) > [~/
DeFi Wi RZAREABBANRZ S ~ 1855 ~ HHRL G BEHAM T
S T R TS (E ZThEE - DeFi WAy BRa B (E ek E =
FVRSTRS SISO A AR A R IS - BB Ak L B LA 3
HITHEHMER -

4. HETEZHRUR

DeFi a8 8 FIH 2 7 Pk > 1A DeFi MELERTREER KEEE
Rt - BB E BRI B AT SRR R B 7y 2 1 A [RIH PR > iE ek
B BTS¢

(1) BRZBEEHE  WIRIDABRERAUTE) > WERARERELTS
"M EERE - HERESR ) ZHER > BB T AT RER = B E DeFi
JEENHA T EEE T A, -

(2) BRZ BREAERAERI T - BB S FTa stk = 2% DeFi k53
HI > SRS R SHTE R T - DI RS e DeFifffat S g -
It - BB AT el RE S AR AR DeFi i 5 tHER AR -

(3) BB RVEE © EE HDeFinyRa e AT BRAYIIZE - ] DUEE R -
HEEREN AR E B P I A R S Z MV E G Fan'E
feIt > DUECRAE ARG T8 B R BB TR ARy — 201 -

(4) REFR#E(Ring-fencing of assets) © & DeFi IH HKEEE PR EFSHEIR
B HAMEIEEEER - ARG PTARF S HE > Rl RE R EH
SRR ERGEGTIRE T - e H AR FEAVIRE & -

16 See IIF (2020), Submission to FSB on global stablecoins, July 15.
17 See Possible Solutions to Open Up Broader Adoption in Financial Services section at page 26.
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https://www.iif.com/Portals/0/Files/content/Innovation/07_15_2020_stablecoins.pdf

(5) IR AT E5H (embedded supervision) : —EbEmE A B T ix AEEHE
{E Ry & DeFi tHRAVETE FBE - sZiiisEmERE " AN Aol
A E G 2 BEEERE » TEWR A e R R ER 408k 0 DL
ETHEMEEE > BEEEIED TEETEE - BT E
ol EES o A —EEVEE T SEATUESR > WA HE
SR AT A S BRI RV EEE -

/NGHEFER © Web 3.0 FI&RBERS

Bl EER R B B P 2 ThRE AR Al B A G F S Pt - BREBPP I
IR VIREEREBUR - A EHERGAHT - (5 [FIRHE Cof R AT Ay 2 b -
FoHEE RS R R E M EE EAE -

EEEEFT TR S EBCRRIE - 1) &8 (AML) —40{a[# AML #RAIE
FIREBEE S 2) MU R B2 - U ER At - s &
EHEZGESE ¢ 3) HEE (RE—DeFi SEEFE AT L EERENRE  4) FHEE
K—HEE SR A MG E T I IRSAET ORI 5 5) e EE—e
BB R 2 [HAVACEE © 6) DeFi-ifig DeFi HYFH FING R SR
A 4F DeFi SEIg#EE -

DeFi HyJE\fz OB Eag g RiAHE - flan - gtk ~ B8 - SRR EE
DeFi FI{E B mbAY (5 A AR RIS R - INIE - BB BTy —(E B Al e
PR T MHEDEE) ~ AHEEEE - HEEE 5 #IJTA o 280 > DeFi RI{E AT
Ay R T REAE o APt aTRERSE 2 T ## DeFi HYEEE - A ETIRE—
TR BT -

IHRAKFEBEAR BT HIE 7% SUsEVAR Al ~ FREENIEAE ERHE S - DeFi A2 HH
PRAEEIRSS - RIS R E B TR s B A O & (FI B E SR S AF > HilE
HEE 2 S EREAE > DAEOR IS LR R iTRE S A IR B ALY =V T -

B PR EANESE  DSE AR B R - BRI T D
(STANTIEE » (LSS PR I 0% S Defi EMERTFRES - AR
BTSN (I 35 R RSSO (6 » SATITSR Rt
IR o SR O R BRI B ) - B3 B B S Mg
B DeFi = 30175 Py BURSHAY » Al TRV A M -

=~ /NHETE ¢ DeFi ~ Web 3.0 RS2 — Ry B Bz IR A & E1E

EHS TR ~ SRRECEE B BIRH A S AR K Bl o 4 s A [5){H B4
FUFE - HEA Web 3 FE H sRTSRAVILEREHE o B g # s - DeFi A1l
Web 3 F5ffr B o2 Ry R USRS RIHR B IR A T R EE L > LR AREE

18 See, e.g. Auer, R., (2019), Embedded supervision: how to build regulation into blockchain finance, BIS
Working Papers No 811, September (revised May 2022).
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https://www.bis.org/publ/work811.pdf

MG RESRR S FEAEAL R 5 S e A H AR - SRRl
PR R SR R B S (1 B E L 2 PR AT I AS B B s R e AR RS - B4 R RS
NSRBI S S R B i JE B fR (R IR = -

S PR FREE T T 58 Ry i B e T A (ke <l B 250 A AR T 7 T SRS ] BGa Yy
TEF > (BB 23t Rl SIS ) A RT 2 45 022 > A REE SR R o 502
JERN b - BgH R —EEENER > BB EGER TAS TR
T AR BRED, ~ 1 SEAE B R Sl e e (e T AR 72 DARGER = BMER H 2
GRS EER

HEERR  FREEARREZERAERHEREERNE - FrlEnE &S
Fregegh - Mgy BB EMIIRE.O - AENIL > BEEE R TETE
BUF B PRAH SR s ME S E T2 DA F 1 B S R 1 25 A < R R 55 1Y Bk
B P E BARER ~ JRRIZ#E (principles-based)Hy B B 5 IA NI A BRAE AR
B IR AN E T D — 2 AT A ERR LU AT G TR HERE (5 > LUHI
ai ] REHY T ©

TS e s R T B RSEIP IRV EEY S - B e IRORLEP]
SOERTIRSRANRI L 2 AT o SEERETRIBHN - DeFi 71
Web 3 {FHIEIRINTTH) » eI DL BB B B P T
5T LB RS SR - DU (S FERTPRATIRL -

U~ NHETER ¢ SRR SR BRI M A SRR

o FE Rl (Financial inclusion) T ko 2 &l A 2 5 5 g - A RGN THRIECER -
BUFNIAHBHAHS R Z ARG EE S E Rl a5k - DUBEREAVREE (Bl
20 HE S ZAN BRALE)  DBTAESBOR LA U e R e BHeRR K -

BRSBTS T EHE RN Rl S S AR - B st Al
FREGER SRR BRI GRS DRSS - M OSCE MRy A VE R -
HE S CRE R BB REE G SR DUHE R EHE S E S
Rl YRR o

PelEEEE N BiEs A\ MY E I NE - NIBUFEORFTZ N - DUERER
BEVERIEOR o BUF R DS e e R g 2 (S 2 Bt L AG IR a it - ¢
AEAT R A M 5 T R (Inclusive Business Guidelines) » USRI b By /i<
At Z REERR LIRS (B0 - B LE s m] DB IR ~ BREREE) -

TR B RAVERATEOK Y iR S SR DeFi 50iia fe H R By AZ -
AP R el E o+ NI RS T S R A VR AR A R B % - (]
FEREEERE LN R EEREZEE - ERANNEE AR Z
i R EZ SRR 5 () - BE B Bt mT DUSE A B D s oA B I L e A1
= T Y PGEAR R -
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AR E BB SRR LRI S E R oy - g iR RS 59 SRR
AIRERR = Bl TR R AR - Bl emh T BAEE A LA HARIRYE - 5F
B HEIE - fE BT - fE— ik = 7 e BV a2 S KR 2 & -
P2 RRAINE S - MENEAR RS e 2 RN - B TEAEE
EHEERE R RAP ST REF HUS e AR 75 -

B~ BEKE : Web 2.5 - BEYARRIVIZNE SHUERE
DeFi 1 Web 3 i 2[F#5H © DeFi A1 Web 3 AYREH A Ak - XA
[F] - DeFi bRl Web 3 HyHE(E - {H Web 3 8 1Rl > AR B
FERERE ~ ST HF M SR EA -

Web 2.5 3% F A G 7 Web2 F1 Web3 7 RS BUS#AR S - A #E S
EWER TR e Z ES DIt E R & AR ST KEIRES - 281 > #£ Web
2.5 fER Ry EM Z RS AT S )220 - HATAEER Web 2.5 ERI{EE A
fR > FERER RIS R D o Ryl Web2.5 ple R £00 > B By RiR iR
fiti - Web2.5 TR ARG HTHI ST K - A RECHS RS EERF -

BAEET0 Ry Web 3 [9EHRRAZEM > Hep— B E R DeFi e
AHEF =R iE R M EE - A EEEREE A SOt - H
AICA SR AR RSB AT T E R B RE & 1Y -

TR ESGHIOT R R EAEATET) > ALEHEREEME
TR - (EHEER BRI A S ST EE > S LU B S E
H g 7 BRI R - SR B R A T R - 0 (B R Rl R
IR AR - B EIRAYIE > HEOR Web 3 FIELATI Il REME 25 P e aH AT H
H o Sl ELE A o Y B H SRR H ARAE ORI — 2L -

N ERE R 2IRAFBUREIEHEE

Tnflk Btz O EEREA SN > GLUREER R BRI E RO - fEds
RESOEHETT BT A B A s AR Y[R - RS REpRE Al 14 - B
BITEE R 4EEHAER UMD - BRI Z A B - R Ryl
SRR FR R R B Im s < (EFH &8 FEAIREESGAESFIN -

EIRIR AR S E P IR (R  fR3E S&P Global Market Intelligence HYWFZE353R -
Bl g RO 6 A7 S AR E A A S PIAH R B A1 S5 AEEE - BimE R LHYRE
TR AEEES - ITEMHEIN TIEEHE T » ElmE RO TR 2 A AR EE
NEERBEAHER 20% -

TR AR SRFELNT - TR IE T A LA ASEE « PIhE -
SG RT3 EISEITHTE » IR VIR Bl 3 th A B BT
FESERRILIT - PHOMSEE » R B A4 AR TN
B R T BT S -

17



ERL T AE (Data sovereignty) & {EEHENTRE - FHERZEER LA R
RFBNEE o ITHEER I RENE RIEAEE R A EECGR(Data Localization
Policies) » BIZIRERIA JE A RIS NA BAS RS o (/2 BE H 2l BEUNTE
FEFAE BRI LBUR - R R e b s 8 R id st - Aseisd 4
REBUFERAE R BECR - 252 S 30% F] 60% HYREA -

TTSREERER > AP TA R E HEE PR R RAETT3OR - I DU
BT e E I EHIHEE HAR o AAMP It vl 22 s B E P I R A T -
HEM RS AR il 2 BRAREA(S (L -

- EXE  ERBGAESR T ERETERVER
BRI T REARHYARRTE ST > HHY T RS A B pliAR S FE B S 1 5 38 e
5 IREINEHFLE - 2RI > R AR RAEE AT B - T RER RIS

RIS R 5E 2 -

Ll A ESLE BN IR AR - BEE AR HY A T8 > Eim i
BH BRI SE B R R AR BT H iy - i <o AR AR 23 e 0 o b
FosisE ERVIRETT » R AR R Rl SR s A i -

B E EF I E R R A A Y E A (- BRI P B B A AR E
ZEHUS P s E IR SR © RyBllid DeFi foiak v] UFEERVIRET - B8
HOFTRT LU D S R st iR s T RE RV BRI T 2 > BARL[RIR > 5 AE
Tl fr DeFi il 7 ZEREu R (@5 T - B BRI DeFi AHBHSEHS S M & Al 551 &y
[B1E > NIRRT -

J\~ NeEET R ¢ BHRORIR - E BRI A bR B B AT SR

SR TEREDN EERREEERL S - EPUE - F=TTF - RIEEL
MERKE - P &R = S R MG - A &R
B R 2 2 A B R by 2 S A e R e — B B A S Ry B s i — (s e &
AIARATTZE - RIFE(EME AKX EH SRR E ST - FE R
A 8] L b A -

o = 5 N 1 R T BT e R Y 52 BERAGEOR. > R 2 R Ry e R R
AGHRAHESE =77 > NI SRS TR ORI =T S FRB R Z B RIS E - TRk
C S = T b bR R B o 55 = R & B R AR AR A S pf
FERGARE > KRB Z PImMIIARE=J7%E - SREEBATERIIR
S s B B (b o SRR AR Ry BERERY 775 - R EAME Z B R B SR
P BB 28 A T - DAREOR RS A Pl -

B B8 R R R IETE ST BEFE R BE (R 2 R S (ER FRRA (7 - IRIBE > AR SEfEpR
=TT 4R WA IERER Y R b S B TL(S (E -

o)

T

|
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FTX ZZZ R Terra HYARE - (EEE ELFIFAGE TR SC BARIFIEE AR DeFi
FETERE - HENRERESM TG ML DeFi - AT LIHEIE
B{EHE Web 3.0 AR B ED Dt - feat B EH R RLFAE - Beffra] Ak
RESMEHENTE > FrHlERE2EWHNAEER > I AT LA
IEHfEAY e B S A B g

TRIEREFTEOMSF  MERREZEERS - BHEHFINeREESER
FERERHEE F S SRR - DATE = B AR SR

i~ 8RS A AWS ES{RERTE

rraE SR AWS R EHEIGRSHYSAEE A o AWS & B EImiR s a4
BUAEBIEZ AWS fIZ P EF (T - WILIRH T 3L [E & T A(AWS
shared responsibility model) | FYE(T/THEZRMES - DIUBESE - {8 EmAR 51
HEAE - BEETNESBEER SN " A | B ER "N, 1
e REGYTAT -

® AWS 8 F " EWMAFNZEE ) - AWS HEREHIT AWS Elnfe (A
AR s B RER I © ML ERBRERR i FHAT AWS EnmfR B HIIERS ~ w8 - 4k
PRI B AH A

® XFEFE " EMAINEE ) - FFIEIERFTEEER AWS Eimik
RIMAZESR - fl40 - 5 P BRI (laaS)k - FFFHRE
HITATA L ZHZ 2B E LR - 5 P @RI (SaaS)
IR - B HERIE Z R R -

[P : AWS FE[EF(ERR

CUSTO MER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
SECURITY ‘IN’ THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (Fslizst\::TSE":f:'r;/Roy:ggTz) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

SOFTWARE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF’ THE CLOUD
'AVAILABILITY ZONES EDGE LOCATIONS

AWS Fofe Tt & PR EIm A VB BT - AWS et S Z0vir EEEER
17 ¥ E 2 FE R O R ERAE 0 AWS I TI S A R 0 (FF P AWS

19 AWS - FL[EFYE A > https://aws.amazon.com/tw/compliance/shared-responsibility-model/



Security FIZFHEERETRAG > IR AWS Bl 28 BUR M ATHUE 2 %
ElETE RN 10 DFIE P R E AR - F P& AWS Audit
Manager £ T H » B8 AWS 24 » R FHTEE < Bl 22 2 e Pd E 2R JE Y
AWS Pt RIEEEE &Y - S AWS SR E BRI Digital
Audit Symposium(DAS) » 43 S8 AWS 145 -

+ -~ SEEE B BEXFRELRREE

FRIZSIAT T AVBIR R RAREE SR 2 0 - AR A% (R EE RS © (1) Hicth
Ui & AR AT IR E B8 A BIR BE B HIF & > B Ee A lm & 5l 54
T E R o () a2 TEFRNZEHE Z MR SR 2 R
A ~ A E 22 24 RERUE (misconfiguration) » DU N AR A ZREEHY
HEREIESERR - (3) M BRIV EEE IR IR AR R 2 H 2 B > 2
LR (5 & EHUA M BN = H SR (B3 2 BHie - It - R %
BRI BRI Z TR P A BN & P A SR Eimie s - N P A
IR E R AR SR E ik 5 2 B BERALZERIRRS] - MOFREH T iR % P
Ll A2 HEEEFR -

(EHANERIOREE A R R Bt 2 & T - BEANEFLER > Er LIRS
R RBERE (1) B ARREHBEANERIEVIEEE - (2) BITER LAHIRER]
B RHEREN R A B RE R - ) feftE N BRI EE A AT
& - DEIRER ERen BBt L =rul - 4) EREER L E
SHrh OREE(E R - PEEVEEVBIR MR - 5) HAEHRTEA - ik
AR

Rfg 1 AEHE THEEREILE R

Collection limitation X X X X
o Purpose specification and use limitation X X X X
Minimize data exposure e
Retention limitation X X
Preventing harms X
Notice, Choice, Consent, Individual X X X X
participation
Fulfilling data Access and correction X X X
subject’s rights Purpose specification and use limitation X X X X
Retention limitation X X
Data portability X X

X X

X X

20 AWS Artifact » https://aws.amazon.com/artifact/
2L AWS Audit Manager - https://aws.amazon.com/cn/audit-manager/
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Objectives Enabled by : o
Technical Measures Data Protection Principles E

Data residency X X X
Transparency

Openness X X X X X

Accountability X X X X X
Security safeguards ~ Security safeguards X X X X X

Preventing harm X

Data integrity and quality X X X X X
FIEEENE ol [efein Breach notification X X X
respond & recovery ) ; o

Preventing harm (via notification) X

O = OECD Guidelines; A =APEC Privacy Framework; E = EU GDPR;
T = Thailand PDPA; S =SG PDPA

FtECRENERIREZ BI5e B OReE - Elmrs e R = vl DAt 2K H AR
EMRAZEE RN - DE 8 N &R 22 B B AR E B PR AR 1T H Al
AWS Elim s R BB E R G LA B & P E BEAR B s FOEAR S -

T2 STHAXREEREER - TRAUEERTT

Objectives Enabled .
by Technical Measures Applicable Controls

1. ®weleRER/Mb

Minimize data exposure

2. JBTTRUE T ASHIMER
Fulfill data subject rights

3. IRELEREAERAENS
RS

Providing transparency of
processing and assurance

of compliance

4 7R

Security safeguards

1.1 &} /)ME Data minimization
1.2 £ H1{E De-identification
1.3 ERIATEHIPR ] Data location restriction
1.4 &} 4% Data encryption
1.5 BRI EUS PR 2~ #22f Disclosure control
1.6 [EFLLREE N4 Privacy preserving encryption
1.7%-4 385 Secure data destruction
2.1 #EHINotification
2.2 {ifl A\ &k} & E#E Individual autonomy
2.3 [ =Bt Consent tracking
3.1 FE Hb &l /1% BEData map/inventory
3.2 Fr4E%E & Continuous oversights
3.3 EMEIGZ s - seHHNIRES

Compliance assessment, attestation, and certifications
3.4 &l Ek 2 Data lineage and provenance
35 HEbZ 2 E A%

Automated reasoning and formal verification
4.1 S5 FIEhR & 1dentity and access control (IAM)
4.2 FEPE & Privilege management
4.3 &} N Data encryption
4.4 Eifl SR M4 Data integrity mechanisms
4.5 HH55eE M Egzg Code integrity
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Objectives Enabled :
: Applicabl I
by Technical Measures pplicable Controls

5. FREHRSEHRER
Prepare for incident
response & recovery

4.6 [ EEEGRIEE R
Anti-malware / Threat detection

4.7 5525 ¥ Vulnerability management

5.1 F=442%% Event logging

5.2 [REEL 2= 4 Incident response readiness

5.3 S EHENM Bl
High-availability resilience architecture

5.4 {7 Backups
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2~ LSHEER

— ~ FHERRRAINRT B - IRFIREREHHRE
ATGEEN UF froy s T Afofbem - AP0 SRS, EsrE ki
bR IR > 5 DeFi Bt iEN ~ BiREtE R EEHEE
Big - BEEEMAMEE - FUABCHE A R TEEEER oo bRl e A
AFEBFTEREH SR oMb > IR T SRR E S EE - B
LAPE R AR BURTHIE BT 2 EHE S -

H AR e B Vi A s S BT BT IR A PR R B A i 58 A (R RIS
[EIRF AT AT - R R R - BT R LR = B
SRR S =7 R A RBREE H R i - W EP R Bk
Google AR E ARTIRESAE] - R B R E b FECRERIEE - DR
T2 RS =7 A (CTPs AR -

B RSt (o e - ks ke ATZR0RTER - HATEEDEE: -
HEREABEIE G - BEEE S - SRR E T R PR S R
I AR AR BE BT i Z (B 2S ~ PRI R SR B EhRe &l (E Ry HBEECRHE
BT L EHESH -

= FERREE D SR DS BRI R
ARG T - LG H R T E R B R D e B S F PR R
BIFTEM Z TR B =Sy - IREIE 2018 FEHifT T SRR R BAT T
SalrBl, 25 BF 8 fFHFEENIEBFEZETER  WEARECHI
e > JEEAR I EN C B R > H b @ TN = PR & B SR
o BURNER R AR I SR A SR S -

FIR @SR TS5 E - ME T LESTE " Srmals B EE
BUE SR EENE ) o INAE 2020 £ 1 H 20 HHE{T - #% STO MEZ
SEHRERNEERLEN - BB K& GUEREE A S =i 30 &
FTNRE—FEREE LIRGEE R 21 3,000 27T - REAFHER S VG
ETHRERE > BRRRREEERFEE S HEETER - EE25RF

S

KA e EE TSR Z M -

B D S RIS B SR B LR R A B iin Z BB E BUR > SR
SR SR T Z NIF B EMASMEE - ZTEEREZ GBI
EHErRE ~ ISEERHEE - S =B EHE - EREETRE > 12
BB (R - AR S B S 2 AR R I #E B E 2 M R E S TR K
WAFE - SGeToE I M BR DI R BRI Z A T -
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