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(1)CPU: 64-bit system.

(2)Laptop with Windows 10 installed on the host or in a Virtual
Machine.

(3)Laptop with at least two USB ports.

(4)Ability to update BIOS configuration settings to enable
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virtualization (VT) support.

(5)Latest VMware Player (7 or higher), VMware Workstation (11
or higher), or VWware Fusion installed.

(6)Ability to disable all security software on your laptop,
including antivirus and/or firewalls.

(At least 100 GB of hard-drive space.

(8)At least 8 GB of RAM.

(9)Local Administrator Access within the host operating system
and BIOS settings.

(10)  Wireless Ethernet 802.11 B/G/N/AC.

(=) SANS Industrial Control System (ICS) courses road map :

industrial Control Systems

IC5 Security Professionals Need

Essentials ICS410 ICS/SCADA Security Essentials | GICSP

IGE Dl & IC5515 ICS Active Defense and Incident Response | GRID
NERC Protection

NERC Security IC5456 Essentials for MERC Critical

Essentials Infrastructure Protection | GCIP
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072 08p (& # - )| ICS515.1-Threat Intelligence Frivi
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07209p (2#=) Network Security Monitoring AThe

077 10p (% # = )| 1CS515.3-Incident Response v

077 118 (& %e) ICS§15.4—Threat and Environment sei
Manipulation

077 128 (A #7) ICSb15. b-Active Defense and Incident sei
Response Challenge
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(1)CYBATIworks Kit - Build a PLC : Build the CybatiWorks™ (PLC) and
Load the Traffic Light Project File onto the PLC.
(2)ICS Information Attack Surface Mapping with Shodan
Familiarization with Shodan and Google Hacking Queries. Identify

Information About Your Organization.
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(3)1CS Honeypots and Analysis of Competing Hypotheses : Analyze Data
from System Events and Alerts. Choose the Most likely Scenario.

(4)Consuming ICS Threat Intelligence : Generate Alerts for New ICS
Appearing in Shodan. Create an ICS Heatmap in Maltego

with Shodan.

= ~T729p (& ¥ =) ICS515. 2-Asset identification and Network Security

Monitoring :
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(1)Asset Discovery : List the connected assets on the network by
Ethernet and IP address. Identify what ICS protocols are used on

the network.

(2)Collecting the Right Data from ICS Assets : Analyze Network Traffic
to Identify the Network Behavior. Load the New Project File to
the PLC.

(3)Detecting Potentially Malicious Activity : Test the Environment
with a Basic Snort Rule. Apply the Snort Rules from the Threat

Intelligence Consumption Personnel.
(4)1CS Network Visualization : Visualize the ICS Network.

(5)Analyzing the Detections :Analyze the Suspect Traffic to Determine

Any New Communications. Determine if the Process was Attacked.

z ~T7210p (& # =) ICS515. 3-Incident Response :
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(1)Acquisition in an Operational Environment : Install Redline and
Create a Collector. Collect Vital Data for Initial Triage.
Familiarize Yourself with Redline.

(2)Network Analysis During Incident Response: Analyze Network Traffic
During the Incident Response Collection. Analyze the Data
Historian Outputs.

(3)Memory Forensics : Familiarization with the Baseline Memory.
Identify Malicious Activity in Suspect Memory.

(4)Incident Response Digging Deeper : Use Redline to Understand
the Host Level Issues.

(5)10Cs in Action : Develop an 10C. Test the I0C Against the Infected

Image.

I ~T7T%11p (&2 #w) ICS515.4-Threat and Environment Manipulation :
Bifade A8 mE PRICSHE & R4 1 ER AN A7 o
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(1)Analyzing Initial Attack Vectors : Familiarization with Good PSFs.
Identifying Potentially Malicious PDFs.

(2)Timely Malware Analysis : Analyze the Malicious Logic File. Perform
Automated Malware Analysis.

(3)YARA Development : Develop a Basic YARA Rule. Develop a YARA
Rule for the Indicators. Upload the Good Project File and

Validate.

A ~T312p (R ¥ 7T ) ICS515.5-Active Defense and Incident Response
Challenge :
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