S (HBEER © HAL)

21 TEC 61850 week 2021 4% b3
(R )

ARG H%RE - BB TIATE

BRI - SR GITREEBNIEER
BREDE SR E=EERYIEER
REBER SHFrEEEERIEATER
BF/0fR SATFTEEEEMIEERS

IRELER S [ - B - TERE]

HEJHART - 11042 10 H I8H&E 1104 10 H 22 H

HWEHR 110411 H 22 H



1T BUSE S P Jag 5 A Bl L B i 5 f2 2

HH B 5 4
11 TEC 61850 week 2021 43 bEmie (R
H¥_ 41 & - DO2ls
IR 25 TR RA / Tias A/ EB 5
EVEE A E NER /BRERE/ 2366-7865
RN B4/ A st R / B0 /A / BB

RGN GEE TN E] | GEE 5T & W s BRI &/ 2360-1279
= BRI ST B B /2360-1222

N

Rl

REHE R BB TN E SFEYTTTRT/

&T /9t GIEE I A I GFETET &

EHEDE A+ L1 522012 AEELI3 g4 EELS e o HAil
HHERHARE ¢+ 110410 H 18-22 H

RN /it - 208 > HhEEERE]

s HI 110411 H22 H

G ¢ R ERA  BOEENE ~ EEllZea ~ 1EC 61850
NERE  (ZHE=E7)

(—) IEC 61850 week 2021 H1 Smart Grid Forum AHFEERME » SEJHEER
H BB R (Gothenburg, Sweden)E2fT » {HAZ Covid-19 B2 Fyds
e i - AsmES ISR E SRS E T (IEC TC57 WG10) -
B /4N E] (41 SCE ~ EDF) ~ #3575 (ABB ~ OMICRON) % -

() smlESEE o BER - e - B ERE TEC 61850 2 &%
AR TEC 61850 HEAE R Hr T[] ~ BRITIRAEERET B FH 2271 ~ BigpsAH
BRI mEDHE T HEA 4 - B EEMEMEREL - HilGEEHEESE A TE
WA TR E R [EC 61850 Hrey@is 2 IRERARL » SritATS R/ E]
HE > A B AL ERER |RREERE AR R T -

== MBI ST E &/ 2360-1223

i
fRE BB SN E GFE e AT &S
R TIERE /2360-1227

B

i

pil

AL ETAEEEEHE R EENGE (http://report.gsn.gov. tw)



B TR 1
= O = = P 2
— DAy 1: TEC 61850 TAEST ..o 2
(—) B EERBEZ IEC 61850 ZERfE ... 2
(=) PRERIEBREZ TEC 61850 ZEMAE. ..o 2
(=) THEIEC 61850 A& TREREBZEE ... 3
(PM) A =g i P 6
(F) e - 7
"~ Day 2: IEC 61850 BEAERE M ~ GAEMETRRRE ...l 9
(—) IEC 61850 A BT o\ttt 9
() IEC 61850 AR EIRIEEE . ..o 11
(=) IEC 61850 FEH=/RE ... 12
= Dav3:IEC OIS0 BB IEMEFRE ..................... 16
(—) TopDown Engineering Bay Replacement POC .................. 16
(=) Digital Twin advances for virtual relay protection testing 19
(=) Testing Tools Panel ..o e 20
(7 Top-Down BEngineering .. ... e 23
(F) Application of Top-Down Engineering workflow to the Full
Project LifecyCle vt e e e e e 23
(73%) Real Time Operations Overcoming the design installation and
operational challenges ... ..ovii it e e e e e 24
(B System MOnItOTIng . vv vttt ettt ettt e e e e 25
PO ~ DAY 4 : IEC 61850 SAMPLED VALUES FEFHERRRE .............. ... 26
(—) BIIETE : HEfR IEC 61850 By BERT ~ B/ Tst EE < MR K AT SERE
........................................................... 26
(=) SRR IR Z B e 29
(=) B . . 30
() IEC 61850 BEBERATHERIH LR . ... 32
o~ DAY 5 BRI . . 33

I



(=)
(=)
(=)
(M)
(R)

S~ DT HERR

II



= e EBREITIE

IEC 61850 week 2021 FE A Er#EH#E 4R (Gothenburg, Sweden)Z2¥F - {HZ
Covid-19 s k4R baras 2 TV TT - AEmtE SIS E S E 77 (1EC TC57
WG10) ~ EESJ/\E] (40 SCE ~ EDF) ~ #4375 (ABB ~ OMICRON)ZE -

AXemE—3 5 H > PhHF L 8 B T 6 Bh » B SEBIFH AT 2R
Wi 12 B - 55 1 HATIEY) » FTHENS =77 (EEHIES - B49EE - sl
S ) R EA TEC 61850 2 FTAEAHRA%S 1) - DAEAZEISEEE TEC 61850 A [E A
WA ARIKREER FNES 2 SAF © 26 2~4 HIRZEFIGET » BaRARRAE B iH ~ &4
EERFEEEN - BUEp R E REUHE TEANE > S HA F Rl EIRe - &
SHFRERFREUM A 2 &85 - 55 5 H &4l BEa Bl Emh 2 g
1B > NS B13E T R E A B RS B 2R Bl A AR KR T T -

SELHIITS R FEE > MBI B LSRR AR R A SR E AR
TS Z T - FEES AT - A) 5 — SRR ER T IHIRaTEm TEC 61850 S4fRH#ERE
SN E]EA TEC 61850 ZRES) » HAIALE] TEC 61850 HERSHAMEH] » F RyAR
HIBILGE AN IS 225

EEI TR T
HHH SEEIANA
10 H 18 H(—) | LIEH;
10 H 20 H() | ZEpiH%Es
10 H 21 H(Z) | &HIHES
10 A 22 H (W) | ket
10 H 23 H(H) | EZmid




— ~ Day 1: IEC 61850 TfE¥;

(—) EEEREELY IEC 61850 28R

ATAEYiH Elia 5% > Elia R{EBIBLLHR 2 B AFIEE - WD EE,
HEM A TR AR IR 2B - BARZ DR RIRHABT K - HE - B
daEtEE ~ AGEARREA > iE 1-1 Fs - {B4E 1EC 61850 Bz EATac i &R Al 1% -
AR —E Z B RMHAR Al g Es R - et e aiE 1-2 Fos - EHEAE
feth Z MR BT 2 Blta s > s iara iR g (2 s i FRE R S BB A
K R RS TR - sTEREARCR Z 7T -

Bpmcificen [ Bebction | O '
oty ety Pokibing @ S o e e |

ZHBT i

[y [ p——

1-1 BERZEERE

1-2 RERZEHERME

(Z) HEEHITEEELY 1IEC 61850 L&4HH&

ARTAEHTH TEC TC57 WG10 F 3% /148 1EC 61850 A{alfihilt 247t 5iA& - IEC 61850
HIEE B 247 ZOK L& TEC 61850-3 2 —MFEK40E 1-3 ~ TEC 61850-4 2 A=dpid
B 5 MEheEH < 75 K AEFR NS E R ETRL T « B1TZ TEC 61850 HfAE T~ Hifg
& SCL(Substation Configuration Language ) %3 scd f& » BIETHAE - WAL
PEIRHE ~ BRI B A -



IEC 61850-3
Communication networks
and systems in substations
General requirements

AN

IEC 60870-4 IEC 61000-6-5 IEC 60870-2-1 IEC 60870-2-2
Reliability EMC Power supply Environmental

1-3 IEC 61850-3

FEARRTFEEFE A IEC 61850-6-100 » & 5 ifE— D5 LS 2 fiat » EE&ERIA
M i ~ TED ZIIREMRE - DIRclS /B 28 i - (R BUB M EI R &1 ik 2 IEH
(Application) ~ BEERTINZ BRI HE o L) TEC 61850-90-11 S Hf#EHHALE > #iH
HBEEL 61850-6-2 $1%F HMI (Human Machine Interface) 2 f#lith 2 ol s bARARHE 4t
ZREAE o

(=) THEIEC 61850 A& % TRERE P&

RITAETINEHBEAN TEC 61850 2 A& fitdin i TR MiE 208 - —RERiTZ T
A2 Ay T E| E(Bottom Up) 2=t > EBAGE BT HFS IR K% > A8 E
PR IL KB E T 240t - FZEA IBC 61850 2 2 4iMii&1% - TAERAZEIE 1-4 5 &
Z( N (Top Down) i#Z > LIZREAAHF & L4 A8 T B (System Specification
Tool) @ B2 EFE K HEMHEEE K SSD(System Specification Description)fs » fEiE
AZ SCT(System Configuration Tool)#E[fi#5%] SCD(Substation Configuration
Description)f& o FHs EEINRAR - SCD 2 B e — H B EAETE > FEREA M0y okt
RN Ry R BRI -



IEC 61850 Top Down Process

System
Specification
Description

System System IED
Specification Configuration Configuration
Tool Tool Tool

cngincering

1-4 EFINRE

BET P AR [EC 61850-6-100 22 A - IEC 61850-6-100 Z fHEHINZE
FSEEER R R FEENE ST ~ HEfE 1ED ~ Hofth SCL A ZE &1 -

SR AR BB A > SCL = SR B ACH > falt > DUE] 1-5 Al
ATCC Z Wi{E DO(Data Object)sF IS8 YLTC Z FiflE DO » fE4E1E > SCL ALl b
Bilf% - [HELA TEC 61850-6-100 1&B1T] » PEAH P BhRE & 25 LN 2 Bifk - #EmmAl
SRR FEM (Application) e

FEfiE TED RIf5 TSD A2 - PELAE RCill LE TED Z DHRE Z MUAS L1 m e S id i ot
THREMEHN 58RZ TED Mk A BB A - HAM SCL AEZE 208 SCL X fEFZ &
TEEAIRICE— 82 #E T 22 SCD N Z 52 B AT 4tk 1CD/TSD IS TED -2 fic-




LNodelnputs

SourceRef

TapPos.stVal

LNodeControls

TapPos.Oper.ctlVal

ControlRef

1-5 SR/ iR SR e f

1E Rl 7 BRE A% > RRELY S ERG e 2 HSEE 1-6 Fs - (8 F 2
IEC 61850 7-2/3/4 B 7-4XX BERLNEEEERETEEIZ A A SST Al 1SD 45 1ED #liEng
B SSD 48 240 B 1Y o M2 A S p Y IEC 61850 B2 TR » (HrefiRiZ

S\ 2N

A DA R B IR B SR R AR -

ISD File

Private Utility
Namespace

1-6 RARELZEpH 2 IR
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(M) FREEREL
RIAEHTM4HIRTT IEC 61850 2 ERHMERY » NFERFIEREHZE A TEC 61850-6-100
‘e A A o

RIT> IEC 61850 ERMEAIANE 1-7 Fion > H Ll N ERSEEE (Physical
Device » K& 1-7 7 IED with Server) ~ #EHEAE'E (Logical Device) ~ ZEHEENEL
(Logical Node) ~ EfH){F(Data Object) ~ EfHEM:(Data Attribute) °

i
Tampa_E1 SEua “JED with Server
MMXU1
QOXCBR1 ... / | T Logical Device
QIXSWI1
-] asxswiz /| e | Logical Node
%:Opcnt INS-w....,
BesBECE Data object
ctIVai: BOOLEAN
g: Quality ===t .............. Data Attribute
-

IR orrucres atiu ciass
Name: Tampa_E1/Q8XSWI2.Pos .g

1-7 4T IEC 61850 &iHfeimy

ZARHAS ST TED 2 AR WV 2 BEER RS > t/E ST SRR E B PN T B A
ZERYIHE R G EEMN - 20 1-8 Fyr 0 Opln £ RBRF T2 o[ ZEFERME - It
LIS E A OSBRI - AR It — R 2 3E  WIE 1-8 1
FailMod FHE% Ay FailureDetectionKind ° £¢f% ° Z&THMS A EE R 2 2E(E
A& 1-8 ¥ FailMod H setVal 287 BARHREIREE -



Example — Breaker Failure function

» <LNodeType ic="RBRF_ReTrip" InClass="RBRF"»
<D0 name="Beh" type="ENS_BehavicurModeKind"/> |
<D0 name="5tr" type="ACD"/>
<DO name="0pEx" type="ACT"/ /
<D0 name="0plin" type="ACT"/>
<D0 name="FailMod" type="ENG_FailureDetectionKind™/ >
<D0 name="ReTrMod" I\;:ﬁ_"l NG_RetripModeKind"/>

Opln is retrip
(optional)

both breaker position as '
well as current flow are
« <LN InType="RBRF_ReTrip" InClass="RBRF" inst="1" prefix=""> _4 ChECKEd
« < DOl name="FailMod" > —
» <DAl name="setVal" .
Val»Both current and breaker stitus</Val
» < DO name="ReTrMod" >
« <DAl name="satVal"
<Val>With Breaker Status Check</Val

| Setting to configure |
retrip behavior

Before retrip,
breaker status is .
checked tS

it4power e I

1-8 Z kg Z #a

(1) ZSRELEEARE

FARAUS T RERE AR R P 2 (PR AR - SRITEEE T Z s H] oy Ry R (Star) A
FEE (Ring) 20IE] 1-9 - EEM“E'% T = i W e 1% A Pt & S DR iZDE 1-10
B EIEELR] R AL MR It A AR Z B3R T ARG TR I b i LB 3R
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Process Bus realization options
Realization option 1 Realization option 2

1-10 B A =g i 2 = R it

EReEEE s 2 falish > 40{afig R GOOSE B SV(Sampled Value)idifk > 48iEEFHZE
H B ZE E L SR - — % E R EEBERR EEE - IR =R s o

1A TED(JE] 1-11)BiAcHRER(1-12) 5 -

Multicast Filtering

/

Comm IF - HW
Comm IF - SW

1-11 IED N/ EiEE s

= =
e Multicast
| Filtering

1-12 SHAG N R A e 25
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& 2 BREHERS > HaupraniE 1-13 -

« <schConnectedAP iedMame="HMI" apName="P1" redProt = g
192.168.10.35 192 schAddress
« <sCiPhysConn type="Connection”
sclP ype="Port">1</P
sckP type="Type" =FOC</P
sckP type="Cable™ =HMIL51< /P
sckPhysConn Wype="RedConn
esclP type="FParl">2«/P
sCEP type="Type"™ =FOC</P
sckP type="Cable">HMIS2</P
schConnected AP iedMName="GTW"™ apName="P1" redfol="prp”~
v <schConnectedAP iedMName="Switch_A" apMName="P1
<schAddress
scEPhysConn type="Connection”
scEPhysConn type="Connection”
scEPhysConn type="Cannection’
sckP type="Port™=3</P

scEP type="Type" = FOC< /P>
:5CP type="Cable™ =HMLS1 < /P -

sciEPhysCann type="Contection’

e onn Dype="Lonnectien

{
192.168.10.37

1-13 LA SCL #ilt4g & 2ot

—~ Day 2 : IEC 61850 BEEREHr - T iEMFHR-E

IEC 61850 week 2021 55 R F ST IEC 61850 MM T « G %R
RIS MG EEEREAT

(—) IEC 61850 fEAEF

B RERFEE YL TEC TC57 Working Group 10 FYZE £ A Christoph Brunner
Tr&8 TEC 61850 BIFIEAERTHT « Brunner /74H IEC 61850 2.1 B KKV ELG Y
FEdh AN/ M4E Client-Server B Subscriber B4 Publisher WifEZERE : T ELRI/4H
Z 4 %1 & T H (System Configuration Tool, SCT) - IED #i #| T. B (IED
Configuration Tool, ICT)ZE » AN 4R EM A (Backwards compatibility Ei
Forward compatibility)MEe o

RRAEE T E S TEC 61850 EafHEAIAHRIEEAE » FE 1EC 61850-7-1~7-2 -
7-3H17-4% > HANRNEESHENEEE(Distributed Energy Resources, DER)ZZZE
> PV RERIANE 2-1 AR e

OSMOSE J i\ 77 DER 25 » 4 2-2 o 5 IEC 61850 FEE4E4G (2021 4F )
(2022 ) £ (2023 FE-& LUR ) FERSGRIEI AR 2-3 Fis ©



SeCaticin DER Unit Specific LN
aabsiracts
FunctionlL.N
aabstracls
DEResourcelN
DER common DOs
aabstracts
% " GeneratingUnitLN
Generator Unit common DOs
sabstracts
DER_GeneratorlN S
voen &)
Generotor common DOs togs .
== DERUNit = @DPVC
I
|
|
L3 = ™
W) 4
Y oo g
Class Model L

2-1 PV A

« <Function name="0perational function”>
b <SubFunction name="Active power following">
b <SubFunction name="Active power control">

« <Function name="Resource">
@ @I v <SubFuncti'on name="Load">
<SubFunction name="Storage">
» <SubFunction name="Battery">
e HH » <SubFunction name="Generation" >

<Function name="Power management”>
Other feeders; out of scope for demonstrator <Function name="Electrical reference point”">

-

2-2 OSMOSE fs£gEfEAY

10



User experience

« Alarm handling

+ Enhanced specification
capabilities including IED
specification

« Redundant devices

Model extensions

« FACTS

2-3 IEC 61850 % RAZFE 4R E]

(=)

User experience

*+ SCL extensions to model
BAPs

Security

« RBAC

Model extensions

« Travel wave fault location

Communication

» Network diagnostics and
auto configuration

+ Mapping to Modbus

IEC 61850 %4t H#IF I

Base standard

» Refactoring UML model

User experience

* HMI configuration

Model extensions

* Revision for Power Quality
and Condition Monitoring

Communication

« Communication to control
center

24 O EEEME(Interoperability) B2 A IEC 61850 fE4E > —F Z(EBHEL » [EC
61850 B F| G #/EME » WHBE WS (multi-vendor) B 3 M BLAR A (multi-

edition)FHEME -

2% O gV Al DU R EORMEA (data model ) i » W& 2-4 Fis »

Customer data model

IED data model

D FRO IR T e e [

W PROT/ETCALHE M 5 35T)

B FROT/B7CALE M [5T]

I FROT/ETCALHT Mod cbiecel 7]

I [P0 T DAL o Dpes v 03]

I PP T B A e e i et 1Y
I | PROT/HICALH1 Mol Dpae g sk [
1 | PROT/EACALH L B D s [
BB |FAOTBICALE Bt D T 0

I | PROT/BALT Mt Dees Tos £
IO T3 bexd D Chc 54
1RO/ et 3580 0]
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o

PEM System Configuration Tool
1

SCD Ed1

Ed2 System Configuration Tool

Tt
-7 )
e scorz
' it

\ Ed1 IED Configuration Tool | | Ed2 IED Configuration Tool )
e . w

Ed2.1 System Configuration Tool

- [ ~
SCD Ed1
1D|E: :1D|E: ';“[jlE
il |GoosE|  i%il:{GoOSE| il |éoost
9 Ed1 IED Configuration Tool ) L Ed2 or Ed2.1 IED Configuration Tool i

2-5 HRAHHAE M

UCATug THAZRME > O EMEER KGRI By T2 25 o8 s M B A A TR B 1Y
2-6 55 2019 4F UCATug #24> e EMatEn g -

& 2-6 UCATug ToP 2019

|

(=) IEC 61850 b7

[EC 61850 Ed.2 HBIFEEIPEAEAE (International Standard, I1S) ~ Fifif#Ri#i(Technical
Specification, TS)EIF{iTHke (Technical Report, TR) » AR Z Fiffe Ak Bl FE & A -
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Eﬂﬁcﬁﬁlﬁi e E SORERCE s > 1EC 61850 ¥ EATFLG - BEaIMNERE |
AU TEC 61850 B (LEERTAIE 2-7 Fior > BB LELH - BREE CT - fRigfiiel
Dlsconnectlng Circuit Breaker ZE 2-8~2-10 A/ ©

Substation Gateway
HMI to SCADA
Ethernet Network — Station Bus
IED| | IED| =as:[IED | ==m=unes [ED| =====~ IED
G N I /. el
Ethernet Network — Process Bus
a4 I N\
PIU [|PIU |===|PIU |sunnn=n= PIU |ren=== PIU

ale, © 8

)
&l 2-7 TEC 61850 A BRI AHAR /T 2 FEH

2-8 JECT
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2-9 pragl

& 2-10 DCB

L REILEE 2- 11 B - BEATA L 1EC 61850 #ifit{L# &R » SBATNA A%
FIE(HMD) > 3 Gateway BLIZef o0y SCADA J##E o
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Substation CGateway
HMI to SCADA

Centralized Substation

Protection, Automation and
Control System (C-SPACS)

Ethernet Network — Process Bus

il .

PIED || PIED | ===| PIIED p===" **{PIED [====+| PIIED

gl ly gk

&l 2-11 S iiraE A E

A DU b St p AL R S TP R > 4008 2-12 Foms -

Control Center >
Peer
substation
S

Substation HMI

Engineering
i
B3

!

Station Bus LAN

GPS-B

Station Level o é

Bay Level
']
L

IMU-1

LALIL LTI

[ 2-12 Effte SR 2Lt

Process Level

15

"'\\\‘\\
., Process Bus LAN -

"‘-._\_‘“

IMU-n

LAl




S R E RN A SR (TS R, RS SR SR AR
ST 1ED LV G TIE » 1B 2-13 T -

2-13 EP a2 E P IREAEE

=~ Day 3: IEC 61850 ER TieHEI%S5E
E=RFFHEST IEC 61850 TIEMR BN B E (R ET HEET » OV ERER

AR

(—) TopDown Engineering Bay Replacement POC

TenneT J& faf BE A B AT 43 Hh S Y B EE S 400 28278 © TenneT B. V. /& (o I B e 4028
B 0 GEELLAPIANE o FREU RN - B AR b B T R A H R MY 380 AT
220 R BREE A Sl TEL RS o A T R HAE T TRE (U B as i SE AT > TenneT FTEREN
AVEREE » B e THE 8855 (Proof Of Concept, POC) » & (¢ T EIEN » BB ET|4E
. AEEFIEE (Maintenance ~ Repair and Operations, MRO)FEES » 41E 3-1 Fiis o Heb >
REHETREAL B35 FE R 22 R A Top-Down Y7 ETTELL -

16



TenneT — Bay Replacement Program

> Rijssen: 2020/2021
(Strukton)

> Hengelo Weideweg: 202012021
(Croanwolter&dros)

> Tenwinselen 2021
(Strukton)

PoC learning § MRO

> Nederweert: 2021/22
(Croanwolter&dros)

> Alghen. 2020421
(Strukton)

v

3-1 TenneT 22 EIEFTAE ML 5 #A A2 2 HET T 530

FHiE 3-2 AIDUEE] > HACREER R —4928H - 1F Station Level HRIHFEZRIES] - q7E
i PRP HYAEpE 28 i85 Bay Level /T MaNERE - M EMEAL (Bay) & B 1T - [FIF4HE Bay A
—% Bay Control Unit DAE & A B #HEHY 1ED #E{T1RE [ 1E Process Level ¥ Bay Level
2 B P s as s > DUEE CT/PT —(AIEEES A B BREL T -

:Bay Replacement reference architecture

[etwort: Leval SYSLOG  AM Health RBAC  Fault locabon Cpiital the
LBC Ede LBC Amhem 4 i Capper
S B S N
. L] v A . :
= &= & S
L | |
. 4 i | %

| R e - RS PR R

AOHPOM | SOHPDH

N ec srasacs 104
Yy gateway 8

P e sresocsios

LE i i £ 5
; V - :
. - P ' - " 1
[R- = - ] L
2 HER
! Eil ! = =0
| ! 1|
'
i
o ' d
o || | Lol e
! o —me

H S—
| Canvenisasl fetchgesr § nananem warst I i | Comemrbans wwfichgear & mvkunend it

Bay W1, Hay W42

3-2 POC & B2454%
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FHEE 3-3 A LAS R A S EATHY 60870-5-104 HF PR FHEERAYITZ > Top-Down FEEIHFFEZEER
eRiF (Signal List) » ARE_EECA TG - BSERMA TEC 61850 HBREAR] LUEAMBHIZ LAY E

RHERLE(TIREARS] > R SEEE -

Conventional and IEC 61850 system engineering

C1 - Publieke Informatie

3-3 #37 60870-5-104 81 61850-6 A&7 A= 5

20 oktober 2021

BEAMHIAAZE 5 Fs 60870-5-104 81 TEC 61850 & =ZEHE » FTLAFR 2% Gateway HEITE

IHERI A - SR B A 28 T BERS AT 41T Top-Down HYARE!  HHITAAHERE 8% - SEE(E

s AR B T HAVRE ST » R PTHE -
IEC 61850 system engineering

XLSwith 104 | SCADA
address config tool

Engg. Tool
Gateway

ﬁ—'|=
___ |
IED IED
= i = bam el
L Tl o
£
S 3= m=Em

é é
CID CID
= =
Engg. Tool Engg. Tool
Vendor A Vendor B
C1 - Publieke Informatie

3-4 KFBHREERRE
18
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(=) Digital Twin advances for virtual relay protection testing

AGR EBZS B BB SR E TR RETIREN - BRI A S A ARG R
T2 BRI 2800 ] DURE B R OREDIRETT Fy - (Hafa PR RS BT EAE — (lE Fher aE
T GOOSE fra&iERE It - & 23 TR EE » AR E EIRE TR RE IR - It
S URIRCYE RRIVEEL A s i ip SRR et

TESr S R BERTONEARV TR Ry N B ER RS R TSR R EE - i HAT
PAZe i TAZ AT R0 H Al 2 A 24 TR AR - Al e 2 B N 2R R - 67
%H?ﬂ:‘ﬁﬁﬁfﬁi&zﬁaﬁg‘jﬁnﬁ%ﬁ °

Bt > EE A S ARl - TR A B i DR BER IR A B B RO P sk SR U IR
o hBh ST o ANlE 3-5 AR -

< C 0 @& siprotec-digitaitwin.westeurope.cloudapp.azure.com/remoteapp/#/client/NJEAYwBwb3INOZ3)Ic3F O mEPRELD N2
A, SIGRAVA.61 SP1 - [Time Signals - FRAQOQDT (1): /9/2021 11:04:24 PM.198) - a8 x
Al File Edit Insert View Options Window Help 3
IdENuRE B AFE"wEE | &l wx Bl Jd s 3 | 83 | ccunent peotier
Tee 1 me Weasurng Sgns inn-!ums RMS ~| [F7oP-v 1ol raject
] | I

A MKIGTO0NIA |3 M KIGTI0NVA
KIGTOOAAA 7

Ln1:Group Indicat Pickup %
phsA

Ln1:Group indical -Operate { P
phs A

Ln1:Graup indicat -Operate | -
phs B

Ln1:Group indicat-Operate | }——
phs C

ans0 oo oam0 oz 0% oo 0100 0128 0180 L
il
ForHelp, press Fl. Secondsry fn:5000Hz _ Pri: 2000V/4000A  Sec:100.0W/1.0A  f1.0kH: I Y I eggel o

3-5 B S 2R B BRI AR B Y R BRI B R

H Al 1EC ff & 3 8 i S A RetgBA4aRA)E - I HLi Working Group 6 MEfTH(ir SE2E AT )
SHE A - 200 3-6 o -
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' IEC STANDARDISATION

Stendards  Conformity  Where wemake a Whe Newsd  Progammes  Whowe g
development  assessment difference benefts  resources  Ginitiatives are
/ Technical /ISO/IEC JTC1/SCA1 / WG 6
|SO/|EC JTG 1/SC 47 Intemet of Things and Digital Twin
Scope  Strusture  Projects/Publications Decuments Votes Mestings Collaboration Platform PW I
.
.
Subcommitieeis) and/or WorkingGroupls) > ISU/IEC JTC1/SC 41/WG & Bloom) XN -
WG 6 Convenor & Members Title & Task Pre I I I na s
Work Item
Nationsl or
Convenor o WG 6
A S et o Digital Twin
Tarms of refarenca’ Standardization in the sras of Digital Tvin
Nationl -
Member '
ISO/IEC JTC 1/SC 41 Work programme (25)
Project ~  Document A ~ Curent o Next ~  Working a  Project A FestPubl .
Reference Reference ¥ Date ¥ Stage v Stage v Group ¥ Leader v Date v
PWI JTC1-5C41-5 PWI prePNW
Digital Twin - Reference Architecture 2020-11 202311
PWI JTC1.SC41.6
i PWI prePNW
Guidance for (0T and Dightal Twin use S Ll Pedro Malo

cases

https//iwww.iec.ch/dyn/www/f?p=103:14.23372246488048..FSP_ORG _ID.FSP _LANG ID.27186.25

B 3-6 [HC BBl

(=) Testing Tools Panel

B %% HELINK A SJff 374802 TEC 61850-6-100 ZEfH 2351 H ( Eﬁﬁﬁfﬁ/\ﬁ) ’

%]JHEE uFFH

ME| THBES - EREESGET ARt BB ER LB IIAE

HENBAR FI I E I - 208 3-7 fon -

GUIDs for File Identification

o

Equipment

7

Function

Substation

Voltage Level

Category Bay

Specified
Value

Store Exchange

Application Scheme

3-7 1EC #HEirsesg

72 COPADATA /&) #E77T HMI -based Interlocking Testing 774
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GRIgE » BRI EER - WRFFHEITHE > 52pk TED T SHIIRENE! - 2E 3-8

AR

Interlocking in the HMI

A
e . o B Q1 = Close
CHMI

Station Bus

$ | ||]
| Bay Controller I]- O
W @ @‘ ‘ Reference Log
Local/Remote b

Qlemd

" COPADATA

Canference / HMi-Based interiocking Testing

[l 3-8 FEiEEI B EFRET B TR

FEEH elvexys A EIMEEZEEZ N EIRVEES T H 0] DUETT 240 SR L E
o Y& 3-9 A7 ©

FEVCECEER S - ﬁf%ﬁﬁ%ﬁ%ﬁﬁﬁﬁ}& 1T

g REH S TED #HE

:;S( imDesign - Plateforme61850_LAB - VO - D:\StreamDesign\|IFT\Plateforme61850_LAB IEDS 3 States WOrkfIOW.'
rrrrr t Edit Diagram Model Operations Libraries Server  Search Run Settings Help
VEF (A AR QAUrd~ v §l-g v o - fakoma
{8 Dustoard ] Tsts Manager [ “Sytem Dsgram e * Specification vs Implementation status
ELE * Different 1
> Network
NeC # Sub Network ° Sa me &
Connect to Subnet1
StreamBridge_Red ll ‘I] IEC 104 Connection
* Connection . pe .
Miciuielt * Modification status
10.10.0201 10.10.0.202 &> StreamX
i Automatically updated by Gateway IEDs status inspector Feature
Switch? ;-’::a'sw‘m e Modlfled => 9
3 oaeiiicd * Loaded on IED =>noicon
Subnet1 streambridge 1 p .
M seambri * Loaded with Test Manager active :
’ l e Test not defined : @
10.10051 10.100.11 1010021] ¢ 1010031 ° .
- = R - EE, —.. * Partially tested : @
i -‘9 it .l,;;g ik 275)6xx MV_Transfo 1.0 e Test failed :
E(\‘};I\V J01_F301 10% J03_F301 s o
* Testpassed: @
> ABB
e Lock state
* Unlock =>no icon vs Locked => €

[l 3-9 FEEHASHETL SRS HITEEAFR 5 TED PRSI IEREMEEE S
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B Doble
AUERE >

NEAEZ A Bl IR

W 3-10 FiR -

F6880 Digital Network Analyzer (DNA)

> A LUEE

Al EERER T PRI AT RS T 25k

obley

Release October 2021

Grand Master Clock

Compare SCL files and discovered IEDs in
substation networks, both process and station
bus =

Capture & analysis of GOOSE, R-GOOSE, 9-2LE,
61869-9

PTP for precise time aligned / synchronized view

—Val A
533

of signals

PCAP, COMTRADE and other file export formats;
can use Protection Suite and 61850 TesT or 3%
party analysis tools

Distributed recording and monitoring across
units in WANs

Set triggers for event capture
* Power Quality issues
* Communication Network errors
* Power system events

Detects cyber intrusion by identifying missing,
malformed or unknown traffic

Local or remote connectivity

e 3-10 &

1% TRIANGLE MICROWORKS 72X &4 1485% 2\ SIAHRE GRS » A DL T

A 2L
PRag

AT HIERE WE 3-11 Fiox e

PELICTET ey

(master machine)

SCLFiles

©2021 Doble Engineering Company. All Rights Reserved.
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(P0)  Top-Down Engineering

EDF A=/ M48H: R&D ZRPGEEEAERAE T B0 #EfT TAERE] > EDF R&D i M40 SIRF R8T

1 RN > %48 EDF R&D FRFH s Aiie i Thasg - 252 HIL AUBSeE Ml -
A HEF] TREERCHIE (FAT) B 5 BR SOHIE (SAT) © 4008 3-12 A -

Overview of EDF Engineering process

Functionnal evolutions throughout the life cycle
0 6® 60, ® @

-?ac:- 2 iﬁiﬁﬁ&ﬁ

Conception/ Configuration / Tests FAT Test lab

Integration / tests on Predifine time  Operation / Maintenance Analysys
modelisation  fonct./ 5|mulatlon PACS site (SAT) Under control  Exploitation MCO/MCS
_ E- _XER) JXE B
‘,/’ Y \ 0N
l ) \ /' j \ & \KT /
Study of existing | Specrflcatlon SCL file (ssp, scu; “—/Simulated and J Test of the =g
funtionnal IEC 61850 and IEC 61850 (eCS) tested virtual target architecture Qualification(FAT)
specifications IEC 61131 archiecture virtual + HIL IED Commissioning
y Dev / modelisat® manufacturers Integration (SAT)
D[_Zi?sif goolj :;Z Architecture Architecture Funtionnal
gf ha haw PAC%’ validation including devops * Test including
\ / \ Virtuals IED control center /
\ ) . N AN S
Strong takeover of industrial control
Tools used i
[%]  Subtation IEC 61850 = =yEtediConnigumaeSCT @ Testbed x Lab test PACS Smart Grid
d Simulator s (eCS) = software
** Hardware in the Loop I

B 3-12 5 AR S e 25 2 FAR B IR PR B R A

() Application of Top-Down Engineering workflow to the Full

Project Lifecycle

K RE R A E R B AT A d B A A TEC 61850 FEEFBSS » B 4eTri 2%
EL#ErH TED AR - (ReEThaeiAEl ~ DIZETr Bay Level AYREAR » 6 Al #EfTIhRE B T #E 1 TE
SEHIE o PR KB BEZARFEREAIE ST » L5 RI5E RS (Vendor Agnostic) » BEEEI R
BCOTBES o W THREE - BEEE PAT 81 SAT IR ERERIAEENSES > RIS T4

FERE(E LBy - fEE 3-13 AILIERIRE R AR - £ S PEECARE A & IR A1 EL SR EAS
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Standardization enables TOTEX Reduction throughout Lifecycle

Savings on the overall Lifecycle Costs (TOTEX) for a Power Automation Systems

Conception Project Launch Specification Design & Engineering Operate & Maintain Upgrade

Standardize Add_new
the typical Standardized Operation & devices

& Go Faster with
‘sxe;v::leornssy:{:r;e integration tests Maintainenance

design , IED Integrate qualified products & oo CoTo.
Data models Define the scope of the project & complete the System ;T?:;fntaggelg Pre-Test &
,protection assemble the templates together to Configuration Y Standardize
:ztr::régilature, féeca;;gg :Ill'g{ssctyzzetcowt"f:::g Fine tune with Project Specific Pre-Test & Standardize
Graphics & specification in a Changes
manner
Faster 55 IEC61850
FAT &SAT $$ No need to retrain staff train once enables easy
on standardized designs, evolution , no
proprietary
$S Better Manage Staff Safety, constraints to
Syst:l:(g:ni:irﬁ:’rfaﬁun $$ IEC61850 enables faster ~ Turnover, standardize learning curve fnanogs yopen
si 9 Virtual FAT without cabling & interoperable
IEC61850 based Project Specification ngle source of truth(SCD File) e 55 IEC61850 enables faster
n ’;I Vendor Ag[:'l"s:" : troubleshooting — modern tools for 9% Faster Testing
+ Machine processable by vendors

$$ Get faster delivery ofthe  remote monitoring & Testing , less with Test Modes
Pre-Tested & * Reusable (.SSD File) $5 Ensure Consistency of the Design &  power automation system cabling to manage & monitor &modern Tools

Standardized Higher maintainability with one single manually
Bay Templates source of truth
$$ Save time & effort for specifying a RFQ
for every new substation
$$ Push vendor agnostic Data Model
$5 Optimize Designs,  Specification — no change if qualified vendor
[Minimize Cabling & footprint changes

3-13 FEHZE A TBC 61850 HEAE n]Ei A ska T ELHIE 2 pl A

Pre:
functional &
interoperability

———————

$$ Lower Implementation Costs 55 Digital means
$$ Standardized Templates enable faster $5 IEC61850 Test Mode enables constraints can
e Cecring —1ea et nd time $$ Digital means constraints can testing and troubleshooting without ~ resolved fhmygh
resolve through re- physical isolation of relays re-programming-
programming- less cabling , easy less cabling

(75) Real Time Operations Overcoming the design installation
and operational challenges

EAREBEET - AT 4HHEAE New York Power Authority #f7—{EHZE > i EHRE
AR TR LB B R 0 KRBT 4 By DU T 2 {304y -

(D TREBHREEAEN A EACE - AL R s &

(2) ZFi B R BE B R T e S A HE2F R T ?

(3) Al AR AR R e A R R AR oK 7

(4) TG A P R LR E T ? A iE ~ P25~ 22 - AT
(5) (ELHERAY RIS IR A EACE - WILL B ThRE B E S HCF I AY?

(O RAEFARKRFEPLE LS 8

() FEFE T B RS AC B & R ?

(8) B AFIARRE B I 7 2 A B WP L (R ?
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Our IEC 61850 design approach in 2021 = Operations Driven Thinking

Power System related IED related Maintenance Network Cyber

What are our prior Operational experiences with products & manufacturers?

Protection Relays Network Switches SCADA-HMI GPS Clocks

A 4

What s the optimal network architecture & meeting regulatory compliance needs?

Datasets & Attributes Redundancy Isolation Capital and O&M Costs

What HMI screens do Operations need to control, diagnose, report?

Single Line Annunciation Bay Level IED level Network Overall Summaries (x3)

A 4

What Ancillary functions are worth considering from organization’s strategy standpoint?

Centralized Access Control Automatic Password Mangement Setting File Management Automated Event File Retrieval

‘What Cyber Security Measures are necessary now & future?

Automated Syslog Retrieval Data Diode Isolation Passive Cyber Monitoring Prevent all remote access by design

How s the physical layout of “Digital Substation”? (Human Performance Factors)

Breaker Cabinets HMI screens & Mounting Relay Panels Communication Cabinets Cables & Conduits Equipment Sensors

W
I ————— e

Transformer Online-DGA Circuit Breaker monitoring Bushing Monitoring Infrared Analyzers PD/Acoustic Monitoring

[ 3-14 IEC 61850 %% 25 il o f8 4

(tt) System Monitoring

IS ERSY Y VATTENFALL /A S/ 485% AN 5 130kV S EATARE S 3%t » ETEE R =8 Wigds
=t W HAFE Station Level £ PRP Z2f# » Tfi{E Process Level ?E*ﬂﬂiﬁﬁ HSR %51 > i 0
FA RTU UZEE 2 IRREAHRE &R © s FlE] 3-15 B o

- wewes ) Principal design®
iR - sy Example for
ARl 130/40 kV

F‘ Station control
el Station HMI/GW
Station swich/ and RTU placed

in different
< Main systems

y * Exact design for the pilot will be
. i . . 7Y determined by the contractor,
Pﬂ’[mm and control s B LM e na Protection and control
Switch 1 (s o Switch2 » Protection
nd control
a[hwnlngwl
| ToateviDs
E — J
uﬁn]| b} l_mlul ™) '!._m ......-m .«..ﬂ ln i m.p\m.] |s:_n\zcl v | fsami
T [ B N W -
éuninﬂl\iim runlml | amrans u-u-ul mnm AL || BE_ANN n-i= i > Process level
|

-, ‘.nuhq

iEAm &

Il
I‘ [P +x_|mumu Kkazmee g_Lw Ila.nw-mo uuuou n _mainoy prrr=the PR TR —

3-15 VATTENFALL A ] 130kV S8 Uit &atat
25



PO~ Day 4 : IEC 61850 Sampled Values FEFZE =&
VUK F M TARA TEC 61850 Sampled Values JEMH ~ EAEE ~ imiz

HIERAERE FEENT - OISR RS

(—) EIJIEHE © HER IEC 61850 B BB Bt BRI MR K
BIE Jiss

AREEXH Statnett AN 4E75EH Process bus ~ Merging Unit 2285 % Sampled Values
RN ETE A E AT EAERAFERD » Statnett EHPEITVINE 2L0EE 0 BEABHEAN
] -

Statnett ZM] Sampled Values #EEAFLAMT @ FTHEH—(RE (LAY 3 J&g 2 49 IEC 61850 &
BT > EEALUTER

1.35%5 Process bus ~ Process Level » & Merging Units S BTSN » G0
PEBAT - A A AmER PRI T KR sk D B P N P R HUBE SR - B m] R DR R Pl
AT 25 o

2.1 Process Level FEITIAE 0w M 2ak S BT E AZZ/] - FI405 i W aR e S FR 5
Protection Control Unit (PCU) » #EfTERESasAVIEVIIEE » NS TNEE A &
B IZE 4

3. NI EALIAE » SRS EHERRE (accuracy) LIIESEHEE - BEWAZEE
REWEY > [ R IERE 2 SR R i E— P CEGHERRE MRS il iE A4
RIETTHE -

4-1 Fin Rt B BB E0AY Furuset #i7 S2 8 FT 245 > nJ DA E] Station Level »
Bay Level ~ Process Level =J& » & Station Bus ~ Process Bus W4 @ [Ed & N A EE
non-conventional part ;ZHA TEC 61850 = /@ Mi4E4LHE - th 2 3% B T NUERVEERE 7Y
FIF Merging Units /4 PT ~ CT HURELE RIS BB AL E R » ZEE449ES K Process Bus AC
H{E3% Sampled Values EEILLSZEE i conventional part EEEARYZERES » TEEEE
48 PT ~ CT SehEFR4R DASEREM] ~ TRe&INRE -
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Meinberg Meinberg
M3000 B o s i e e S R e e T O i e B i B
®TP) ©TP) iRt ﬁg e et Tesoc-sorver
] H Gumewsy 5104 |
PB2 PB1 1 - m""" llpsec) . ‘
i Station Level -!
1
| : i
| Station LAN IEC 61450 (MMS) | :
1
% R S S R S S S Fetosaniegy !
Station Bus P2 rovter
(Energi-Malere)
e e e e e e e i 5

PCU2
Line182

[

1

E}_

pPcu 1
Line 182

1
1
1 1
b | '
\( Procesgbus 182 (PRP, PTP)
1
" Process Bus
|

non-conventional part

4-1 7#F Sampled Values =MIHfly 2 S BRI S i S EE FTEE 25
4-2 BT By S EE AT A Sampled Values EHIFLT% - ITEEETLEYE » HEIET
HEE EESAREHRAER > T2 AT BER KL © e B EIE N IERER [ K
DREAIES: -

Rjukan’ Manglende verdier Stipulerte verdier basert p stasjonsbalanse Rjukan (Mél’)
Stasjon Efere: StatnettSF /
Avgang 7 ™ ST1 Kvilldal Sylling Balanse Avgang| T2 m ST1  Kvilldal  Sylling Skagerak Nett AS |
Statkraft Energi AS
Kode H1755 H1757 L1750 Q1752 Q1753 tap Kode H1755  H1757 L1750 Q1752 Q1753
Time _ 07.09.11_07.09.11_07.09.11 Time 07.09.11__07.09.11_ 07.09.11
Time 1 -103,000 -103,200 Time 1 103000 -103,200 0000 521,500 -316,000 Kvildal Syling
Time 2| 103400  -103,400 0,000 Time 2 4103400  -103.400 0000 473000 -266.500
Time 3| 102600  -102,600 0,000 Time 3 102600  -102.600 0000 489,500  -284,500
Time 4| -103600 103,800 0,100 Time 4 -103600  -103,800 0,100 485000 -278,500
Time 5| -105200 -105.200 0,000 Tme S 105200  -105200 0000 489,000 -279,500 a5 R1753
Time 6| 104600  -104,800 0,000 Time & 104600 -104,800 0000 469500  -260,500
Time 7| 143800 144,000 0,000 Time 7 143800  -144,000 0000 470,000  -183,000 -1
Time 8| 0,000 Time 8 -153,800  -154,000 0,000 404,000 97,000
Time 9) 0,100 Tme 9 -152,600 0100 294,500 10,500
Time 10 0,000 Time 10 -155,400 0000 327,500 17,000
Time 11 0,000 Time 11 -157,000 0000 288,500 25,000
Time 12 0,000 Time 12 -154800 154,600 0000 247,000 62000
Time 13 0,000 Time 13 156600  -156,800 0000 242,000 70,500
Time 14 0.100 Time 14 150,000  -150,400 0100 329000  -29.500
Time 15 0,000 Time 15 149,400 -149,400 0000 353500  -55,000
Time 16 0,000 Time 16 -150400  -150,800 0000 345500  -45000
Time 17 0,000 Time 17 -151,000  -151,000 0000 321,000  -20,000
Time 18 0,100 Time 18 4151200 -151,400 0,100 370500  -68500
Time 19 0,000 Time 19 -154,400  -154,600 0,000 445000 -138,500
Time 20 0,000 Time 20 -157.400  -157.600 0,000 456,000  -141,500
Time 21 0,000 Time 21 157000  -157,200 0000 462500 -149.500
Time 22 X 0,000 Time 22 154600  -154,800 0000 405000  -96,500
Time 23 1 0,100 Time 23 145400 -145600 0100 394500  -104,000
Time 24 -110.400 -110.400 0,000 Time 24 -110400 110,400 0,000 425000  -205.000
Gjennomsnitt 0,642
|

4-2 HEMbo e & BRI E

F£2002 = 1 A 1 Hogze$e s 3k - MR E R #E RS K ISRy 0.8% » 11 2016
F1H 1 Hep iRl TR NHER - (REsE s SEEERNT 0.5% - RMEEIIEER
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% > ERCEER R
(1) B ESE = ftL 10.000 MWh BAF » ﬁﬂ-:z%fmml
(2) B E S EEEEHE 10.000 MWh - BIE 4 F£/50F 1 X

[& 4-3 &y IEC61869-9 fHtH < CT ¥52E[E (accuracy ) EAIZ HIEVERS - B E&{F AL
i fE4E CT(Reference CT) ~ RHI2Z CT (CT under test ECT) ~ BFHRERGEIH (Clock) » AR
FAARETE LS 2 [ CT fR7={ERY Digital bridge °

Reference CT CT under test ECT
?, 5, T P, Py
Q

{

1

1

1

1

1

:

: Digital frame
1

1

1

1

, |
1

1

4

k

Digital bridge
(e.g. PC)

I

& Pa
4-3 TEC61869-9 iEhtERE &l 2 HIEUE g

& 4-4 Al F ENG61 FutureGrid EURAMET & 2 HIEZEHE > AA ARG non-convential
measurlng bridge #E{TEML EVT 81 BCT JIEl 2 2948 - AP ERAT ¢
. BEIE{ESE 2 VT/CT (Standard VT)
2. FIERGHAEREM: (ZERA WM3000U)
3. #E{T EVT/ECT Izt (Sensor under test)
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Standard V1

N input

” ZERA
Sensor under test WN3000U

IEC61850
input

4-4 BNG61 FutureGrid BURAMET #2427 st 2ot

SRR 4EEARE IEC TC13 WG11 B AT IEAEMHR S8 i e AR Z oK EEIE » R IIAE
TIFRETEORETE Z MR AE T [8] 4-5 Fdl By TR/ NEFE g aTsm A 2L & 1EC 61869
ZHIEEAE ~ TEC 61850-9-2 » DARE i SR EHIHRI SR EIH - BF /=58 73 IEC 61869 %
FEE 3 fEiEE
(1) BIIZER 1 KEA] — IT — SAMU — i/ i
(2) BSIEE 1 K|l — LPIT — SAMU — iz /)i
(3) BIIZLR 1 XM — LPIT (N& MUTHEE) — i/

Hrf IT(Instrument Transformer) FyfH48ELLES » LPIT(Low Power Instrument
Transformer) A (KT EE LSS » SAMU(Stand-Alone Merging Unit) BJEI7=C&6EE T - R
RSB /IR 0 3548 TEC 61850-9-2 Sampled Values #8:fl - # AL HVEHIERF - H
A2 T AE/INAH e A i R 5 22 (23R 5 2021-10-01 2 2021-11-26)#I5E TEC 62053-25 -
Electricity digital revenue metering ZFZfliHREINE -

T
o »| IEC61869-2, |t
g 345 SAMU -
) IEC P2 Electricity digital metering
» LPIT 6186913 | o equipment
P | IEC61869- [—p 22
@ 10,11,7,8,12 -
3 2 § IEC 61850-9-2
o
5‘ & LPIT
3 b IEC 61869-7,8,12
IEC 61869 series I EC
Alex Roumpies, IEC TC 13 WG 11 Meeting, 13-14 May, Budapest, HU —

4-5 1BC TC13 WG11 &rakslsmA R EFEH#E

(Z2)  rRERERZHEK

sifl René Troost Soflis e H Al E I35 BB BRI - st

AR EARNERE - B AR RS S - SR RETE B RETRATE

SRR~ TSREIIA P E =7 mRVE R - AR LRI S S IHEE 0
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4-6 AR > Bt R R SUEEE A P IR A R E > SRS E R R
FIFH P AL F R SR, -

MILVIIILIELLUIC Iivedi=LIie 1inciidaLc

Requirements about
behaviour customer on point
of common coupling, based
on received information of the
grid operator

Specification

Requirements
regarding infomation
exchange

o - sk -
Interface box T Interface box Park controfier
Saioies - semantics,
Realisation or messages, or

authorisation and
el 4-6  Z & EE A P IR BRI i

FERIFEARAE TEC 61850-7-420 tFETE/r Av\AETRRY AR > 418l 4-7 For
Heh G iR B R TR T AR BB R RS - AE 1EC 61850-90-7 Al IEC 61850-
90-10 35 2 (i e A RIRT 7 i ey £ INRE LURARAY > ]IS S B 7y
AEURE TR R s (A B a SR -

=~ DER generic model according to IEC
61850-7-420

| 0.%
Poncdonin__ )

0.1
PowerManagementiN 5 |

4-7  SrivaCRETR A A

(=) Ein4kg

FE M £ /3 F] (Southern California Edison, SCE)f 2014 BRfGHECACE
BEEEMCECEEER > £/ [EC 61850 H1HY MMS iR E » 2kt EEH B LS
BT > bR T MMS Z41 > i A EZEEMECREEEENY GOOSE aflfaE - H At
Y B R BB R TR - 2O EE 4-8 s - MESRIEE B A E S
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Fii>E4 (Common Substation Platform, CSP)4HEKEEHEEEHLIEES » B AMES  H
(HMT) RO m] A2 =288 (PLC) E HA E R TRV IRE DA FH ARV E L - 8 FH S AT-F
EERREME 4-9 FR -

Substation Network )

Virtual Autemation Environment
(HMI, PLC, etc.)

Process Bus Network

4-8 FEEHREEREAEE

The CSP is a "data center in a box” in our substations

. . . . I . .
App1 &Appz App3 ‘ App4 | App5 ‘ App6 _AppT rAppS

VM1 VM2 VM3 | VM4
[
|FAN to Field Devices| WAN to Grid Control Substation
Interface Center Interface LAN Interface

Common Services
(cyber security services, event handling, logging)
Core Virtualization Framework
(hypervisor, VNIC, storage, virus scan..)

+ Just like in our data centers, the CSP can run
different operating systems and applications

Bl4-9 EABEHTE

R PR DR B 5 FH AR (A R ER B AL P2 4R_E AV LA R R ARAE B T T 28
PR EHIPRER - 200 4-10 A -
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Tradltlonal (SAS/SAZ/SA3) Process Bus (GOOSE/SV)

Centralized Protection

s

\/\/\/

E‘mtmlhsd

51””31“‘@1“”@1“

& 4-10 ([H&TirE RS RE B irE EERLLEL

Energy for Wt

(P9)  IEC 61850 ERTIZEHIT LR

BLLTE/KE AT TEEHT 2024 F 2025 FERI#EIT SCADA 24K AY T3 - T AIEC
61850 FY[ERY > th EFE R E IV ERE - W E B E G ERARRI A 78 M - 2R
ACERARESE 1 -

Erhdn S KO8T (Unit for centralized command and tele-control,
UCCT) - B F iz il SCADA 4y ER DL B 258 TED HYEER - Z4fE 0 4-11
Ffis

Remote SCADA

IIMMS

UCCT
Ty H MMS ‘NMS

[ 4-11  SEEFEHEE
TERERART  F S (ERRAY TED #F AR - SRR a4 A 2 SR Sl
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RRRY =R o (B RS AR EIEAYES - St A REARRRAY 7 A ke 44
L% UCCT BRAERF 1ED FrfE ey B4t LA REMERH Y a1 05 U FHE X B ey

SCADA %45t - AHRBRAERE By TEC 61850-6 -
Fo 7 lgag UCCT BYFHBALHRERF & 75 K FI A B Ehless T H 218 #1545 UCCT Ay MMS
aflgfe AR UCCT [EEAVERSRIEES - fadiE S InhE > 406 4-12 A -

MMS
(SCADA)
Automated
Validation Tool
MMS

(1ED)

& 4-12 UCCT Epsgn =&

-~ Day 5 : BURE

(—) BLEEB

i A\ R BIS (R - IR (45 OT 88 - BB A BRI (1 - &
RGBSR RN - BB - TED - TUMIRAS » SEAIN T ST
TIOT FRefs - S7E2 AR Py B AR ACE S0 - (B R G TR Y B2 5
P -

T I SRR AR, - B 51 AR AT 5 B 4 B - I
TRATNUGE B RS  BSBAMRT > BIERER S -
A SRR (ARG TRRI) » B LT - 2 ATt T -
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Attackers and their Capabilities

Nation State, Contractors

Extended (Multidiscipli
ign)

ICS Specific Moderate Sophisticated (Attack) Moderate

Isolated Individual)

Casual or coincidental
violations

No Attack Skills Mistakes Non intentional Individugased on IEC 62443

5-1 BLHE AR

TREE R B EE TRENEEE » —f%iMsS [CS(Industrial Control
System) B HEHBEZEHE - 242 ICS AJRERN HE—#EE - MEF X Z2ERLS

(Safety Instrumented System)JAZTWEELH ([HEHEENEXSGNEZH
1 (Low Hanging Fruit) °

WETEAN AR - HATE & BERWES - DDoS - ftIEHE - S
BEREF > TR RE B TR RE R - IS SERE ST I T B T 2 -

PLUSFERE 2015 2 B R A0 5-2 Fis » BB BRI R thev s
P ADZEAERS - FEHUE VPN BLERY - HALREILIE \ S EE A4S SCADA #IAGIHIE
TEFE S LASIAE SCADA » #E( G R = 2R -

Ukraine Cyber Attack 2015 - Step By Step ZRT

Internet (Zone 0)

DMZ (Zone 1)

_______ Stagel _ _ _ _ ____
T A
rd Q Phishing E-malls \
_ I B antia I
Enterprise Network (Zone 2) : 1 oo el [ W:::E:E;M I
Bl == :
1 — I
VEN & Credential Thett |
DMZ (Zone3) R Stage2 75 2 _L
|
SCADA/Process i s bl e
Network/Substations/Sensors/lloT/etc. SCAGA M A/l UPS Motcnton mé
(zUne 4) ______ KillDish Ovarwrites 0 <

LN Power ml'[ﬂ ‘

5-2 ETEH 2015 BT
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(=) HEpE

BEEEHE R FRERAE AR E > s BIESRIDIHERY
WEERAVIERRN > NILEZ 58 2 RS R kD ELUR ST B bR i 2 fa

e 5-3  FRGIE SR 2 fEE - FTBHETTE ~ M - KE - [RERIsH A
TRE Y 2 TR P DU R REE NI R L2 EHEE  EH R
A BEBAITRE R FEE MR AR - IE R BRI EIGER - (B RTBEE 2 F
[ZfE5TEE (Incident Response Plan)fa¥ » FI0{HE 28 4kt on B 2 $24] -

Risk mitigation

Every Risk must be analyzed according to the potential impact of the event on the asset and its probability.
The result of this analysis will determine if (and eventually how) the Risk should be reduced or accepted.

How can we reduce the risks?
* By implementing controls that:

Prevent
Eliminate the vulnerability
Create barriers to the threat
Mitigate/reduce the impact of the event

Detect

Deterring malicious activities
Allow earlier detection of the events

Respond

Incident response plan

Redundancy and recovery mechanisms
Incident forensics ©-REDES

5-3 MR EZ MR

ST E AR T oy DU PR - 40l 5-4 3Ry o SEAH AR E BLAEAE
AL E R BRI A B EE ~ o MBS EbERE 2 Jilbe ~ WS SR i < (B
NEFY ©
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Project Objectives

Initial assessment
based on docs,
surveys (11 SEs)
and interviews

Survey of
applicable norms
and standards

P

Risk Analysis

Controls and Roadmap

Analysis and Identification and
evaluation of the prioritization of
different risks controls to be
identified implemented

ToPo | Poing | Tone

5-4 JRgg bR 2 St E

(=) EE-ISAC

EE-ISAC » &4 European Energy Information Sharing & Analysis Centre »
FRITHY 2015 EJTR B FBIOMN sE R BB ekt~ 22 = B ) - EE- ISAC ~Z F 22k
THEAE 5-5 Fw - FEAE 5 3 EATH - B RIELRE - GamiiiEtg
B B8 - ASBOiEsl ; ERERERERE  BEERE ~ ot - TEE

(HEARE TR

EE-ISAC is the outcome of
Distributed Energy Security
Knowledge (DENSEK) project,
which had the objectives of
improving the resilience of the
energy infrastructure and cyber

security of the Smart Grid Energy
Grid.

Three deliverables

- EE-ISAC
- Infarmation Sharing Platform
- Situational Awareness Network

FHHS BINTRE - WABUTSH - SN -

External
_ooperat
Governmenta e

Lo s -\
Involvement o ™

5-5 EE-ISAC lR#3H H

AREBZEAENIEZZH 5y - aJdllr RE e - B BreE - gefseig
st LB SRR AR B E At e 2 > WA S E 2 i s e H 2 PRk
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BT  BEEEEH - B RNEES - BUIE T 0 R E T Z 840 E
5-6 AR > MISP B2 1534 - VMOSO Rilfe it T B E M -

ﬁ
A

Challenging

A - g |«||spJ
o

5-6 BB L&

EEBI TR TS > BE-ISAC ZEZ Mt EH40E 5-7 > fFEEZHFREH R
PIr= ~ BERGRERILEH T  EEZ BRI HR R TEE)
S A E B R T R H N

§ \/ITIDS

7\

Physical and Digital Information Sharing

Cyber
Social

Human language/interaction Advise

Decision Making

Cyber
Physical

Common Security CSAF

Advisory Framework ——p Recommendations  |T-Supported
Decision Making
5 % Mise
S E Gl
S 10Cs/TTPs = Actions IT-Decision Making
Self Detected EE-ISAC

Cyber Incidents  JE-ISAC
5-7 EE-I1SAC BZpBhEtE

(I4) IEC 62443

BEE A R - B OT 4R EL (s 2 1T YR ok l2e - 1T 49
P& 2 &AW 1S0 27001 NISTZEAHRIFE E > M $1¥ OT 4R% 2 & ZAAE4E By TEC 62443
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L OT 2 &% WiE 5-8 » AuJgE LEF5E OT - MEFERE 1T+0T 52 1T+0T+10T
HA A - R OT 2 4HERVEFRTA RACT TUZE » 3B EE A (Responsible) BFE
27~ #EAEFE (Accountable) B EMELHHILE 242 B A ~ 5558 (Consul t ) FEHEAHREE
ABELE A (Inform) HHIBAGR N R EL Z 45 5F - 0T BLEETRHEIR RGN W%
il EARRAER T AR —ERENVE - WERE PDCA EEfeaT -

Implementing your SECURITY STRATEGY - Risk Based

Security Framework IT +OT +IT for OT + foT « Cyber asset management
" . " + detect unknown devices
Security Organization RACI - Responsible/Accountable/Consuit/inform
¢ . * Vulnerability management
Security Operating Model Security Controls — Maturity Levels — POCA
+ Threat detection
*+ Incident management & reporting
+ Response & recovel
Preprare Detect & Defend é“ﬁ“‘ww%ﬁ_ ry
Strategy & Bu f,, e +« Governance
tions 3 .
5 % « Risk management process
g E
£ o 2 5 i
\pr Respond & Recover % ;. SUppIy Cham
Ik " ! neldent Respanye = - .
e 1% s / System hardening
% : - + Staff awareness & training
TRANSF!

MANAGE YOUR SECURITY SERVICES

5-8 OT B4 ldts

DIEERSAER » TEC 62443 (E2FERGH—E 57 - AME 5-9 > A OT Z Z 40 E 158
Z 1T » HAEEETIR 1SO 27001 5 TEC 62443 MEiliEss OT 5B e 2 EZei# 5 1EC
62443-2-1 st H B EBLRFRIEHIEL Sy 5 1EC 62443-3-3 AR BAAHBER T e
EH5S5H TEC 62351 MR B4 S A - H
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Applying utility cyber security standards

Grid QﬂEJ’Bﬁl’DﬂS DoFfIcE Offices SEOUMTY OCHRATION
Network/System Operators — Utilities ’ s -
Portfolio Managers — Power Producers n@

SCADA + GridOps Systems
Secure System Architectures

L5 Jump e
Remote Control - Remote Access - @ ’ st -:i:n
m

SCADRA Protocols
Icce

IEC-101/104
Prot, + IED Security IEC 61850
1EC 62351 IED's <1 e

Add Power Generators: il - ’
- Large — DCS + SCADA connected to TSO "' s

3

3

CENTRAL n i

Windmills (parks) — DER e s Sy Q o
HCE1BE0 N ‘

Solar (fields)

Add Smart Metering + Commes Infra u w . w @

Add ICCP - TSO-TSO-RSC + DSO-TSO

5-9 RECEZIRMELIE A

(fi) IEC 62351

WHTAL TEC 62351 Ayt 2 E2HaAE > MHRBIEEER [EC 62443 fyifidE
TEREAB L &2 (AE 5-10) 81 [EEE1547 .3 $H R EE 4 T4y 5= EJ5 (DER)
ZEERE(AE] 5-11) -

“What” Standards: IEC 62443 Series for “Industrial”
Automation

« The international series of standards IEC 62443
are being developed jointly by the International
Electrotechnical Commission (IEC) and the 1ISA99
to address the need to design cybersecurity
robustness and resilience into Industrial
Automation and Control Systems (IACS), covering
both organizational and technical aspects of
security over the life cycle of systems.

= Although initially focused on industrial automation,
this cyber security set of standards is also
being adopted by the energy sector, since it
provides a methodology for applying security in
operational and field environments for cyber-
physical systems.

= (Other presentations are addressing IEC 62443)

5-10 IEC 62443
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IEEE 1547.3 - Cybersecurity Recommendations
Similar to IEC 62443-3-3, but more DER-specific

5. TECHNICAL CYBERSECURITY RECOMMENDATIONS FOR DER 5.5 Data Secutity (DS) Recommendations
OPERATIONS 5.5.1 General
5.1 Overview of the Structure of this Section 5.5.2 Security for Data-at-Rest
5.2 Risk Assessment and Management (RA) Recommendations 5.5.3 Security for Data-in-Transit
571 General 5.5.4 Comparison of DER Protocol Security

5.2.2 Risk Assessment Across Organizations (Inter-organizational) 5.6 Security Management (SM) Recommendations

5.2.3 Risk Management Across Organizations
5.2.4 Intra-organizational Risk Issues

5.3 Communication Network Engineering (ME) Recommendations

5.3.1 General

(Inter-organizational) 5.6.1 General

5.6.2 Lifecycle Management
5.6.3 Supply Chain Management
5.6.4 Patch Management

5.6.5 Security Event Logging

5.3.2 Network Segmentation and Defining Security Boundaries 5.6.6 Data Backups

5.3.3 Managing Security Boundary
5.3.4 Network Traffic Manitoring
5.3.5 Network Security Equipment
5.3.6 Physical Access to Networks
5.3.7 Cloud Computing

5.4 Access Control (AC) Recommendations
5.4.1 General
5.4.2 User Access Recommendations
5.4.3 System Access Recommendations
5.4.4 Access Management Recommendations

5.6.7 Software Operating Systems and Application Security

5.7 Coping with and Recovering from (CM) Security Events
Recommendations
5.7.1 General
5.7.2 Pre-Event Coordination Planning and Cross-
Organization Security Studies
5.7.3 During-Event Security Event Notification, Coping, and
Coordination with Stakeholders
5.7.4 Post-Event Cross-Organization Review of Impact of Security
Situation

5.4.5 Role-Based Access Control (RBAC) Recommendations

5-11 IEEE 1547.3

IBC 62351 Z #&paZarganiE 5-12 qﬂéﬁiﬁéﬂfﬁijimﬁaﬁ% IEC 62351-3 $1¥%t
TCP/ 1P MHEHZEK ~ IEC 62351-4 $1¥%+ MMS 7 IEC 618508-1 ~ iR SK ~ TEC
62351-6 TEC 61850 N GOOSE B SV 27 fHREZEK -

IEC 62351 Standards

Communication Standards

I IEC 608T0-6 TASE.Z (ICCP)

IEC 62351 Cybersecurity Standards and Guidelines

IEC 62351-1: Introduction

IEC 62351-2: Glossary

[ IEC GOBTD-104 & DNP3

IEC 62351-3: Profies including TCRIF
I IEC 60870-101 & Seral DNP3

IEC 62351-4: Profiles including MMS and similar Payloads IEC 62351-T: Objects for Metwork M nt

I IEC 61850-8-1 Cllent-Server s ] it l

IEC 62351-5: IEC 608705 and Derivatives 1
IE‘:“;18 1 1925V IEC 62351-8: Role based Access Control ]
I IEC 61850-8-2 MMS over XMPP IEC 62351-6: IEC 61850 Profiles I IEC 62351 5:Key Management I
I IEC 61870 & [EC 61968 CIM l_"'l |EC 6§2351-11: Security for XML Files l IEC 62351-14: Cyber Security Event Logging I

IEC 62351-100 Conformance Testing
100-1: Focus on |EC 62351-5 & [EC 60870-5-7
100-3: Focus on IEC 62351-3
100-4: Focus on [EC 623514
100-6-1: Focus on IEC 62351-6

100-xxx Focus on [EC 62351 -xxx

FEPETHEN -

|IEC 62351-90-1: RBAC Guidelines
IEC 62351-90-2: Deep Packet Inspection
IEC 62351-80-3: Convergent IT/OT Systems Security Monitoring Guidelines
IEC 62351-10: Sst:.:ri'ry _u'::lllec!um gnﬂdelnssﬂ.:t TC 57 systems
IEC 62351-12: Resillence and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications

& 5-12 IEC 62351 Z24%

HEG Z W B A E B AR E A 1EC 62351-7
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W& 5-13 -

IEC 62351-7 Network and System Management

Two Network Infrastructures Must be Managed, Not Just One
Both the Power Infrastructure and the Information Infrastructure Must be Monitored,
Analyzed, and Controlled — SNMP MIBs for Networks — Maybe IEC 61850 in the Future

1.Power Infrastructure

Data network Users

]

Cantral Generaling
Station

Comtrol Center | Distribution

Substation G
Micro- L
iizial Substathn _
Residential Data v | mmiasimie
Citataitirad o
x _ Copoantraor Recip =
1 Engine

i Fiywheel
d :

Commercial

Residential

& 5-13 IEC 62351-7

OT 4k EHNER SRR 2 Y > HIEGER 2 EHEEER [EC
62351-8 RBAC(Role-Based Access Control) » MiEl&(d F#E 2 MHEIFEAER TEC
62351-9 EfreigE -

S~ DT HERR

IEC 61850 week BEMBIMEHEE R 1EC 61850 HEBEIIRELA G AR - 7]
b AR EIHERS TEC 61850 BB ABIANEE i RAE ST > A T ARARZK TEC 61850 S¢fEish -
TE R BIELSCEAR A FIHRISE S 2 275

AGwERR TR TEC 61850 EIFEARAEHEBIIS VI - BAPGE TEC 61850 Zak iAot
RSB AR > INVE BN T AR NIRRT AT 2 B 750 o RACES [H#EA SST %
i FUE TS B T B A R PR AR

1% > WG fdd D e BT A BRI E R g SIS R o
17 TEC 61850 2 it BT E i Erfs i Er @R AR A TR B2 bR T W% TEC 61850
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