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TUESDAY EVENTS & ACTIVITIES

1.RSA Conference 2020 &r55-2 H 24 H(—):%2

MONDAY EVENTS & ACTIVITIES

8:00 AM - 9:00 AM
Various locations

CONTINENTAL BREAKFAST*
Full Conference Pass holders, head directly to your RSAC Seminar.

8:30 AM - 5:00PM  RSA CONFERENCE SEMINARS**

See following pages for details and room locations.

B:00AM - 5:00PM PARTNER ALL-ACCESS SEMINARS

See following pages for details and room locations.

8:00 AM - 5:00 PM

Moscone West
Street Level

MONDAY

BROADCAST ALLEY

Watch top security publications shoot live and record exclusive interviews.

9:00 AM - 5:00 PM
Moscone South
Level 3

TUTORIALS & TRAININGS
See previous pages for details and room locations.

1:30PM-4:30PM  RSAC INNOVATION SANDBOX CONTEST

Enclusive RSAC Innovation
sor:

The RSAC Innovation Sandbox Contest has

Moscone South
vel 2, e technologies

RSAC Sandbox
Startup? See page 20 for a detailed agenda.

wheo build

urity risk for the past 15
Witness the 2020 Top 10 Finalists battle it out for the coveted title of “Most Innovative

WsJ

CYBERSECURITY

4:00 PM - 5:00 PM

FIRST-TIMERS ORIENTATION & NETWORKING RECEPTION FZd

Moscone West 2005 This event is open to Full Conference Pass holders and features a

reception

followed by a

5:00 PM - 7:00 PM
Moscone South
Lower Level

RSAC SECURITY OPERATIONS CENTER

WInglus Nz!wark in real time.

T:ke a !nurefx wcrklng 50C! Head to the Moscone South Lower Level for the RSA
urity Operations Center. See what's really taking place on the Moscone

Sponsared by:

el Do A

5:00 PM - 7:00 PM
North & South Expo

WELCOME RECEPTION B8

Join your peers in the Expo while kicking off RSA Conference in style at the Welcome R'Enepﬂun Enjoy drinks and light fare

from 5 to 7 PM. Get exclusive exhibitors you've Vg to you preview cutting-
edge products urity
Sponsored by:
ATET Cybersecurity &3 Check Point IXla
p— e
Juniper mimecast splunk - O tenable
THALES  Nvaronis  verizon’/ — vmware cabenslack  WEBROOT

1 RSA Conference 2020 & &#512(—)
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TUESDAY EVENTS & ACTIVITIE

10:00 AM - 6:00 PM

6:30 AM - 8:00 AM
Moscone West

Moscone North &
South Lower Levels

CONTINENTAL BREAKFAST*
Full Conference Pass holders, breakfast s available in Moscone West.

EXPO

Come see how RSA Conflerence 2020 exhibitars offer you the latest technological solutions, provide hands-on learing
opportunities and demonstrate how they can help you better secure your organization

10:30 AM - 4:10 PM

EXPO BRIEFING CENTER
See the following pages for abstracts and a complete schedule on pages 115-119.

Locationsand Times RSAC CYBREW CAFE Moscone North &
vary Sandbox, RSAC 3 South Lower Levels

11:00 AM - 11:50 AM

KEYNOTES* & 1:00PM - 430 PM

Locations vary

TRACK SESSIONS
See detailed information on the following pages for descriptions and badge access.

Keynote abstracts can be found on pages 34 - 35.
ton 3

th

ope Pass holders.

11:00 AM - 11:50 AM
&1:00PM - 430 PM

SESSION VIEWING POINT*
Can'tmakeittoa

vel 2, Room

800AM  Openin Level
West Stage 4 Moscone West 2004 sessions to watch on a large screen. valded headphones allow you to hear only the session ycu want.
810 AM -835AM  Reality Check: The Story of Cybersecurity 1100 AM - 200 PM_FOOD PAVILION
West Stage  Rohit Ghai, President, RSA
‘ferba Buena Gardens  with options for all tastes, the Fmd Pavilion is the easy way to fuel up between sessions. Open to all RSA Conference
835 AM - 855 AM  Time toTell Terrace for cash or credi
West Stage Chief  McAfee
855 AM - 9:15AM  We the People: Democratizing Security 11:00 AM - 11:50 AM  LAW TRACK SESSIONS* é
West Stage  Wendy Nather, Head of Advisory CISOs, Cisco &T:00PM - 550PM  gep detailed information on the following pages for deseriptions. =
ST AM=SEOAN — Mascone West 3006
West Stage Math 220PM-420PM LEARNING LABS*
field of ryptography Mascone 5°“|'g Learning Lahs pmv\dz highly \nmrxﬂiuz. Fa:\lltamd learning experiences and are very hands-on and small group
920AM- 1005 The Cryptographers'Panel vel 3 oriented. Seating is You can only reserve one Learning Lab
Stage Chief jogy  RSA on your xnmula 50 choase y our gmammnng;
» G wpert, G
Compx i Professor, 4:00PM -600PM  RSAC SANDBOX** Ex(!usnvsk?\fin»dﬁm
I B Institute, Isra ia Sponsor:
b frael Mascone South  join hands-on learning and fun through a wide range of interactive cybsersecurity challenges
10:05 AM - 1030 AM  Cybersecurity Has a Posse Level 2 and Explore 12 -
West Stage  Chris Krebs, Director, Cybersecurity and Infrastructure Security Agency nacking, car hacking. ICS, loT, i kgl it o
11:00 AM- 11:50AM Fear and Loathing in Cybersecurity: An Analysis of the Psychology of Fear ey g it talks i
South Stage  Dr. JessicaBarker, Co-Chief Executive Officer, Cygenta
1:00PM - 1:50PM A Forward L Moscone South RSAC EARLY STAGE EXPO** e o oty Stage
South Stage I ive Journalist, New York Times LevelZ The RSAC Early the perfect ps. Meet o panEn
Cillufo, Director, . yber & Cr John C. (Chris) Ingli RSAC5andbox gy of the industry’s most promisi d lle: crunchbase
ng yber Studies, o solutions, and check out the RSAC Early Stage Expo Briefing Center (details on pages 178 - 185).
220PM - 310PM  Rocked to the Core 4:00PM-600PM  CYBEER OPS NETWORKING RECEPTION** EZSB
South Stage GChlelf onal b RSAC Sandbox &  Delight in local California craft beers and nonalcoholic drinks as you network and mingle with peers. CyBEER Ops.
ot i RSAC Early Stage  gpens the RSAC Sandbox and RSAC Early Stage Expo where you can check out 51 up and coming startups and
EXPO  participate in hands-on interactive experiences.
340PM-430PM  Effe dership and Moti Took to R the World
South Stage Author and Social 5:00PM-7:00PM WOMEN’'S NETWORKING RECEPTION Il Spansored by:
Marriott Marquis Join usi of women i alraln
900AM-5:00PM BROADCAST ALLEY Yerba Buena 9 All RSA Conference Pass holders are welcome to attend. csco’ RSA
Moscone West  Watch top y live and record exclusive interviews.
Street Level 6:00PM-800PM  NON-PROFITS ON THE LOOSE BZEl
9:00 AM - 430PM RSAC ENGAGEMENT ZONE* Moscone South 302 Meet and mingle lead: food and drink at the Just
i 8 blacks from the Moscone Center. The Anti-Phishing Working Group (APWG), the Center for Threat-Informed Defense and
Moscone West Level 2 Debul.lng at RSAC 2020, the RSAC easier than ever around the Cyber Threat Alliance [CTA) invite you to join us for the tenth Annual Non-Profits on the Loose for great food, fun and
the world for meaningful interact o Tk you for h ity tometh
y . C Problem Solving, Speed nk you far our o we together.
N,,mm,,g_ mm,m,m,y_ Attendees must have an RSA Conference badge.
1000 AM-600PM RSAC SECURITY OPERATIONS CENTER Sponsored by: 7:00PM-900PM  MAIDEN MOVIE SCREENING Bl
Moscone South  Takea I Head Lo the RSA Conference +!l141]1+ Marriott Marquis 1g the Women's ption, stay put for of Maiden, featuring our own
Lower Level enter. See what's eally taking place on Wireless Neworkin  €1sco. RSA Yerba Buena 9 RSAC keynote speaker, Tracy Edwards. Watch as she leads the first all-female erew in the Whitbread Reund the World

real time.

Race, a grueling yachting competition that covers 33,000 miles and lasts nine months.

2 RSA Conference 2020 €rf2(Z)
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WEDNESDAY EVENTS & ACTIVITIES

WEDNESDAY EVENTS & ACTIVITIES

7:00 AM - 8:00 AM
Moscone West

CONTINENTAL BREAKFAST*
Full Conference Pass holders, breakfast is available in Moscone West Levels 2 &3.

8:00 AM - 5:00 PM
Moscone West 3006

LAW TRACK SESSIONS*

See detalled inf ion on pages for

7:00 AM - 8:00 AM

FIRST- TIMERS MEET-UP*

8:00 AM - 4:00 PM

RSAC EARLY STAGE EXPO**

Early Stage
Expo Media Sponsor

Moscone West ~ Startthe RSAC firsttimers. Grab yo oy group, Moscone South  The RSAC Early Stage Exp for emerging Meet
2018 Overlook shalenkeawaysind of course,caffinate. Level 2, 51 of the industry's most promising newcomers and leam about their innovative productsand  grunchbase
RSAC Sandbox  solutions, and check out the RSAC Early Stage Expo Briefing Center (details on pages 178 185)
700AM-500PM RSAC CYBREW CAFE - - pur .-
Location and Times A full-servk in Sandbox, RSAC Zone and West Level 3. 800 AM - 5:00PM - RSAC SANDBOX' Media Spons
Vary Moscone South Jmn d fun through interact hallenges
an i Explore 12 sandb h focusing on a unique topic including T | soarchsecurity
KEYNOTES** aeruspa(e bifacking crhacking. I o7 medicaldevees, supply hanand g The Techturger
Keynote abstracts can be found on pages 36 - 37. nd 30-minute talks with
800AM- 850 AM Hacking Exposed: Global Threat Brief ‘“"”“’V*"“‘“
South Stage Co-Founder and Chief 9 1 Co-Founder and Chief
Executive Officer, CrowdStrike; Americas, CrowdStrike 8:00 AM -5:00PM  BROADCAST ALLEY
920 AM-10:10 A Genomics: A New Frontier for Privacy and 5.(.,,“, Moscone West  Watch top security publications shoot Iive and record exclusive interviews.
South Stage Chand, Partne: g apital Street Level
ol 575 Dr. g 09 50 Beginningat 900 AM  RSAC YOGA & MEDITATION
Offcer, F.Terry, £0, Genetic Former CISO, ’
Meksoon Moscone North ~ Take a break from your busy RSAC schedule for a brief 15-minute guided meditation session (at 9 and 9:45 AM) or chair
Street Level  yoga session (at noan and 12:45 PM) led by the professionals from Office Meets Yoga
10:30 AM - 10:55 AM - Rethink the Way You Secure Your Organization with Intrinsic s«umy
West Stage  Carrie Mill, Senior Manager, Cybersecurity, Viware;
Sanjoy Poonn, i perating Ofcer,CstmerOperations, re Sy ey LEARNING LABS*
> . 1 the Fabric of § Lesing Lahsprnke hghly ez, ot leaing exsiencesan ane very s an sl o
B 15 IIS AN Oxien Serity o s anric ol o Businers oy hm ot bicple s oo Mascone South  oriented. Seatin You can anly ining Lab
2 West Stage oland Clouti s Mn fice President ar X_maumy icer, ADP; Mary s on your schedule, so choase carefully fmm our great offerings. Note: Press Js
a 3
=} 4! "l . P .
il 15 AM i ~55 A% | aemeck Brueking: My £ Mo e ot with NATA o 9:30AM-220PM RSAC EARLY STAGE EXPO BRIEFING CENTER**
z est Stage  Paggy e RSAC Early Stage Expo  See page 185 for a schedule of presentations.
1:30PM-220 P Fireside Chat of Evans
South Stage Karen Evans, Assistant Secretary, OficeofCybersecuiy, Energy [ ] ] it
e (e o) e 10:00 AW -6:00 M RSAC SECURITY OPERATIONS CENTER oy
ki S i T B Moscone South  Take a tour of a working SOC! Head to the Moscone South Lower Level for the RSA Conference +1/111/1+ RSA
250P A ain Risl Lower Level  Security Operations Center. See-what's really taking place on the Moscone Wireless Networkin ~ €1SCO
South Stage MooewaroR: Cralg Spicle, Founder Agehgherlwlyanthsmuh Group real time.
Sacurlly OUSD for Acquisi
, Chief Oficer, Huawel T sl Security Technologist, Researcher
andecturer, Harvre School; Fellow, 10:00 AM -6:00PM  EXPO
400PM-425PM Why Your People Are Still our Best Cyber.Defense Moscone North &  Come see how RSA Conflerence 2020 exhibitors offer you the latest technological solutions, provide hands-on learning
West Stage  Ann Johnson, Corpo ¢ Microsoft South Lower Levels ~ opportunities and demonstrate how they can help you better secure your organization.
4:25PM - 5:00PM  Insights from Kara Swisher
West Stage  Kara Swisher, Co-Founder and Editor-at-Large, Recode 1630 AW -4107M  EXPO BRIEFING CENTER
Moscone North & - See the following pages for abstracts and a complete schedule on pages 115-119,
South Lower Levels
B00AM - 10:10AM  TRACK SESSIONS
&130PM -340PM  qoo oraited inf o i Sl 11:00 AM -2:00PM  FOOD PAVILION
Locations Vary Yerba Buena Gardens  With options for all tastes, the Food Paviion s the easy way to fuel up between sessions. Open to all RSA Conference
Terrace  badge holders for cash or credit transactions.
B00AM - 10:10AM  SESSION VIEWING POINT* N
&1:30PM - 3:40 PM gh "
T et Lot 2 om0 o e e 1130 A - 100 EXECUTIVE WOMEN'S FORUM MEET & GREET AT RSA CONFERENCE 2020 5
. sesions 0 vatchon alarge sceenProvded headphonesallowou o hes oy he sesson youvant. Moscane South 303 The Executive Women's Forum and Accenture Security are hosting a Meet & Greet for all the amazing women
attending RSA Conference 2020, njoy the company of your peers—some of the brightest mindsat the event—for
800AM - 10:10AM BIRDS OF A FEATHER E\FVF | afun, relaxed, together. Engage with the most dynamic enin
&1:30PM-340PM ¢ qur popular Birds of a Feather format—with an Engagement Zone twist, Particpate in published, planned topics information security who make it happen. Join in interactive discussions and get to know each other over light lunch
RSAC ne faci speakers,ortak ; ) We look forward to meeting you!
Moscone West 2020 You never kn N
12:00PM - 1:00 PM  RSAC SECURITY SCHOLAR POSTER BOARD EXHIBITION
800AM-5:00PM RSAC ENGAGEMENT ZONE* Moscone North  RSA Conference Security Scholar connects the brightest up-and-comi tudents to leadi
Moscone West Level 2 Debutingat RSAC 2020, the RSAC kas It easler than ever i d Street Level  peers and Canference aitendees. We are offering the RSAC Security Scholars the opportunity to demonslrate their
the world for meaningful interacti \ging from nf d RSAC work at a paster board exhibition. Drop by, provide feedback and meet the RSAC Security Scholar Class of 20201
y f a Feather, Braindate, Cooperative Leaming. Hours of each vary.
r
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THURSDAY EVENTS & ACTIVITIES

7:00 AM - 8:00 AM
Moscone West

THURSDAY EVENTS & ACTIVITIES

CONTINENTAL BREAKFAST*

8:00 AM - 3:00 PM
Full Conference Pass holders, breakfast is available in Moscone West Levels 2 &3.

Moscane South

ﬂSAC EARLY STAGE EXPO**
e RSAC he perfect M t
5| of the industry's mast promisins

ISAC Early Stage £
Exclusive Medi

250PM - 3:40 PM
South Stage
400 PM - 425 PM
West Stage

Moscone South
Hacking Stress in Cybersecurity Operations
Dr. Celeste Paul, Researcher, National Security Agency

7:00 AM - 800 AM z —up* Level 2 d learn about their inr crunchb
FIRST: T‘MERS MEET-UP! solutions, and check out the RSAC Early Stage Expo Briefing Center (details on pages 178 ws)
M“&“”‘( \"’0‘ Start the day wit RSAC first-timers. Grab yot this time to
2018 0verlook  fegroup, share ukeawxys and, of course, caffeinate. 500 AM 5007 BROADCAST ALLEY
700AM-500PM RSAC CYBREW CAFE Mogcone est Watch hootlive and interviews
Locats dTimes A RSAC Sandbox, RSAC Engagement Zone and West Level 3.
Vary 8:00 AM - 5:10PM  RSAC ENGAGEMENT ZONE*
KEYNOTES** Moscone West Level 2 Debuting at RSAC 2020, the RSAC Engagement Zone makes it easier than ever to connect with peers from around
e b i the world for meaningful interactions—ranging from informal to structured, and one-on-one to group settings. RSAC
4ytiote pbuteacts otn be foundon poges 3830, g ne events for Birdis of a Feather, Braindate, Cooperative Learning. Hours of each vary.
500 AM -850 AV The Industrial Cyberthreat Landscape: 2019 Year in Review
SAUTISTION ARaRert Lt CPO (oot o Seginning at 00 A RSAC YOGA & MEDITATION
920 AM - 10:10 AM - Hacking Society Moscone North  Take a break from your busy RSAC schedule for a brief 15-minute chair yoga session (at 9 AM and 12:45 PM) or guided
South Stage StreetLevel meditation sessian (at 9:45 AM and noan) led by the professionals from Office Meets Yoga
1030 AM - 1055 AM 20 Years In: Security’s Grand Challenges, Then and Now
West Stage  Andy Ellis, Chief Security Officer, Akamai Technologies, Inc. 920 AM - 10:20 AM  RSAC SECURITY SCHOLAR POSTER FITCH-OFF
5 Moscone West 3006 Learn about as three selected RSA Conference Security
10:55 AM - 11:25 AM Relies on Strong
st Siage Miey T Rame % A Seholars give 5 minute pitches to government, esearchand cybersecurity veterans.
1:30PM - 220 PM Risks, Electios 9:20 AM - 11:20 AM  LEARNING LABS*
Admiral i .
SAmnioe  Adwral e A e &2:00PM - 300 PM | garning Labs provide ctive, facllitated and are very hands-on and small group

oriented. Seating is limited; use Reserve a Seat to schedule your participation. You can only reserve one Learning Lab
on your schedule, so choase carefully from aur great offerings. Note: Press is not permitted in Learning Lab sessians.

10:00 AM - 3:00 PM
Moscone South

On the Edge of Something Big: Security’s Next Frontier
Ken Xie, Founder, Chairman of the Board and Chief Executive Officer, Fortinet

RSAC SECURITY OPERATIONS CENTER
Take a tour of a working SOCI Head to the Moscone South Lower Level for the RSA Conference.

‘Sponsared by:

G- et — N, Lower Level fZ:.“ume per Center. See what's g place on the Moscone Wireless Networkin  ‘cisco’ [RS /A
West Stage -
i
Instructor, SAN: SANS Coflbote AEd Shondty 10:00AM-300PM EXPO
Moscone North &  Come see how RSA Conferen you the atest olution learning

500AM - 10:10AM TRACK SESSIONS South Lower Levels and how they can help secure y
&130PM - 340PM - 5o getailed information on for descripti

Various Locations 1030 AM - 1200PM  EXPO BRIEFING CENTER

8:00 AM - 10:10 AM
&1:30 PM - 3:40 PM
Moscone West 2004

Mascone North &

SESSION VIEWING POINT*
South Lower Levels

See the following pages for abstracts and a complete schedule on pages 115-119.

Can't mak Level 2, Room

sessions to watch on a large screen. Provided headphones allow you to hear only the session you want. 9:30 AM - 2:20 PM

RSAC Early Stage Expo

RSAC EARLY STAGE EXPO BRIEFING CENTER**
See page 185 for a schedule of presentations.

8:00 AM - 10:10 AM  BIRDS OF A FEATHER
&130PM-340PM .

It's our popular Birds of a ::ame. format—with an Engagement Zone twist. Participate In published, planned topics — = e
Mosconewest 2020  You never Haow Yerba Buena Gardens

Terrace

8:00 AM - 3:30 PM

Moscone South
Level 2

RSAC SANDBOX**

FOOD PAVILION
With options for all tastes, the Food Pavilion is the easy way to fuel up between sessions. Open to all RSA Conference
badge holders for cash or credit transactions.

Media Sponsor

€:00 PM - 9:00 PM

Marriott Marquis,
Yerba Buena Level

learning and ge:

\dudi o
aerospace, biohacking, car hacking, ICS, IoT, medical devices, supply chain and voting; The P

SeschSecurity

industry experts.

RSAC AFTER HOURS*
Bring back the 80's with RSA Conference and enjoy a night back in time on Throwback Thursday #TBT.
Join your peers and enjoy food, drinks, dancing with a live 80's cover band, throwback games and mare.

Return shutties to afficial RSAC b from 6:30 to 900 PM.

4 RSA Conference 2020 €2 (V0)
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FRIDAY EVENTS & ACTIVITIES

FRIDAY

7:30 AM - 8:30 AM
Moscone West

CONTINENTAL BREAKFAST*
Full Conference Pass holders, breakfast is available in Moscone West Levels 2 & 3.

7:30 AM - 12:30 PM
Moscone West Level 3

RSAC CYBREW CAFE*
A full-service coffee bar.

8:00 AM - 1:00 PM
Moscone West Street Level

BROADCAST ALLEY
Watch top security publications shoot live and record exclusive interviews.

8:30 AM - 9:220 AM
South Stage

9:50 AM - 10:40 AM
South Stage
11:10 AM - 12:00 PM

South Stage

KEYNOTES**
Keynote abstracts can be found on page 40.

Coordi d Vul bility Disch You’'ve Come a Long Way, Baby

Katie Moussouris, Chief Executive Officer, Luta Security; Chris Wysopal, Co-Founder and Chief Technology Officer,
Veracode

Collaborating to Improve Open Source Security: How the Ecosystem Is Stepping Up

S.Mark Russinovich, Chief Technology Officer, Microsoft Azure

You Can Stop Stupid
Dr. Tracy Celaya Brown,

, Go C Rlra Winkler, Lead Security Principal, Trustwave

8:30 AM - 12:00 PM
Locations Vary

TRACK SESSIONS*

See detailed information on the following pages for descriptions.

8:30 AM - 12:00 PM
Moscone West 2004

SESSION VIEWING POINT*
Can’t make it to a session of interest? Visit Moscone West Level 2, Room 2004 and choose from up to eight different
sessions to watch on a large screen. Provided headphones allow you to hear only the session you want.

8:30 AM -9:40 AM
Moscone West 2018

JOB SEARCH 2020: INTERVIEW SKILLS & RESUME REVIEW WORKSHOP*
This has two ¢ —the first exp how to best present your skills and self to potential
companies and the second is a resume review workshop. No Press allowed.

12:30 PM - 1:30 PM
West Stage

CONFERENCE CLOSING**

The Hugh Thompson Show, featuring Penn & Teller and Dr. Lorrie Cranor
Penn & Teller, Magicians; Hugh , Program Committee Chair, RSA Conference; Dr. Lorrie Cranor, Director and
Bosch Distinguished Professor, CyLab Security and Privacy Institute, Carnegie Mellon University

& H¢
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mENTIFY |

CATEGORIES

SUBCATEGORIES

INFORMATIVE REFERENCES

SUBCATEGORIES INFORMATIVE REFERENCES
CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES

RESPOND RS

CATEGORIES

recoviEr RC

SUBCATEGORIES

INFORMATIVE REFERENCES

INFORMATIVE REFERENCES

: NIST CSF #Y 5 KINGERE

Function

IDENTIFY
(ID)

Function Function Category Category
Unique Unique
Identifier Identifier

Tdentify IDAM Asset Management
ID.BE Business Environment
ID.GV Govemnance
ID.RA Risk Assessment
IDRM Risk Management Strategy
ID.SC supply Chain Risk Management

Protect PRAC Identity Management and Access Control
PRAT Awareness and Training
PR.DS Data Security
PRIP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Teclmology

Detect DEAE | Anomalies and Events
DECM | Security Continuous Monitoring
DEDP Detection Processes

Respond RS.RP Response Planning
RS.CO Communications
RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements

Recover RCRP Recovery Planning
RC.IM Improvements
RC.CO | Communications

& 8 : NIST CSF 23 1555

(Z) NIST fYIEFLLREEHESS
s Katie Boecki 21 DAE#E; /148 NIST A 109 4 1 H 16 H#47 " [SFMEZE 1.0

i | (NIST Privacy Framework Version 1.0 ) » J{E #E &R R0F ] FH I FRE &

Category

Asset Management (ID.AM):
The data, personel, devices,
systems, and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative impertance fo
organizational objectives and the
organization’s risk strategy.

Subeategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CIS CSC |

COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:2009 4 234

ISA 62443-3-3:2003 SR 7.8

ISOTEC 27001:2013 AS. L1 ABL2
NIST SP 800-53 Rev, 4 CM-8. PM-5

ID.AM-2: Software platforms and
applications within the organization are
inventonied

CISCSC2

COBIT § BAID9.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4.2.3 4

ISA 62443-3-32013SR 7 8

ISOTEC 27001:2013 AS.LL ABL2 A 1251
NIST SP 800-53 Rev. 4 CM-8. PM-5

ID.AM-3: Organizational communication

and data flows are mapped

CISCSC 12

COBIT 5 DSS05.02

I5A62443-2-1:2009 4.2.3.4

ISOTEC 27001:2013 A.13.2.1, A13.2.2

NIST SP 800-53 Rev. 4 AC-4. CA-3, CA-0 PL-§

ID.AM-4: External information systems
are catalogued

CISCSC 12

COBIT 5 APO02.02, APO10.04, DSS01.02
ISOTEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev, 4 AC-20, SA-0

ID.AM-5: Resources (¢.g.. hardware,
devices, data, time, personnel, and
software) are prionitized based on their
classification, criticality, and bsiness
valve

CISCSC 13, 14

COBIT § APO03.03, APOO3.4, APO12.01,
BAI04.02, BAIOO.O

IS4 62443-2-1:2009 4.2.3.6

ISOTEC 27001:2013 A8.2.1

NIST SP 800-53 Rev. 4 CP-2. RA-2, SA-14.8C-6

ID.AM-6; Cybersecurity roles and

responsibilities for the entire workforce and

CISCSC 17,19
‘COBIT 5 APO01.02, APOOT.06, APO13.01,
DSS06.03

9 * NIST CSF &z THARERE

SRR

PRl > DUEBREEE (risk management) HYRER AR AR SRAHBIEA EEIER -

IS

SAVEZRMRTIE NIST FY 107 FRTEtHAY © el s e i & 2 ME2R 1.1 A,

( Framework for Improving Critical Infrastructure Cybersecurity Version 1.1 ) Z&f# » fEZ2

FHFEZERZ 0 (Core ) ~ IREEEFA (Profile ) EAE i g4k (Implementation Tier ) ZE4H R (FF
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#RSAC

Privacy Framework Structure

The Core provides an increasingly granular set of activities
and outcomes that enable an organizational dialogue about
managing privacy risk

% 5
CURRENT

TARGET

Profiles are a selection of specific Functions,
Categories, and Subcategories from the Core
that the organization has prioritized to help
it manage privacy risk

Implementation Tiers help an organization communicate
about whether it has sufficient processes and resources in
place to manage privacy risk and achieve its Target Profile

National Instifute of z
NILST s s 5 RSAConference2020

& 10 : NIST [EFEZE R EE

NIST BB ~ S5 - SRR ATLFIERIMARARVIZ FE EAFERMEZS - FDUEHE
pAsEEE ARRLaET 84 (privacy by design) » DURIRBISHERIREEEAFSAL - HEHAE
BEEMBIRGRETIIHEASR (ethical decision-making ) Ko/ MEFRRAARE PUEEIL
FEEE A EAIELR ARV E ek 5 - NERFE S AR o B P R i < e
FLPREESETS  LURARE(E A ~ (B3R A -~ T81% 7 (assessor) EABZE# (regulator) 7£
ERARECRE E S ER AL S E(E 11) -

How to Use the Privacy Framework

A A/ @ 14
= :g:

Informative Strengthening Establishing or Improving a
References Accountability Privacy Program
bes M
i Y+
I%:’“ ‘-..‘
Applying to the System -
Development Life Cycle Using within the Data Informing Buying Decisions

Processing Ecosystem

N B Tevton 8 RSAConference2020
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NIST FRAFSAMEZRA BFERSCR - (272 NIST B E R B RE T EA
SAVETHIEN2E THE SRS AN A RAEZR B E BN 25 LHIRERLRR
Ko WEARE HEmEARB  a R AR B - Fas I RBAHR A - g hnINH
L HEARL% (California Consumer Privacy Act ) BB B E R Re& —f% AL AN ( General Data

Protection Regulation, GDPR ) % » DU r[{eth ¥ A B R T2 - KA

SUAIE AT ERIIGRE R ey T 5% i

=~ SINEZHERERE N e

AR RSA Eig I 700 A2 BT 5 R LU FOGERE G 3 -

FELRIE ~ W& DR FAFUSE) > i AARSHEHREEE 5G ~ IoT &

B R L B

o

(—) MBEEERE 5C B#

5G TTEN R EA ST (20Gbps) ~ (RIEE(<=1ms) R A] BB EE& VTN
A ] HERE)EREIRS(E 12) - BAE 5C 4HH Rt aH 4 5 AR Btk %
AT Hr ARV 4ERS )/ (Network Slicing) ~ #AG E e 48 ES (Software-Defined
Networking, SDN) 5 #2512 S HUHE B (Multi-access Edge Computing, MEC)SEIAE([E]
13) » FHARMUFELZEPEA Fy 5G M85 | A ZE L - FHBEH 4Ers 2R B ST
LRI VR - SR G R S — 20 DU SR T B B A S A Rl A A T (3]
ST 5G ERE LSRR (E 14) > WE s SRR TS E(E] 15) -

5G Features - Performance

Minimum Requirements Comparison
for 5G (IMT-2020) to 4G (IMT-Advanced)
Peak data Downlink peak data rate: 20 Gbps 20 times faster

transmission rate

for ultra reliable 1/10 the latency of LTE

Latency 1 milli

Connection density 1,000,000 devices per square kilometer 10 times the devices

[ 5G Performance Brings in New Use Cases \
High bandwidth,
low latency v From “connecting people” to “connecting things”

v Real-time broadcasting F1 race with a driver’s view & experience
v Mission-critical services like autonomous vehicle & remote surgery

Highly reliable

@I WORLD BANKGROUP

12 1 5G Z A EE R IE

RSACAnferanca20120

#RSAC

5G Security — Multi-Access Edge Computing (MEC)

* Move application hosting from centralized data centers to the
network edge (e.g. cellular base stations)

ACCESS/EDGE CORE CLOUD/DATA CENTER
G == T
e sere o Ml
= 1 =] 1 %:g
) (Source: 5GAA)

@ WORLD BANK GROUP VRAN: virtual radio access network
CEDC. bl mssnbiind aasbonb annn

RSAConference2020

& 13 : AL EFIEE REE



#RSAC

Threats (Actors Performing Actions) 5G Threats — Major Mitigating Controls

#RSAC

Same as in 4G New or Increased in 5G Zero-trust architecture approach

Fake access network node Abuse by rogue cloud service provider » Segmentation and isolation at network and application layers

IMSI catching Memory scraping in SDN Policy-based security management

Session hijacking Network virtualization bypassing Security controls automation

Signaling fraud between networks False or rogue MEC gateway Granular user access control

Abuse of lawful interception (Edge) API exploitation » Strong authentication and end point protection

Abuse of remote access Lateral movement in the core network Certification and compliance of equipment and (virtual) network
etc. etc.

@ vomrmwenove RSAConference2020

@ 'WORLD BANK GROUP

RSAConference2020

14+ 5G Hrig e A 15+ (& 5G B BRI ZEFITERIE

(Z) 5G{SEEAL : $t¥ CSP HUERNIRETE

HERIE SC RV L EMRIEEFEEYIA - PRET R 5C a2 MFE=E
G ? 5G A 2N 7AEHE - M8 46 ARAE 7 1£ 56 %

P AAIHI Al FEGHRla ? B EFEB RN B B bRV R E T BT ?

AHHEREAE ? S8 > DR L 5G 4% 3 # (Communicaitons Service Providers,
CSPs)H 3T 5G B3 -

sEE ey 5C TG 4G SR PITEIRTS » AT L THIIR IR R
NEHEE 2 B - WK E M2M ~ ToT R EImE#s - ST TEEH 240
EHTRAGS HEN BRI RS 2o 4 2 I - B0 4G LE 3G BHF,3G XEE 2G AT
B R 5G YaRERHMIZEREHL AG JERSEIPAARERTEE A7 52 » 41 SDN - Slicing
serive § MEC %572 1T $flifs AEaR4ERE - (HZ 402 HL & (CSP)RAIE T
ZINEZ BB FEER S B RS o #E DB R ERI 56 R LT K
KAEA RIS A A I AT E(E 16) > H 5G MR ASIEYIEL 4G 755
NSA(Non-StandAlone) 2254 2 5 (@46 5G SA(StandAlone)4gRE LR » A%
BRI > BB R INVEFTRE > 41 3GPP(3™ Generation Partnership Project)f&
AEFTHLEY 4G Je 5G B ZRE 17 - sEERT IR CSP EE UL 21 5G 48
PR o RS B HEE B 5G MR E BT R R - W TRk
)T 2 AR R AR E R o SEENELL 108 4E 5 F 3 HAEK 30 B3EEUFRER
RESEARHIAS FTZR Y 5G Bk Al sRHZ SRt EE 3R 56 B4 I
DEGIGESE(E 18) - S CSP EHIER 5G Ui un s Frd R 4ERs
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#RSAC
#RSAC

3GPP standard Security Architecture
4G vs 5G, a brief comparison

026 10 secury N |__56 securry_

UE i authenticated by 2 methods: Access agnostic security- network authenticate UE:
a.LTE AKA on LTE access and; Either SG AKA or EAP AKA' regardless of access type.
b. EAP AKA’ on Wifi access.

5G use cases & services have demanding, diverse and dynamic requirements

An authentication confirmation s sent (o the Home AUSF, when UE gets
authenticated while

Roaming
No authentication confirmation to Home network

Securtty Anchor Function
deployable in the networs

oduced to augment AMF securiy,

MME is considered a trusted node in the authentication process,

Permanent Subscription Identifier (SUPH) fs not sent in over the air in any
UE Subscription identifier (IMSI) is not a secret as it is sent over-the-air network procedures.
(Prone to IMSl-catching) (Prevents I catchers, avods fake eNBs)

Supports Integrity Protection of User Plane data, avokis

N Integrity Protection of User data, packet injection is possible

packet njection.
Core Network is not Sevice Based Supports Service Based Core Network architecture and better inter-
PLMN securty.
. NOKKIA RSAConference202!
Bkl RSAConference2020 Conference2020

16 © AERBAFEZ T KR EE 17 2 3GPP Z 4G B2 5G EZLL#L

#RSAC #RSAC
Regulatory requirements across the Globe How should CSPs address each security domain
Countries must consider 5G specific regulations as an extension of

Cybersecurity guidelines Proposed E2E Approach to 5G Security

Key recommendations/best practices

10T & Devices | siicing security
. = I5¢

nNOKIA RSAConference2020 NOKIA RSAConference2020
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2. S - EERIREE L E TR

Bt - HFFRIEES FCCID ~ (EHFM

BT AR - ELEL - YRR R E T REAE -

3. Mk ¢ AT LR K A MG ~ A E BRI » RIS - M BRBEAS
A~ BIEG IHIGE R S aR FEAE

4. oyffri : RIfEEZ (GBI ~ seBME R AT RITE) ~ ISR A RE A R AT L A (Y

A -

et T 10T FEmmiedll] - 75 Z A he B i = AR R A MR il oAk
AR AT B AR PRI TENR B IF S 28 (40 Android ~ i0S) ~ 4 H AR K API ~ 44
e LR Wil HURR T - ICEA RFE A BTV E R (G 22) - 5990 1l
S e B AR EAPIEC IS R U ~ IR REES ~ T LA ~ BORSRE ~ F LA

RV TR M R E R (FEE 23) -

H#RSAC

loT Ecosystem

« Understanding the holistic structure
« Help with threat modeling
« Understand related security impact

- Facilitate security testing

RAPIDF) 5 RSAConference2020

20 : ToT AEREZURELE]

#RSAC

Basic Entry Level Testing Skills

« Proficient skills
- Mobile application
- Android
. i0S
Web service and API
Network
WiFi

« Endless desire to learn

RAPIDF) 39 RSAConference2020

22 © f s~

(7Y) YriteEFEVE = -/ MUD e

12

RAPIDY) a0 RSAConference2020

HRSAC

Security Testing Methodology Structure

o-
-©

RAPIDI) 8 RSAConference2020

21+ B R R E

H#RSAC

Basic Embedded Testing Lab

« Flash memory readers
« Soldering tools

« In circuit analysis tools
« Magnifiers

= Hand tools

« A budget for what you don’t
know you need yet

23t E b = AT R R
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REHERER T T  GaiBeE NIST - ARERER= - REZEK
EFERFN ~ RBRFIR D S R RET S HIAE ToT IYERITEN - PURSE S ERdH ToT
FEmni ERVE LN o Gl IS HIs e (R - PRET e mn S e (o R I A&

(MUD,RFC 8520) #Mf:& - DABREE S ToT s ifr BVE I E i

FREADUERE R ENFA AR B R s I E A LoT S s Innkels
F¥ ToT WEZRRHIET AR GIE » DUSEEER I — e (E A E A A ER 0T
FEMAVEZRE « I 10T VB ZEEM BT EA AN A - o NIST 2 =
FFE o NIST REFRRHEB T2 — » SRR AR 224
A ZR IR B HAE ToT & HI 3815 NISTIR 8228 ~ 8259 J& NIST SPECIAL
PUBLICATION 1800-15A,B,C SFARAE Ko SRl 24 f¢ 25) LUFR Bt ToT 2 im B pe
[oT BELEHHE L 10T ELW I - PR 10T {8 B1E4EREs L E A H 1oT i

W - S LA TE SR S RaT s e s8R & imBla R e (U

HHEE

FEABZRENELR

3 Cybhersecurity & Privacy Risk Considerations
31 Dewace Interachons with the Physical Woald
32 Dovice Accass, Management & Manitoring Features
4.3 Cybersecunly & Privacy Capatnlity Availatilily, Lhoency & Lileclivensss

4 Challenges with Cybersecurity &
Privacy Risk Mitigation for loT Devices
4 1 Potential Challenges with Achioving Goal 1, Protect Device Security
4.2 Potental Challenges wath Actueving Goal 2, Protect Data Secunty
4.3 Potential Challenges with Achicving Goal 3, Protect Individuals' Privacy

5 Recommendations for Addressing Cybersecurity &
Privacy Risk Mitigation Challenges for loT Devices
5.1 Adjusting Organizational Policies & Processes
4.2 Implementing Updaled Risk Mitigation Prachices

[ 24 NISTIR 8228 fFA4EE

BiZRtE

By ToT EZ &N - —FROFEERENE 25

HAHEEEHDIREE

Risk Considerations

Why and how loT devices impact the
management of cybersecurity risks

Risk Mitigation Goals & Areas

Which types of eybersecurity risks matter for loT devices
& may be most affected by Risk Considerations

Expectations

How organizations expect conventional IT devices to help mitigate
cybersecurity nsks for the Risk Mitigation Goals & Arcas

Challenges

What challenges loT devices may pose to the Expectations
& what the implications of those challenges are

& 25 ¢

NISTIR 829 FZEAEEH 8223 FYRHEH4:
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ONetwork
Web Proxy Firewall Threat ; B
SRLI0Ny Hirewa Intelligence Operations AR

WAF & App Security Q Splunk > O Orchestration Analytics ]

Q Endpoints /74 - Data Platform l 3
O l A 2 gy .5 1 b

R

Cloud Security O

Identity and Access

" A5

Splunkﬁﬁ%% &“H@W@EPID\ B i
Splunk as the Security Nerve Center I

Optimize People, Process and Technology ¢

AB - RN EE
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USA 2020 | RSA Conference : https://www.rsaconference.com/usa

NIST NISTIR 8228 : https://csrc.nist.gov/publications/detail/nistir/8228/final

NIST NISTIR 8259(Draft) : https://csrc.nist.ecov/publications/detail/nistir/8259/draft

NIST Privacy Framework Version 1.0 -

https://mvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf

NIST SPECIAL PUBLICATION 1800-15A,B,C :

https://www.nccoe.nist.gov/publication/1800-15/VolA/index.html

[ETF REC 8520 : https://tools.ietf.org/html/rfc8520

19


https://www.rsaconference.com/usa
https://csrc.nist.gov/publications/detail/nistir/8228/final
https://csrc.nist.gov/publications/detail/nistir/8259/draft
https://tools.ietf.org/html/rfc8520

