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Sector Estimated Is Netifications since
{= 1650) (= 1642) entry into force
(= 358)
Enersy a0 94 66
T 30 &7 uz
Food o 180 w | 13
Water 230 209 18
Health - - 368 BB 1 63
Finance and l’nsuran:e 356 403 94
Transportand Traffic - _' 196 . 2 \ 58 y

1 R E R WE BB ST E B KR

2. {EEER A@%EF‘ SN EEATTE o e N et (e R o B
FEER =TT - R R RREZR SE YRR SRR (critical services ) » a‘%
ZH Eﬁﬁﬁﬁf%qjﬂﬁ%%ﬁx « B 1% TR E AT EEEE O R P A s
BHEREERENG - ERTEEIT T AR TS0 A | BEIEREN
Eﬁ%%ﬁ 50 B AL R - BISEIE Ry R SR ELBE AR - AU BRI ki
MEYE MBI SR ER AR (SRR RN
Thresholds of the BSI-Kritis Ordinance 2B ) » HIEREEER 2 Figs!
— o
(=) Gl EAREsNEERENER T
b RREERES A oy 6 THYHIR, » 3R R& i (Food) ~ EHEEH
(ICT) ~ BEJE (Energy) > B9 (Health care) ~ #J% (Logistic) ~ T3¢
(lndustrv) % HRESEEHERELEEEY > MEABEEREZ
BRSBTS E’xﬂﬁ-k%ﬁﬁzgjz WA A4E 1T National Cyber Security
Center (NCSC) - B ?FEEE%‘%EET%%DJ?Z%@ » AT R R TR s A
HERHEERE R - WEFRI TR Federal Office for National Economic Supply
(FONES) %5 R s FRERFRCATBTZElT (NIST) FRRTSEZ Cyber Security
Framework (CSF) » B AFAGTEN L » SERCHIE B A R BRI 2 B (R
BHEACE - R FRSHIER -
(=) HiEhfREalaERstlEslR
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ENe X REie SR A > BURFi#RE & National Cyber & Crypto Agency
( BSSN Indonesia ) » BSSN Indonesia {4/ 2017 SERL TG B BAEHT - &
EHE R ETER T 2 MR RS R . BRI
% T E » {{ci Global Cybersecurity Index, ITU FF/ATR 2 R BIE ZEaPLE#iEs -
ZER 2017 £ K 2018 F53 AR 70 &5 41 44 FREEDTTE 0 BT
AN REBM LT - BB AR SRR T 2T - 12
LA EEIEEEE R IFER, -
(M) BREE ENISA FTHAZEREERE
ErEEHA 2016 £ K 2019 4E453 BUET5E NIS Directive 2 Cybersecurity act 27218 -
IEFER-FERBEE #5244 [§ The European Union Agency for Cybersecurity
(ENISA) JEEHAY i T e e R e AE » THTH
FHIEIEEETS - (R ST B g BB A s BB T SR
BHERES TR  BI/MTais TRt RETEE s At - EHEB3E
B 1 B AR I A R B T - /ETﬁz’Iﬁﬁ%I 1THERR -

European Cyber Security Certification
Framework

Stsheholder
Cybamacurity
Cartification Graup
(5€CG) Are. 22

WP for Cerbfication
Schemay Ad, &7

Phase A;
Preparation of RWF by

the Commission ond I........mu
Issuance of a request to T pevs v ¥
ENISA l b i g AT W

chra sl oo | M
rigiienboll (1o troc working e,
- o Art, 49 [4)
o
(=l s

okt s LTRSS D N
Phase B: Curmein ot o3ie weemart umx—\ iy ottt EokRg e
Erdeg wrmmcor

Preparstion of & Candidate e ey s
scheme by ENISA and

adoption thereof by the
Commission

5 ENISA's role in Enhancing the segurity of Europe's critical intermation infrastruclures i
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Work Program (RWP) 1] ENISA $EHFRE5EEK » ENISA MRS TR iES®% -
BN AR s BiREmE R ERIT EEEIEEE » SRR EYETHE
FEZ REGR (AEA ~ EEEGE - basic, substantial or high ) #EAREIFERE
BORBEA -

() OECD HismEE,
488 FEE T EEE economic and social risk management approach to digital
security LS BEISE » ASCHHIZE Z B VT B B R B i B 52
ZiBRET - GERIRRHER %2 (digital security ) B EEZ &R AL BES)
ZER SRR TE SRR - Y - ALEE - 56 SR HigE
YRR » AR ERRE R AN TE 3 » SRR B ST
RAGEE R BIEE D YRS TR BB A AN RS R - A5
BETHERY 2019 SFJEERS °

National RIsk Assessment Cansidering ali
economic & social activities

Identified by the government
(with other stakeholders)

e Processes without which operators could not effectively
carry out eritical activities. Identified by each operator
as part of its Enterprise Risk Management eycle

The digital environment that supports the operators
critical functions along the value chain of critical activities,
Includes external entities and people and their relationships.

Assess & Treat Digital Security Risk (zo15 Rec.)
-+ Reduce, Transfer, Avoid, Accept
- Protect, Detect & Respond, Establish Resilience

3 OECD $firi e iEklnite

(7)) BABUTHERERE RERRER S AR ETRUE
HAEFF National Center of Incident Readiness and Strategy for Cybersecurity in
Japan (NISC) AR EH S ZXBICREENEESIH A EEZEE
BEEATEES » SRR ATAEIIREETEEET 2 EECR - BiFEy
SR TS TR TR o By T TS 2020 SR ISR TR
BB r BERE  SHAEATET A BEESESRSE - IEER
SRR BN EN S FEZET - |

(t) {tFEHZ S (Supply Chain Management—Trustworthy [T-Components and

Services ) iErH
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BX3 ENISA ZITFETE R « GRS EZEERE T - [bEAA
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Council Directive 2008/114/EC of 8 December 2008 on the identification and
designation of European critical infrastructures and the assessment of the need
to improve their protection (OJ L 345, 23.12.2008, p. 75){5% & S EIEERERE
WRMEEBIR PR BREN 51T ISR 2 AR (cross-cutting
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MERIDIAN

SWITZERLAND
2019

DAY 1 - FUNDAMENTALS
Oct 5 "?”]5;5;,@“72019
o) Li

Morning .~ Opening

-9-'00—16-60,? ~ | Report Meridian 2018 (KOREA)

(Break 30 )

10: 30 11 15;= - ‘Keynote'—e'l"h'ink Lacél Act Gld’bal*

(Break 15) o Federal Delegate for Cyber—Securlty

11: 30 12 30 Ice Breaker/Spe d Datmg

,_(l.unch 90) i

“Panel’1 ~ National fundamentals T

"| Afternoon

(Breaklsl) ; =

".Workshop lc

“Work. Shop 1alf'_

Ty '

'NGA"ORE ;' ].'-""'__'.SPAIN ;’; B

15:15-16:45 ‘GERMANY

--Natlonal Gwde for Cyber .

- "_Ident:fylngyour '
" “|'néident Management &

i : "?,'Reportlng

'-_'Rdi.lnd'Table Internatlonal Frameworks and (Standardlzatlon)
R '_lmtlattves ' RS
1630-1730 |

' GFCE, OECD ENISA

|- CIIP Capac;ty, Framework and Collaboratlon o
| Internat.lona[Standardlzatlon '
- Actlwtles ln thefleld ofC[IP

T



MERIDIAN |

SWITZERLAND
2019

DAY 2 — STAKEHOLDERS

October 16; 2019
Mormng Panel 2.—._1dentifying your relevant stakeholders
,"9 00 10 00" 'SPAIN SWEDEN FIRST/ITU
- lmplementatlon of. NIS Dlrectlve
N - Regional Experiences
_(Brealf 15) - Tech for pollcy makers
710:15,.-:,11':15,,,k,,;k.;,,,,Work -Shop. 28 “-_-___‘Workshop 2b ) Workshop 2c. T
o JAPAN/SPAIN | SWEDEN. L SWITZERLAND
'(Break15') : Apprbaehee te'PE'P- ' Cen'fer.c_nf.C_om_petence—__' Stakeholder Management
: o ' _ Settlngupthe S
- admlnlstratlon

-11:30 - 12:3(}

"Panel 3— Interna’uona! [n1t|at|ves/CoIlaborat|ons }
| WEF, Usa, ESTONIA

- Regional Approaches to Managlng Stakehoiders '

14:00-15:00

(tunch90")
' ' 1- Regional Imtlatlves
- - Cyb_er4_Development
'Afternqbn Work—Shop 3a Workshop 3b | Workshop 3¢
| GERMANY | smeRLA'ND WEF

SUPPW Cha'“ Management iternational lnltiatwes and

Vendqr, Buyer and the'Sta:te o

Break 15) |
( L } Trustwortny IT- , "'what thay brlng to ClIP Pohcy
Components and Services ' | makers
15:15 ~ 16:15 _Wrap Up
(Break 15') |nformat|on about Changes to the Merldlan Secretarlat and the Meridlan Web5|te

16:30-17:00

_-(Refre_sh‘ 60") _

End of Conf_erence




