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09:00 Cooperation SIG Newcomers session
' 09:00 to 10:30 09:00 to 10:30

11:00 Opening ceremony and keynotes
' 11:00 to 12:30

14:00 Technical Session 1 NIR SIG
' 14:00 to 15:30 14:00 to 15:30

16:00 Technical Session 2 APNIC Products & Services
' 16:00 to 17:30 16:00 to 17:30

17:30 NextGen Careers BoF APNIC Community Trainers BoF
' 17:30 to 18:30 17:30 to 18:30

19:00 Opening Reception

19:00 to 21:00

() %=H (OH NN HEW=)

. APNIC - FIRST Security IPv6 Deployment
05:00 09:00 to 10:30 09:00 to 10:30
11:00 APNIC - FIRST Security Technical Session 3

' 11:00 to 12:30 11:00 to 12:30
12:30 Women in ICT Lunch Lunch

: 12:30t0 14:00 12:30 to 14:00
1200 APNIC - FIRST Security RPKI - '":::;;::’;\::"ds and

LAABe) LTE, 14:00 to 15:30
. Lessons learned from RPKI
16:00 APNIC - FIRST Security Deployments

16:00 to 17:30 16:00 to 17:30

17:30  RPKIBoF 17:30to 18:30
18:30 Meet the APNIC EC Cocktail 18:30 to 19:00
19:00 ROA signing Social 19:00 to 21:00
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) Policy SIG 1 Tutorial: Segment Routing
09:00 09:00 to 10:30 09:00 to 10:30
Tutorial: Atlas of the Internet -
. Policy SIG 2 Creating geographical maps with
11:00 11:00 to 12:30 RIPE Atlas data
11:00 to 12:30
Lunch
L=t 12:30 to 14:00
AMM 1
Lot 14:00 to 15:30
AMM 2
Leene 16:00 to 17:30
18:30 Closing Dinner

18:30 to 21:00
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(—) &1EsHE (Coperation SIG)

ISR EFF AR TWNIC Bl TR T 455 « XEEFARKE BN
Bikram Shrestha » [ #3455 = S RETEES -~ 40235 Mie Mie Su Thwin -~ FEE]E &
Eun Chang Choi $t48ig =4 T/ » 5 amidrs S EEmE B TE RASMIEEK

a0 T iInternet Jurisdiction Emerging Issues and Way Forward | & 3 RHEE
F| > MR A A B R A RS ER R R R i Al - 1eER e - Bk ~ HEi A
MR Btz © WIS HIHERS RS EITE » AR ENA RS LAE L BT - MIREIRK
ieF T B NIHE e L SR a MRV L - B AR 2 PRE L &SR ~ s A\ HE S RS &
2FEEH - [ Wt iR TR AR UTE R AErS SlAZ N - G2k I Pirate Bay 49
Ik ~ twitter ~ K22 A Anne McClain ~ 51 B KPR RS IR AEES U TR EiAErs 5 A1 -

Transnational legal frameworks

Digital
Economy

Transnational
Legal Frameworks

—

[ 4 SRS EIEAE

Lb

(BRI © sE )

MR RS RS B TR —E TR FTRE AR FE R AV E
BUORt &G A /xﬁﬁétn%ﬂlﬁbbﬁﬁﬁﬁfpdlﬁ Z o [FIF} > AL (ELE R B
TR FRAHAHVRT - B RS G B L REERERUR BRI #E ~ ISP fh7E ~ EFEIER
BHEEIRN E%‘E*%T%%  ZITFZR B R AR GBS -
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multistakeholder

bottom-up model of governance X X X X
standard setting X x X X
operates based on contractual X X
compliance
governmental X X
sets internationally enforceable X X

obligations for states

5 X iHRIEIPEAHSR
(BRI « sEEiEH)
Eun Chang Choi AYzERH & " IP Address and Cross-border Cooperation for
Resolving the Cyber Attribution Challenge | » &7 IP firtiF BI4ERE S AR A LLR 48
PSRRI ERE o FEAdRS TSR T S AEE 4TRSS - ELE 1P izl - 24T
A NFEEAE TR P ArbiBHE - GrE T oRH RAALS 1P S {RdSRr T EL
JEFERY 1P iz ik HkBR (1P spoofing) - 554MirA DNS Hiki (DNS spoofing) -

IP Address Spoofing

Altacker
real IP: 1.1.1.1 Internet-Router

source; 3.3.3.3
destination: 2.2.2.2

SRR

source {spnﬂfed} 3.3.
destination: 2.2.2.

mw

source: 2.
destination;

trusted Host Victim
IP: 3.3.3.3 1P:2.2.2.2
(might be target of DoS-attack) (possible security breach)

[l 6 1P fir ik bR LR
(ERAR © sE )



DNS Spoofing

Client DNS Server Real Website

reaiwetsce AR AR
E —
=) 273
L

3. Resohwe to
2. Inject Fake
DS entry

Fake Website
— 2730

Attacker Fake Website

7 DNS {ir ik H R AR 185 B
(EROE - E R )

MBI R IE S E - RN B AENY IP ik ~ Gh= 5lAERE
F o WHEHRZ TG AN EGEA BEER - 75 58 A & 512 i & i
CERT(Computer Emergency Response Tam) » #&#k B ST &1 < (5 IP fir kAR
JUSEE IR ATENSE 2RSS - (RS0 — KBkEL -

4 f1) 22 3% Mie Mie Su Thwin L " Educating Netiquettes, Skill, Moral and
Awareness Developments of Myanmar | Sy - (48RS I 208 A S AR BAEES =104
40 Ry H A 4eEs (IR BUARE YRR - SRR EA A TE R - MG AT R4
pEZ2 It B B EEHAT -

HE BB R R B AR ~ BRIR - SUBDU I & B - TR A
HIG M ERERE ~ SURRRA ~ BRlliRE - ERERIESE - WIREIAI a0 o &R
[EIFEEE » DIERAE ~ e ~ &l ~ 070 HEAHE - KREE - IS A
EEIIABRII S - kT B AR B -

Educating Netiquettes, Skills and Awareness

Middle Schools { New Course Curriculums of MILELYEE ETET NS 5L

and High Schools Literacy
Students » Awareness Seminars, Workshops, Forums

Undergraduate Digital Citizenship and Smart Living Society
Students » Awareness Seminars, Workshops, Forums, Trainings

Cyber Ethics, Ethical Hacking

» Awareness Seminars, Workshops, Forums, Trainings
and Conferences

Graduate /(
Students

Public { T T Awareness Seminars, Workshops, Forums

8 BT EL AV AERE SRR
(ERAR © &)




Bikram Shrestha L/ T Internet and Jurisdiction: Nepali Perspective | fRE » 3=
JEJA R 4RSSl AL S - MtEkE] - JEJAMAE 2006 FEINE X FEF  EthEE
AR ke ICT JUFBRINENARARE - Rl BdErs N AIREERE - "R~ 2
—(E B Z FrREREEE - 1 MEBREUH . &1ERY 7= FEIRHt . 5 2 e A B BUN AR
M~ dFEEEEIAE R S E A B -

(Z) FERXAN2£EE€3E (Opening Ceremony & Keynotes )

APNIC 48 5= E i APNIC EC % Gaurab Raj Upadhaya £z » 2
1% F 0 2= 5 M ] B2 iz {X, 3% Air Marshal Dr. Thanapant Raicharoen - Kanchana
Kanchanasut - Morragot Kulatumyotin 1 5z APNIC E =& {T& Paul Wilson {{(Xf7
B

EFF= - WEEE 2 (T B ETEE I - 55— ;& Narelle Wakely » H
HiE Trustwave 274 RER > 55 {72 Job Snijders » HETIE NTT #&(T: IP &t/
T AZAT -

® HHEEN 1 HIREEE A TR

Narelle Wakely DL 2018 1B R A A TR 772 &= ( Commonwealth
Games 2018 ) Rffll - hzl %y » 2018 SERY R TEED fp BB ey ] 2Bk 3,500 & AS HEE
2,213 &/ NI HD FEHE 1 » {1 2 HN (G 106TB HitE & R AEEKE
R A S DKE: T RHELS | IEENES - AMEENREETAE SRR
PUTERYEHAR - Rt HEEETHPELA I ENAT - DUREFHIHRE - #
PO TR IR E - EVEABEERLEEGTER AT ) -

GC2018 established a new blueprint for multi sport games

First time a Challenger First time that Games Telco
brand has performed the and ICT Services were
role of Games delivered by the same
Communications Partner provider

First time all Games Services
delivered over one network

9 GC2018 Al Y HFE

(BRI © sE )
WEKE] > R L AR 1T AR —#l D > TR EFr—
ity > S ERIHEEE - BIIEEBHEL A B HER - AR
JaR SN o NI — TSR - felf L BRI RV E R R IEER
HEAEEWARTZER - BUFER - EFEES - #E0E EES EAtR
£ - FBAREE > BATEIRERMEEL - EEREBEEIFEAED -
A% > St 5 A SRR B R e - RS B SR bR e AR - AR A
AR EAEE - efE R e EEE o B E RSN AR - BE

SN RNAIE R EBERE U R B



® U 2 ¢ W R{ERHIERR R

P S AE PR ARG R A2 AR P B B R R (R E R B R AR R 2 Y
PRAREE NARR RAR - DA AR (R AT R B - RE A
EEE R R B e 25t A R B R RE ~ PR A AN G 22 Y, 24 /IR EE R
HPSIRAE - 5 ELERES A BGP (2{Las (BGP optimizer) {HHIFA BYRSISHR B A~
TE [Hgps R > DUERCE & #ER & (balance traffic) - #5354845 T AT ) FrERSH
BN R e R B R B EN (48R ) o BENTEED
MECHE - H TR FFEREER I REERRE R (routing loop) - 52251
JETHMEE R 7L BGP optimizer VT » M2 2 ER4ERSAERR A -

Job Snijders F&H! i {[El S g e piiall BGP optimizer e A=RYRTRE @ 1237
PSHRPAE (RPKIROA states) » FHPUE S C BHIELIRS HEIFAE - DAFIM A K]
Ered e AR ES - 2(8H BGP AR RS - o] DU R Z s8R &
A& 2 o Ryt (RS FH 2RO s (origin validation) fif{& B 17 Fr A 4 I i &=
FHIEZ2E > Job Snijders Z:5 a] {5 A pmacct & kentik FHJEFE=, (open source code )
K p Bl o

E——— 6‘%
Sl A Vview from AS 2914 | NTT’s global backbone \\y

https://mailman.nanog.org/pipermail/nanog/2019-February/099522.html

10 pmacct BHJFFE
(ERAR © sE )
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https://www.kentik.com/blog/bgp-and-rpki-a-path-made-clear-with-kentik/

11 kentik BEJEFEE

(BRI «© EEH)

(=) BEFAESRWE
® ERRAEREHYE AN

— B Ty EARER TR LA PRV E N - EAAAE R R
PRAGES B FRERR - (e B G AR IH S B RERRACR A IO LA 7T 30+ E5 B 8% #E i
(initiator) SIFHTT R ~ EFERE ~ MRS R HMSEASOE BTSN 55
[t (reflector) KRR HALAY 1P BIE1% 2 HAVR B slehSa e AT pHY -

Fo THETTRWTSE - B AS2522 H &5 H: Prefix WFALARAICEE) - M AT T
HREFE > WHHBRNERIID S BEERNEERE R EGEEE
it > ST EEAE > SRR E IR EE > PRI A NP SRR - A
KEGRY 24 /NGRS E SR prefix FrilEHVEFELIEHEISEME - P2
it AHE T ERERUE] 2758 (HEFEL - AUt ElHyEf 95% %y TCP4% Sy
UDP,1% 55 ICMP,IPv6 {7~ 1% - H.rft Fift TCP FY3EfEL 98% 5 T e TCP IRFFT
{ify TCP [E25 (TCPSYN) > 2%/ TCP IR#shtEsy (TCPACK) - sZ3HnlREfl &
W BEEFTIRREIEL > B R/ VENEMAIR Z 6 - & AREEHYE - R
—H BRI IEFE (sender) EEF A F] 10 (EEMEL - (HAIEE DVEEYER (host) A
AR MEEE -

11



Packets distribution: Sender

T T
# ol iomp echo request +

T T T T T
- #of udp packet
# of tecp-syn
/
[
£/ \
II 1
) K 1
] 1
' ' |

100000 \e— Many hosts sending a few packets

10000 -l

t ,l I|

10G0 4
.
I )

- \.\_/-: -‘u :.'5::

A few sending a LOT

The number of occurrences

] . A L
L 10 100 1000 10000 100000 Lx10° 1x107

The number of packets sent by a source

12 SEEEHNEE TN
(ERIAR © sEEEEH)
Lt eI =EH (security service providers ) 775 B2 tH A TS £
PR 23 (T EM AN IR AL IR » HA S 2 TR A R 1O RS A S F MU s
RS 2 B I ET L o /D B M S L E Ry B EE (Peer-to-peer ) #RASUI
BitTorrent » By 1 48 {37 B Y LA I 462 1T B BT B 0 IR AS Pt B, B4 RS il
SEE(T FH EL IR » R AT BE A RS B B S s o o 18 2 S AR T BT R -
BB R RN ERAE 0 THERTYRIREFEE (security service
providers) - ZEiEF A& T IP Fi#ETT TCP e sie & — i E N EBHE,
(EIFHEERHEN A E & Y TCP23 #if#ie (TCP Port23) -
® BGP HEE (=M
s E e BB R RE T i A = -
1. Bt 2&RR10 FFTEIIBVRRATT 20 (EE 2 EE R EE
ERANEE DU > RBF—EABNRIEENEREARE -
2. BITEBRELERENIMEB LG BILEA n ESH IEBEREE 240 5%F
LIRS 1P prefex VEE (length) > AS WREES » I H{ERHERSIT
( Cluster Analysis ) T H. » &g F2REG BT A& A BGP HYIEH 1T AELEFETT R
&5 2K 5 MEAE BGP R E 1T Bt R IE S EEmE A&y -
1 E IREE L RE ) 2 28 SR R i A L B AR & oy oK -
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3. =t (HEURISTIC) 5375 * ¥ BGP S & sl Ay rfest » 60 PG 5
5 (thresholds ) 7= TTAE B 15T -

BGP Z({EFEEIFEIIE > BEEIGELA(AS)TY BGP H: - HEBHEA
HTHY) AS 1S MSEIRES R > S8BT U s 1T B E RS B B - MIEE M E
PrEERY HFORHETT > R BGP iV E R E 2 E 20 B E AL
= ERY BGP 5 e i S 5 AT S A R R PRER -

—f&IkER 0 BGP & B T E IR E LR E R EF e EIE (traffic
engineering) > [fi BGP S fE LN E FHVEYI LA By T Hd Rz - (Rt
T fi#H % BGP YRR B B L SR - BT R H A BGP &
FrEH IR > BGP IV &M R EE ZRIEAINEN  (EHIEE DEHHIE
Hr&Eaf - FIHE S/ D E R E R K E (EaTsE BGP B E/ENYEH ZIEEE - Fr_Lalhy
Fefman - EHNEE AS 2RER - a0 Mr i AS BREAHATHY AS F R - U]
FHHE R A7 B =S ETHE Prefix AR AS - WL E ROA(RE H AR FAE)IRFER R
H BGP IR &R s & EME B S HAE B i i - (E 2T
B IR iR -

BGP E¥r&klmiiig » sEE TEIS AR S T ¢
1. AS BIEEE T1IUa ) (Valley) - Bl AS BEIEIEA ST AS &858 i AS FF[H|
FIHCOCAS » 2EKRERHEMJE (route leak ) °
AS BIEEERTE 2R °
ZRIA IR Y Prefix
ZHIAR IR A AS o
Prefix AU BEFUAIE S EKRERE & H 2 A S HY -

Prefix AUH#EEAI B ELH AS FTfEy BRI EAE A S -

SR IR 02 T8 T 2 P T 5 R SR A TS B S 2,
T NS BB HES S ) -

N o ok~ w DN

(PO [ R 45 4 e 4 B iz ik i T A M 5w 3. (NIR SIG)

NIG SIG H IV E S B ER A Es et MR RE S Rt 0 S8 ~ BUR AR
RSN - FEIL (R S MR L APNIC PR E R MRV S F - AT el T
Co-Chair g2 » HyEARE CNNIC 24 Zhen Yu 528 - PEE HHIFEE] KISA
iy Billy MH Cheon $E(£ 57 A - FEGEH FEIARE (CNNIC) ~ 27 (TWNIC) -
g (VINNIC) -~ gzl (KISA) ~ HAS (JPNIC) ~ EIJg& CAPJI) ~ EIfE (IRINN) >
BT IP F2 AS ERAZEC ~ 223 IP AHRENET & K IPV6 Bl Sk SR e Tl -

1. PEIAREE

2019 4 > PREIKEEAIRGEE A P 2E 8 {8 5,400 B RCR Sy 61%  {THIMY
PRAEES A P2 8 {8 4,700 HA S ASHEPRAEES H = 99% - i 2019 4= 8 H

CNNIC (1 IP & Ei# %y 1,399 CNNIC 17 IPv4 firhil- % 55 485 5y 331,880 (/24 -

IPV6 {ir kA% S WREURy 16,126 (/32 > ASN 1% 3488 R 1,013 & -

13



HEIRPEES4F 6 HERE IP Biabiale - thfe 7 H ~ 11 H 2858 1Pv6
RPKIAHEHHY 2 2 3 KAl SRaRAE - £ IPv6 33 [ - B2 2019 4= 8 H » PR
FEWEA 47,544/32 {5 IPv6 firtik - H2ERTECHY 17%  [E8F > B 244 [ IPv6
ASN - HETHEARREE(E 30 {i#l& 7 &l T LTE $Epkay IPV6 Fiek © (EERET
W > TEIER(E - PEREE) - PEEEEGEEEETE) LTE BEETEHE LE
teffhEaiE 10 (E{EH P 1Pv6 #rhbAkfs -

=

Haj TWNIC IP & 8%k 282 (& - H o Ak#HIEELL Co-location/IDC &% » By
64 {[& » HZX By Cable Modem - 25 (i - TWNIC Y IPv4 {ir b A%z 25448 Fy 132,578
(/24 ~ 1Pv6 {ir -tz 23488k 2,502 {[E/32 » K28 TWNIC & 5484 A IPv6
itk - [E0F > B2 2019 42 9 H > 2=/ IPv6 (i FH & ] FI% %2 39% -

TWNIC f£54 6 H 20 #5#2E 32 Ji TWNIC IP BESRERERE & - 85
&L - DL IPv6 A RPKI By 7H - B1FE 5 H 224 IPv6 ZLEHI4k ~ 4 &5 RPKI 2
BFillgk (5 2018 /£ 12 H& 2019 £ 7 H ) - 1F RPKI S F > KBS H
Eb#garst B A IPv4 Valid Prefix EE 51722 90.1%- IPv6 Valid Prefix EL {5172 95.2%-

. R

FREE AT AR R I [PV6 > 2009 AR HEENETEE VNIPVOTF » 2017 SEHLES IPv6
PRAR R 10% > 2018 AR EE 25.58% > 2T 2019 4 9 HEZE 39% »
PR EEREE 8 - 1Pv6 H 54 2,100 B A - [0 - St B B 2SS fe iy
B IPv6 MR AA DU S RPKI TAED - @) RPKI 1% IP firhikf%8% F - &

2019 £ % 8 HJEE » VNNIC HY IPvA firdib iz 324885 B 15.621 blocks/22 > IPv6 fir
iz e aE g B 72 block/32 K7 108 blocks/48 -

. FEE

Hp7 KRNICIP & 5 4L 277 {# - ASN & E 4t 693 {[H - ;% 2019 £ 6 H 30 H >
KRNIC B4 1% 5% 1Pv4 firtil 112,404,224 {[E ~IPv6 firfl k% 2% 5,253/32 {|& > ASN
HIFZAC 1,005 & - [FHFAE 2019 4E 8 H &+ APNIC A1 KISA iy API #E{TH]
s 0 WTHETTE 2019 FE55 4 FR5e R RS bk BT 2 de s -

EEN

JPNIC HA5 449 (&l IP & & - Hrp DIREUR % #(F 2019 4£ 8 H - IPv4 38y
By 391,819/24 ] ~ IPv6 #ZE580E 7,268/32 {# - H g 65%IP & B &% 5%
IPv6 fizhil » ifif JIPNIC 1y ASN %7715 615 i o - JPNIC FEfHEE) IPv6 > 2R
5% 1Pv6 HHEREE) - ELFEEH WA B RGBS LRI & ~ $HERGTA
B TAIEY;  FRF B EA AH S F > 735 IPv6 i H - £ RPKI H#EEf L -
IPv4 &R Fy 9.1% ~ TPV6 Jlas R Jy 56.8% » [k 1175 1S ER M| SRERAE e 4 HE
J& RPKI » [fE4h - JPNIC t BB &k - WP RERRY APNIC f2H -

. He

H 7] IDNIC-APJII EA 1,720 {H& 5 - IPv4 i3 5018 2 E 2,000 {F - IPv6 %
SEHERME 2,200 i {lH block/48 ~ ASN {E#iE 776 fl - H &4y IDNIC-APIII
EE4ERI%G2E A ROA Fll RPKI > [H]i IDNIC-APJII th/# & MyIDNIC & £ K&
REHZG  REGAEM AT EHBAILVE  BREELRFIRE -
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7. HIE

IRINN E A IPv4 #5805 10,883,584 ([ - [Pv6 F£5 85 6,073,440,256/56 {F -
ASN {EERIS 1,935 - HIFEAE IPv6 HYHEENFFH TR - KE VSR G EL
BRELIPV6 > EIEAE R ERE R 1Y IPv6 FRATR AL A YIRS IPv6 ELBIIEE 68.94%¢

(H) HEZ%% (Routing Security)

HYPRAEE 2 HHET 2 5 /a49% (autonomous network ) FTZERERY > HRETLTH
65,000 {f - I iEiEEIERERE (BGP) RIS & EHE - DU RE(E RS
AR -

Internet - Network of ASNSs...

13 HIGHEE RS PR S

(BERPRR © s i)

K& 15 {[H H )6 %4%¢ AS (autonomous system ) FiffEliAY default free zone »
(EfgE 514 65k HYE JE4ErS 7] LUE# iR (% (downstream relationship ) =5
rEftHY peer IYREACZEREE(E4GEEHY L  (reachability ) » IS KERTAVAEES
i & REE A TRIE AS - BGP ZAMr{S R A Frad A B &R E?BGP 1] IR
IP ik (IP prefix) ~ AS 5&6% (AS number) K AS F&#& (AS path) ZErciEEEE

B o EFI R AMRY RS & A IEENE - AR (ERERE) - AR
B HET - IRy T & B BGP EiiZEA FIRVER > 4808488 rs S50 (IRR, Internet
routing registry ) &\ sEERE#EE (RPKI, Resource Public Key Infrastructure )
ref B e RV EERE - IEACE S IP RISR BRI YR KR AS (origin
AS) k. AS & (ASset) ZEAHREFH AL - 12248 BGP /F RyEmiZEes Hh & s s

1% FHHY IRR HY#EE T B &CHE T FL o KAVES FH &R & f}HEE (RADD, Routing
Assets Database ) - [ 7 ABHVERY MRS IRR FVEHGERE » DU EH -

HATTZHY 25 {E IRR EHEEMEEAERE T E RS (40 APNIC - RIPE NCC
FORT4EEE TR IRR 5T ERD IS EKETA 758313 Prefixes HAy 79.54%
A AN YT - 7.73% A SRS R » HEREY 12.73%Prefix BEgEHY)
REDAVCHE » REEARTR IRR ZREREERS FHE AU T2 20% o DIAEPEAERE S S A0 B

15



AUEEREEEE th) (R (08 IRR AYIEREM: - 1t IRR BRI B REAE Bl Hgs A 5
Ba o WHERT IRR ERIEHEME R EARAHT— K Pk -

IRR Status across the Internet

Mmatch

Messing

Match

& 14 IRR Feat =k
(BRI © SEEHR)

(7%) APNIC E SR ¥ (APNIC Products & Services )

A5 3 7E By Advanced Active Directory Attack & Defense Technique F Anton
Strydom ( APNIC Product Development Director ) F#F » 4142 APNIC & i B IR TS o
NETEELTT
® Internet Directory

FRALEN APNIC S HEARSE T EWFEIRE AT G LAVER - Br DU EEE
HARH 1Pv4 > IPV6 F1 ASN Bra FI{E FHAVE R B3R ] DA T @ I e s i R e
A6 AT DA N EEGER A E A -

APNIC
Internet Directory = Summary ASN IPv4 IPvée 1994 ~ to 2019 ~
Summary sl
ASN Total by Year & 2 ASN Total by Subregion & 23
@Total O2byte Q4 byte O cumulative
16k
14k
3
E 2k %
.E‘ 1.0k o
g 80O (::)
7
;—(“ 600
'9 400 - i
||| I
o
Year
IPv4 Delegation by Year & 2 IPv4 Delegation by Subregion & 23
@ Delegation QIP Address Q24 O Cumulative

15 Internet Directory
(BRI - sEa )
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® HEZEEEFMN (Dashboard for Autonomous System Health » DASH )
BE IR A L

FIH APNIC t1EF2£49 (Honeynet) 5155 > nitHPFEEESHEIERERE
AREMMTERERTATER © 2 el S Mt MRES S I B (T AR FH IR % - HAT -
£ MVP ( Minimum Viable Product » &/ NEJ{TEESL ) FEES > 2% T B kil SSH 4
B R AR IR R B A S B A -

Welcome to your Dashboard for Autonomous System Health

T
v g = &= i
i :/o——. /:\ ::::;

16 DASH — Dashboard for AS Health
(ERIR - sEEEE®)

® NetOX (Network Operators tool boX )
NetOX Eil RIPE NCC &1ERIZ% » alimiE e — Web )1 = F 2 2L whois -
& FHARRERIE SEECER LUK S 7] DNS (E 5. -

17



APNIC NetOX = APNIC NetOX > search > 211.79.138.0 > 24

Search Internet Number Resources

)01

question: ease send them through using k button on th k
3. AS4608, 32,202.12.31.0/24

Useful Links
211.79.138.0/24 Search

Disclaimer
At a Glance Routing DNS Anti Abuse Database Geographic RQC Activity
Prefix Overview (211.79.138.0/24) Whois Matches (211.79.138.0/24)
Rot ~ Whois results (1)

S| Show more fields
tnum 211.79.138.0/24

1 more/less-specific netname NATIONAL-COMMUNI-TP-TW

Taipei Taiwan
prefix is visible
untry TW
nt-by MAINT-TW-TWNIC
This prefix is part of 211.79.128.0/19 announced by: statt ASSIGNED NON-PORTABIE

urce  TWNIC

17 ToolbOX ( NetOX )
(BRI - s i)

B _HEBEMRE
(—) APNIC-EZEHEE hZ2/NHiwE ( APNIC-FIRST Security )
KRHZ w48 T 2 EAERERL RS - & TERHT ¢
® Advanced Active Directory Attack & Defense Technique

ARFEEE ALSID & fird&E; Kenneth Teo #E77f##k Active Directory Attack
& Defense Technique 3B » NZ&HEZAIT -

Kenneth Teo 5t > Active Directory (AD ) & il 8k {F 3 Z2 4t N Y B SR 7% »
RN EZE 251 R85 L e 2o NEFIRY &4 BRI Ryl Ry 2o A (8 &Y B 8RR
i H SRS IGET 2 525 BT E N - ARG ~ 265 > S B e 28X
BREEHEEENY > HEARZFEAZENZ2EISAE N ZEGHEBTHENEK
CRAEDLREGHE AD - JRE BN 100% A Bl R4 TRES - (HE2A1HA 45%F %
T HAK R AD -

18



| COMMON SECURITY STRATEGIES ARE INEFFICIENT

100% -~ 57%

83% 45%

had an Information had a SIEM to collect

Systems Security Policy security event log
have been making have been using Active
security assessment of Directory security
their Active Directory related product

18 ZE(HFHERZ 2 RISE A e H
(ERAR « s )

ALSID A EIRYLE. - B HBHIRFEE T ~ AR AR - 50 (B DL EAYR
&~ BAEP SRR ST E T A RE AD -

REAL-TIME MODERN ADMIN RIGHTS AND
THREAT DETECTION WITH ol AGENT FREE SOLUTION
PRIORITIZED REMEDIATION PLANS :

PROTECT AD INFRASTRUCTURE INTELLIGENCE-DRIVEN

- ANALYSIS WITH
WITH 50+ BUILT-IN CHECKPOINTS 3 GRAPH-ORIENTED CORRELATION

19 ALSID T E.{g2
(BRI - sEa )
® Developments made by Thai Banks in Cyber Security

AFREH TB-CERT £ Kitisak Jirawannakul #E{ TR TR 22 2 88 R
B > NS

TB-CERT ( Thailand Banking Sector/Computer Emergency Response Team, TB-
CERT) RINL#EFE

> 2016 #FEZAHY Information Sharing Group
> 2017 7717 TB-CERT
> 2018 [y FIRST ( Forum of Incident Response and Security Teams ) & 5

19



» 2019 % & FS-ISAC ( Financial Services Information Sharing and Analysis
Center) @5

TB-CERT #@NE :

> FARARES 88 - FF - BRI TRERETIS
> HERERFET - EEEINEEL R E =

> ARARGE Y - BiFE Z PEREABE S

What we have developed? G\ TB-CERT

Process for
Incident Response
and Information
Sharing

Develop skills for
members, customers
and students (new
commers to banking
industry)

e L0

Implement the sharing
platform and others for
collaborating

20 TB-CERT 2B NE
(ERAR © sa )
s man e e (| CERT g R IIBASEINZER Iy T E1E, DU T &fF, FT*

T BN S EEINEFERN > A% TLP (Traffic Light Protocol ) AT A &R »
"EE ) B EERINE R - MR ENT R ~ SISk RESE B A S E -

Information

Information classification and its

TLP — Traffic Light Protocol builds Trust G\ TB-CERT

TB-CERT

I’ ) & )
_ Not for disclosure restricted to participants only ‘, ) {Only recipient}
——— |

!
1 —

[ 8
1
1
1 H
lo MY
12 A A
I
!
1 far; 7
1 | b
|
1
1
|
\

Limited disclosure restricted to participants'
organizations

D {TB-CERT member}

Limited disclosure restricted to the community

impact determination

Disclosure is not limited

I
I
I
|
|
|
: ) {Financial Sector}
|
I
I
!

) {Public}

~

21 TLP — Traffic Light Protocol builds Trust
(BRI « SR )

20



[ER - EEHIRE T B R ) WEEN - Sl EENE - TRIIEYSE
rEfERE S - BB T ZEE (B ACLECTER AR - &EERI5E
TPREEEFHBE R - HARBE Bt IR - B4R - SRR A -
LB P R EERE T« HINEEE R N ERGoRRE - M2 H b G By

(Flan = 5~ BLREIURIER: - FiFE CBELAE I DZERIEE -« fEHE
R ZAREAEEHEERGLE - BAAES - DURTHREZERNTIE
R EMIRE T -

I - sl St A = B ZENEITE N EE S - 1BBEE S
DS AREHM AN DR DEEES AN R HER2Z BN ER
FAAIRTRE - fetefitfat " 05 ) AYBKEER - LA G RREE - B
HENRF IR EIL - REERURGNE. - Bl ~ BEIMERE - PUk
SHEUCEINE BB FHE -
® Enabling a Mobile SOC to Protect Security Conferences Worldwide

A FEREH Kiran S Narayan (Cisco’ s SOC manager ) i7HH » NBHEZELIT -

TR RO ELET ETEE  SURMN D ERaHEsE B 2 2
g T R E Ry 7= E[ERE RN B R e — R 5 A5 T - A
B SR 20 T 2w G FIRST (Forum of Incident Response and
Security Teams ) fEE s DT HAM G 6 18w amnV 2 ie 2 2 P IR (T4l
EVAELE — R EE - RN E TR EN NS g®R P O AT F RS AR
BT [FRR R AREES - DURFTA S N K B VRN S
5 _ERIRERVE LR - #VA Al e EPE ek L E L o R it L5
BURRESSIFE EE - 35 A MM e R B 2R T A
e HISRIE DU 26 RIS O fJEL 2 B0F - DR R LA - AXEH 4
Mobile SOC #[I{r[3EfT -

- Mobile SOC Architecture )

CIsCo ; Monitoring Stack Conference Location

B ) Oy
Hffl eita tory
RCITS Network
brey,
q
|
|
e |
. i irewall
Aggregation S VPN to Cisco :
Analysis )
Playbooks [ Forward logs to Cisco
Log Analysis

GIR - Track incident in IR tool Creating Playbooks |

L v
- Tuning plays
Krieger — Automated monitoring Attribution

Remediation

Analysis :

22 HERLAE] Mobile SOC Architecture

(BRI © sE )
BGE G ERAFEZ 4 - ERL DNS ZORIF > MR AR ZES



B HEI LKL & ~ B E RN > 2B E R AR RN — R
HpEEE - SRl st B BB RIE o B bR K& a2 B AR E
Ui (CERAR S - DAET TR Rl - 3% R B 2 e A (U G o P s (BB AN LM 2R
=R AHET URL B & BB EEE - R ETRE (AV)5EAE
FHEFSEEREADTE (AMP) SR Z > fe & stE L2 e b g | akifi 2k A
> PEEGIRR I EAVETIR > DUE RS eaT e S e -

® Anonymizing Cyber Security Events Data
KFEBH TWNIC 4H EAMEIRR - WERHZET

Mek a2 ERIFERS - HENEEE - EfESRHEAIE B - B
EETPI o RS R RS L e E R R I B RE B A AR L = o AR
s EAEBENEBEERE (EEEb) Bk > s e B ] il
HE&ER- FR'm A MeER 2 i HE - EEE E 5T 7 DID( Directed Identifiers ) ~
QID ( Quasi-identifiers ) F1 Unstructured Data 25 =$F &R T4, - FH AR (RE
BRI R e R M W 7 S e - e A EE R B E R 2 R > DA
FIAA B FE FFIRST -

Overview of Cyber Security Data

|Unstructured Data
I

L
I i 1 r 1

ime User Agent Client IP Server IP Host URL
155] 896 Mozilla/5.0 €6 9 21 9 www., comtw wwy om.tw/news/firstnews/201511255011-1.aspx
1557 898 SeaPort/3.1 16 0 6t g. com g.ce com/8SE/413?MI=2D395A8DB17545E69B6CF890D5842(
155 . 41 210, 11 /web/Srv.jsp?passWeord = RuserName="
155° Web traffic logs com ww, ’.com/436465/Ja?hipangﬁfeé%bf%aa?ia 5%a3%alo%e5%b0
155 (6/20 cols) com gce  com/BSE/4137MI=6B1§A2T1EAZFACCPE2BAABSDISDT4
1557 906 Mozilla/5.0 68 46 21 46 char = T.comtw chat .com.tw/Detail php?ProductiD=18240528Detail=3
1557 908 Mozilla/5.0 11 2z 130 ad! om.tw autc corfl.tw/usedauto-infos-958600.html
155 909 Mozilla/5.0 21 1€ 9 mis com.tw mis. tw/stock/fibestjsp
155’ 909 Mozilla/4.0 16 22 1 197147 com Lyir ?fesizable=1
155] 910 Mozilla/5.0 16 00 2¢ 0 www com.twwy com.tw/fre= trial/category/295
1557 912 Mozilla/5.0 11 22 130 ad. .com.tw autc com.tw/usedayto-infos-958600.html

DID: Direct identifiers /

QID: Quasi-identifiers | Domain I I SI | |Encoded data

SI: Sensitive information

23 WEL AR Ed
(ERAR - sl R )

O k=2, QID= {Age, ZIP}

Name Age ZIP Disease Disease
| Jack | 25 637  Flu 20-30 500-600 Flu

" Chris | 37 514 Fever 20-30 500-600 | Fever
L_Tci”l _: 43 231 Cancer 40-50 100-200 Cancer
' Amy | 52 107 Cancer 40-50_100-200 | Cancer

24 Privary Method
(&R« dEER)
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A EIHIEIREE R R A AR A B AR PR - DR AR LS
REEMEM - MRS B BRI R - EEELISE 2 Ra0ME - NI R A S
LB RIAERL e B A H AR 5P B AR AL TR P A S
o {EERHY T A -

(=) IPv6 & (IPv6 Deployment)

AR TWNIC T & =5+ 75 255 Tanapon Chandavasu ~ Geoff Huston
Koji Yasukagawa - Nguyen Hong Thang—IPv6 Deployment in Vietham Jz Maile
Halatuituia SF 2 Bl » 77236 ~ HA - SR EEZ IPve S48k -

Tanapon Chandavasu 57 = 2= 45 - True SE[E FyaZ B A R BBfir A2 V& HISH A
rmhd 0 AR S48 = 1] 47 B True online ~ Ture move ~ True digital ~ Ture visions4 &Ef
4% o True online B R IV EHEIESE - IRFETE H DL Games ~ stream - internet 5
F o TREEfE IPV6 Azf - Ture move ZZEU5E — RATEIZES - THETEH (2020) 454
46 5G fe#s  True digital $2{it 4% ~ ERZFHLNS  JVF 10T figfs > Ture visions
AR A 4B GRS © BB NED IPv4 il ~ Kyl CG 78 » il EAMERY 2
BREgE DU FEF#EES - B 2012 F{HBHLGHEE IPV6 » 2018 22 TGN T » 2019
FEAYIE TR IPV6 QR E I -

Geoff Huston 2% » BEZARFERTEMN IPv4 ZEREFETRA » {H IPv4 1 IPV6 %
BT H A » £ 8% H AR & B B AS E F R % B B 2] IPV6 4% - (T2
ZFEEE G SUEEA P 2 mE 28R IPV6 » Mg EER LG - THEEE
75 WVHEREL " EREEIRER (Happy Eyeballs) | 5l

Happy Eyeballs

« An unconditional preference for IPv6 can lead to some very
poor user experience instances
— Linux uses a 108 second connection timer, for example

+ Applications (particularly browsers) have used a “Happy
Eyeballs™ approach

DNS Rewolubion TCP Vandshoke

\ \' ; A TCP saasion will b slaned n IPVE il
DM & and AdAA are fired off al the same here is & |PvE address record. I the

me — i the A response comes back firsl handshake is nol complaled wilhin 250 ms

Men he application wil stan a S0ms timar SGLM... lgclm... thedi an IPwil TCP session is also fired off
Lo wail for & AAAA response ’

AAAA )
Doy | Doty
25 Happy Eyeballs %5
(ERIRR - sERER)
HAA 2015 FEAF B SR LR &L T Y IP 48582 B g s ar IPV6 TH5T AL
HZEgKENM=KEEAEEH S - s/amHEE - IPv6 HBIHEEH -
Softbank & -1F 2016 4 6 HFF#AFEEE IPv6 A7 » NTT docomo ~ KDDI au HiJ43Hl|

23



16 2017 4F 3 [ ~ 2017 48 9 4Rt » (R = A (S EETEM IPv6 4815 - IPV6 32
IR 28.9% » T @i IPVE BN EY -

Simplified Service Network
NAT/Proxy/Auth

1) -
e -

% Service Node
H“NQ

>—@
Qs mw‘g Service Node
26 IPV6 LA B AE4%

DA&)HAN
0 A

(BRI « &)
AR IPv6 B EORMLAEZER] ~ HENACE ~ BERRE LU 2 B RS > NI
Fe fRfa jEe IPV6 » TR HY IPVE S8 TIEETEBMIBUR SR ~ a8 - (FREH
J&& ~ SRR R R s s VU T I T HEE) - DARFREIE) > T oy E (A (2011-2012 4 »
2= A HA (2013-2015 4 ) KEEHHA (2016-2019 4F) - &% 2019 4F 8 H - jlFg IPv6
EbEE 39.63% - EHLETESRI 2019 4EESAR - iR - B2 MBS N SR B
J& ~ BURHES) > FH0.E 5G ~ 10T FERENAZ > F4ME IPV6 -

Policies

‘ Communications
+ Decree and Circular » Online News (usually).
*+ Support (Tax ...); » Conferences:

» Mandatory (Internet devices;
Portal and services, e-
Government).

+  Official letters from Ministry.

* Annual Viet Nam IPv6 Days,
since 2012.
+ Other ICT Events.

Training

- 208'5;— 2019 (3 - 5 courses per Working visits, consultation
year). * Large ISPs, Mobile operators and

» 2008 - 2016: focus on enterprises. ICPs (yearly):

* 2017 up to now: focus on » Government Agencies.
Government Agencies

» Total: 1. 800 attendees.

27 iR IPV6 #5fE
(BRI - safEd)
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(=) BE 5Gs%it2 1P Hig &% (Designing the IP transport network for
5G)

TEARGRF > $1¥ 5G KEERHY IP 4p&aat #1755 » Paresh Khatri 5£%] 5G
I 1P~ EHnaEsE Vs 2L K 5G FHlmigrsavELsaT o MhakE] - 5G Hrak 5 20y {Hi
BE - BEBEAE - FEH8ImE - RN E R EZ tim Al (MIMO,
Multiple Input, Multiple Output) - & KEAZL Tl AfH, ( mMMIMO, massive
Multiple Input, Multiple Output ) - {25 - fEZE 5G K& » LR AR HTEETE
A RTHY = S s WS

zill ~e-
Growth

Potential

New Radio Cloud-native Growth in New business
New Spectrum cores multiple models and
More Spectrum Control and User dimensions: revenue streams
generation loT RAN re- Plane Separation traffic, endpoints,  for service
architecture services providers

28 5G A

(ERERE - EEEHR)
ARE NTT MY Bihn Lam SEEIES 420 & IHE Tk - BE BGP Bk
FE s R ERARENTT ~ R VA Z4R (stub-AS) H{HigrE - Tier-1 /Y ISP #:52)R
T HAERA HE S N MBS & 7E[E #F (Global Peers ) & 48 KHEE sR YRR 4 IR H (.
EHEEE - T SEIPE IR BRI SRR TTE - BB AL 1P (Prefix)
BASTATT Prefix ISR R0 » AR BGP {B1LiEs | AU~ el B R ErT4808
R H HEEGEIE S EEMBIIREE2L)RE (Transit Leaks ) 5 o

IN

Maximum Prefix Rate Limit

But Strict Demilitarized Zone

29 FeStES I EHIEE
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(ERAR © #E )
() EIRAshERE (RPKI)
® (HIFSHIHIR

WHSHEREEERIGIEFE Y] 1977 42 3 HFmasa it » [Roesatavagesiy B
HE I ER BT EHD SRR L 2N AE & F20 1991 4= BGP3 i#
aflmpE R Fe A —51 o 2RI FEE PR RS HYS e - A(FTEC B R A s 22 2 AH R
HE o

A 4RI BGP & E 8RR Ay 2008 AEEREMHHEE S B T N H B A H B FE
YouTube [MEIFFHEEHESTE » NMEFEDENTHEAMEAERE > IMERERIvHEA
Z 4t {7 HY YouTube °

HIB A4 (AS) T —(E Tl FHIRTER (prefix ) ‘B & 18 B IEHEHE
(AR IMIEE B = AR - JRE—(E4ERsE A B 2 A 4 pg
MIREST A A S — 7 B 2 H AU4ERS - S 2 AT A — =4 (tier one)4d
& L O] A R T Y — ¥ —FRH{% (one-to-one relationship ) - (K[t Peerlock m] DL
F—TEREERAY AS PR ES > 1 CLOUDFLARE A E[A 2019 4£ 6 H 24 H#EA
i1 Verizon B (5 HYET4R S5 F 1EE2 Peerlock 5Ff (R F BGP i A& —{lE 58 EHYHER
7 > BGP {BALBS RS R it A ks s Ry Eie - (EEH BGP E(La3H)2
EHEHERIVEFI N BN AR BGP Q&1 BFIY 44 « "BV B &R (more
specific prefixes ) “NJEAREFL(ELGRES > (& 0] iy _FFHVAgREFE L E 2 E RPKI FEE
Eafligs > (B A RIS R AL IV IE E1E - fa0 AT&T 272 2019 4 2 A F
ﬁH RPKI e 8 4% H I I g AUl 21 5500y BGP BRI E S - T Bl A g8 e

RS B RN GRS AR TR 2 o

Deploy RPKI now (Because tomorrow is already too late)

rrrrrrrrr -~ With filtering

[ —1 Mk OB @G v U ek U el B Dt 12 Sloairgsm US BMWeri U5  @bessraxUS M Newart U5 MrbA S @Sandoes US Seste U5

&l 30 %A SRS B AR R
(BRI - sl
® JPNIC M EIR ik (RPKI)



st A e s JPNIC AEHETT RPKI B— L EEgR I E AR LL?E%E.ﬁE’JTEﬁH%
MHE - PUEREES (H30 BURESHIRZAE (ROA) FAHRHHIEEER

—f = - ¥ 1P fizik#EA = ((IP address holder) & » 17 ROA Em;m 2
[m] PRKI Epgid 5 207 ROA » (it EGEHIS ROV A GLLE S IP Fisk
CIP prefix) > ZEEHEEPRHIFRILRBECK - sE & RS EH ROA Hil IP 48ht#A
HiRE F@@%ﬁx{mAZ%

Time frames

IP address RPKI CA ROA BGP router
holder cache
allocation / ROA creation Validation ROV
returning (few minutes)

Tens of minutes

or one day Minutes

One or two days

(depends on cache’s configurations)

& 31 HH55 ROA AHRHAE K THET1F SR pa BR A ]
(BRI s

& RPKI B AEARE - HERE IR By 1 RPKI ~ 872 ROA ~ &
é%%'é féE—'JL PRER ~ RS 884 -

27



RPKI customer journey

know check Create see
i ™ o W pop HD D

see ROA build apply
on Web cache - iRy » ROV?

J¥e 15
32 HHEE ROA MR TR K FHETHE S E BRI ]
(ERPOE - EE )
5e ROA K ROV 1% » [EHE A ICH IP gisk & 2 - FESHres i) (route

change) - WA 225248 JPNIC BV BN IEAMETE » E1E ROA < IPNIC RAGKHEEE HEE
ANERHEANIA RPKIHEERYTTYI » DIECR BGP 2 %74 -

Z=-FEZHERR/E
(—) APNIC FHRBURE s (Policy SIG)

EXE P i APNIC BAREBURE#H N ERETTCFEIE > " The
Policy SIG charter is to develop policies and procedures which relate to the management
and use of Internet address resources by APNIC, NIRs, and ISPs within the Asia Pacific
region. ; (APNIC EriRaTEmamtE HAER $1 ¥ oo K& AT APNIC ~ NIR ~ ISP 1y
IP &R RAEFIPAR R ) » JLEE internet address resource | AV » §%1&
R A T internet number resources | o EL i APNIC46 2Rk Ha5% Y Prop-125 ~
APNICAT FERL L350 Prop-127 F 128 {35 B -

A amie et 5 28 » Hrp 2 ZHESLRTE APNIC 47 & 2 g% - H
fit 3 ZERNFie s - SIRFRZE iy -
® RE 124 EE_EIEENES (Clarification on Sub-Assignments )

ETTe R (APNIC Q2T EIRECR ) 55 2.2.3 &i¥] IPVA/IPVE 15
IRIVTEENLIEZE [ 2 E SR » Z RIS BUEHBURE > 158/ 5 E RIS R
F o IPvA HAERIE] 1PV6 I - 1P frik HIFYEEEIRESEE VPN BRICE #0K - 15
TR R R EEEN - FR RIS E e 2 - FhlE IPv6 (RFC 8273) Hy
HHABINUEE -

G T RIS -

28



® (EZ 126 : BUHECEAIEMEF (PDP Update )

BIEEEERTH APNIC BURHIELFEE 4 & > HIEEAKHEEREN
S8l A E (mail list) FERTAAEE - DIHEE I o KL > #Ed-F
R BERIF I BOR SR a5 Akl & 2 i LR - [ERFS | AT Rf&h&E |

(lastcall) - EEFE EEFECRSHAIE BRI AxEEgEEmER4
R IR RS R E A -

APE [N - &R Policy SIG 1 APNIC & 5 gy s | 3% > I
B ESRE =R L i#EIEE% (general consensus ) | 4k T FHES 5% (rough general
consensus) - AGELRE TORHES SRR ) AVSEEEER o ik 0 EEBEBCRHIERET
tho BEHI_EEREST o DAREVERE YAy

GEA 1 RJESLE
® FEZE 130 : BEXHEESR (Modification of transfer policies )

HAil RIR [ERVSHEE a2 IPv4 (izbFl AS 5505 - EIHEEEE HAVIER X
S ANSEDUR » 8RR AR e BER G a6 - IR - BEERZER
ARDEES > FREFAE RIR AERAT RIR [EFSEE » G IPVE 7B & ER -
GEAL ¢ ARJESE -
® (R 131 : 4REEEEE IPv6 BLPR (Editorial changes in IPv6 Policy )
BRI 1PV BURIETZEREEE - HIWERMIERA LZHSL
FAALRFBER AL -
GHAL - R -
® R 132t fZHE APNIC FEN RS SEE NI RPKIROA (RPKIROAS
for unallocated and un-assigned APNIC address space )

iETETEZETHE APNIC Ry A7 S Ar kil 22 fal 0T ASO B8 HZR T (ROA ) »
LIf# 7 Bogon &5 i - 42 APNIC AYEHLT » Ry Rz sy iz ik 2= [HEE 17 ASO ROA
W > MAHE 22 FRE A E = & (advertise) - AIE#AECE T, -

HAT - A ROA BYIEILT » 1228 Bogon G#ffac iy " fEHE], - (H
HHEEACEZR AR (ROV) HEA S SR #5017y JROA > APNIC
Ry HEHIHARZ S 22 MIFTERILAYATA ASO ROA » iR EE -

G R -

(=) 7EEE&H (Segment Routing )

WEH 1P g P E IR ES AV T AR ER NI HAY 1P 84k - DI E IR
R HTEIES LAY RS RS R E T —(EES Y ~ EIREEC/ A © 281 57 e
(segment routing)ifi & » EMEAEHEES T Z HER L EHEEANRVERE - (HIEE
TSR & ER 2 B B AV ACIR R AR RZ B AR R T SR A& el —
RS FH 5 ZUR B [EIAY -

T Ees HR R 2 e PR aisci . (Multi-Protocol Label Switching) -~ 275
SRR SCHATRA T EHYAEES T A RITRG A DAST AT EF B N RVRRERT T IO ~ PR B
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=REEE o FBIEEE AL, E (LDP, Label Distribution Protocol)ERE Hy 224138 6
REELEE AT FERA (% (Incoming Label map ) S EEMEIG » 15 Hgs A1 o] FE AR A
A AR E T HH B o LDP MRIR R PSR H AR E L > A EOR &% (traffic
engineering) o NgEMIEFH FFE TS HESELE - LDP Hh Ry AV E W
TS HEs P e IRy > (BRI RRAY RS HHEs P A Y E%EEET?B?E%EB%%%?E%
1) FEEAT S —EETE A A FERAIHZETENESR e EERE K
ERA RPN -

LDP: traffic forwarding

Swap 400 Swap 300 Swap 200

for 300 300 for 200 200 for 100
192.168.1.1 124 192.168.1.2 124 192.168.1.3
Payload Payload ey =
1234 ) P2 > P3 1234

Payload/ \Pay’“"
dek)ad Payload
N>
PE1 PUSH 1234, 400 POP 100, 1234 C PE2 ‘@
192.168.1.11 192.168.2.22
e

P4 PS5 Metric: 100 PG
i 192.168.1.4 192.168.1.5 192.168.1.6
Packet destined
to PE2 amives at
PE1 All IGP metrics are equal to 10
unless otherwise indicated

33 RS E T EC T E R EREEE

(ERERR « s )

F—{E MPLS Fr{ ] B 495& i s P2 Dhae oY 28 51 5 3 s B R THE T 2

(RSVP-TE, Resource Reservation Protocol - Traffic Engineering) - f#E®LE 4% EE

b %M?gﬁﬁﬁﬁ?@ (LSP, label switched path) {EIEFL{CEHE 2 HAVETRE - HAHIRE

A AR - BEELAZEERCNER T AT HEEERHR

(reservatlon message ) rHCERRAEE - EILSHEETRAVIRGE » BE 2 EIE A
TEFS -
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RSVP-TE: traffic forwarding

Swap 666
for 777

Swap 555
for 666 for 777
N Lo X

192.168.1.1 \gd 92.168.1 192.168.1.3
92.168.1 Payload 192.168.1.2 92.168.1.3
555 —_—T
1234 P1 P2 P3

| Payload /
. P_»ayload V 777 Payload
y PLUSH 12 S »
CE1 PE1 ) U“;'séz:“- 1234 _pop ( PE2
Payload 888 999,1234
& 1234
1B \ / 192.168.2.22
P- "
I,/* ayload / =

P4 PS5 Metric: 100 Pé 1234
Payload
s 192.168.1.4 192.168.1.5 192.168.1.6
Packet mapped A A
to LSP1 Swap 777 Swap 888
for 888 for 28 All IGP metrics are equal to 10

uniess otherwise indicated

34 [EREIRTEE foh e SR IR E

(ERPOR - #EEHR)
71 Bl FH 5 FH ARG FH (sourcing routing ) AURES: » EMEIHVACERR T EAEEMEL

KERIFEHE BINAE T EEZENESS AR E B AN TS 1 — R &R
('segments ) 7 B FHEL B B A5 B (S Y BRI ATE 486, S i 2 5 T AT 40T L Sk 245 1
RS - DA SRR A AL o ) BRER HH—BRAA R AR EL H 1Y 2 (s
(RS PRS2 BT — (B PR 1 S - E RSB TIETERL (node) B HSS (link)
HIERER - B LUE S DRAT U 22 i PSSR S iR B - DU R RS8R EAYAERS
SR o 77 S FH 2 M PN R A T 1E (IGP) A B FR SR & Sy i - Ui (s F it LDP

5, RSVP-TE A B3 -

oy B R {5 A S H (sourcing routing ) YRS, - EMEIAVARIEER T EFEEE
REHIEEHEBINAE T EEZEN IS D E R AN FTE &N —B Y57 BrE
(segments ) o 47 B & sHE & A A S K A BT B AR, S 2 B e A AT [ sk 28 4
(link) FHEAER - DAL R 42 BEREEA S o S ERRg HH— Bt e 2R B 5 1y 2 el
TR AR TR Y N 1 — (E S ES ACE F  BE4YEAFIEREL (node) BC#EE
&5 (link ) A RIRERS - o] DUZE R U 2 0 BRIk 88 A BT > DU B 2e K
ENVHERE « TR R BN IR ERE (IGP) sREHAEE i - S EA
At~ LDP 2 RSVP-TE 2REFR o 73 ERiE EH Y E 3R 1] LU DA RS A IRRE R eaF
PR R{RRY (centralized ) 5 - DIFI4EREES AL -

(=) {gpiE 4 (Atlas of the Internet - Creating geographical maps with RIPE

Atlas data)

RIPE Atlas J2 B HI4EES AT ] 2% (reachability ) FY2EREERE - A LR (LR
IRFHEESSIRAE © RIPE Atlas §8E8 A R EERVER S I A B & -

RIPE Atlas £t (Probe) /N~ USB (ILEE NI SEBIHYREAG (- T iim 14
SRR P TRS thES Y ZOREEES - DUETT A EIRVHIE » IRt B 1 485 RIPE
NCC - 2 RIPE Atlas 88 HERE /T AVBURETTH%E - PREMERVHTIERE /) »

31



HIEE AR EIREH F 1 (host) B¢ H FHE HHYANEIMEREE - PREFEL
{7 ping - traceroute > SSL/TLS » DNS Z &M -

S—EENEER S E s (Anchor) - Esfies NEFFIERET - Al DUETT
%t HEEULRYEM » WA A& IS A R A A n 2 2 B EM(EE -
HAsE VRS B ER ST (Probe) —% -

Probes and Anchors %

35 RIPE NCC fiirfsf F & HIRTER S EALE Grims
(ERPOR © s
RIPE NCC 2 {it—f& i FHERIZIRELD T ¢
1. FPERE 2R TE48rs 2 nT 2 (reachability ) ©

Looking up Measurements Results ¢

® https://atlas.ripe.net/measurements/

Wanage IPx ped A5 T Anghyse Paricipate 3 Gex Support Fublicaiions Abouk L
- W¥au are here: Home = Anslpse = Inbarret Measuremests = RISE Atlas > Seasurerects
Measurements
Srarch by racgei v Seart ArgSatus b IPelnE 8 | Alipes & Olalime 8 nn
Traoe ke DHNS HTTF S NTP WIFl Bultan Anchoring
i Type Target Description Prabes ieerval  Tiene (UTC) = SEAl
IFTHSER Ping WA PR PinE Mo LrgeTsien? 10 Waw, 1D, N et B orall  GE002017140E 0
Hever
IITHSET Ping 18515245163 From seripl for labercy chisths fae Monilering L) or-ofl (E-08-2N71358 O
Hever
IL5L Ping 123202054 chack unicom 1 oreoff OB-0G-201712:57 L]
OE-0-30 7 14000
SZ7TES5S Ping  rl.adlde recasi-itnet From script for btercy checks for Montioring E ool EE0SI0N7 IS0 W
OE-0G-2017 14:00
J2TAS54 Ping & nlrecastioret From soript for nsrcy chiecks for Monhcring £+ ool BEOFIN7I3E0 W
OE-05-2017 14200
ITASEE Ping  J001€aR3Rck 20T 00 00:FF Ping & BLUE mpssurament o 2001 5ak:38ek 2017 0000 FF 956 or-ofl  OE-0G-2017 13:450 ||
0E-05-2017 13:55
1550 Ping 20071 Cal 8ol 2077 00 00FF Pingd measurement to 2007 Dall 280207 F-0000:FF a5 ore-ofl  O8-06-2017 1342 u
02083017 13:50

36 RIPE Atlas #HEH & HI&ER
BRI © sEE )
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2. PR > SR H A R A A A S ] RE A T R R
3. /] RIPE Atlas jRRERR A AR AT B e lUE, - 5% Sl nT L OF [E] B 1 T B — A -
4. 1w DNS FRBER A B ERE

Available visualisations: DNS

®* Map, colour-coded response time or diversity

g§ - Q : u
,‘-:g);ém (J e V NZAKISTAN e g
- W, b °

® List of probes, sortable by response time

DNS measurement to nsl.opteamax.de

Prose " RSN (e » AN v v T » Mame * Peaporas Tree
[—
e

EE T REIE

1 B8 48 2% Al B 3f

r

37 DNS Z St L &M R
(ERARR « sEfR)
5. JIE 1Pv6 HfE -

RIPE NCC Tz SEES R BEE - WAeEaE RUITE fLai R itlEl - Bdg TR
FIFRALSCR - SeftRetac &R RIPE Atlas i = 0] LL{H A 221 RIPE Atlas 44 i
TEELAAE - EEHERRIAREE S EEHAEENEDR -
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RIPE Atlas Overview %

Web Interface
-
“_ - - - Probes
Control
API
User -
. L Anchor
Data Repository
CLI
. I B robes
Y ¥
Streaming

38 RIPE Atlas Z2f# & &
(ERAR - sE )

(PU) APNIC £FE 2B EEHE (AMM)

AMM 2 APNIC £ 88Rk B9 0 [ 7 H APNIC $h{THIZE & (EC, Executive
Council ) #& HAT APNIC =30 - AR GFHSIHGR IR A L5 R EE
& [ERFEHETE B FRBINBERIR R - HREFKRSHEG B - 54h ) AR
AAM 715ER% NRO NC ( Number Council ) 82 » EIFE4R I B R]#52E - AMM
FERAEREERBHA T ¢

® AMMI

APNIC Sh{TH & E /e85 APNIC Bl BAIHERE A BLBRAYRCR - FE37
SR B B i R (AR 20 APNIC £HGE B &3 - fF £S5 AZGET1% - EC Bita
T > BT WBESR > FRthaEiES @R LA R EC F1 APNIC
Pl i T RECR [ g

MWERSTE S ~ IPv4 ~ IPv6 81 ASN FEFHBIBESETERETHRE > [F
IRF 2 Kz APNIC S2HEH S TAMRBS Bt ~ H ATIESamAY S THECRGRRE » S5 MIER
HIE AT APNIC TE#EFTHYSIH TARHEE ~ BLH SRR BIPRAH &S - B Rl R
REFRE R H i APNIC {23875 EAVSEESUN -
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Global Engagement

ICANN APAC TWNIC Forum;
ICANN 64, 65; DNS OARC; DNS
Symposium, RightsCon Tunis

. e IETF 104, 105
o , PAM 2019
» A . "
' Nk - GSR 2019

PITA 239 AGM and Conference

IGF MAG, ITU-WSIS Forum 2019,
APT WTSA20-1

GFCE

APNIC ()

39 £EREL APNIC H & {ERH (A H B
(BRI - s

el TWNIC B RFEHITREM IR APNIC EC iR » ARG HE T
#er APNIC &% 2019 £ 6 HIEHI#5 ik BUSBhAC ok - MHREI B s BR S
foan ]

Key Measures at 30 June 2019

+ Member growth close to budget — 399 vs Budget 414
« Operating Revenue $39k (0.3%) below budget

« Expenses $126k (1.1%) below budget

» Operating Surplus $87k (19.1%) above budget

« Fair value surplus on financial assets $2,020K

« Full Year Operating surplus forecast $106k

« Financial Stability measure at 16.25 Months of Operating Expenses

All amounts in AUD — Australian Dollars

#apnicag apnc 48

40 2019 £ 6 H Jex LB A5 e o ol S FE A
(ERAR © &)
[FiF > NRO T2 B g e G Tl Ty BIETZ B NG - B
&~ MBS AR TE S - SR G Rl R H st i -
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th

® AMM?2

£ AMM2 th > ERZ(ir R T 77 A JB4S4 5 XAV EE R EEE - {52 Cooperation
SIG ZiREMHAETEL - IPv6 Eeffi o S Her sy < (EEF . IPV6 H AiHYEE
FREEFEGX - FEEtIEE APIX (Asia-Pacific Internet Exchange ) 157 @ & {&71
NAF APNIC 50 A g infir 283t » BeU R R e RiEShn - oARZ R o &t
ERE AR ESE -

O SEER

» ARG HEVENE R AR S NIRFEN - $EEEEERE - IPv6sEfE - RPKIHE
8~ Eal L e U HAAEES 2 R - MERFEEAEIPALUESEET ~ IPV6 ~ RPKI
FHEET R MR - [R5 IOEE - FE B pTaRais & i s
DU S BREE 3R - A B A & il e e PR A A B B B EUR

* FEAKAPNIC 483 - = E S BT HIRATET| - B T EREITWNICEERFETRE

HEHEE(EAPNICE TZ E©@Z 5 ( EC, Executive Council ) i F#fIPv6 Deploymentis;
2 TWNICEI# T E T 45 & (F-Cooperation SIG T A » S im4aRs & uEfE s TWNIC
IP4H = BAARF I I EEPolicy 5 RV EL[E £ R A » SR R EAPNICE HRIVEZIS K
FHEFAPNICHBHBUCRHE 75T o > 15 e 2 B B A B N B no AR [ 4 s &S 2
Y A ER N - WENZEE LIRSS SIS -

~ IE KA B HLAE 2 AT S TCooperation SIG » W DAAEER B HERE Ky TREAAEITAOM » B
St e an A E VB M o H ATAES LR R AP T EGEREY A0S A > 4ERSE
MR HEEEME - CH MRS TR - SRS IRE ERE - I e RS 5l A E
Wl B S BT s ARG - TEEX TR - BB TR BEVE R EREE - IS
A ERE A B — B R MBS BB eGSR & EA TTRE e - KRl
F R RSB AR - BEMES BRI R N IR B 2% -

» IPVEIEIT S RAPNIC g VB M T (e —BtGHRLSHEE » BISF k&
B 7> 5% B HEED S B IPVETE % « BEESE R » A/ DEIZRFIPVE Y] Fs Bl R 4ha T E TR
g o AL DASPEEE THERRUHIPVEET - {HEFIILAPVA ~ IPVEEEIING 1T R T - E 21
ATEA e SRR T o N & EAR I FERL B RE RS A E B S A F IPVe S IR
5 AL > (el EEFE TR IPVe R fERE & » FETEAS S IR IR AE S f ke T St AL 1L IPv4
ZIPV6 > JNEIRELMERFEHETTHY TAE - DIAERERERE AN - sESiEAH R A 2 — e
A BB IPVEAIPSIRET -

- FEE AR 3SR H i R B & IS VRS SN = B W19 TR TSRV
DI A E EE N Ao ol SER IR R - IS ERE Sk 2 EH o HArff
A SR - AE B 8IN% - AEFER L 2aE - (Ha S8 & A
DIAEHIEGNT - HRTER T ARV 2RI - BB P BRI E A % > IEER
FERETH AR » ENL 2T #HER - {EAXAPNIC 48E 3% » M EL/NEA
WZEE G HRINS - B A S BLAE S 2 4 e i DA S B e A e BE AU FT P HH Y 28 5 Tt
TE IR AT SIS -

- AR VER FH LRI E 0 BREESGRE (BGP) ZREZNHE - BGPEH G4
PSSR RS & AV BB A h - 45 R4 T BV A E O =0 R s B4 TR
MBS H MR ~ BRI EZ 2 > BERAERERHE > EE5EEH
FLa o Fy TR ERE - ERA AR (RPKI) SERES » RIEARK
APNIC 48 s 55X EL BN R 5 © MIKEEE TWNICTE I A - W E S HE
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+ -

AN

7

BIHEE BTG 0 HAIPNICIREHERE . - AR =B EF E HEEIRPKINFE T
ROAZEZ % ~ ROV validLbfl - G Fr4ERH = % BIRPKIZERE -

Eall - BLRTE—EHED - BRITEGIERF S E LS - BAEZEEMHI L
SEFHESN o [ERF A EE TR R R > DR RN ~ R - BRI T
Fy o TEARR LG E F » IUCEZH A FEF R e SR IR e » FFER
LEIRCHT AR ~ B R 22t E R R EAEBIEERE U AE
EEZRES] -

EiZ 2R ENR  DUF ARG E T EEEREETE K » IREALEREATIEE
[HFE RSN - FHERINEITE LT K » AR E —E R E L HERIRE N FK - AR EH
BHEGEZHEE  BRTERESASEUGE - EHEES14h - FEH TB-CERTAH!
Kitisak Jirawannakul 7/ T 2= B sR1 T4 27 2 a5 s BH > sialE 8 T (S, A &1F

BLENTZRINT » DI FREE LB BRI E L THERRER » 2 &
HIEEREE ~ 7 FHIES 2T B LS BESEEE ) BRI ME ST &% BB (555 -

* APNICE LIPS ~ BIUR R B - EHEERE AL E UBMERE - A KAPNIC 48E34

Rl S A SR M PR RY  EB S E R/ MR R - St EE AR L
ToES R HAEE N A B R N ST 1y S BROR - R AER LM EE
SfRHIEE ~ B ~ 2R E > (Wt FE > MGt Ei beiss - BIUEE)
ARG T H N EARAEF N - SRR APNICE R St -
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