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2. Risks and challenges in digital banking
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2R > BEET B SR B RHE - SRR R R
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TINS5 < RABAARS 7 2 B 02 Y Lt
BT EE LY
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ZERE > fRHERITHE R -
QEgFe% A s
SHEMEGAEFERZAVIRE] - 40785 0RG ~ EElU& 2= ~ By Z 775w i 5. > DBS
PEHIBUEEZ (Agile Audit) » DUEIE H Aif i EREL 2% 58 H AR 2 3355 < Y8 F Adgile
Audit > FTLUET -2 A B BN RS AL Z IR & 1 - T ARG R B 2 &l 0
2 HZRAWE BRI B TR - Jit - BRI THEBIN SIS 2 =51
g B EE A WETE RSB Z TH > DIECRPIETSIZI H AT
AR < RS 1] U SR T b B B A AR -
AERE T
PR (4R ERE A B R E RIS g2 BRI P EIRE Ak -
R BAESBRESE > WA F R (h NN ERRERZ A IR FRAVRRSE > St
EE YA HA -
B.28 TAE 7=
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FEE R &8RS 2 S0 - BTN = H A% TIE_ LA
HEMETE K Al By I - BT H 2B E bR i B 81 brGE 8T
Ah o SSERHA H A a R B &Y T E 4 5F e R E A E bR 70 A T E (PORTIA:
Portfolio, Obligor, Transactional, Integrated Assessment) - PORTIA {424 T $R1T
WELZ KYC &R - REHEEN - [BRUEE) - H5ME MERENFHE -
ATDUEBZ () ~ SEE % P el —%(EF 2 AR E LR TSR R E R E
afl o PORTIA {5 IR R [F] Y Sy Afr e s L A S b s P At ~ $2 0t EEhrr
A S 2 L R BB Y BAGRE B b R M - SR bR aERERFGE -
PORTIA &5 il S80E FI 7 b E AR A% < S TEREAZ AR & ~ e B & BRY B%
SRS - LU B S T Z g
(4)DBS FREAEANILILEE - FEF S CEO IR 1R B e s = Elhar st
L NE SRR BB HER - (R IICE—ElR) - BESr(EGE—E
PH&R) SOy EHE RS - [N L Al K& Machine learning FY#& e (e (s EJH
S ET Ry B e TR AT AE
(5)Cyber Security 7 & FEERHS K7 254
Ry T INFEIR S NS Aeps U 2 Ji %y - B SR TAE Cyber Security 2 B FRIREE
b BE TR EPER B B AR o DU TR TR [ T B B el 2 By
M - B HIE SUE L FAE RS BB DR K AR P - BRI TN 48 T HB 4
ARSI EE 2 RIS R AR R LS THM ~ B ~ TR ~ O R BIEEE B -

(COZENAEFTRIT

2019.09.03
® A | EFTIRI TN 1T

(F:E% + Colin Wan, Chief Operating Officer-Group Internal Audit)
FAET 3 RE ¢ Audit Analytics
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g o Z SERVBIE
2~ N
DEIE AT IA
A.2015 FERRIGHETT » e A E R A E EBUR T A 7= DL 10% R H A
2019 FERIFH AR FRBIR T AZ ELER S 2 70%
B.#%5/I[#61% & (Champion Program) - ilf; e FiEf% 2 Sk = EHE
()40 {mT e ST 2 28 A PR S B B &A% A B A B8 A
ANF
OFRZEGHIR TN > AL TAREDS - B SR RN
@AY E— L EIR (12 £2) K E BBk 550 #4FEtx B TR ol
PR ER/ENE) » #Efn %4 Champion Program 5% 160 $4224: » 2018 4
B S8%HYEIE ST ER A 5E K
B.2UE
OHEAENRBIE S > NAERACRES L 40 Z{EEIZE ~ 1,000 (&4 > #
FOEMRREIRE & - HARSBIZRAVEE AR SRR - 40

wEER
@ AME— BTTR AL BIRE - MBS E RIS BdE (raw data) - &
A 80% A B AR E -

C.EBE LG
O B R HAE P P HHER(E 2R
@A BB HAET > SRR A R fE R R AL
FCEH RG> WS H I AT RERR R © IET1ECE - TIREIRE &
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QEIE S TIEAEL



AT EL B EAR oA > FBITEEREEHRER ~ 217%F & - AML »
MUREX %4 (fetz A B LEC 5 BE S A N E R ST ) HE S
[EE e 2

B RS I AT A1 <2 I 2 (3 P R\ o0 b7 (0] - PR B o AT o A (2B 7y
TR BRE S THA R 1T R BRAR ) -

(Q&A fFH

AL figr predict ?

F 293 Ky on-site J¢ off-site ik - FHoH on-site {4E e & lHE R ERE A
A B SR e A E R - B trade finance 2 5 A AX S R AR 98 4E
SLH o off-site AIfRA BN ESESE KA RN R ZEmE - oI E
B P2 S EER TS - HRTEEFEE L ER A AML ZAHEH
Z AR off-site JEH] -

BINTE B ZZR ?

BEEEOR | B EE R T (data) ~ FE % (audit) g E e (risk) = TH & 56w
S EAE AR -

C. &S ¥4 255275 (Machine Learning) .~ £22¢ 2
e S E R A B s BB S B R B R E S - EEREEN
7 > RIZEE ETERC A AIEE (rule based) i Ryl B, > BN Hak ke /b
HR R -

D BB e E 2B ?

WIHIE B/ NRIR B - SHROE 5 S 2B - RIAES S KR B2 iR
— MBS - 1753 hackathon ~ 22 AL KPI K BhiERZ B 5E iR S i s 5 -

(Z)ZEHEEIRTT

2019.09.04

St - FOESR TR 1T
(F % © Lo, Jiann, Chief Auditor ASEAN Cluster ~Fu, Jasmine, Senior Vice
President)
b 58 -
1.Internal Audit Methodology Overview

2.Internal Audit Innovation
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AR 2R TR L 1T AR Ry L3 Z RERZ 2R - M B 5 1 I s %
TR - B bR - FEAErr fole s S > LN TAE N B FEIX
Bl JEHE G - SRS IR SRR S RAEREA -

2~ NERY
(1) L (A1 FE 1% 4w (Framework)

B PR &
(Risk Assessment) # (Audit Needs)

 § \

it R Rl
(Audit Plan) — (Audit Response)

’ Rlsk Assessment AUdlt Needs \

Business Bus_ine_ss

Monitoring Monitoring
Audlt Entltles (AE)

Audit Plan Aud|t Response

#DriveP mtw'a&fmngz

()& s L e
AE ST BIR NE L AL AR A E] - e 2 BRI R BB DIRE AR B2 & T HG
REFT RS RSP Tl (Business Unit) ~ Zh&ER!(Function) ~ 2wl (Product)
T2 Hll(Process)<s
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Product/Function Country Head of Audit

Citigroup Level Risk Country Level Risk I Composite Level .
. . Cycle Requirement
Assessment Assessment | Risk Rating ¥ a
Risk and Control Drivers (18) .
Inherent Risks (12) Control Environment (5)
_ _ _ Composite Risk Audit
Risk Drivers SME Drivers

Outstanding Internal Audit Issues Assessment Cycle

Size Risk High (H) P h
Outstanding Regulatory | s g montns

Strategy (including ethics Basel utstanding Regulatory lssue N -
and culture) OQutstanding other Third Party lssuss Medium-High (MH) | 24 months
Management and (including second line of defence Medium-Low (ML) 38 months
Compliance Environment issues)
Personnel Low (L) 48 months
- e S
Processes, Policies and Ei Ou[s‘ta;dl:lg Manavtglemen: s Self-
Procedures inance ssessment lssues
N . N B Magnitude of Operational Losses
Vulnerability to Fraud Anti-Money Laundering resulting from the Audit Enfity
Cutsourcing Technology Environmenit
Reputation Risk and Model Risk Emerging Risks (1)

Reputation, Model and Data Management risks are not standalone risk drivers. The implication of the existence of these risks is
assessed during scoring of each of the 12 Risk and SME drivers, as applicable.

B.H&EZ B G2 & AT 12 HEA R - %8 LEREERHEE
=T AlsaT 0~4 51 -

Strategy

Size (including Ethics and Culture) Management and Personnel

Processes, Policies and

Procedures Vulnerability to Fraud Outsourcing
Risk Compliance Environment AML
COE Drivers Finance Basel Technology Environment

Each of the Risk and CoE Drivers is scored using a scale of 0 to 4.

Cscore | Desorption

0 Mot Applicable
1 Minor

2 Moderate

3 Large

4 Substantial

C.Hr & 5 HIZERIN T AT EASIEEE®R - BRI S 7546 T 1~4 53 Z 1Kk
Impact of OQutstanding Internal Audit Issues to the entity
Impact of Outstanding Regulatory Issues to the entity

Impact of Outstanding other Third Party lssues to the entity
Impact of Qutstanding Management's Self-Assessment issues to the entity

Magnitude of Operational losses resulting from the entity

Each of Measurement of Control is scored using a scale of 1 to 4.

1 Not Applicable or Minor
2 Moderate

3 Large

E Substantial

D. &1 2 75 B 5 1 [ b (Emerging Risk) i BL 0 20 1 3 38%41% » (484 FE

W

11



ORI O DI (4G

Citigroup Risk Score Citigroup Level Risk Assessment

0.60 to 1.25 High
0.50 to 059 Medium-High
0.40 to 0 49 Medium-Low
0.25 to 0.39 Low

E. B 0¥ (% > F6#% & (Country Head of Audit);f=5 & it g &5 BB 5 JE
RV TEREE - W AR b Fa -

FREIR SR AE ~ dE PR (REEUER > HAE 2 RS 3 Ry 1.5
25~ 34F ~ 45 o (IHEAB PTARUAR RS B M - AT gt R E TR 2

)
Composite Risk Assessment | Audit Cycle
High audited within 18 months
Medium-High audited within 24 months
Medium-Low audited within 36 months

Low audited within 48 months

()FErz 1T (Lifecycle)
A &zt E (Planning)
O 8Lz B FARBR BRI B 8 - CHERT A b B A A
FIREERTT - Do\ B 4 [ oy AT 2 KRR A
Q¥ FHRBEIE AR AT AL B TR - RS e DU R S - W0
1TAERMERE L (DEA, Design Effectiveness Assessment) -
O &t EHFITHR(APM, Audit planning Memorandum ) & Ja iz {22 5 e
& (RCM, Risk control Matrix) -
B.E & (EE (Fieldwork)
OH P EEEZEFEEETHUMME (OET, Operational Effectiveness
Testing) -

12



QERZUF S IHGR - EBLHRHZERS T E T aw ST - WEMEE T A TR
FFEEAF N (Root Cause) » HHAMIEE RS EIGREHEFT 2 B A, -

Q¥ N E iR FE B E PR B HERE i1 T S AL I E T % » MRk SE BT AR s
sl ETETEKH -

C. &% #HtE (Reporting)

O ENERE=UsZE 5C - AfL © nREE R (Concern) ~ #4: JF [N (Cause) ~ 524
% 5. (Consequence) ~ S %7 (Context) k l43Z 4K 5 (Commitment) -
QOEMIREMZE TR Z BB B akat ST - AR LS T
= 43R A E %(Sufficient Assurance) ~ #3542 (Room for Improvement) ~ 75
[ (Limited Assurance) sz ig (Insufficient Assurance) =g VU%g -
D.ZIM TN HI =T EAE FeAaT AR &5t B 90 HIEK - Hp&EETE K
FH EZIEESAL 40% > EfZH SRS 20% -
(A BRK = B R EE

A NERE TR B RAVE R e ARSI 1% - IKERIERE 77 f Level 1
~5> Hrr Level 1~ 2 EHEEREER - FER 30 KIFIRASERK > Level 3 5y
90 KA - Hex Level 4 ~ 5 A2 A BB HITHG -

BEMNTEZE R > EEBRAFE 90 K ZSEEHARINSERE @ I HFgfZ BEAL
AETTHRERY -

(5)FF4& EFEF% (Continuous Auditing)
AN ERFERL I B TE 2E A5 ER 45 7T EL 425 (Business  Monitoring) DA Kz % 1 i
JE\ b AR BB SR b SRS VB AR A e B SR 55 T RE s HE T RE ]
R ESEIE IR 2 FEfZETE -

B. 017 5% %5 BE #2208 B % 7 9 22 50 Bk 45 SR 112 4w Y #7 %2 (Business  Monitoring
Quarterly Summary)% - 52 & 46 2 B baat i ffasS R ATzt ST
BEHEETZ -

CRHAMRERZ R E ST Z INEFERX RIS IR & - ST 7 TS 2EHIRE - #5H
TR M R A IS A 2 ERS TR A > DUS ERERZanE Z S -

(6)FERXELE &5 (Governance Reporting )
A NEFEZIE R T2 B G MR SE B A P e e BV R RS SRS N

13



KofE 23 HFFE (PR, Principal Risk)f 9 THE & HAEZL(RGF, Risk
Governance Framework) -

B.23 7 £ FJ b (PR)Y AT RS E [ 1 ¥ 2 B PR BB A e ik 1 > HL o 5
TS A - oy G — (18 & B BR {1z (owner) » 3% BRI HTAE Ry S5 — 4R R
SR R E BT - NEIERF L S BRI A SR R - e
T EE AR b & E A

C.9 JHJE\ e & BEAEZR (RCF)jeE 1 (5 W ~ AR ~ sl ~ 7AEE e
SRENTEE b ~ (FSEE b RS ~ (SRR TR E R E bR IE H DA —IH
BB - 11 R e Ra Tl A Z AR - TR E R R T Al
SR - WIS — R E R SR R E A P IR SRS > ST 8
B8R LSRN BT IX P il 2 &5 - 5N EFERE SRR T ST S R DU
pe g EEES - R R s -

(7) skt zs A (Robotics) K i#%28£2 7 (Machine Learning) 2 %# F

A L FE B 12 e Z #1017 45 b & GHE B & 48 (AIMS, Audit  Information
Management System ){e it 7% » % 2B A E =S ~ Web GRS EH] ~ 25K
P aBEAERE - IROER M bRarAS -« 5T EFETE] -~ FeixEiT £
RIEVERAZE

B.{EHEEE A EIFEIZ AT (Audit Innovation)

QT R EIR BRI R E 2R - #Et BB b iU R &E R > 7]
BEQHIRREE - IRTT B (S -
QFMEE FIAE R AN - I 2 THHITORE - PATRBIFERZ A

ST -
ONIREETER AN BB BRI - DA ] 5 R b 737 R Bl 52 A BT
ZEEE -

@7 BB A] By SR RIS R HA AR R N > L5 BE T

(P9) 25 KPMG
2019.09.05
® 23RS 1 KPMG (L3 : Lem Chin Kok/TE & AEZBEFI X4 > Lead of Risk

Consulting Business)
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® ffi5f =/ : Technology enabling Internal Audit (Data Analytics)
1~ A

2~

(15— £ Z R HAE £ E R bl 5 5 2 ARRHRRE > 55 al (o AlE R
At U Ry (1] KPMG el 5 s 2 e -

(Al PR EF A2
AAl B AR R B R N TR IR~ [HZ S B R 58

Ecsiilian
B.#CH L EREIN S > Al A ATEZEMER R R LR~ E B Al ZEH 2 HHE
Je\fgx -

CAEATR b Al B BB — 0 H A e B i LA A

EE L]

(DKPMG #¢fffi 2019 FF BRI THERGE B &

AgEt A TUABERRTERE - EISERNEEHIEN ~ BON/ R ER/FIRMN e RE K& fr
H (5] T B e R HY PR ER - 5 T F 5 TR FE AR BB R A B (digital and
technology related) - #1HE(F(FPS) ~ EEBEENE - BARGRIT ~ (AR
L (R ~ B EEE S

BRSE R N SRR B R VR RS E E a(E AR - WREE

B o {50 FH 4 25 2 (8 B RDE BUE (S At MR = - B A [E]R
HCETEIAURE - SRATZR DR ST B TG & ~ PRI E R
=N — TR 2

Qi e R E A 8% I EF T 5% G M
A2 BB EHED - IR BU SR THV R R &5 5 %
T RIE A IR BRI THYES

- DR T R A T T - AR ARSI RS L R % 07 U
TTESTEEESR -

SRS ENE BT RER - AR SEEVEE AEE - K pull
payment ¥t AIAVEERONVEEAEE - FrAlE= 8 S AR
& > FHETEIBCRE K -

-SRAT 7 A8 B R TR A ORI T2 > 03 v B Y 58 S i N <2 2 PR
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B -
B. BRI A B E E IR

OEAE RS -— TR BRI - IR ARG E R Fpa B ETT - ANt m]
e (R (PR B2 WP ~ s BE B AR ~ MEORIAS S - %
SHUEHE N HEhEE - (B tha ok - ORI ~ SEEROT
KT AR FH Z S oAt (E— A AV IS ) -

Oz E ZEA
KPMG H JLERIFI 168 A 2 8 e > B E S Rule based
Analysis > BTl SRFE 1% B DU E -

7= FELLEY

Rule based Analysis Al & el
SR R B R TR R E R T IR EE > W FE R P REH

% AR o A B E R e W+

GEmRENE B BINHR gie Akt A AT A
AR M ERE AT BT B SR R AT R SRR
B EENE - SRR R A HE R | BB =(Supervised) %2552 VS JEETE
Y52 5 (FE AR5 S A 5] AR ) R i #(Unsupervised) sS4

®Supervised f#zsE3
{&—4H “correct answer” Bl FEITELE » DIFHYSDIRERYE 25 40fE—
A FER IR BB 5 B EORAY level one review
tR e B n LIRS R BB\ R s HIET ER R B E g R 1
FrARIYREAR - (B0 HF(E R B ERR)

@Un-supervised %322 % 0] DU REATATEEAY L IE Al - [N Ry ERRS i 225 580
EREN AR - AR il A\ TR AHEE - IEEE 5 —Thaetk
T35 B3 55345 (Group different customers) » HORFESLER -
B TRARE T R Sl NERIE BT 00 M PR EmD -

C.KPMG f2 F it KB Fafam s ot 54908 ARF 48 L Y230

O =38 o H A FR B —(EEACHR IR AL (B R » 2RI R A A2

—(EFRHEEE RICEIAIR © RGBSR EAEEE A TR

16



DIREPR 2 SRR H IR AR -

@ % 7 38 R FL A e B R o AT B g R R R e SR o A i R (B e
@) BATTEHIRS] BB AR RRI R A SR E HE RS A Al
DI R U5 i) (correct dimensions) - fRFARICE AR -

D &

OHTIIBGRTT5EE1E Al/Machine Learning 2 JEA] ERRSEBInSD - EEE(E
FAEE FEBg 34T ~ TR R BRI ITH - 1 2 E R AGR NRE £
Al FIFEREE R T 2et: - HUEAR S50 Al B i CRE W HEE A S
JEZREAR S BUR) ©

@R [E 7 #4E Rule based Analysis > Al/Machine Learning B]{F£ A JIEi%& ~ 1IE
ffElE ~ B 2iH ) b B e R BhSRITE T BRI - BN HEH AR
EIEREI DIHECRA R © R SRT T4 T R Sah N ES R R 2 EA -

(Q#Es 2

AfR$E KPMG 19 " Singapore CEO Outlook 2018 | #i+5 » 92%f1y CEO 27 B
BRI BRI AR N AR =BT AR - 42%H A E] R RAEEs 2
2 RRRANERENRKEE - 555 33%) CEO R E gt a2 AIRE -

B.KPMG #fjit 2019 488 2 ilsh 2 THME & ¢
ORISR R IFEZ TSRS
QAHRAE ATyl = Tk (R B A [ B 2 A & AR )
Ok LA
O TR E & EUREIn K Y4 |
O FfE MG S INE EREZ
©FSFLBLAIE - HEFFSARRERIUESE —RETRK
OHEFRIRIL R S m Rl PR Al AT ES 22
® fitfEdgas Epm g I
O TIHEFEEAE
OFFERE SV -

CHPEELZE L MEMNIRE E IR « R RYHES - MR A
B2 (man in the middle) - S Fd wE gk ~ o X EUAEES Y S N EDEE N
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TEAIRE -

H R RE AU S 70 BB A B R 2 ~ REHUHIGRERE ~ W5 E

Al R S F © Ry lth - EL DRI SR i 28 25 /Y TS (prevention) #8515 {5 M

(detection)F1[TfE o

D. A ESFERZAE SRS 20 2 Py 8 2 A

Pri&R

AENEE

Vvl

F—iE
SETS R IT TheE

-SEFEHITIE DL risk-informed B LR
-WERE T B B R R AR
BT E 2 JE SR E By -

B -G > EAEARAE ~ BUR AR
IT & HEIhRE -BRATRERRIRR TR - R S B
-BE R b
F=E LA S AR A
B - EE GRS E A

(AR AT 3 R RS I ~ Bf
TRIRFGEREDK - NERRERZ LM H T E4Ess
e\l e T R T R R RIS G g
Y REATSERE )

AL SRR T I &
BRI A R T TR -

(F1)25h PwC

2~

2019.09.05

et © PwC (F 5% © Andrew Bronshtein, Director, Risk Assurance, PwC

Singapore; Kyra Mattar, Partner, Risk Assurance, PwC Singapore)

b £

1. Leveraging technology to empower risk-based auditing

2. Risks and challenges in digital banking

s AR

iy

EETEE]

5| #REHYAEES R -

(V)&

A YERS L IR

AT AR T SR R SRS B A IR ARRER SRR S Tl - IR R E L
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Feftis - B

OHEEMEE =717 app TR T IR EEcr B S -

2017 £ 5 H » —{#4F “WanaCryptor fyE ik iasE5e NHS (J2[H B R f# x
F) o MRS E RS BN e S Y B e 2 i 2, P B RGE R E B T
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