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NEW FEATURES

New Dataset: C-NSL-KDD
Add new cluster features

1. Assign the nearest cluster C;, i€ [1, 2, ...

d(x, C;)
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2. Euclidean distance between the sample x and the cluster C;

d(x, C;) = \/(xl = Ci1)? + (x2 —

CiZ)Z +o 4 (xn - in)2
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HIERARCHICAL MULTI-CLASS CLASSIFIER (HMC)

> Adopting the divide-and-conquer strategy based on top-down hierarchical architecture

P Train single classifier per class: the target category is positive; the others are negative.

Trend Micro™

Intrusion Detection
e e Deep Security

and#onitoring

Firewall

Experiment Design

Measures: Precision, Recall and F1-measure

Flo 2x precisionx recall
precision+ recall

IC3 2019

C-NSL-KDD Dataset

Dataset comparison:
Train 7 machine learning methods

75.3%

HMC approaches
Performance comparison:
Compare with 5 methods

78.0%

Feature selection
Feature comparison:
Ablation analysis of 43 features

79.4%

10.7% | U2R & R2L
Improvement of minority class

33.6%
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