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number, TRN) - LOSF % % 7 :£{7 RTGS # & » @ %> RENTAS

FF-BFORFSEEFEEIK - UE

\\\?{r

Erg'j S AT c A
o B HEEAT A LOSF 2 4 AR X FEH > # LOSF 2 4 {
:x 5 2L LOSF % % o

@ #= EI AP %

® 2016 & 9 " x* SWIFT 2 4 &% - 3 2 i
SRR

AR ER A FALT

® Kk BT 150 20022 3 AHRE - 2 F b AR ST A G
[ B AT -

WACOFF 8 &R B AL W FEP T O Ry  BUAPFRFLIT = 0@

21



2. 384 H AR
(1) * % pim

BNM #-8 %6 ;2 &4 G %44 5 412205z Bk
B RBAR ML N IEAL R EAHIRERE D ARE

pIe

HiEi&e g A& A F+2 33+ 08 (4o 1+ (prepaid
card) )» £ H#+ & 7 5% + -~ & tk+ (charge card) % # &+ (ATM +
(debit card)) -

35 2018 # R A H1 E ki

wpae |REPEW | EE | RPEEK| EE | 52| 4| Rt
T (s | EF | FH) | £F | PawW | 2iEk | (%)

f E 14,319.06 | -11.2% 101.4 | -14.8% | 45,284.8 3.2 -

-+ 1,352.25 1.7% 447.1 | 10.0% 4,276.6 14.1 10,325

& ¥ 124.73 13.6% 52| 11.4% 394.5 0.2 128

& e ¥ 402.79 35.3% 245.7 | 51.5% 1,273.9 7.8 42,493

Cil }T e 109.69 20.6% 1,920.3 3.2% 346.9 60.7 60,986

AL %R C BNM o

B ke ;2018 &M E A HI LR 2L
(f 85%m F) e R s FR* 2 +2 33
Boruh 141607 4 0 P HEE 2 2 L S AEHOE PE S E
vt 5 o

2018 # i + #5295 F ik > LTiaE A 5 167 3% > H P #
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ME+ it % 83.30%; & i+ b ¥ #c 6.98 BT 02 L 4 3F 1,880
B, B 2w 2 % b e 2379 ¢ 71.93% ~ 64.05% > BT
SRFEFER S LEES > R B+ Lo

<3
»

(2 b'e g Recg s

%
©2005 & £ i+ 28 B2 o
© 2012 i RAHEF LT RE L TR - TS A 0

® 2017 & 7 7 fp4FF AT RARG ¥ + 2k 2 POS 85~ PIN
gg °

W 10 2011-2018 &# &+ -+ 2 % £ #

2011 2012 2013 2014 2015 2016 2017 2018

M zAF e+ MEEF

FH KR BNM o
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“frf P dgEh > BNM & R g B 2 b RIES
(transaction authorization code)z_ % 244> 4e¥* = 3Xp L85 FE IR T 2
PR W SRS FYREL D 2 B ATM & Tk
ERPBHRLLZIM BB LR e T 0 5 hd LT L HfHE
1 h AIpE Az v E p 2005 £ 15 RFTE MO T E P A WAE T

% 0.04%-0.02% 2018 & + i+ T £spr L Hct B2 E £y Y
Foert F 0w 5 0.044%4- 0.026% > 4- ) 11

W1l 5 %ke Lt sasmé
(JE"&A l‘j‘t‘ 2t 1»)

0.08 \

0.04 \ -

0.00

2004 20052006 2007 2008200920102011201220132014 201520162017 2018
= &% = ik

7oL kik * SEACEN Az &

24



X 2GR W G B ARS E 2 éﬁ%i 5 e 3
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Ei‘ﬂ"mpiﬁﬁmi“ZOOGﬁ AR T B YR FFERR o A FREE
BH B L FARE ART AR AHE S FE Senfs i 4 o 2
® ¥ T ¥ 7445 48 17§ 12 (Business Continuity Management, BCM)i # ¢
EE

® = & e 4 47 (Business Impact Analysis, BIA)

® ¥4k J :+ F (Disaster Response Planning, DRP)

ks RMFERAELHED FAHAK LR ¢ (Committee on
Payments and Market Infrastructures, CPMI) £ B "2 38 % & 32 ' 2 %% (International
Organization of Securities Commissions, IOSCO) 7= *2012# % # & g7 37k
@ 2% »5 3% ) (Principles for Financial Market Infrastructures, PFMI) » ¢ 7 # &
T Bo e 4B RA B RI7TE R G5 M ITERGORD O it

FELAFT R EHTAAFE PR AT LY EREEE S
by +

S

S BB K AT o BB RT o FE A G4 T A AR
PR
=)

Ll fiE T M TER G ILE RO AL o
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FEEFLIT LI RERFEINT R FELLE AN AR R T
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TERBREZFFT RN RRTEZ TR FERBEAPRIAE KT RP &
v AR P2 - 0 F LR R P AR (e B 14) 40T ST

® v 4i pFEL P & (recovery point objective, RPO): s kv 7 44 fu crper i g
R - S N SR B O SN SN T

® w45 FF ¥ P & (recovery time objective, RTO) @ & w43 3% & PR3 chpF
RFEL, P W 408 0 A RTFIE L PIRTES 3 = B R R o

® & =+ ¥ F L ¢ %rpF I (maximum tolerable period of disruption, MTPD) :
G VLPRFAY AL A A VR L ek E LIFEFR .

W14 RPO -~ RTOZ2MTPD

MTPD ! o

BATFLER

\ RTO
F AR R R 5

¢OETE 4 pFEL

PRF3+44 Jo P BL

=
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N
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W16 § EHM i & LA

Top Risk for Business Continvity Environment

IT Threats Weather-Related Threats
*  Cyber Threats +  Floods
+  Hackers *  Earthquakes
+  Ransomware *  \Volcano eruptions
. Pandemic
Terrorist Threats . SARS

Civil Disturbances

insider Threats

AL kR SEACEN 3kt & -

SEBBHE NI E LR CHARFE R LIRS Ao
BN A B R DT o R & iy *@ﬁfﬁf%ﬂﬁ ~Bade
#ﬁwi‘i ﬁ%“‘;@f‘? ’ jﬁ-‘f&ﬁ'g‘;ﬁ =N m;,ﬁ;% PR G5 ¢ 'yﬁ‘ﬁ/ 3@3)‘5 i ’J‘ ER e

£

TR TR R BER k Mehn f iE 0F ’#Qﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁiﬂﬁ

(4-BI17) -

7

W17 BCM -~ BCP ¢ DRP 2_R 4

FirdE N E vy 2(BCM)

H¥iEA P ¥4 (BCP)

iR it & (DRP)

FH AR EE
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W18 ¥Fi&E# ¥ ¥+ %

BUSINESS CONTINUITY

- THE DISASTER IS
| RECOVERY OVER
NORMAL DISASTER RECOVERY REPAIR/RETURN TO NORMAL NORMAL
o
- E DISASTER EVENT
Data Restoration (RPO) A
Max. time to recover (RTO) < RECOVERY OBJECTIVE
N
g '[ | CRITICAL BUSINESS FUNCTION (s) FAILED

MTPD
(MAXIMUM TOLERABLE PERIOD OF DISRUPTION)

Fo# %R SEACEN Az o
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% o htl R A (WEF)* 20184 it > Tl e & 5wk g iE
P gl g & BRI Bk P IE 2 2 — (4o120) -
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W20 By Eeni

A
Weapons of mass
destruction O Extreme weather <>
3.90 WORLD
’ ECONOMIC )
FORUM Natural disasters O
~— Climate change <>
370 1 National governance failure Water crisis <>
2 Unemployment e
3 Social instability Biodiversity ‘ Cyberattacks
collapse
= Food crisis <>
é 3.50 Infectious diseases <> s zlie igaion

Critical info infrastructure <> Interstate co EnVIronmentaI dlisizkiters

Fiscal crisis @ <2>® <> Terrorist attacks

3.30 Regional governance failure Asset bubbles <> Data fraud or theft
Critical infrastructure State collapse

Energy price shock <>Q Financial institution failure

3.10 Adverse technology
Urban planning failure
> Mict trade
o Unmanagable inflation <> Deflation
Z.

>
2.30 2.80 3.30 3.80 4.30
CEN Payment System Operations, Fraudulent use of data & cyber security - Likelihood

TR %R SEACEN Az & -
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® & A HIEH
® iy Pk
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N

gl

B IR AT P TR Bl NPT ¥ 3 08 A0 720 SWIFT i see o
B 5 R TRB KA By % g

- R rRARHE
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-
ETTRS

W F rERAED T A R g o TR AR
PR LETRE 2P B R AAILE 2R ¥ M ML
B R ERBIE AT EF AL 2REAF LI LR BT AL 2
A R B )k A RIS 2 B AL 2RI R B
R SRS RIFARA X R PR R RS RN % 2D

FRAHFEN (hoW2]) -
W2l Fazrpdind

SE=

Systems & Risk management
operations & security across
discipline the value chain

Rulebook 1T Cyber
regime security resilience

AL &kt SEACEN Az & o

Vendor
do’s & dont’s
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SEIRATE R p B f ey B R Rl R st T 2 SWIFT % &
Fr2016£87 fr L 2% 23 A (CSP) > w v h Y st 1 B2 % 2
Mo~ Fdp il B PR 2 TR R 48] 0 g gk SWIFT ik sefEtg o

P Z A SWIFT * 2~ 2 5 5% 2 A X = BAIE (I-FI22) -

W22 SWIFT & #% 233

You
Change Management process
Customer Security Controls Framework (CSCF)
» Release of CSCF v2019 (version 2)
= Updated Customer Security Attestation Policy
= Interface Hardening — Release 7.3

94% Attestation,
99% Traffic

Your
Counterparts
\/ = Security Attestation
Directory of Cyber Security . gzg";;f:)sr;:;;cionsun

Providers framework
Indust ngagement :
ustry engag = Payment Controls Service

Your

Community
SWIFT—ISAC: STIX/TAXII

o4 kR SEACEN Azt & o

$ob o SWIFT G20t ¢ | S X 2T AA#HTE > VR E- B
WPt 2 2 AR (CSCF)» M FARS ~ 1 BX U FBE
RIS R LB BT 2 P X RE A B P Eenag AR > 4178
BE 2R A BRG] AP HE 295 & 2 il o R i SWIFT
FRERBH L DE > o

T 29 Henfpdliw ey kAR OPeME S SR TEF 2R B
ﬁﬁuﬂﬁﬁﬁﬁﬁﬁ%ii%ﬁ’f%iuwfwhﬁ;\ﬁ%%#
FAgs ez By FLERIEFRA PR AINEE T mEE g
B E T2 R FERL T X E AT GRS SR P INELFE
TRk RN R TE 2 b (4o B 23) ¢
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W 23 SWIFT % = % 2454127

Security Controls

CSP Security Controls Framework

1. Restrict Internet access

Secure Your 2. Segregate critical systems from general IT environment

3 Environment
Objectives

Reduce attack surface and vulnerabilities

Prevent compromise of credentials

3

4. Physically secure the environment
Know and Limit _ 5
6

8 Access Manage identities and segregate privileges
Principles
Detect and 7. Detect anomalous activity to system or transaction records
Respond

8.  Plan for incident response and information sharing

T &k SEACEN Azt & o
ERE L fi =
PoETE kA0t BhhE e o TRILT B R
AR ALK > M BN IR A AT T AL 0 R 4 en
Rt e B N F L L R R R
FA o FEBRARAD O AARBEF EREELL

R 4E3R % B o2 ¥ A ey 4 o

—~

% -
TFLE NPT EP T RTEZISTMARAR S EFFRRF PR
WEEZHEEFTA O FF I ALRENE P LES L R 2R F
FER-APFFRPRETFORD] > PEZENIL T UT I MENA R
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SWIFT » k@b w B £ i - 2 EFTAGR - 3T F
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EFM B N R MR RF BT 2
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1

A

3 Sk R FP N R 1 PR R AR R #

fﬁ?ﬁ%@ﬁ%@rnggmﬁm’ﬁﬁxﬁ#iﬁ£$W%&%’ﬁ
A1 %3 T 5 3 4] (multi-factor authentication, MFA)(4-8]24) 12 3 4

@ S FT IR G R F A E L RE WAL R AR % 2
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W24 FH* ens FIHRES S

Integrated MFA options

Solutions directly useable on Interface
applications, integrating authentication process

O Time-based One-Time Password (TOTP) B

Need a separated authenticator tool (typically a
mobile app) to generate TOTP code, validated
within Interface applications

- Currently available for SAG, SAA/E & SWP
- Extended to WebAccess GUI

O SWIFT Personal token \’
PKl-based hardware token solution entirely -
provided by SWIFT. Same technology already

used on SWIFT WebAccess, Cloud interfaces,
& Compliance applications

- Introduced for Gateway, Access/Entry &
Web Platform SE

ok &k ¢ SEACEN #hAz it & o

42

Externalised MFA options

Leverage own solutions for Interface applications,

delegating authentication process to external

systems

0 LDAP & RADIUS J{}L

Leverage external authentication server,

supporting an MFA solution

- Currently available for SAG, SAA/E &
WebAccess GUI

- Extended to Web Platform SE
U Identity Provider m

Leverage modern identity fedefation systems, with
numerous MFA possibilities

Support IDPs with SAML 2.0 SSO profile

- Introduced for Gateway, Access/Entry & Web
Platform SE



fi\ .u’;g’iﬂ:%i

A s gd FR TR AER S 2 Bt R R Y

hhH P - RPE R ARAHKR S

@—%%Ei# PAWGDP\&—L fﬁ a‘l’lj'f’;’/;
E R EPRAREE > T A R AR OE T

TR UEEVAE S S 2 28 LR 2 I RO S CE S URE X i 34y
{racslde kb p e B ARMAET . Tt > L FRAEFL 2F K D
A~ f“j ‘/"?g" N °

ENLHEFE PR ERM L TR R RS
;%Eﬁ“ %o X EAWRARLGFIRIE > ¢ HEERS
| 4]~ X R L~ AR B TR T

g4 s WA
BooafmE A AR AAAKE > R R REPFIE T e
EE

O

BRE LiTERATHZAH A ARGERIL » e ERRT &P B

T T AT R T SWIFT L8 % > p

Feonde fhof 1 F B 8412 1S0 20022 3 L R
ﬂ@ﬁ&%ﬁi&%ﬁﬂli’é%ZW&E%ﬂéfﬁQ%ﬁiﬁ

TE oo R TR F‘ 4 lfb))a > 3% DVP 841 > &~ "ﬁ»"—% i%J%i—‘fr‘ & '} Ti?'g;;":

43



Jk"é?§20123@‘ﬁ&%§ﬂ%}‘§ﬁ?ﬂ§20133%% [ NN )/ A )
HARTE R F A o RA G S ;2014 AR R Y

T o yHLE Ay AR s F] a5 2 2 2019
EFniltFF AREETR 2R RESNEE FET ST 1 A
R T T S FCEE T e SEr

\v
s
sl
%
o
q-\

\«
Ha—

o~

(Z)EAFRIEMIRE R 2R T

dT £ S AR H TSR RS 0 2 L
2 LG PRAR NEEE M TER G REY ke AT
e el B o

i

BHEROFR S FEYERE S FRIFNDF > FERFFE R
S hE IS N 2 F IR A BRI TR B AR T R T A
4R 58 F R R AR o

FlfE e en g e B F R E ST AR RA A T R

IR PEAR I RSgenTih > TR EEH W H =@ 4 £1vH i@ B
B4 R gchan 4 TR A FE kR & A5 chr i o

(B)FHALSEMWIT 2NER A4

B Epa kp RO EE
grec g o ﬁ*m%m$@%mi@ YR

7
ST TR TR 2R A A R FIRTRB DR

.
“"ﬂ.‘f'iv

44



- ~ 2

()FEEMLI BRRS TFHAFLAFE L Ao niEL R RN
Rk Az 24

A g ARS TSGR B 5 e g5 RTGS 4104 & 3 % 2
B G REL SR FE R ity &
Ml s dofrr 2 SERR SR T4 6 ko K 5 A3
HARLE Y 2R L 0 2014 £ 7 wfﬁﬁéﬁ%y%ﬂ,mmﬁ
fRAsE] 0 R KPR T

?
3
%
=
5
o
3
=

AL TR F Asp 1095 B Y k> FHF wrgh 0 B H R
'p" #*

N «ua"j; "IFEE‘,: zlﬁ e -75‘? #\g#d ) ”}s 73;:“% i"ﬁ_ l:“i l’fp_L f":;

PEFF IR L LR FAHK T FER G F 2ol ¢

CEFRRARGF FER A F R AFR T RAR
PR R E T AR R @? FHEAR AR E IR
MR BREFEY LN A o AFLREE S RELBRRRFLF BT L
KivicafFyE2 Y o M 2 FHEY o EEHEFALY SIFE S T
WAL FRITE > NHRFFEY w2 FEFT R g vh > AF R DR



s 1 B TR S R

%&1ﬂ»iﬁﬁ%ﬁﬁﬁmﬁaﬁgﬁ,u;ﬁ%ﬂ%w%ﬁﬁi

T oo ERBTAE ps R0 VR EBIL AT 2B (e b

FPER RN B TERT R DL E R SN ARE FTAER
MFRE 2T AT IS AFRE AR FRL 2 i T EH

()it h FhMP L & ERE Y

EEELIRT AU TR W%ﬁﬁ’*2m7312géir§ﬁ?
WA ERATY S(F-ISAC) 0 T AFHM &2 7§ > ik & it
FEFRAZER > S YR ERTLEMPA L -

AFT G b ERTEBOM LR i d Sk EH A FISAC K B T %
T PEAT ARk TR E AL BARBHR AN RFIR %

AN E PR 0 LRI RS TR 22 0 o

46



A e

10.

33 TR

DRSS & S f*%ﬁ‘f g g F O s 7R (2019) -
¢ 4295(2009) 0T P ERRA MR G k090 o
Fum k(2013) > T T o BEL AR50 o
§ £ #5(2016) > " %4 SEACEN % 1 & 2 i 2 i35 % SuAAAGRAR | o4
AR NRERE T e
5k 3% % (2018) » T 44 SEACEN £ 2 8 s SLAA#GEAR | 2484 R o)
B 57 o
Ee(2019) " AR F A Y EE WigH s o ¢ A REL T
FA 108 & % 28 o (PINFHA 2F)
BNM (2018), “Financial Stability and Payment Systems Report 2017,”
BNM Publications, Mar.
BNM (2019), “Financial Stability and Payment Systems Report 2018,”
BNM Publications, Mar.
ECB (2008), “Payments and Monetary and Financial Stability,”
ECB-BANK of ENGLAND Conference, Nov.
PayNet (2018), “Operational Procedures for Malaysian Ringgit (MYR)
Settlement in the Real Time Electronic Transfer of Funds and Security
System (RENTAS),” PayNet Publications, Jul.

47



