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(Samtion, AML, Risk Management, and
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l. (Program Framework)
1. (Risk Appetite)
2. (Intelligent Use of Dajt

(Reactive to proactive: AML Risk Management as a competitive advantage)

Il (Transactional due diligence)

V. (Top of Mind Regional Discussions)
1. (MSBs and Cash IntendBigsiness)
2. (Trade)

V. (Cases)

(LA Fashion District)
VI. /

(Using RegTech/Al in your financial crimes program)




Activity risk

(Program Framework)

(Risk Appetite)

KYC

Material unresolved

Material inconclusive

Material with mitigation

Incidental counterparty

No apparent activity risk

Low

Moderate
KYC Risk Model

Outer Risk
Baseline

High



2. (Intelligent Use of Dajt

Wisdom
Knowledge Focus on ML/TF
‘ typologies
Information Design more Defining the
‘ rules based bank's risk
- itori appetite Making
Organize the rmonitoring -
Data Cusgtomer systems Detecting / Irlfc_rr_ned
i i : preventing Decisions
Custorner information SUts_tomer Risk activity outside
Transactions Alerts based on BELIE the bank's risk Understanding
Customer deviations appetite. our
Information Customers
Building
Databases

Initial Advanced Risk
Framework Frameworks Differentiation

Source: Wells Fargo Bank April 2018

(Reactive torpactive: AML Risk Management as a competitive advantage)



M. (Transactional due diligence)

(Activity Reviews)

(Customer Base Summaries) (Focused Risk

Assessment) (Portfolio Risk Assessment)

Portfolio Risk Assessment

T T T T T T T T T T T T T T T T T T T T T |

Focused Risk Assessments i i

e }i High level reviews of all customers i
Customer Base Summaries i Extensive review of customer ii : " a.SpeCiﬁC market/region. 10. i
| Il identify exposure to typologiesin :
‘ |
|
|
|
|
|
|

T | activity?o if:lentify exposu_reto Il that market and assess overall risk

| High level reviews of single || typologiesin marketforsingle | appetite

| customers il customer i:
N [ e
V. (Top of Mind Regional Discussions)

1 (MSBs and Cash Intensive Business)



Illicit Money Transmission Networks Example
Yemenis network used International Cash Letter (“ICL")

7. Global USD bank 6. Global USD bank

processes checks receives & processes
thru check clearing electronic file from
Various U.S. banks network Yemeni bank
with feeder 5. Yemeni bank
accounts

sends USD check tb

its U.S.
correspondent bank

*

1. Yemeni mongy
transmitter deposits
cash in U.S. bank

2. U.S. account ~—
holder writes check 3.U.S. bank’s rm.i'tlr\-g.
to Yemeni's payee & account # from MICR ~
accompany checks and all
processing files




2. (Trade)

South \ United N\
America States
Illicit Cash

GOLD

SMELTER or
REFINER

~

Tllicit
Cash

|

RELEE Third Party /\}\/
..'.‘ Amounts exceed

market or country

GOLD




V. (Cases)
1. (LA Fashion District)
2015 4 (FINCEN) 700
(GTO;Gerographic Targeting

Order) 3,000

80 50

VL. /
(Using RegTech/Al in your financial crimes program)

Al

Al

Al Al Al Al Al

Al



Al RPA(Robotic Processtomation)

EXCEL

Al

Al

(GPI and Innovation)

Fintech

Al



Exhibit 2

New solutions Customer-to-customer cross-border payments; customer & Worse than the average for new solutions
outperform experience ranked 110 5 (1 lowest, 5 highesl)’ Better than the average for new solutions
cnrre_spondent Remittance banks  New solutions
banking on most (ICICI Bank
. H Corr Money2India, State TransferWise
dimensions of . dimensions banking Bank of India) PayPal Western Union Bitcoin
customer experience r = - -
3 5y 7 i°
i ) i3 is
- 53 3 : L
EY ' S/ H -
S .'4 H & 1,77
b 5% - . .
<5 27 ) : ~
= ’r' : e
Mckinsay eessarchers actad aa retal 12 T4 5% e *5
' H /
H H J
-2 ia 54 iz 3
L 4 -4 o4 .3 .3
custo

Sourca: McKimsay Glohal Payments Fractice

SWIFT

(Global Payment Innovation)

SWIFT

l. SWIFT (SWIFT GPI)

SWIFT ( SWIFT GPI)

SWIFT GPI 65% 5 70% 8™
SWIFT

SWIFT GPI



Wachovia Bank, Philadelphia (SWIFT Code:PNBPUS33R019 2

45,761 40,162

140

2019 2 Wachovia Bank, Philadelphia (SWIFT Code:PNBPUS33)

45,761 32,901

II. SWIFT GPI

SWIFT gpi 2019 Roadmap

DE Corporate (Pilot Q2-Q3) (Live Q4)
initiation &

tracking

(Live Q2)

® °
1 . o P a
’ Customer credit transfer
% P cover payments
gpi Link
.

PoC Q1-Q2 . .

(i ) LU Financial PP instant
institution payments
transfers (Live Q2)
(Live Q4)

(©) Request

to pay
(Prototype - Sibos)

i e [

/@) Visibility on
incoming
payments
(Pilot Q3)




SWIFT GPI

(API)
2. 201903 SWIFT API
SWIFT GPI (Caseresolution)

2019Q4
SWIFT

(Wells Fargo Payment Services)

Fedwire CHIPS



Fedwire CHI PS

( )
( )
>7,000 47
(RTGS)
2100 18:30 2100 17:00
500,000 375,000
2.2 trillion 1.5 trillion
Il
7 1
Fedwire Fedwire CHIPS
ACH( )
33
24
MT103 56



V.

GlobalPay.IQ

High
Pricrity
Customer

Regular
Customer

Low
Priority
Customer

High
Priarity
Customer

Regular
Customer

MT 103

Fram ¥¥Z Bank

20: 123456

21: 789012 Low
32: 070225USD1000,00 Priority
50: High Priarity Customer Cust: -_[\'
52: %V Bank SLSENITET
57: ABC Bank

39: Customer

PayProtect NoDeduct

(GlobalPay.ASEAN&INDIA)

..*; INDONESIA
T o e - o= :
=< ;ai‘is'r TIMOR

PHILIPPINE
SEA

s
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Wells Fargo Bank FIG presence in India

RESERVE BANK OF INDIA
N an
P Central Bank and Supreme Monetary Authority
(< &7 L f Actual trol
’( grinagar \\’ BANKS (284)
€ phmiitsarl,
PAKISTAN //[(jEW Brahmaputra il ]
/" DELHIEZ = [ S TODEALIN ) |
Agrao “anpui T
\ . z m [ DOMESTIC BANKS (57) ]
~ J anges 4 {
< kéndla Bhopal I RING L : il )
P o . Kolkata v A ( TL
Q yAhmadabad (Calcutta) 9] .
N //(, ¢ ) " S BURMA | Public Sector Banks 27) | | Private Seetor Banks (27) | l Co-op.banks 3) I
E ( oNagpur 4 St Other Ok Private o Prve
A ®% Mumbai INDIA /) A.":::u ..2:?“ :::‘l‘-' ::::
\e f' R A— " 0 .
' Panaji ) i
QMarmagao  / ANDAMAN Ganins
\Bangalore |\ Chennal Dualos —
\ ° gMada Port Blairb ncaee I
fiv \?Cahm ']ﬂ’ondl(heuy 2
Cochin'®y 0 Médurai NICOBAR ,,;C".(",,;,"'.,
Tuticdn g™ o/ kA ISLANDS "Q 14 L]
V.
MT192( ) MT199( )
(Unintende&eneficiary)
Well Fargo Bank, N.A.
Terms and Conditions for Global Financial Institutions
Section3.5:

3.5 Use of Identifying Numbers

If a payment order describes the beneficiary inconsistenty
by name and account number,payment may be made

on the basis of the account number even ifthe account
nurnber identifies a party different from the named party.
If a paymnent order describes a participating financial
institution inconsistently by name and identification
nurnber the identification number may be relied upon as
the proper identification of the financial institution.

Mo



2.
3.
(Payment Fraud Prevention)
l.
74% 46%
( 27% 36%
74% 60%
1.
Perpetrator Space Victim Space




Perpetrator Space Victim Space




(Phishing)



AIM

Fraudster hacks into supplier’s email and poses assupplier alias to change beneficiary and steal money.

Buyer

Orders Collection Service

Supplier

Delivers Service

>

[

Sends authenticinvoice with bank details (DAY 1)

Recycling
Company
(Costa R_icai

(DAY 5-8)

Buyer receives email
confirming bank details.
Receives 2™ email stating
wrong bank details.
Receives 3™ email
requesting money
transfer to newbene-
affiliate (KGT).

Buyer declines stating
bank details differ from
invoice.

Receives email with
invoice containing new
bank details.

Buyer requests invoice by
courier.

Email requests to fabricate a change of beneficiary

(DAY 9-10)

Buyer receives email
fromsupplier ALIAS
confirming newinvoice
hasbeen sent by courier
and asking for status of
payment.

Buyer makeswire
transfer payment to new
beneficiary

Buyer confirms transfer
and emails ALTAS
fraudster PDFfile of
payment details.
Fraudster’saccountis
credited by beneficiary
bank.

(DAY 11-13)

Supplier (AJM) requests
status of payment.
Supplier (AJM) asks
Buyer who KGT isand
why payment was sent to
them?

Buyer forwards AJM
payment instructions that
they received from
AILTAS.
AJMrespondsthat they
didnotsend ANY emails
to change beneficiary
details.

Buyer callslocal bank to
recall fraudulent
payment.

AJM

Service Provider
(Trinidad & Tobago)

| ManInThe I
I Middle” BEC |
l

— = =

e
O

S —

! ed I
ol Posesasauthorized

A

l employee of Supplier 1:

v~ Red Flags




VI. SWIFT

SWIFT Cyber Alerts Cyber Inquiry RMA+ SWIFT Message Report

Cyber Alerts
Cyber Inquiry
RMA+ 8 (BIC) SWIFT Message Report

SWIFT

H N






