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MONDAY EVENTS & ACTIVITIES

8:30 AM - 5:40 PM

SEMINARS - FULL CONFERENCE & DISCOVER PASS HOLDERS ONLY
See following pages for details and room locations.

8:00 AM - 5:00 PM

SEMINARS - OPENTO ALL BADGE TYPES
See following pages for details and room locations.

s AM-500PM BROADCAST ALLEY
g West Street Level - Watch top security publications shoot live and record exclusive interviews.
4
g 1100AM-1200PM TWITTER CHAT Sponsoredby:
Building a Better Today for a More Secure Tomorrow el
Follow us on Twitter and use £ChatSTC and #RSAC to join! CYBER&FCM%RITY
1:30PM-430PM  RSAC INNOVATION SANDBOX CONTEST Exclusive RSAC Innovation
. ) ) ; ; ; Sandbox Media Sponsor:
Marriott  The RSAC Innovation Sandbox Contest has crowned innovative companies who build
YerbaBuena  cutting-edge technologies to minimize infosec risk for the past 14 years. Witness the 2019
Top 10 Finalists battle it out for the coveted title of “Most Innovative Startup” See page 18 WSJEI CYBERSECURITY
for adetailed agenda.
400PM-500PM  FIRST-TIMERS ORIENTATION & NETWORKING RECEPTION B
Marriott Golden  This event is open to Full Conference Pass holders and features a 30-minute presentation followed by a 30-minute
Gate A networking reception with light refreshments.
430PM-6:00PM RSAC WOMEN'S LEADERSHIP CELEBRATION RECEPTION Il
Moscone South 303 Join us in celebrating the contributions and rich history of women in science and technology. Hosted with our planning
partners: Women's Society of Cyberjutsu, Executive Women's Forum on Information Security, Risk Management and
Privacy (EWF), The Diana Initiative, Women in Security and Privacy (WISP) and Women in CyberSecurity (WiCyS). Al RSA
Conference aftendees are welcome to attend.
5:00PM-700PM RSAC SECURITY OPERATIONS CENTER Sponsored by:
Moscone South - Take a tour of a working SOC! Head to the Moscone South Lower Level for the RSA alaln :
Lower Level * Conference Security Operations Center. See what's really taking place on the Moscone asco RSA
Wireless Network in real time.
500PM-700PM WELCOME RECEPTION K
Expos  Join your peersin the Expo while kicking off RSA Conference in style at the Welcome Reception. Enjoy drinks and light fare

from 5 -7 PM. Get exclusive access to the exhibitors you've been waiting to meet; network with peers as you preview cutting-
edge products from more than 650 leading information security companies.

1 RSA Conference 2019 €igs5f2(—)
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TUESDAY EVENTS & ACTIVITIES

6:30 AM - 800 AM

Moscone West
Lewal 2

CONTINENTAL BREAKFAST*
Full Conference Pass holders, grab breakfast and then head directiy to your chosen keynote viewlng location.

Bo00 AM
West Stage Keynotes

E:10 AM
West Stage Keynotes

B35 AM
West Stage Keynotes

B:55 AM
West Streat Level

520 AM
West Streat Level
10:05 AM

West Streat Level

1100 AM
South Esplanade

KEYMNOTES™*
Keynode abstracts can be found on pages 30- 31,

Opening

The Trust Landscape
HRohit Ghal, President, RSA; Miloofar Razl Howe. Cybersecurify Strategist and Entrepreneur

Lightning In a Battle, or Burning Down the Howse?

Dr. Cedeste Fralick, Chier Data Scieniis, McAfee, [ C; Stewe Grobman, Senior Vice President and Chief Technology Oficer,
McAfee, LLC

Rise of the Machines: Saying Ahead of the Next Threat

Liz Cemtonl, Senlor Wice President | General Mmmager Oisco foT, Cisco; Mistt Watchinskd, Vice Presioent, Globa) Thiest
intelgence Group, Taks, Csco

The Cryptographers’ Panel

MODERATOR: TETicar Ramaean, Ph.D., Chier Technology OiMcer, B34

PANELISTS: WIWIReld DAMe, Cryplogropher and Securlly Expert, Crypoimarhic; Sham Golawasser, DNECTor, SITons instiute for
the Theory of Computing; Bonald Rivest, Professor, Massochusetts instiile of Technofogy; A Shamir, SBovman Professorof
Compuier Schence, The Welrmaonn Instite, fsroel

The FBI: At the Heart of Combating Cyberthreats

Susan Hennessey, Senior Fellow, Govenance Studies, The Brookings Inshitution and Executive Eoftor, Lowfare:
Chtshopher A Wray, Director, Federa! Buredu of investigation

Top 10 Ways to Make Hackers Excited: About the Shortouts Not Worth Taking

Paula Januszilewicz, Chiel Exeuthve OMcer, COURE

" A Cloud Security Architecture Workshop

100
South Esplanade

320 PM
South Esplanade

HDave Shackhefond, 5. instructor, SANS institute

Sacurity at 36,000 Feat!
Emily Heath, Vice President and Chief infomation OfMicer, Uinfted Alrkines

P Lessons Learned from 30+ Years of Security Awareness Efforts

340
South Esplanade

Niro Winkler, Fresident, Secure Mentem

9:00 AM - 500 PM

Moscone West
Streat Level

BROADCAST ALLEY
Watch top securlty publications shoot Iive and record exciusive Interviews.

10:00 AM - 600 PM

Muoscone South
Lovwer Level

RSAC SECURITY OPERATIONS CENTER

Taika a tour of 3 working S0C! Head to the Moscone South Lower Leved for the RSA Conferance
Sacurlty Operations Center. See what's reslly taking place on the Moscone Wirskess Metworkin
resal time.

Sponsored by:

e RSA

1000 AM - 600 PM

Moscone Morth &
South Lower Level

EXPO

The RSA Conference Expo will give you the opportunity to Interact with an Impressive breadth of Iformation sequrty
exhibitors and sponsors.

10:20 AM - 5:30 PM
Moscone Morth &
South Lower Level

EXPO BRIEFING CENTER
Sae following pages for abstracts and 3 complate schatule on pages 115-118.

11:00 AM - 200 PM

Howard Street,
Mission Street

STREET EATS

With options for all tastes, stop by any of our food trucks on Mission Streat or Howard Strest. Avallable to all pass types
and both cash and aredit cards are accepted.

1100 AM - 430 PM
Locations Vary

TRACK SES5I0NS
Sag detalled INfommation on following pages for descriptions and badge acwess.

|E| ¥ = Top-rated spasker.

2 RSA Conference 2019 €rigsftiz2 ()



TUESDAY EVENTS & ACTIVITIES

Hours Vary by
Location

LAW TRACK SESSIONS®
Marmintt Mob Hill A, 11200 AM - 4:30 PM; Moscone South 201, 5:00 PM - 550 PM
See detalied Infonmation on following panes for descriptions.

2:30 PM - 420 PM

Moscone West
Lewel 3

LEARNING LABS®

Leaming Labs provide highly Interactive, faclitated leaming experlences and are very hands-on and small group
orlenten. Saating s IMIted; Usa REserve 3 Seat tn scaUle Your partcapation. You Can only TEserve one L on your
sCiadulie, 50 Pk Carefully rom our 20 qreat offanngs. Note: Press is not permitted i Lob sessions.

4300 PM - 630 PM

Marriott
RSAC Sandbaox

RSAC CYBREW CAFE
The REAC Cytrew Caié, our full-service coffes bar, wil be sening your favorlte beverages.

4300 PM - 4:45 PM

Marriott
Yerba Buena &

RSAC LAUNCH PAD®*

RSAC Launch Pad Is designied to give new talent a plationm to share thedr brlant Industry solutons. Watch thrag

selected particpants ghve a 10-minwte pitch on thelr groundbreaking products to 2 panel of leading sacurlty venture
capitallsts. And see whe walks away with Investments that could take thelr company b the next level,

4:45 PM - 6:30 PM

Marriott
Yerba Buena &

RSAC SANDBOX™** e

The R&A Conference Sandbox 15 full of hands-on interactive experances o test your Infosec skills, m

Avasant

4:45 PM - 6:30 PM

Marmioit
Yerba Buena @

RSAC EARLY STAGE EXPO™**

The RSAC Early Stage Expo Is the perfact megaphone for emerging Infosec startups. Located In
the Mamiott Marquls, mest over 50 Of the INAUSETy's Most promising NEWComers and lam
ahaut thelr INnovative products and solutions.

Enciumive ASAC Farly

erunchbota

4:45 PM - 630 PM
Marmioitt

RSALC Sandbaox &
RSAL Early Stage
Expo

CYBEER OPS NETWORKING RECEPTION & INTERNATIONAL MEET-UP *** I}

Dedigit in local Califomia Craft beers and non-alcoholic drinks as you mingle with peers and RSAC friends from around
the world. CYBEER Ops opens RSAC Sandbo, wheane wou can check out up and coming startups and the RSAC 10T Village,
¥C5 Village and Wireless Village Sandbowas.

* Event & free for Full Conference and Tuesday Full Conference Ome-Day Pass holders age 21 and over as wel s Press. All other badge holders
wan purchase tickets through registration for a fee of 325, Eeent ocress i limited and & on a firet ome, firs served Basis

600 PM - 5:00 PM
Marmiott 5oMa

NON-PROFITS ONTHE LOOSE IRZAl

Meat and mingle with Industry 2and government leaders whille enjoying food and dink zt the Mamioft Manguls, Just
Dbiocks from the Moscone Center. The Anti-Fhishing Working Group (APWG], the Intermet Soclety/Online Trust Alllance
and the Cyber Threat Alllance [CTA) Invite you 1o join us for the ninth Annual Non-Profts on the Loase for great food,
fum and networking. Thani you for supporting our passions, stop by and discuss how we can improve cybarsecurity
together.

Antendees must hove an £54 Conference bodge.

7400 PM - 530 PM

Maoscona West
Lewel 2

Iﬁl-#ﬂm&gm

RSAC AFTER HOURS: GAME NIGHT** I8

As a cybersecurky all-star, you'll enter REAC After Hours: Game Night with VIP treatment. Then it's off to the Res. in the
[Full Ciourt, your'll go head to head with other Industry players In our anade and game hall Then take a koad off In the
sports lownge and bar, complete with a live DU and taligate-themed refreshments. And at 7:30 PM, the night really gets
qgulng as the Caltics face off agalnst the Wamors—Ilve and on the big screen.

Open to Full Conference and Discover Pass holders. Choose one of the RSAC After Hours evenis on Tuesday,
Wednesday or Thursday nights of Conderence. Space Is Bmited so make sure fo resenve a seail.

* Open to Full Conference Rass hokders only.
** Oypen fo Full Conference and Discover Rass holders only.
*** Open o Full Confieremor Pass holdiers, Press and (yEER Cjps ticket holders only.

(]

2 RSA Conference 2019 €i:#2(2)



3. RSA Conference 2019 &:%-3 H 6 H(=)&EE

WEDNESDAY EVENTS & ACTIVITIES

6:00 AM - 700 AM

Moscone West
Level 2 Alcove

POWER PAUSE— MINDFULNESS & MOVEMENT*
This yoqa cizss and meditation session Is designed for all Ievels from beginners to advanced practitioners.

7:00 AM - E:00 AM
Various Locations

CONTIMENTAL BREAKFAST®
Full Conference Pass holders, braakrast ks avallable In Moscone West Leveds 2 & 3 and Moscone Sguth Levels &3,

7:00 AM - 7-50 AM
& 12:40 PM - 130 PM

Moscone West Leval 3

BIRDS OF A FEATHER*

Grab your breakfast or lumnch and bring It to the discussion rooms. Some are pre-tefined and led Dy speakars,
others will develop organicailly; Dy design, this 1s loosaly structured to give ¥ou an opportunity to network and set the
agenda for discussions of interest fo you. Note: Press s not permitied in Birds off o Feather sessions.

700 AM - 800 AM

Moscone Weast Lavel 2
Alcove

FIRST-TIMERS MEET-UP*
Enjory this ime to regroup, share takeawszys and, of course, calteinate.

8:00 AM - 850 AM
South Esplanade

520 AM - 10:10 AM
South Esplanade

1030 AM - 10:55 AM
West Streat Level

10:55 AM - 11:15 AM
West Street Level

WEDMESDAY

11:15 AM - 1155 AM
West Strest Level

130 PM - 220 PM
South Esplanade

250 PM - 3:40 PM
South Esplanade

4:00 PM - 425 PM
West Streat Level
435 PM - 450 PM
West Streat Level

450 PM - 515 PM
West Streat Level

KEYNOTES

Keynode absiracts can be found on poges 32 - 33,

Hacking Exposed: LIVE—Bypassing NextGen

WStuart McCiure, Chakman and Chiel Executive Officer, Cyiance inc; Briam Robison, Chief Evangellst, Cyiance inc.
The Rode of Security Technologists in Public Pollcy

A Bruce Schneder, FeNow and Lacturer, Harvard Kannedy Schoo!

The Power of People: Amplifying Our Human Capacity through Technology and Community

JARn Johnsen, Covpormie Vice Presicent, Cybarseriiiy Solutions (roup, Microsoin

Palo Alto Networks and Arista Networks CEOs Reveal Secrets to a Successful Cloud

Nikesh Arora, Chief Executive Oficer and Chairman, Palko Allo Netweoris; Jayshree Ulial, President and Ciief Executihve
(Offcer, Anista Nehwirks

Weaponization of the Internet

MODERATOR: Ted Schiein, Genarm Porines, Kiefner Perking

Robert Joyce, Senior Advisor, Mational Secnily Agency; Peter Warmen Simger, Strategist, New Amenicy

Strategic Competition—The Rise of Persistent Presence and Innovation

Ol Gazts, InteWgence and Mational Securify Reporter, (55 Mews; General Poul Nakasone, Uinfted States Amny, Commandsr,
Linited States Cyber Commimnd, Director, Mationd Securily A gency, Chief, Cantral SacuiTy Sanice

From Dystopla to Opportunity: Stores from the Future of

Dr. Amit Elazari Bar 0w, Director, Ghobal Cybersecurkly Podcy, intel Corponation, and Leciurer, UC Berkeley School of
Information [MICE); Wikeren Ekamn, Analyst & Researcher, K3rin3.com

A View from the Front Lines of

Sandra Jayee, Senior Vice President, Global Inteiligence, FirsEye: fkewin Mandla, Chief Execitive Oicer, Firetye

A Conversation with Donna Brazle and Mary Matalin

Donma Brazite, Veteran Demoorehic PolTical Strateglst, Adjunct Professor, Author and Syndicated Coumnist;

Moy Matain, Celebvated Comnservative Vokce and Fommer Presidentiol Acvisor

How Technology and Innovative Approaches Can Transform Your

Megan Smith, Chier Bxecuhive OMcer, ST, Thing Chisf Technokogy Ovcer of the Linited States (2074 - 2007)

E-00 AM - 10:10 AM
& 130 PM - 340 PM

Loscations Wary

TRACK SESSIONS
Sa atalled Information on following pages for descriptions and badge acCess.

8:00 AM - 1250 PM
& 130 PM - 500 PM
Marriott Nob Hill A

LAW TRACK SESSIONS®
Sa atalled Information on following pages for dascriptions.

EO0 AM - 11:20 AM
& 130 PM - 430 PM
Moscone Wast Lewel 3

IEI ¥ = Top-rated speaker.

LEARNING LABS*

Leaming Labs provide highly Interctive, fadiitated learming experences and are very hands-on and small group
orlented. Seating s lImitedt; use Reserve a Seat bo schedule your partkdpation. You can ondy reserve one Lab on your
schedule, 50 [pkk carefully from our 20 great offarings. Mote: Press Is not permitted in Lab Sesskons.

3 RSA Conference 2019 €& 5:#12(=)



WEDNESDAY EVENTS & ACTIVITIES

B:00 AM —4:00 PM
Marriott Yerba Buena B

RSAC SANDBOX Exciin AC Sanchon
Thia FSA Conferande Sandbiox bs full of hands-on Intaradive experiencas to test your Infosec skils. m

8:00 AM - 400 PM
Marriott,
RSAL Sandbox

ASAC CYBREW CAFE
A full-service coffee bar.

B:00 AM —4:00 PM
Marriott Yerba Buena 9

RSAC EARLY STAGE EXPO Exclusivr ASAC Eariy Stage

Media :
The RSAC Early Stage Expo ks the perfiect megaphone for emenging Infosec startups. Meet ower fape porsor
50 of the INdUStry's most promising newcoomers and leam about their innovative products and sy inahbage
sodUtions, and check out the RSAC Early Stage Expo Brienng Certter oetalls on pages 180-185).

8:00 AM - 5:00 PM

Moscone West
Sireet Level

BROADCAST ALLEY
Watch top security publications shoot IIve and reord excusive Interviews.

G20 AM - 12-50 PM
£ 130 PM - 5:00 PM

Moscone South
Level 3

PEERZPEER SESSIONS*

P3P sessions enable groups of no more than 30 people that share a commaon Interest to come together and
productively expiore 3 speciic security topic, facliitated by an axperanced practitioner. Node: Press Is not allowesd in
Peer2Peer sesskis.

10:00 AM - 6200 PM

Moscone South
Lower Level

RSAC SECURITY OPERATIONS CENTER Sponsorad by:

Take a tour of 2 working SO0 Head to the Moscone South Lower Level for the RSA Conference a8 i1l RSA
SeCunty Oparations Center. Seewhat's raally taking place on the Moscone Wireless Networkin  IBEW
real time.

10:00 AM - 6200 PM

Moscone Morth &
South Lower Lavels

EXPO

Come se how ASA Conference 2019 exnibitors offer you the latest technodogical solutions, provide hands-an leaming
opportunities and dEMONstrate Row thay can help you better Securs your organization.

AVOSINTIM

10:30 AM - 410 PM
Moscone Morth &
South Lower Lavels

EXPO BRIEFING CENTER
See following pages for abstracts and a complete schedula on pages 115-118.

17:00 AM - 3-00 PM

Howiard Street,
Mizsion Straet

STREET EATS

With options for all tastes, Straef Eats |s the easy way to Tuel up between sesslons or get energlzed before your next
lynote. Stop by any of our food trucks on Mission Streed or Howand Streef.

11:30 AM - 100 PM
Marriott Golden Gate B

B B

EXECUTIVE WOMEN'S FORUM MEET & GREET AT RSA CONFERENCE 2019 kgl

The Exacutive Women's Forum and Accanture are hosting 3 Mest & Grest for all the amazing women attending

ASA Confarence 19, Enjoy the company of ¥our paars—some of the brightest minds 2t the avent—fora fun, relased,
professional get together. Engana and connect with the most dynamic personalltias; the women in Information Securty
wha make [t happen. oin In inferactive discussiens and get to know each othar. W look forward to meeting youl

* A1l attendees will need an RSA Gonference badge B acoess te Golden Gate fevel ot the Marmiott Marquis.

2100 PM - 3:00 PM
Moscone West Lavel 2

RSAC SECURITY SCHOLAR POSTER BOARD EXHIBITION

ASA Confierence Securty Scholar connects the brightest Lp-ano-coming cybersecurity students to lesding experts,
pears and conference attandeas, Wi are offaning fhe ASAC Security Scholars the opportunity to demenstrate telr
woric at a poster board exhibition. Drop by, provide feedhack and mest the RSAC Sacurlty Scholar Class of 20150

430 PM - 600 PM

Moscone Morth &
South Lower Levels

EXPO PUB CRAWL Ig=d

Enjoy your chalce of complimentary beer, wing and non-alcohollc Daverages 25 you visit sponsonng companies’ booths
1o hezm about thealr [atest products, senices and Innovations. Located at salect sponsor booths within both halls.

6:30 PM - E:00 PM
Marriott
Golden Gate B

R = Metworking ovent.

RSAC AFTER HOURS: WHISKEY & WINE TASTING™® kZHE

KICK O tha night with 3 walk through the “underground cellar.” Then, gather In tha kounge to sip on an assortmeant
of wines and whiskeys expertly selected from local vineyands and distilleries whlle soaking up the jazzy sounds of
our live band. And keap the night going In our group tasting area, where you can mingle with other cybersacurtty
CONMMSSEUrs and ralse 3 glass to another graat year at RSA Conferanca.

Open to A Conrerence and Discover Pass holders. Chirose one of the RSAC AfTer Hours events on Tuesday,
‘Wednesgay or Thursaay nights o Conference. Space s Bmited so make sire t0 reserve a sedt.

* Open to Full Conference Registrants onfi ** Opers to el Conference o Discover Paxs Ragictrants only |E|

3 RSA Conference 2019 €z (=)
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THURSDAY EVENTS & ACTIVITIES

600 AM - 7:00 AM

Muoscone West
Level 2 Alcowe

POWER PAUSE—MINDFULNESS & MOVEMENT*
This yoga dass and meditation sassion |s designed for all levels from beginners to advanced practitionars,

7400 AM - 8:00 AM
Vanous Locations

CONTINENTAL BREAKFAST®

Full Confanence Fass holders, nead directly to your dhosen moming 5ession. Ereakfast 5 avallabie in Moscone West
Leveds 2 & 3 and Moscone South Levels 7 & 3.

7400 AM - 7:50 AM
E12:40PM - 130 PM

Muoscone West Lavel 3

BIRDS OF A FEATHER*

Grab your braakfst or lunch and bring It to the discussien raoms. Some bopics are pre-defined and led by speakiers,
others will devalop organically: by design, this ks loossly structured to give ¥ou an opporturilty to natwon and set the
agenda for discussions of Intarest to you. Node: Press is not permitted in Binds of @ Ferther sessions.

700 AM - 8:00 AM

Mosconea West Level 2
Alcowe

FIRST-TIMERS MEET-UP*

Siart the day with 3 mest-up with othar RSAC First-Timers. GrRab your complimentary brazakfast and enjoy thistime to
reqrodup, share [akeaways and, of course, cafelnate.

B-00 AM - 8:50 AM
South Esplanada

30 AM - 10:10 AM
South Esplanada

1030 AM - 10:55 AM
West Street Leval

1055 AM - 11:40 AM
West Street Level

2:50PM - 3:40 PM
South Esplanade

:
:
F

4:00PM - 235 PM
West Street Level

425 PM - 245 PM
West Street Level

4:45PM - 530 PM
West Street Level

KEYNOTES

Keynote obstracts can be found on pages 34 - 35

Stress, Burnout and You: Fireside Chat with Dr. Christina Maslach

fuiosh Corman, Chier Sacurity Omcer, FTC Christing Maskach, Professor of Psychodogy, Emenito, University of Collformbd,
Berkeley

Hacking Exposed: Hacking Macs

$0mitri Alperowitch, Co-Foundsr & Chier Technodogy OmMcer, CrowaSirike; leeonge Kuntz, Chilef Executhve Offfcer,
Crowa'Sirie

Stop Worrying about the Right Things

Mary OrBrien, General Manager, \5M Sequrity; Calel Gariow, ViCe Fresident, [8M Sacunthy, X-Force Threaf inteligence
The Five Most Dangerous New Attack Techniques and How to Counter Them

moneeaTOR: Alan Paller, Aessarch Director and Founder, SANS insiitute

PANELISTS: Heather Mahallk, Director of Forensics Engineaning, ManTech, and Mabile Forensics Course Director, SANS
Institute; B Skoudls, instructor, SANS instifute; johanmes Ulinich, Dean of Research, SAMS Technowogy instiufe

The Future of Data Protection: Adapting to the Privacy imperative
MODERATON: 1. Trevor Hinghes, President & Chier Exeqitive OMicer, LAPFP
PANELETS: Kalimda Raing, Senior Divectov, Head of Giobal Privacy, Linkedin; Ruby Zefo, Chief Privocy Ofmcer, Liber

Thres Things the Security Industry lsn't Talking About (bt Should Be)
Pat Gelsinger, Chief Execwiive OfMicer, Vidware: | Shanman Lietz, Direchor, intuft

Tales of a Teenage Securtty Supergirl
Kyia Gurn, Founder and Chier Execiitive Omcer, Bits N°Bytes Crberseciily Equcation

Connecting the Daots for the Future
John T. Chambers, Founder and Chieff Beeqitive OMicer, A7 Ventures, Former Chalman and Chief Execitive Oficer, Oisoo;
[Mane Brady, Award-#inning Witter, Author and Constittant

8:00 AM - 1010 AM
& 1:30PM - 340 PM

Vanous Locations

TRACK SESSIONS
Sea detallad Information on Following pages for descriptions and bange apcess.

800 AM - 11:20 AM
& 1:30PM - 4:30 PM

Moscone West Level 3

|E| W = Top-rated speaker.

LEARNING LABS*

Leaming Labs provide highty interactive, faciitated laarning axperiencas and ans very hands-on and smal group
orbanted. SeaﬂngIslrlhettuseﬁesaveaSaaltustnedllermrpmmm.‘mu:mmlrrmuneubmmr
schedula, 50 pick canafully from our 20 graat offerings. Nete: Press is not penmitied in Lab sesslons.
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THURSDAY EVENTS & ACTIVITIES

E00 AM - 330PM
Marriott Yerba Buena 8

RSAC SANDBOX

E.-!I:_Euﬂ.' mge Expo
Exchrsive Medio Sponsor
TheRSA Conference Sandbax |s full of hamds-on Interactive experiences to test your infosac skills.

00 AM - 3:00 PM

Marmiott,
ASAC Sandbox

RSAC CYBREW CAFE
A TulkSanvice: Coffes bar.

E-00 AM - 300 PM
Marriott Yerba Buena 9

RSAC EARLY STAGE EXPO EEEE"WSM%;E’W
ve Medio Sponsor

The RSAL Early Stage Expo 15 the peniect megaphone for amerging Infoser stamups. Meat ower

50 0f the INCUSTTY's Mast promising NeEwComens and leam about thelr Innovative productsand  arpnohboge

solutions, and chick out the RSAC Early Stage Expo Brisfing Center [detalls on pages 180 - 1E5].

00 AM - 5:00 PM

Moscone West
Street Lawel

BROADCAST ALLEY
'Watich top security pubcations shoot IVe and rECond excisive INEervIEws.

G20 AM - 500 PM
South 301

BRIDGING THE GAP; CYBERSECURITY + PUBLIC INTEREST TECH*
Sea following pages for descriptions.

220 AM - 1250 PM
& 1:30 PM - 5:00 PM

Moscone South
Lewel 3

PEERZPEER SESSIONS®

F2P sasslons enable groups of no mona than 30 people that shane a common Interest to come together and
productively axplors a specific security topic, facilitated by an experienced practitioner. Mote: Press Is not akowed in
Peer2Peer sasslons.

10:00 AM - 300 PM

Moscone South
Lower Lewal

RSAC SECURITY OPERATIONS CENTER Spomavrd by

Take 2 tour of a working SOC! Head to the Moscone South Lower Level for the FSA Conference 1,11,
Security Operations Center. See what's really taking place on the Moscone Wireless NatworkIn -+ g1geo 1T 3%
real time.

10:00 AM - 300 PM

Moscone Morth &
South Lower Levels

EXPO

Come se2 how RSA Confarence 30719 exhibitors offer you the |atest technological solutlons, prowide hands-on leaming
opportunities and demonsirate how they can help you betier saoure your organization.

10:30 AM - 1200 PM

Moscone Morth &
South Lower Levels

EXPO BRIEFING CENTER
See following pages for abstracts and a complete schexule on pages 115-118.

1100 AM - 200 FM

Howard Strest,
Mission Sirest

STREET EATS

'With options for all tastes, Street Eats Is the easy way to fued up between sessions or get enarglzed befiore your naxt
keynote. Stop by any of our food trecks on Misslon Strest or Howard Streat.

6:30 PM - 830 PM
Moscone South
Esplanade,

South Stage

LN - Metworking vent.

RSAC AFTER HOURS: COMEDY NIGHT kg

You're good for a network backup. How about a laugh? Get your il at RSAC After Hours: Comexdy Club. Stroll In and
strike a pose on the red carpet bafore taidng your seat In the front row of our very own comedy cub. Serving up
boittomiess L ghs—plus defidous Tood and cocktalls—some of the funniest comedy acts around will ke the stage,
adding some good humor to 3 busy week. Now, who sald cybersecurity professionals were all business?

Dpen fo Full Conference and Discover Pass halders. Choase one of the RSAC After Hours events on Tuesday,
Wednesday or Thursday mights of Conference. Spoce is limited 5o make sure fo reserve a seat.

AVOSHNHL

* Open toFull Conference Registrants anfi ** Dperto Full Conference and Discover Pass Registrants only.
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5. RSA Conference 2019 &75%-3 H 8 H(7FL)#HME

FRIDAY EVENTS & ACTIVITIES

730 AM - 830 AW
Varous Locations

500 AM - 100
Moscone West Stroet Level

CONTINENTAL BREAKFAST*

Full Conference Pass holders, head directly 10 your Chosen morming session. Sreaktat is avaitable In Moscone West
Lowets 7 & 3 ana Moscone South Leves 76 )

BROADCAST ALLEY
Walch top secarRy publications shoot fve and fecord excizsive Inferviews.

30 M - 920 AW
South Explanade

950 AM - 10540 AM
South Esplanade

TEI0AM - 1200/
South Esplanade

KEYNOTES

Keyhote abatracts can De found on page 36

In the Wake of an Attack Thoughts rom 2 Seasoned (150

B0 Lord, Chfef Security Oficer, DNC #0r. Mugh Thompson, 54 Confevence Program Chak, R54 Confevence

(Girl) Scouting for Talent: The Solution In the Next Generation
Svia Aceved, Chief Execufive Oficer, G Scouts of the USA

Engineering Trust and Securtty in the Clowd Era, Based on Early Lessons
Quentin Mardy, e0d of EGRovial Google Cloud Sutmee Frey, Vice Presafent, Engineerng, Googie (o Amia Vadhet
Googie Felow and Networting Technia! Lead, Googe

230 AM - 1200 M
Locations Vary

TRACK SESSIONS*
See Getalied Iormation on following pages for desciptions.

S30 M- 1130 AN
Moscone West 3022

JOB SEARCH 2010: INTERVIEW SKILLS & RESUME REVIEW WORKSHOP*

THES WOPKSTOP s W COMQONEnts— [he st expiones Now [0 Dest presnt your sKals and s 1o potetll
compunies and the second 1 3 resume review workshop

1230 PM- 115 M
Moscone West Street Loved

CONFERENCE CLOSING
TinG Fey, Watier, Actress, and Producer. AT, Mugh Thompson, K54 Contsence Program (hak. K54 Confesence

- T et gt * Open 0 Fud Conlevence Regtatvenes only

5 RSA Conference 2019 @&s5:5f2(H)
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=~ SIIEZAERERE N R
(MERZRTEEN 12 F&J774(12 Ways to Hack MFA)

H A2 A +-2058 (Multi-Factor Authentication, MFA) &4 B2 I FH AT & & B AR %
o BIAE AR SR TEC Gmail @ Fr—fRIRIEEUESN » 28 & S ME s — A R0EETS
ST L RE By - A E o048 MFA B9REET - 5 A
pere & BT AT o3 Ry 1 3 7

1.Something you know : [ HZEFTAIZERVR E & > WM Password) ~ & A A
HE(PIN) ~ FH&E| T fiE#H (Connect the dots)Z o

2.Something you have : {EFHEFTFFA TR EEEE > 20 USB token ~ BEE(Smart
card) ~ FEARETIEIERR(RFID)EEE S -

3.Something you are : i EFTHEA VR E R WAYIFHE(Biometrics) ~ 54X

(fingerprints) ~ R 4GP FF T (retina scan)Z o

55 INARHE BRI B ST RN B nedss 2 A (EA L. B —1E 5=
f# K Single Factor (1FA) » { FI Wi /5 =0 & Two Factor (2FA) » (I £ =f&7J7 3
FII# K5 Multi Factor (MFA) 5 fEE{E MFA B » 4015 Factor £R[EIMHBRE E EIERE K In-
Band » 5 [E] AIlfE Ky Out-of-Band 5 41 - 5858 7720 o] 73 BR [ Bl [ - B A4 JE 2%
B o E R s El AR el 2 P Umi B I R R B AR Y T F RS B R
(a2 ke & Py S EEE W R R T et - —fRER (] MFA &tE 1FA
REVZ 4 AHR BN AR FR MFA 22N A] 5

oo (Authentication) A F5 (s F—{EEG 25 factor ARHEEFLEEHEHIS 0y » THHE
(Authorization) RIIF5 A B HERN AL EEIES (& B8 I B RE A HUIREE &R » H Fird R
EENEE R AT By e R EINAR S » BN R AT 50 FH A M el B 8 A Windows
Z8i1% 0 ZAEE{#ER LM ~ NTLM 3¢ Kerberos 5 —3EAYSZFHARY cookie 2R 1E By Y

B  FF SO BRI i —BKEA42 MFA » DUT RIS/ M 12 8412 MFA
% -

1.General : B%15 MFA —f% & {58 74 Byt 52 T#2(Social Engineering) Sz Sz i A B

11



(Technical Attack) °

2.Network Session Hijacking © % 75 22 HfE] A (Man-in-the-Middle) I 83 » I 8ETE
AN EIRE A R EGENAN S - EEAG S T RIS RN &4
7 HL token(FES A - Ry SLFAEZFATIHY cookie) ¢ 57 Network Session
Hijacking Proxy Theft f5HV/E & JRax Bl EL B UG — BV fadinh - T 27
{50 P AR A MFA AHRBRER] - R B EE 2 HEHEINAEZENEE
A MHERE B Z=BIA0E 6 fE 7 -

Real-World Example
Is Google To Blame For The Binance Exchange APl “Hack"?

March 12 2063 by Paud Costas « Leave 3 Comment

T'his 1s a follow up to the article on the Binance exchange API “hack™ based on what we now know

Binance was quick 1o stress their exchange was not backed, but to be honest. you would expect that to
be their first reaction, to prevent a meltdown. I use the term “hack™ as a very general term for any

nefarious computer activities, which on this occasion appears to be a very elaborate phishing scam

It appears that rhc[!}ch Binance site that stole the login ;:c\icm:.\'.'\].yl-o hacked the 2FA secunty. The

[f:skc site requested 2FA via the Google .‘\urhctmc.\m:]:m-.i then., duning the 60-second timeout for this

secunty feature, it surreptitiously logged mto the real Binance site and activated API control on the

affected account

& 6 : Network Session Hijacking ELE Z 4 1

Iranian phishers bypass 2fa protections
offered by Yahoo Mail and Gmail

Gooup breaches SMS protecied acoounts. Ir's still sesiog stsachs apaist 21a apps.

A T 4 70%6 0113

€ +44{:] CALL  MORE

2015

Your Google verification
code is 252401

SMS 2210

7 * Network Session Hijacking B & Z45 2
3.Endpoint Attacks : Man-in-the-Endpoint I &&F5 0V & FHH N ES— B A= »
AVTEAEAATHY MFA EREr s - & (E RIS AR5 - BOBEER ] DI T
(AR FIAE TS - IFAR—(EFERDSEE 25 - FEHL session cookie ~ 1 A%

12



4.Subject Hijack * AEBSTHY MFA token B @ e E A E » MR B EEE([E
FA 8152 33— F P i (namespace) » FhA FIREREHUAH P HURTRE &R > 36
LAY Smartcard Identifier Hijacking 05y BB RaZ 0% - MR BHS T RHSE
JE M E BRI 46 T i MEIR - & IS BIMEA R - RS EE R

i -

5.SIM Swapping * Z#H TR T57 K A P &R EEFAE SIM(Subscriber Identity

Module)RH » EEHEEER TR SIM -RISERIE 2245 2 55— By Fiep - 0
HUFTE 288 TAERLEE A SIM -RAVFTSE 5 ZRIMEFZ MFA 40 EH AR (Short
Message Service, SMS)Faeaei i {8 2 (5 &Y 4% - tgh/Esi SIM Swapping X
BT DU G52 HUS 728 SMS A {ERYZIEEHS - M NIST SP 800-63 JRE A%
{EFH SMS %R - SIM Swapping 281t TREGER - & RFA40
TEEZEGE 8 Frr)

VIEEEAE ~ EiEE R - VARG EG B TS A PR E R

ViBE R P REEA S SIM REASEIE > HEHEn

v E R RTE ATEUSAYH FEEN > B AR SIM

v E RS A FEEORE B HAM RN IR SRR ~ AR
EEE BB G - BEE I S CATH & R B
B

v—HIEARH SIM - st QRIS A RS (E T 55k

07 Florida Man Arrested in SIM Swap Conspiracy

% 'OUR DAD TO GIVE US BITCOIN:" g = . ik
Hor 2 Fackor Allagndly Stolo Millons by 01 Reddit Breach Highlights Limits of SMS-Based

Hijacking Phone Numbers Authentication

B e et L

e o This Binance User’s Account With $50k In Crypto Was
Hacked Through A SIM Swap

8 © SIM Swapping H & Z

6.Duplicate Code Generator : ZZ#FH MFA HUCHEEE 2RSS » 4@ (0 P N2 AL
BT (Seed) B L Z R (Shared Secret)(H » 1E Rsf& 48 E gl SE » B
FhE— AP RIS A A SR E I — B (One time password, OTP) ; &F

13



% OTP G FE NHYH BRI - A DA L e AR (BB LS » EEITiE Ky
Time-based OTP ° FIEIFTHE Shared Secret (£ &7 AE & Iindae (Al ik 28 Y EEHEE DA
KPRy OTP 2E T » — BB EHISE &R RGEREEDE - R A]AE

— A HEERIREEES - BIANfEF Cain & Abel THETEH RSA SecurelD

Token FfrEE A=Y BLELCAIE 9 Frs) ©
Taken from Cain & Abel hacklng

BEA SecuwdD) Tolom Calculster

Sy, T et Lacal Tima

FARAGAT - 00253 HAARAE - 20258
Sl Mk | Delts T
§ VidbE AIEN D GFEF P e R Fy. [

[Tt Loce Fme
ST JRETONE - 20N
T JRETONE - A2
g g JRETONE- X3
Qe ANMETLE - D
LE": ANEVDNE -0 S
A ANENDNE - D%
s T JIVEVOINE - 02T
anTa TREDE - T8
& N5 ANENDNE - 8
90013 AREADAE - 20 30 b
Aid I e VL ot I
. . g
9 : Duplicate Code Generator E. & ZE {5

7.Not Required/Downgrade Attacks : R4V 24 sF A = 1FA » FRiE
IR R EIERY MFA - 215 Z401) MFA 2 FHJE MFA 22008 - & 3%E
B AR - BRI ] RE(H FHIE MFA J5 =TT -

8.Not Required/Recovery Attacks * Fia & A& H 5 iEEE MFA ByZ2 & R G H
& > Flangdus gt TISECES | DR BN B E R - R AR
o] DL AR s es DURS EE s i B R se & et > FHREZEHIa0E 10 Ay

7|—\‘ o
systems P
Security code
e wa tad e b -
oada; DERITTE
“ o e o -orasolt acso o B FEmONG O S
. " BT
- o
& 10 : Not Required/Recovery Attacks ELE ZE 4

9.Not Required/Recovery Questions : Bz LI JF 75 2 AZr 2 HE i (Security

14



Questions * 41 11) » tHHELEAEMH FaEMIER - ZSEOR A PR FRE A
AR AED AR 5T « BT AT AR R A A S S - PUE R @E
s A L > ATTE AU B IR E A RS - Rt A

20% )% = FREAE—FIaRtHIE S - 40%HY P IRATTEC & VI AH S
% 16%HVE EAAEH PRI BRI E R T E] - B PAGH » TR
FEREMNR - T2 fE Min A H SRS R - EEUAEELEER

SMFAEHM T - N RS EER -

Your Security Questions
shon YRt 15 the name of B Ca%0 you aRarded 49 5§ chid)
Wt s the fest name of yoan Lyvore Aunt®
Vet s [ e sddess where you grew 1p?
A " 00 - 0 008 4 hoed
at A
e narwo of + os

11+ Ze et #a
10.SMS Rogue Recovery * P 8&# & feamfilz H SV E T2 A SMS fiafEfE
ARRE(N 2K A\ S8 HS) - BB ETEEEE - e FT
1% > BREAHE email EHU4IR > R EilE R > S P 0l E e - mifk > e
(s FHAEHERRENE S A FI FRYBE T B - s i eEr 2 0Ea T - £ R
telEfH P ER B -

11.Social Engineer Tech Support : EEZFI# R~ > #tEFH F{HH MFA & A44r55¢
4 By AE A TR JTHUH MFA BCEERATE - EXMEN
DEFCON Hyg2 ) ' This is how hackers hack you using simple social engineering | (4g
ik https://www.youtube.com/watch?v=Ic7scxvKQOo) » I EE1{£'E B H F (Roose)H
o BEREEF T o R HISOTHEE - BiE KB E R OE X
TURREYAE > AR EE T 30 PPELHUS Roose HYEE TS #E 4408 S 08
05 > HEE2E— P HEERA BB Roose WSHHME - FEAEISM Roose fHEE
E
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12.Buggy MFA : QISLA{# FHY MPA AHBASAAFAIERRE - FIRE s BRI
5o 40 106 47 10 F 1S HE BR (21~ AR RS 2 2 (Infineon) AT AL AT FTAE
FE - 5 154H (Trusted Platform Module, TPM)& 5 222500 - AIEFLSRRE/ A
2048 fir TCAYEE - BEEFEZE R TR RAS - AR T SRR MR
BE I HENAE -

(Z) H AR BBt 83 & 225k E% (Japan’s new cybersecurity strategy to close an IoT

gap)

HAAE 2013 SRR By 2020 AR5 2B R SR I B R IREUR » Rttt - FRoB(LE
BEZEES TR HE BN A AR S I (Lo T)RY 22 4 5 A H Ak e P B0t

LEOEZE © DA AT RRER > Bt EEn B EEaE - BN S iR
&4 - TEREIRIE N BARRETESERER -

QLEEFERYRFE © LA - 41 2018 FERR SR —R M A (ERREIE » DA
FIF AL K 10T SEHiGFEAERAR 3 S0%H TR A B RD 35%H THF

35 + B 1985 CRAAEL - JH/D 60%HI AT » S 2018 CEBRE I I B |
f -

Ry TN ToT Zeefy3RE - 2 2015 SFHBUF » &3 RSB AR 10T
Acceleration Consortium » FEZE#AFATE E1F Ry ToT BliE—{E#k 5 RASLER 7T e
B NS S BUNT > (SRS SR AL A S, - WAL — ([ FHH B 38 e e Bt
AEHEEAHRRRY RO - DU AERIe TR SRR S I0AE 2016 S8 mPiid 2c &
55 (0T Security Guidelines) > E1E RS T EEYMRHEACE « Z2FNIIRBHITE I REA
FI P PR A ARRRE - DUE & R AL R A RS 2 1R - X s A e b - 1
FRGEAES TS > PR EA AR - WIRE e R BV EE E - 2N sy
TR Faln I Mey A AR 2 e i

LB 12 J20E 13 of > STLUBHIA A S B R » Bt
AR S R R R L

1L1E 2018 et S e i 2ot - LR G EAG E L2 ~ BERTE RS
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(botnet) ~ B2HEZHIAIEZL NS -

2.4E 2018 £ 2021 FFHEBIFHAUR EHEHE - 528 0T A E LN EHEE > nE
15 3% A EIFTSFR R - DA RIPTEE 2 30% -

3. BV E RS » F4E754 (Ministry of Internal Affairs & Communications)
ICT-ISAC R A&7 KE(Yokohama National University)Z£[@E&1F » 1F 2018 1750
FEFR 150 (&5 5578507 ToT 4585 -

4.5 2018 FFEHETTIEE » SBEAEE A N YIS A S ST (National Institute of
Information & Communications Technology, NICT) 0] LARfa 48RS F BB A a2
HERY ToT 255 > Wil ISP EE T EE LT IEE

5.4F 2018 FAE I EE(SEE 2 £ (Telecommunication Business Act) > 5% NICT &8 ICT-
ISAC B ISP 25 B EE » ISP EF [ DURKIF P H ToT &5 E R
Ty WGBSR B BT AR IS (Distributed Denial-of-Service, DDoS) % -

0% 20 % 40 % 60 % B % 100 %

sapan n = 75) - | B T T N
: _

[ 509
vsatn=s27) | i | |

Europe (n = 526}

— o o e e o e e e e e e e e e e e o R o

" Risk assessment includes mfo security

" Risk assessment doesn't include info security
® Mo risk assessment

" Don't know

12 : Cybersecurity & risk management in Japan

Japan (n = 755)

USA (n = 527)

Europe (n=526)

= Single-hat CISO = Collateral duty CISO
" No CISO " Don’t know

13 : CISOs in Japan, USA, and Europe

IMAEJKEE botnet &7y » M2 HAEL ISP &% 2006 2 2011 FERE & 1FETT Cyber

17



Clean Center (CCO)RVZH > 53 2013 2 2018 [ &1E#{T Advanced Cyber Threats
response InitiatiVE (Active)#VEHZE » EF A (A Internet P EAEE > DIFGIEEE
RS RN » A Bh R RS - B P ERAUE S BT B E BT - BALUR D
H A E RS RV EE - S S S e R RS IR - (H 2 B % LR R %
HRSH > BR TR0 ISP FYRCASL - ST T B RS RS b 4% (D A e St B iaEFE T -
WA R ERT » R EE P E5E ISP BaE ARy
SHAA

By TR b H ARBAS B L VTERE & - RARHARFEAE S 10T K Al 2
ENEFREESTETE L EFES 0T BXER B TEAFE TEHREZ
HEFNAIAHRBETRES » SRS RF 1127 CSDE (Council to Secure the Digital Economy)
FiTHH AR 2018 International Anti-Botnet Guide » £ [E0 1 1] i 18 & F i 1 B H AT &

ZEEETE Rt s - BEIIE R AT EEEHH -
(=)ATT&CK
RICHHA 50 EAE ATT&CK » 6 N5 5 {6 -
1. ATT&CK in Practice: A Primer to Improve Your Cyber-Defense
2. Fine-Tuning Your Cyber-Defense Technologies with the ATT&CK Framework
3. How to Evolve Threat Hunting by Using the MITRE ATT&CK Framework
4. Lessons from Applying MITRE ATT&CK 1n the Wild
5. Making MITRE ATT&CK™ Work for You: Sharing Best Practices for Success

ELR B SRR - MITRE BROZH 1958 46 LR BEEUF RIS RN hE S
5 AR ] 24 TAR B HERC MG - i Bh AR B R e SR B R - (R A SR %2
4 5 HI® MITRE B3 FE RIS - A~ B aaflrZe sl RILBUA REAM & EE
fir SR I EETUE - B AT MITRE F24(E#E 254 7 {E FFRDCs (Federally Funded
Research and Development Centers)41 N3 1 » FsBFREUR IRt TIZBLR e E - #5748
ISR BRI 4 KRB LBETT -
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# 1 MITRE &%~ 7 {# FFRDCs
FFRDC #4718 DAvAEAL]
[BR 5% 224 T F2 F00(NSEC) 1958 4
SeHERTZZ sk R LM(CAASD) 1990 4
1B SEIRAA LU 0(CEM) 1998 4
B8]+ 2 2 T AR B8 R R 92 BT (HSSEDI) 2009
H| AR TR BRI L(EMC) 2010 4
A BEERE CMS Bt BH(CAMH) 2012 4
B R 4 2 e i g Bl g i i CJ(NCEF) 2014 4

ATT&CK(Adversarial Tactics, Techniques and Common Knowledge) £ MITRE Firfe

HVEZAER » RS A 1T Ry R > FURFME Ry FH DA
B A STIX RS

ol LB T B
FHERE T Eu= A (F T ATT&CK A4 & Enterprise

PRE & Mobile =fd » FH¥HEH GRS B HR SR (Cyber Kill Chain) » PRE-ATT&CK F
FEHE MR H AR AT RE AR Y 598 ~ R AR TR RERARTRES

Enterprise-ATT&CK RIJ & F Akt

FPE B RBP4 4 (RS -
YT -

MITRE $2HHY ATT&CK %528 AM=4H57 Fy 11 {E RIS PEES
FREEFE ~ #83R ~ Mg E) - U
) N AP ER A T B Tk By T LR B — sk - F %R T

AT ~ RERREETT ~ Pk -

AT GBI
i Mobile-ATT&CK gE44

g~ 2 tR PR

\FE A

A 3 EPEEL
FEHCE R R
GHE T

(SECUNEZILER
+ TR B
A EEATT

Fy o DUE 14 B > ATT&CK 5 Group ~ Software ~ Technique 5z Tactic Z#)(4 » H
1B % By Group {5 FHUFEE Software B ERIHFLE Technique » DLZEERRIHFLE Tactic e

Adversary j—— Uses = Technique
Groy /

Uses

Implements

Accomplishes

S <
A

14 + ATT&CK ¥4IV RA %

£ ATT&CK in Practice: A Primer to Improve Your Cyber-Defense JE s
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PEFRAVAE@IE 15 Fr) @ SRS P 2R & - s B EER
L DR R R Fofe] 5 FARSE T R NBITT Ry » B AE AT B8R Fo e - AP (ot
FHVAIREE 3z ffty R 3RS > At M A & EE AT AV Ry Ryl 5 etk > (5 PR ~ 1¢7fa
Ji A% (Tactics, Techniques and Procedures, TTPs) sz Af=F51% (Indicators of Compromise,

100 EZVTEIE - A EEE BRNELYTE ~ (DN R B L -

Motives Infrastructure
Targets . Behavior
Your
Assets

15+ BB Ry DACSGE 58 HE It
st R R A A A E S PR MITRE ATT&CK 224 » 455 8R 30.36%4HAR
EfEH MITRE ATT&CK 256 - MEfE 8 - 802 A (58 (A0E 16 Frr) © FRFtaiE
(&8 Ry ATT&CK SR ELcBisi i A B B » 45 REUR P HEE T H A H B (AiE
17 fiR) 5 Bf% > JRFEE MITRE ATT&CK REAEUF T Efe &% H EAVER) » 455%
BUNMEAE SR ERa B BIAE 18 ) -

Is your organisation currently using the MITRE ATT&CK Framework? Legend
A.Yes
) 38.36%

B.No

B 5.57%

C. ldon't know.

D 10.06%

100%

75%

A B c

16 : 4HE%R 2 AR H MITRE ATT&CK ZefE > s 4k 5
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In which area do you think MITRE ATT&CK would be most useful? Legend

A. Taxonomy
€ 18.49%
100% B. Prevention
m 29.45%
C. Detection/Hunting
52.05%
75%
50%
25%
0%
17 © ATT&CK R EeLals A B B2 P a4 R
‘What would be the most useful to help you operationalise MITRE ATT&CK Legend
A, Better web content
19.72%
100% 'B. Webinars
@ 3s92%

C. Commiunity activities-workshops
@ 4.37%
75%

25%

18 * ATT&CK BEFEWE /7 I HE (3 B %5 1 _EAY R Bh 2 S A4 iR
[EEE > 779148 —2 MITRE ATT&CK #ZEHIHIER T 5 - (4 -

1. MITRE Caldera * Caldera & —{E HELHVE FAEHERS - HPE GG RFAIHET
B L MR BT - ERES AR 247 > TEARCBE Y 1T R DIfF
TERCHAMA ARG TS 5 Caldera SRR BTV ERIACFEAIAT T A AR 7T
Fr ~ SHIEN & SEZIEE A A o (link: https://github.com/mitre/caldera)

2. Endgame RTA : HH python BIAR4RE » BERIALERR T 50 ZfE A [E ATT&CK %R
g DU —(E4maEieny B ERET » ] DR FREHTHVIES » JHEEHE
REFVAZZUFE ATT By EFEEOHE M M0vis AIsE TT - DR EREEILEE - (link:
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https://github.com/mitre/caldera

https://github.com/endgameinc/RTA)

3. Red Canary Atomic Red Team : Fy—{[# & EEAVHIEAERIE » SHEZ2BFE T LA
AT E LG T ERIRE N e B ettt » WnlEE It T RS A s E
T—ZCHE, - DIEFIE B 5% - (link: https:/github.com/redcanaryco/atomic-red-

team)

4. Uber Metta * J&— &N A0 T H - 0] A DA T e B (=M S P21 -

(link: https://github.com/uber-common/metta)

(7O)4E & JE B = B ¢ SR /D 8 IR IR YE Y 3T 5 7% (Cyber Risk Management @ New
Approaches For Reducing Your Cyber Exposure)

ARG s F A A (AT e DR AR 48 o X A A R Je b (B S 224l - MR (it =1y
Hi Al s A B - DUE BhAH &% #1755 » 588 Kevin Flynn % Tenable(Cyber Exposure)

O EIY AR AT TEH A

S BRI S R HEIT)  E Cloud) R4 (0T) A SR 48t
AR GERIE 19)  AS AR AR — R T
4 (TR -

v'Where are we exposed ?

v'"Where should we prioritize based on risk ?
v'How are we reducing exposure over time ?
v'How do we compare ?

A B2 AT 1 R 40 5R DA B 5 =0E — R b S OREH ~ ffEsT
B FR BT R B R E AR B E P A - NS H AR TR R I A
AR 1A B RIR R Rra % - DI B & 2 BRI S 55 b A 2
ZIFEME R FPAETEE -
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https://github.com/endgameinc/RTA
https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/atomic-red-team

®

Nirtual machine Mobile

Server Deskiop Network

infrastnscture "tenwle

19 The Cyber Exposure Gap

PR B S M R A P £2478(Common Vulnerability Scoring System,CVSS) &
BRI » WG RGN AR 2 W2 H eBay -
M58 5 (Symantec) ~ FERH(Cisco) ~ FH 3 (Oracle) 5 ik Z #CAG L 6 S 1% - CVSS 24k
FHEE 51220 > Bl & FE A 4B R (Base metric group) ~ BT HFHEFE A (Temporal metric
group) 5 B4 ¥ (Environmental metric group)3F 3 {BIBFAH A TR RS B 4ERE AT 27
SR G TIR - FRAHAREE R RIE Y B AR -

1% > $220 7 Tenable 2\ FIAVE L » 41 Predictive Prioritization H& Tenable UZ£EHY
JRVEEAE LS = 7 R AR BB A4S & 0 A6 B Tenable Research FREEHY = 4R TR
RIEEVE—EEIT oM  WAEAURIEE AR (VPR) S irés SEGERE 20) -

M%MJ&JLH.&JJJJ&MLR& crmm LamRIEE S ek eIy [ ——— bt P T1

B e
........ - e T
Er T = _J = |
TG e - Dutramcra Pk e e AT e ferie I T
- . . .
b - Lo e L
=
........... p———
" Jrr—— [—— Je—
- - I S
L - ] B
Lty e s w0 mum I
- T Ly L] 4 1 bl
R
.
L itenable RSAConferenceZ015

20 CVSSTO VPR : MORE LOW/MEDIUM-FEWER HIGH/CRITICAL
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(7)) BB AR AR ER 22 2 BR S (Future-Proof Cyber security Strategy)

ARFHENE T E S

PR E A E PRy BT R R i S TR TS Y S e T

BHESRIPREL - DAHIE R AR CHAERE 2 2 8kl > 5878 Timothy Lee Ry i28%iH

FEES5 | T Richard P. Rumelt (2012) « Good Strategy / Bad Strategy: The Difference

and Why It Matters * United Kingdom * Profile Books | —3 » R BAFHYREIS 26k 2 E
FEA A S R BERARE - N EERT PowerPoint &5 F JA#RE » ke —{E 4T
M4 RS 27 2= WS JH B s n RE SR ~ AEZE ~ (5h 81780 R B 2o Bl FE < DUl PR+

GF5LE 21) -

Q Identify key challenges

Q A framework or
roadmap - the big
picture

QCoordinated actions to

Identify Key
Challenges
Future-proof
Cybersecurity
Strategy

Monitor
&
Adapt

address challenges

QContinuous monitoring
and adaptation

Coordinated
Actions

RSAConference2019

21 What is good(future-proof) cybersecurity strategy ?
PR B AR ORI RS 27 S RIS B - B & S (HRFHAVAEER 222 PkEE - 1
MEZR K 3 {ELDMEEIRRA: > 20°F -

1. BESERAVAEES 2 = PhEK © ANJHY)ZMRs 22 T a R ggHER AN ~ FETE LA
&5~ BRIz ~ EEER - iR Bt 2 2GS -

. FEZE © EPRZEEHEZE(Cybersecurity Framework,CSF) » (GER.E 22)

3. WARAE ¢ PREEAJHBESREITT & ~ LUFE REREHITE KB & 1F -
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CITY OF LOS ANGELES
CYBERSECURITY STRATEGY IMPLEMENTATION ROADMAP

Confidentiality Availability Privacy & Safety

IDENTIFY PROTECT DETECT RESPOND RECOVER
===
e el Cxber Incident Response
(e
-
— Use for
v Gap assessment
D - v" Resource planning
v Implementation
roadmap
v’ Strategy communication

22 PR HESS(Cybersecurity Framework,CSF)
=~ SR Z 2 EEE NS R
(—) B 272 (DHS)=E 5 5 S B R s e o b B T B A1 A F

SRR 2 B S B ER Y YRS « B SRR A b T~ A ek A
T E HACR ~ GBI AY B 27 = aE B A - HEBIES 2 VA A e AT RS Y
TR~ BB B B - RS R BV EESE AR R - DL A4S & Y
[ETTESGERSEDIRE R AR 2 2 - AR HE SR EEIAT

1. [B8] 2% B8 e EL R 3% 5 1Y Jl B %% 7L (Risks and Results: Counter-Risks to the Nation™ s

Critical Infrastructure)

P -2 4 MP4BRG BB 22 % 5 (CISA)JE & Christopher Krebs B4 k2
McCrary 48 FIRA S ARERL MR Z S WFSE R - (F Frank Cilluffo 3% - K S/
CISA {2 BB ELREE - B TR MRS Bk L (NRMO) » B %
PRI B S B 6 AR » S5 2477 .0 ~ CISA B9
FUBRSZE 2 AR AP L (NCCIC) I SRR e 0 b o (NICO) & > #4
B M R A BB S B2 TE BB RERIRL B & (B o ]
SRR T A - IS = T ENENE ()R R bl e
IBE4 QR A BRI S TR EIEES) DO ES e e HEs)

Ko

K g Ry CISA Fa N8R & G R - NI T R s > o] LI L
HOP TR = A RE S AT A T e (BN ESR AR AR E R ~ T~ O
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BAFIEAGE © B TSR F RZ AL EsE RS 5 B NRMC T4 BIATASTER R4 RS
EEACT) B e s R b B B TAE/ N (E Rl oLy - A A S
HEE o DGR Bk ICT (LAY EE - 140 2018 4F > SERIBURAS I 4R
ST RETAEREARON - BEE TR LRI 5G - #5002k B NI BEIER Y
e H T TREM N B B © S (EE RS /MNE VPN FERTES - RrAlE
K E Dolphin * Opera il Yandex #91 EFEFAFZZ -

FEFE > NRMCEZ Bt ~ RS T ~ M BE RS TR LAY S S (R T/ IME
8o BERAURTER - it mbs - I e iR e e E T

K mfid et " et e ) AvE M > NARESEEIAEE HDRERE
FRZEFZARREE P DL F SR ARV EN - PR ERE -
BT ~ ety ~ R - DUE SR KRR - NI FEACHERRTE » CISA IE1E
s b H B BB EAS)ETE - DIEEE L e SR 2 - BAREFIR Mt E
ZIMER T R -

258 CISA (e EEEAG DT ERY 55— (E %08 > CISA FERIREILE B HIRFE A -
(e HEBEER AL S 0 B A =R AR TR RUE RS - SRR LR & 1 90961y
SRR - =Y 2016 FEHY 3296 ©

FRI% CISA HYEERS - AAENFIAHA A DLERHL = THRH S B o s AR A

(DR s AT 55 =07 b I REDE - BFERo-F & DU LR B A Y S5 A 2
=7 BRI AH R R -

(QEHTEE > W EREUA BBV B Y — LB R - (A0 > QSRS A
R - RIS FEEAEIRS B fea T2k B ARETH Y&

QR REE B RV ENILE > DUEREERIT R P25 o FIAEEE BEHRIA
DHS #Y AIS 518 » fEHEH & AR R AR B TR RT3
B
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2 NIRRT A B P K LR (Use of Facial Recognition to Combat Terrorism)

FHEY 422 B FEBE AL E Jonathan Cantor ERf » /1485 BL AR BB (RES
(CBP)Bf & HY Elmfiat LAEVI AV RCIR S 5 > AIAE(E AR LRIk TR A
73 >t it BB S (RS te P AR EU T B AR TRa 1 - s IR V- 5N A
EOURIZ T HRE R - INIE Al 22 22 2 FIPERY B 03 Biss > H ATEA L SR B R
S - S5 H A DA R AR AR ] -

2 FE ] APIS Bii - CBP AP/ t S A1 S K SS R AY S o i b Y e
F o AR ME— R TIR(UID) - 748 CBP Affize A SRS T2 (LA i s AR
o DURJEARE R (APDER SR T I8 71 Al UID - £ 1 T UCRCARFS -

(DEEES - Band 2 B T H R FHUER
)ikl - FEMTZE LS B S B R 10T DL
Q)[EIFE - FERIFDEEE R AR ] A [ E VT FC 45 5

B ERE S RLRYOREE - CBP (UERFEZL P (L w2 2 idd - HERA -
AR TR B A SR E R E RS T - AR UCECHYIR A & T AR R AWK
REFIGIRIEAVAE S - — EIRITHI B SRR IRITEAVIRA RHE 14 K5
&R - AHEECRERALIRE ST TEBARHVECE - ] LI2 CBP B[R A RS AT
AT SRR EERTAL - BRIHAAIHEEL ~ 16 ~ (s DU IR BRI ] - A
CBP tLhls =& - kefarLan B e iR -

3. 5% 8 R i [ER 1= 224 81397 i1 28 F (Dancing with Elephants: Bridging the Government

Innovation Gap)

FHEH 122 2 BRI 51 (S & THRC 4 ER Anil John 5 PRETRHE S 1E 2015
FHED AU B AIFTETE(SVIP) » Al B @R E R A A8 SHY S 4R - [
Bl A E=ORp SRR FE R E & - BAVIER BT ISR SUORES [E2 - SEE =,
RUiifER T 2 BATRRI LR L R » DA AR 127 e BRI 2 b 5
T A AR T > IR EEUE - S BUFRIHT R -
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st S AR EAVE R AR E R - AR AT HAt s S s - SoREATT
> BETF AR N & - AlE S RSEEIAT R S ith(H AirA 55E ~ LLEs)
HYHTRIA BRI G E - A H P ST SR BT e ] > S [F) fe & M 2R s ol (=1 v
S B EAA DA E]RFH RO 5 55 Bl T 20 2 E SR LA ER
F& > B0 Tamr 22 F]HII05E BRI TERHE £Z:48(GTAS) ~ Echodyne Corp. A1
IR TR Y [(MESA)FE 22 2471 ~ DataRobot JEFHY GTAS HYEB{Li%zR2H
(AML) - AIfNTATEAARIRIGEEE S - HATE AT S FRIEAEETT - Bl
SV - BT REENISORERIIAE ~ KO AYZFREDN 245 ~ /N A
BiiEH 240 ~ SRR e TR LS - BIREH AN -

(DBEERZER/NSA) T EEHNF - TR ASZ Bl

FEERZ SR O T OCTEHRED ~ TR ~ PR ~ JEEsfEEREE - 585 ~ BEMaE
HEREREAVER T » BEMER L2 SRR - BT AR =m0
GHIDRA #R#G 2 [m T2 P & - EIUREIR T - 2 HM 2 2 HER i sl
A E RS - HE % e/ R A =] < 830 )< Paul Nakasone(HH G AR)/RFE - B
ML E RS A S R B B A B R 250 Olivia Gazis 5% - ERESy Strategic
Competition: The Rise of Persistent Presence and Innovation » &5 55 B E EEAY T 27 -

IRIZE U R EN e
2. AP IR R R R 2
3 B SRR B B R F AR

R AR AR B S Bl R E A MR Ly R TR IRE ST > Bl
A E T ~ RN REGRHHTHVESS - (HE T IEAEeE MMyl -
TR (S T4 B E ARl - e R R 2 LAy
TRREEEET > JIsEL ~ REPIEE SR > A REE » BEE R > iR
15 - THAEHR B EE H @S> e ERREESR A IS - A B R R
HTENA REE IR > NI ERR IR A AR PP T A BT o - HECRED RRAV A2 2
B AN HIBSAL P - SGREREATT ¢
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1. BREI7H 2016 FEGTABEZ 1R - HEEE =)< BRI 2 /B A B U &
B> B ffE + 27 2 E(DHS) - BrF i & R (FBDFIEY 2 1% Hk B it . = (ODNDE
SN B R B R AL S A LM G U B R BU G S amiVIF & o s b R
Tr R > & 22 AL 2018 EH SR ERNT X B (R B R E R RS RE L - THEHE
2020 ARG R R T BRI S F - N AT AESuE IR A o=k
Frg&RT Bkl > 1 ELEEE S B PREUE iy SRS 2 S B8 - SN THY R BB
BB AKRATRERSS - FrbUERHE " R DHIER TS TR E TS » &
KA B RS R R EA IR SR -

2. BTN B2 ey S AR B R R AT Bk DA | AT S R i o0 T HI P - RHAE S EIH(FE =
RS 25 1) - R REAELER KRB NEE# V& > sEGEZE
Wi -

3HEFAELRE T CrEREECHEN  MHAEANTES #8238 - &8
TR ABERENR - BRI ER FO et P - M ek B 2
i 5G MEGRARTES - T EIEE BB R E RS BS REREE - UHEE Ry B th EE
I < IRV B R e R R (ERR S bR B - JCH PRy " iR | ¥Rt
S - RIER R AT R E MM - MEEWE - K E R A
FEPRRICR B AT T3 50

4. PR REHERFOR O SCARON ne Y TR B 4 T 8 > HLRH L 26F 100%
WU - 10 G IR R AR AR SR 8 R S O T B B A T I B MR aRek AT E
DI HFASE TARRIAEES E4F > 5 ISIS 121507 mHYRE JTEEE I - EE

AR R ES Ry AR BB EAY - UZRIRRFE - EtE | R ARYSCEL ) SRig ey
— o

5. LEE A RE AR [BIE RS 22 U TR M TR - IRk ORI B 2 BRI (S A
BURFHte > HABTETIREY] - BB e 2= MR TR M 8 - (35
FRALEER S B T U 2 > B (R -

6. ARFFERBUR AT RE & T oK AL — (i " 4EPRAEES M | - (ST A N BB
HIBEHA > 2N THEZ Hh G IR ARl RSB fI A K AT RERT) -
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AER A R B> 5l £ A A S R EEIE - AR A RAVERRSTR
ANtz -

THEBE—FEET  FEHER LT EEE(LE - (EaTBIR MR ZE RS - E T
A =] S E A AR BURF PP IP S A U > Sl HLAE 2019 SRR AZE - HIHERR
TERFERS ZE IR E G R T FEEh 2 — 3R - SR & E R A S 0 T B
T E LR HAMEFTE#E V) &1 - LS TEE T IAB PTE & i 1R -
LUt RAE AR N E A S T B R 1

8. HUIRERENZ/EH P EMFA GHIDRA #iAg = TAZ ¥ &S EHE
BRI > P A Java BRI - MEFRRFEMNZETNE - WTEIIREET
A MIH A 22 2 R o M e B A Bt R B AR = SZ RS - 2D el
BRI B BB $8 35 - A2 75X GUI TRE if DATE AR R E @i A
T ) TARFRRESE S FEIEE 247 HIR(E > 5 Windows > Mac OS fl LINUX>
WS RS TR P TE <% © GHIDRA “Fe#aEinmE LREATFRIFTATIEE -
RN TEL - 48HE 5 https://ghidra-sre.org/

(Z)BEFRERE A (FBD) SR LRIAMTAIRS B (4 DA BB R RS TR

WA R S B BRI S B DU T R AR U LU SR B T M AR B AT
ok N BFVERETRIER 2 ~ BB IRERER S 1P - MIBEIUR SR B B
WIUTE ST AR > Ho L B A B R SR IR 45 B & Christopher Wray BiAR &
SHrEE AR TE S ARATFC A Susan Hennessey $f55 > &% ¢ The FBL At the Heart
of Combating Cyberthreats » 5 a8 255 1F Fy35 BB hu AR i s i s ot
fir > J0faTFI R 4 0 i Y B SE R > FEAT RIS PERR (AR B BR AR TRAE > BRI TR AR
JEIRRIE 5 22 S MR B %L ©

W FREE Ry 5 REVHEES B AN AL —(E B iR o] DUk - il HLA
AEREAE R FBI —HRAVEREIATA - K5, ~ 3% - FTLL FBI EAAEFIAIEIR
ZafE s Mtz eMEEVSEIN BREFISEB RGO EEER > FrlEE
GRS IRE R WARLARLEFI & F > FBI RS LB EARER > M Z IR -
HIGY FBI BG5S A PR BB B BRI G A T8/ NG BLECAIBRFS - MRSt 5805
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PRI RS B N —RE RIS - AR 2R 60 Z{EEZIREE FBI 48RP IRAERE %
EREIHEARE S - NELRIBAEHAL B I S B i in sl & MO SR T Re R -

H #1578 S50 R (BRSSPl E L - W RREE Bl &
BITHRITEE - SEn B E e - e HEEIRA U MR - &
KRB NSRS  FBI G RHEEHE B~ G- FINBUF S A (TR X

H b2 & .0 FBI #ASF LHIFSE N BHIIEIY - W E&RFRBEE —F5K > FBI K
ARSI RIS ~ BUR TR LRRED - R NI EE LRS- AL RAE 5265 6
96 Z [H] > EER ZUUH Bk R SR Bk - BTSN T B B2 PRiESE
EIRYZ A ~ PEEAFIRIE « A RAEUEAYANIA FBL 751 -

(V) ER R B B AT FE B (NI S T FE e 4 27 2= SR RRALMESR

57 % A28 RE 7 it/ 2 BE(National Institute of Standards and Technology » NIST)Z: B2
PR EE) T AT R AR A e ER(2HE = - G 2EE 2 (2)) ~ FRRAMESS -
N1 R B R HE AR S S R AV B o B M O RIS~ HE) i SR R iy Bt e
JEf E T~ ZETAEES - 4R RIE RS - AR RAEZRER 7> > B NIST
TEF 4R 2 MPTE T A Kevin Stine BASE BB ZRATEHE BLRL T FT e e 4R FEALBUR
RS Naomi Lefkovitz 135 » 3% © The NIST Privacy Framework: What It Is and What
It Means for You » /P 4AYIBAEAI N T B Rumhoilr i ez - A frg (s AFRBAL -
st HEZ A FE e (NIST) TEAE B AL EFI A SE BRI 2 AH BH & & 1 E e 38 — {18 B BRIBAARE
24 DI BAHEEE 4 stai ] ~ 5V A5 5 EEAERERAA R - (R CRE(E A RALHTA]
W7 ARV - G 2 ARSI (S 1 -

e AT HISERS 27 2 I A DLOREE A PRV R R B B B AL b - (HFEALJE b
R RE 2 5 AHAR Ryl e HE e BES HARIMLEE ~ F6E ~ (AL EEN » NIST
seky  WHBA B L T AR TN ALERS - DR RE B -

I E FEHEAR Ry S AR SRR T SRR AL R ReE 70k » DU A sthain | ~ 5Pl ~ B EEA
RSN R - (1 A RES A S O AE (Eth = 2 AR T A4 e - 8 R BB
RARBIN MBI A R E RIS - USRS EZ IR -
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FEP B2 IELAE 2R 5 B B S AR B S i 4R 2 4 > VR RN BRI ~ ZE PRI ERY 572 -
PRIEE NIST FERRER T3 ~ RELEEEG - S2ilotkfs - BEFOMRE - N ~ s -~ sl
PR RSN ~ BRI EHERE & F - 2SI gz =5 -

BAPE RN - Ry B 5 E R K B (B A & R VE B R (NTIA) IEAE BUE YRR AL R A A Fr i
B > NIST HEZR SR i — 2 3 R B N BOR - (R R (s Bl i e B T A,
FT USRI SRy 4H S 28 FH A B PO AT PR A R el B I T A 2 U RE

NIST FERAMEZR 5 FEBNET %A [FIRIHAR ~ £y ~ AamiEIFEEe ~ #0FT > tnl DUE
SRS EARARHA > SR A VRN AR ~ (EAEFT ~ DURAEBI A slps 58

B

G E AR AT A 1T B £ ERBUNZ 7 AR 2 TH AF 2 NIST RER[EIE it
FEAVEZR Ry HFAMEE - SRR S B rE U R S A s A 2 s RE 2R T THI AV 4L
B > LUK JRIZHIRRRLBESRA - SHERAMEZRAIFESE - IMEZRTUER 2010 HERE8%
i o

~ &SN SEHEE]
(—FF LN E B E H 0 (Northern California Regional Intelligence Center)

b AN b 1R R 500 (Northern California Regional Intelligence Center, NCRIC) fs—
BURAYETES > 1A 2007 48 HH BN S 58 FE EE9 AR 2 & (Northern California High Intensity
Drug Trafficking Area, NC HIDTA)¥#h{T £ & 8 & Hh & 8 & <% % 570 (Investigative
Support Center , ISC) ~ B/ ZE #F (% 5L (Northern California Regional Threat
Assessment Center , NCRTA)FIRY i = 28 7H % 4H & (Terrorism Early Warning Groups,
TEWGs)HY A & ~ TEEAEEEIRM A - B IUIREE - 27130 E 0 S R
I ATHIEIISR - TR TG & DAsR bl 4 5 5% P L F S ~ MR
TTROERAL ~ DB AL A TEREREIRAY 70 2B E & ~ B ran - B
PR R ~ JE N BRIRLE TR M4 B B A TR > B AT 0 BEIR
# & o 2 (National Fusion Center Enterprise) ~ B 52 i & 5F it %47 (State Threat
Assessment System, STAS) ~ 55 BH = + 27 & #B F5 E HYEE & 1.0 (Fusion Center) (& 2 —
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NCRIC FyA k22 2P EE 127 a3l - 2o/l S0 6 & BURF TP TRIFL 2 4R -
SME N B SR AL AT BRI USRIt & iy B A S AR e i ~ 6 A it
FCEFRMI MU SREE ~ msEEBAeg - Wb/ e Eas A S E R DUk
FrREEFIEREELZLIG 158 - RESEE GRS - AT TE A RAAVERATAI BRSSP A5 54 - =
KIS ARIUSERE - S5 e SRR A B SEN75E - bR T Bl ISR B B E
EfES » NCRIC f7BhE SR G BB EE R B R - DIFEHiE e B
I B LAt R B o (RS BT R BL B s e - EXER =0T
v SRR BUE E SRR - TR T
v IRBEEIRT - BEEE S E
v s bEl R IR
v RRBERE S T ERE
ARRENFEEI SN RSA S » 2287 3 H 8 H_E/F8i NCRIC #Y Sena FAF R
Mahoney Bl FE (T8 > HARISEE] NCRIC £ EH BIBIRAFZMIIEERR » Bl
GV~ o FT AT BE EE B (Suspicious Activity Reporting, SAR) K JESEEHE - El LR (E
AEIEF S 2 B IERE ~ B - DML NSE AL ~ BURF ~ RABRPIMAI A
HRF IR S AR Y & R - TR R R S RE T -
55 > IR T4 8~ WA R DUt & A S TE R A L E SR &
[ T 5 S B i (B sk (Nationwide SAR Initiative, NSI) » BUAEF 5 7 55— T
B AT  SU8% - IEER - TR ERE AER T - B BATER A R E AN
fAHRAIUSEES) ¢ ZEEiet L EE m RIS - §EREN - BISRBUEEZE N &k
Al ~ e ~ FHE RO E 7> SARRH AR AA RS P2 G R e MR = 2 2
73 Wt A ERE A B = (EElEt =
v oA N B I ERE A S B SAR AU &R
DI B G  F A BV SRR RAN TR AR - WARIS 2 S0 -~ ACBRAnER A ER
BHVEEEES  sVE & B £ ATEE RIS 2 SR - 156l
8 /NIFHY B & I ST -

v FEANEES  HER SAR RAZIERE > W EAIT - BERHIEAVAE

v —RBUENBIE ¢ EE RIS o AN BEEEE - BRI T R
BOEE) -
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ARESEm AT EER S - B2HR /NSRS TR - R — DR A Tz O HE
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