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Table 2: Framework Core

Function Category Subcategory Informative References
IDENTIFY Asset Management (ID.AM): | ID.AM-1: Physical devices and systems CISCSC 1
(D) The data, personnel, devices, within the organization are inventoried COBIT 5 BAI09.01. BAI09.02
systems, andl fnc;l1tles thatl enable ISA 62443-2-1:2000 4.2.3 4
the organization to achieve
business purposes are identified
and managed consistent with their

ISA 62443-3-3:2013SR 7.8
ISO/IEC 27001:2013 AR.1.1. A8.1.2

relative importance to NIST SP 800-53 Rev. 4 CM-8. PM-3
organizational objectives and the | rp AN 2: Software platforms and CIS CSC 2
organization’s risk strategy. applications within the organization are COBIT 5 BAI09.01. BAT09.02. BAI09.05
inventoried ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A8.1.1. A8.1.2. A 1251
NIST SP 800-53 Rev. 4 CM-8. PM-5

&R https://doi.org/10.6028/NIST.CSWP.04162018
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NERC BHi# A fri& (NERC-CIP) E  KEEE I HFHYRIK
LA TORIEAE DU R BT B8 2 A AR A - B P (o A G TR S 2L
SAER R EENZL M o LUTE CIP-003-7 XK - HEREG=E
BB > AE S0 s B R E A - 2 P i ] S AR B

CIP-003-7 - Cyber Security — Security Management Controls

. Introduction

A
1.
2
3

Title: Cyber Security — Security Management Controls

. Number: CIP-003-7

. Purpose:  To specify consistent and sustainable security management controls that

establish responsibility and accountability to protect BES Cyber Systems against
compromise that could lead to misoperation or instability in the Bulk Electric System (BES).

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or subset

of functional entities are the applicable entity or entities, the functional entity or
entities are specified explicitly.

ERIARJE: https://www.nerc.com/pa/Stand/pages/cipstandards.aspx

NERC CIP-003 “Z&EHRE" ff » ZORGEEH o & HHHRALAE

S B HE RS R S S Y ER A ol HA S PRPIATNERC CIP-002
RS B EOREINEC R E I R T I T RS & 0 12
A DU B E B B A T R E RS s B 2 EEE R > ARESR A

sOENIEE o
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The Big Picture

Artificial Intelligence

Machine Learning
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WELCOME TO

RSAConference2019

As always, we thank you for being here and contributing to

bring cybersecurity professionals together to forward
the industry and empower the collective “we."

This year's theme is, to put it simply, Better. Which
means working hard to find better solutions. Making
better connections with peers from around the world.

And keeping the digital world safe so everyone can geton
with making the real world a better place.

RSA Conference is the time and the place to remind us to make security a top

priority—this week, but also every day. A better, safer world is ahead when we
have the drive, the strength and the vision to work together to create it. We hope

you find inspiration in the brilliantly led sessions and keynotes, the cutting-edge
technology in our Expo, and of course, the innovations showcased in RSAC
Innovation Sandbox, RSAC Sandbox, RSAC Early Stage Expo and our brand new
program, RSAC Launch Pad, taking place on Tuesday aftemoon.

Thank you for being a part of this Conference. Enjoy the week of learning and
networking ahead—and don't forget to enjoy social time with your peers at
the many special events throughout the week. We're already looking forward
to RSA Conference 2019 Asia Pacific & Japan in Singapore on July 16-18 and

encourage you, or your colleagues in that part of the world, to join us there for

deep, rich, regional and global cybersecurity conversations.

Until next time, let's continue the conversations on RSAConference.com
and through social media using #RSAC.

Sincerely,

Linda Gray Martin
Director and Chief of Operations

RSA Conference
s Y
Downloa d\\

b

our Mobile App ¢

Download the RSA Conf e 2019

Mobile App to stay up-to-date with all
the Conference activities happening
throughout the week. Build your own
personalized schedule, participate in
polls for select sessions, and find your
way around the RSAC Campus—which
includes the Moscone Center and
Marriott Marquis —with our maps.
Visit www.rsaconference.com/app1 or
scan this OR code to get started.

the critical cybersecurity conversations that take place at
RSA Conference each and every year. It is our mission to
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AGENDA AT-A-GLANCE

SATURDAY, MARCH 2

NOILYWHOLINI
AYHINID

Reglstration: 7:30 AM - 5:00 PM Housing Desk: 2:00 PM - 6:00 PM

700
AM 8:00 AM :00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 200 PM 3:00 PM 4:00 PM 5:00 PM 6:00 PM 7:00 PM 8:00 PM
[ [ [ [ [ [ [ [ [

| | | | | | | | |
700 AM 8:00 AM 900 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 200 PM 300 PM 4:00 PM 5:00 PM 6:00 PM 700 PM 800 PM

MONDAY, MARCH 4

Registration: 7:00 AM - 7:00 FM Bookstore: 8:00 AM - 7:00 PM Housing Desk: 8:00 AM - 6:00 PM
700
AM 8:00 AM 9:00 AM 10:00 AM 11:00 AM 1200 PM 1:00 PM 2:00 PM 3:00 PM 4:00 PM 5:00 PM 6:00 PM 7:00 PM 8:00 PM
I [ [ [ [ [ [ [ I
SANS Tutorials' - Moscone West 3003, 3004, 3005, 300 LEGEND:
CSA Traini Moscone West 3001 M Tutorials & Trainings
M Seminars — Discover &
ACA Training loscone West 30 Full Conference Only
| Seminars —
ioscone West 3007, 3008, 3009 All Badge Types
Emerging Threats Bl RSAC Innovation
Moscone West 20 Sandbox
Z - I Broadcast Alley
Security Foundations
Moscone West 2014 RSAC soC
I Special Events
Security, Privacy and Human Behavio
Maoscone West 2018 0 0
RSAC Women's
Leadership
Celebration
Reception
Moscone South
303
First-Timers Orientation
& Networking Reception
Marriott Golden Gate A
[ [ [
How-To for Innovators and RSAC Innovation Sandbox Secl.l:relzymorperaﬁons
_ Contest Moscone South Lower Level
Marriott, Yerba Buena 8 .|/ I
| | | | | | | | | | | |
700 AM 8:00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 200 PM 300 PM 4:00 PM 5:00 PM 6:00 PM 700 PM 8:00 PM

For room locations see maps on pages 8-11.
+ SANS Tutorials and C5A, ISACA and (I5CF Trainings are offered for an additional fee. (1) Open to Full Conference and Discover Pass holders only.
Sessions and speakers are subject to change; please visit www.rsaconference.com/us2019 for the most up-to-date information. #RSAC D



AGENDA AT-A-GLANCE

=
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o <L TUESDAY, MARCH 5
ws
Zoe
50 Registration: 6:30 AM - 600 PM Bookstore: 9:00 AM - 600 PM Housing Desk: 2:00 AM - 5:00 PM
w
E 700 AM 8:00 AM S:00 AM 10:00 AM 1NO00AM  1200PM 1:00 PM 200 PM 300PM 400PM 500 PM E:00 PM T00PM B:00 PM 9:00PM
[ [ [ [ [
South Stage Keynotes™
Moscone South Esplanade
| | South Stage Keynotes™ Track Sessions CyBEER Ops Networking
- " Moscone South Moscone West & South Reception &
Conting o Espl ] International Meat-Up'4
RSAC Sandbox & RSAC
Moascone West | | Law Tra(_i(. Sessions™ Early Stage Expo
Marriott Nob Hill A, Moscone South
Track Sessions
Moscone West & South
Moscone West
Law Track Sessions™ =
Marriott Nob Hill A
ne North & South Lower Levels
RSAC Security Operations Center - Moscone South Lower Level
| | | | | | | | |
700 AM 8:00 AM 00 AM 10:00 AM 1NO00AM  1200PM 1:00 PM 200 PM 300 PM

400 PM 5:00 PM €200 PM 700 PM

800 PM

Registration: 630 AM - 6:00 PM Bookstore: 8:00 AM - 6:00 PM Houslng Desk: 3:00 AM - 4:00 PM
700 AM 8:00 AM 00 AM 1000AM 1100 AM 1200 PM 1:00 PM 200PM 300 PM 400PM 500 PM 600 PM 700 PM 800 PM 9:00 PM
[ [ [ [ [ R R S T
Continental Breakfast'" Moscone West Levels 2 &3, West Stage Keynotes ll West Stage Keynotes |
Moscone South Levels 2 & 3, Marriott Nob Hill : Mascone West Street Level | | Moscone West Street Level |
[ [ | | | | | |
outh Stage Keynotes L — South Stage Keynotes ‘
Moscone Sou
Expo Pub Crawl

Moscone North & South

Lower Levels

Track Sessions
Moscone West & South

Learning Labs ™=

Learning Labs™
Fﬁ'ﬂ’::{'g‘:{:f Moscone West Level 3 Moscone West Level 3
West Level 2 .
Alcove Peer2Peer Sessions ™

Peer2Peer Sessions™
Moscona South

RSAC After Hours:

Moscone South
Board Exhibition'

Moscone West Lavel 3 Moscone West Level 2
w Track Session: Marriott Nob Hill A

| Expo - Moscone North & South Lower Levels

RSAC Early Stage Expo » Marriott Yerba Buena 9
RSAC Sandbox - Marriott Yerba Buena 8

Security Scholar PosterJ

RSAC Security Operations Center - Moscone South Lower Level

key & Wine Tasting™
Marriott Golden Gate B

800 AM

GO0AM  10:00AM  1100AM  1200PM 100 PM 200 PM 3:00PM 400PM 500 PM 600 P

M 700 PM 200PM



AGENDA AT-A-GLANCE
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THURSDAY, MARCH 7 IE
=m
=3
Registration: 630 AM - 5:30PM Bookstore:  8:00 AM - 4:00 PM :|'2
o
700 AM 8:00 AM 00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 200 PM 3:00 PM 4:00PM 5:00 PM 6:00 PM 7:00 PM 8:00 PM 2
| | | | | | | | | |
Continental Breakfast'™ Moscone West West Stage Keynotes South Stage Keynotes West Stage Keynotes
Levels 2 & 3, Moscone South Levels 2 & 3 Moscone West Street Lavel Moscone South Esplanade Moscone Wast Streat Level

[ [ I I I [
South
Esplan.
Track Sessions Birds of a Track Sessions
Moscone West & South Featherx3 Moscone West & So
Moscona
| Learning Labs " West Level 3 Learning Labs @
F::tdhse‘:""a@ Moscone West Level 3 | Moscone West Level 3

wh:;sfeoc; 3 Peer2Peer Sessions Peer2Peer Sessions "=
Maoscone South Moscone South

Cybersecurity + Public Interest Tech! South 201 | |

. g, RSAC After Hours:
. Expo - Moscone North & South Lower Levels tomedyglghtl"' .
M 5 E:
First-Timers RSAC Early Stage Expo = Marriott Yerba Buena 9 oscone 2o

RSAC Sandbox - Marriott Yerba Buena 8

RSAC Security
0 it Center

Mascone South Lower Level

700AM 8:00 AM 9:00 AM 100 AM 1100AM 1Z00PM 1:00 PM 200 PM 3:00 PM 4:00 PM 500 PM &00 PM 700 PM 8:00 PM

FRIDAY, MARCH 8

e R ~ INFODESKHOURs
7:00 AM 8:00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM 3:00PM 4:00 PM
T T T T T T Sunday 1
South Street Level 730 AM - 5:00 PM
South Stage Keynotes ; Conference Closing West sm:: Le:el 730 AM — 5:00 PM
/ Moscone South Esplanade Moscone West Street Level
Monday
! " Morth Lower Level 430 PM - 7:00 PM
m
Continental Track Sessions! South Streat Lavel 7-00 AM - 700 PM
h?orsecablgg“\n\;;t ST aan o lnl Job Search 2019— West Strest Level 700 AM - 00 PM
Levels 3 &3 " |m‘:{'“_!‘" 5‘::'"5'(:;' w| | NorthExpo SouthExpo  S00PM -700pM
] esume Review Workshop Marriott Marqui 7:30 AM - 5:00 PM
Mfésgﬂefggth Moscone West 3022 = s
Tuesday
North Lower Level 9:30 AM - &:00 PM
South Street Level B:00 AM - 415 PM
| | | | | | West Street Level G630 AM -700PM L]
7O0AM  B00AM  900AM  1000AM  1100AM  1200PM  1:00PM  200PM  3:00PM  400pm | NorthExpo, SouthExpo  10:00 AM - 6:00 PM
Marriott Marquis 10:30 AM - £:00 PM
‘Wednesday
Notes: North Lower Level 930 AM - 6:00 PM
LEGEND: (1) Open to Full Conference Pass holders only. South Street Level 7:30 AM - 6:00 PM
. Keynotes Nl Confe nd Di Pass hold A West Street Level &30 AM - 6:00 PM
Y {2) Open to Full Conference a scover Pass holders only. Morth Expo, South Expo  10:00 AM — 600 PM
B Sessions (3) Limited seating. No press permitted in Peer2Peer sessions, Birds of a Marriott Marquis T30 AM - 600 PM
B Expo Feather sessions and Learning Labs. Thursday
(4) Open to Full Conference Pass holders, Tuesday One-Day Full North Lower Level 930 AM - 3:00 PM
Il RSAC Early Stage Expo Conference Pass holders, Press and CyBEER Ops ticket holders only. South Street Level 730 AM - 400 PM
West Street Level &30 AM - 6:00 PM
Bl RSAC Sandbox {5) Open to Full Conference and Discover Pass holders, and Full No:th Expo, 5;:m Expo  10:00 AM - 300 PM
B Broadcast All Conference One-Day Pass holders for their day of admittance only. Marriott M.a’lquis 730 AM - s'm M
roa ey Choose one among the three RSAC After Hours events offered. Frid i
RSAC 50C _ 2y
- For room locations see maps on pages 8-11. South Street Level 530 AM - 1230 PM
I Special Events Sessions and speakers are subject to change; please visit West Street Level 8:00 AM - 200 PM
WWW.ISaC e.comyus2019 for the most up-to-date information.
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