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ACI Europe
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i ACI Latin America ~ Moroceo Belgium
and Caribbean ACI Asia-Pacific
Panama City Hong Kong

Republic of Panama China
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Item 3: RASC Membership Update

« Chair : Alan Tan (Changi) - Jonathan Lee (Incheon)

« Vice-Chair - Philip Bamber (Doha) * José Mendes (Yangon) New
- Ashwani Kaul (Delhi) » Kidong Yun (KAC, Korea)

- Buti Ahmed Qurwash (Dubai) » Mohamed Rameez (Maldives)
« Chi-Ming Huang (Taoyuan) * Raj K Malik (AA India)

- Daisuke Komine (Kansai) New « Stephen Goodwin (Brisbane)
- Dominic Yu (Hong Kong) * Suksri Luangaram (Thailand)
- Duaiji AlKowari (Bahrain) » Tak Y. Achiwa (Narita)

- Ehsan Rezasoltani (Iran) * Tony Sewell (Perth) New

- Emma Boulby (Adelaide) * Zheng Tian (Beijing)

« Ibrahim Ali Alsaggaf (Saudi Arabia)
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Day 1 - Wednesday, 14 November 2018

Morning Session

1 | Opening and Welcome.

2 | Membership Update.

09:00 3 | Approval of Meeting Agenda
~ 4 | Approval of Minutes of the 22nd
RASC Meeting
Discuss
12:30 ® Global & Regional

5 | Latest Developments at ICAO.

Threats Overview:

® Global Aviation
Security Plan (GASeP)

® Amendment 16 to
Annex 17

® ACI's Advocacy to
ICAO

6 | Update on ACI’s Security Initiatives

® APEX in Security
® Smart Security

7 | Discussion on Security Culture

Security culture

Lunch

Afternoon Session

14:00 8 | Discussion on Future Working
~ Group Topics

17:00 | 9 | RASC Working Group

® I[nsider Threat
® Cybersecurity

19:00 10 | Committee Dinner

~ (Venue: Novotel Hyderabad Airport @ Shamshabad Ballroom.)

21:00




Day 2 - Thursday, 15 November 2018

Morning Session

Mr. Shri Kumar Rajesh
Chandra, Director

8:45 11 | Guest Presentation General, Bureau of Civil
Aviation Security (BCAS),
~ Government of India will
be invited.
12:30 | 12 | Report back from Working Groups | report on the results
13 | Regional Update
14 | Meeting Conclusions
announce the date and
15 | Next Meeting and Closing meeting location for the
next (24th) RASC
meeting
Lunch
Afternoon Session
14:30 | 16 | Airport Tour hosted by Rajiv Gandhi Hyderabad International
Airport

16:30
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The Improvised Explosive Device (IED)#i/:5 —HedEfr i m Mg bt - EFINEE S
W BARG IR A8 E R EBUE /2 IRITEIF - SR EE TR &
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Chemical, Biological, and Radiological (CBR)#fZXHU S 7 HAEHR(E_E 7RSSR
a o (EHT B o A S B AR B TR T RS N BT AR BB R e ~ TRAT 8
R ESE S HUSREE - FTAARIRZ &K CBR fet 2SR - AT
SR EER - WIS B LI iR - Rl R A A ST RS - R
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S G e
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Drones Concealed IEDs Landside attack Insider threat

Threat Type 2017 (6t ed.) 2018(T"ed) | Change

Person-delivered IED (on the bady or in cabin
baggage)
Landside Attacks

MANPADS (in conflict or proliferation zone) _— =

[ED in hold baggage Medium Medium

Vehicle-borne |ED WMedium Medium —

Aircraft used as a weapon Medium Medium -

Conventional hi-jack Medium Medium -
[ Chemical, biological, and radiological threats Low Medium

1

TED in senices (calering, inJignt supplies, elc.)  Medim-Low Medium-Low

Attack using RPAS (on aviation targets) Medium-Low Medium-Low -
MANPADS (non-conflict or proliferation zone) Medium-Low Medium-Low —
Cyber attacks Low Low B




ﬁ Eﬁ ICAO mﬁ%ﬁ%ﬁﬁ%ﬁm&%ﬁ% ICAO Risk Context Statement

= Updated regularly by WGTR™ of
AVSEC Panel

= Provide global nsk picture

------------------------- . i = Standard Methodology for Risk
i Assessment

= st edition in 2011
= 7thedition in 2018 (latest)

“WGTR: Working Group on Threat and Risk

Current countermeasures
Consider adequacy and appropriateness
of current security measures in place

!
Remaining vulnerabilities
Determine the vulnerability remaining when all existing
countermeasures have been considered

Determination of risk

8
=1
w
- @
£ E
£ 8
g ‘z-:: Implementation
= B of revised security
= ‘s measures as proposed by:
=5 — AVSEC Panel
ZE — Other ICAC bodies
= — Member States
2

10



(=) ~ ICAO Update -

IR ZZ R 2251 (Global Aviation Security Plan)

GASeP stEEAEZHR
firize i A SR A U RS s M E E YA T - THETE] 2030 £ > F4F
[P 22 B AR B R IR S HY 33 AT ] 60 (A M ZE EEYIHRIE 5000
EEMERE IR 1.25 (EMH > RAZE AR ARG I - RFELI R ~ IRl 5
JE TN IR BER - HECRAT 2R EE SRR B A Y E B H AR BRI AR - BIZR AT
FZEFESE ) st 2 B R SR HE D 3% AV BRSEHEBIIN R - [N & (UN) %
G 2300 SRR ¢ B RO SR NIRRT > IR S BN £
PREUPE T Er Y= B SR EIE - SUE 2016 41 9 HimiEiyfizzorZ (UNSCR 2309)
I R PR ECATTAE A > 5 B R HLM M RA R - B e S LB 2= fre B REH IR
WZHABISRE » K EIFRRATAHS ARG S A39-18 SR - ICAO &y T IEm 2K
s Zia > HAREHEAYSCERTZE CREEREFEIE - HOZHERE T GASeP -
GASeP DIAHRER RBEIEC T EREEMS

a) fEm= bR SR 2NE -

b) SR e BRI AHIRE

C) HERiTE IR e R -

d) JosEEE 2R -

e) NG IEAISET -

AL GASeP HUfC T EIFE ICHIAHER(ICAO) ISR E Ml ZE PRz il (ICASS)

FE RS e 2 Z (B SETTE B H AR » 5 e 25 B R A BRI 22 SRR TSR A ZE e B
AITEEFE K » ({35 GASeP HIE A EK + 25K ~ WISAIEIZR B4 - DURITIERM
FPAMERIGRA - FEfEE 17 SRITSIRYE KRR - ifiakatE /R N e S5 ER 2
HELT E S AR
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TREREZRGERET ICAO Bt GASeP HI[HfE

KEZEG IR - 97R8HY ICAO FirifEfTHY GASeP ARTHEESE > ZHE &
Torvial e ok Ay TEEELT BAMEETAHE R TIE R LA ARTE
ANE » BAESIHETE Tt Vst b o - Z R RS % BRVE RET

JSZH -

(=) ~ BB ICAO Annex 17 {515

ARFEEGHIEES 16 K ICAO {&ET Annex 17 ZHHBARESCAEESH » Mk 4%%
BN S HEITES -

Security Information Sharing (New 3.1.3 bis)

= States to share information to airports for risk assessment.

Explosives Detection (New 4.4.1bis)

= (Capable to detect explosives and explosive devices for pax and cabin baggage
(unpredictable, if not continuous).
Supply Chain Security (Amended 4.6.6 & 4.6.7)
= Secure supply chain as an option for screening merchandise/supplies.
Cyber-security (New 3.1.3 bis)

= Jdentify critical ICT systems and data, and implement measures to protect them.
Incident Reporting (New 5.1.6)

= Define a process for reporting security incidents.

12



Z BT sy - NS P ESH Y B AR A E - FrbAfRZe LA
HEEAYPE S A TR - RS EEENIRE 2 —80 FTMERZHITER
GH AT I AL BIPR EARREHY PR S ESL - FrERAVEER A —2HT—R
fiize4s) > INIEERSRSHVE TR - 9HFF Sk B pr bRy 535 E -

RAAESS 17 KAEET Annex 17 NE > 1T 4.2.6 HETEST - MEMARIAE
B2 FHRE R > ERHEARZRAE RSB R ey E RN - 0 B

Proposed amended Standard in Amendment 17 (4.2.6)

.....shall ensure that persons other than passengers,
together with items carried, are screened prior to entry
into a security restricted area.

Recent Amendments to Annex 17

Applicable Date New Standards

14 Nov 2014 + (Cargo and Mail Screening

» Landside Security

15 Aug 2017 « MANPADS
* Threat Assessment

+ Security Information Sharing
* Explosive Detection
16 Nov 2018 » Supply Chain Security
» Cybersecurity
* Incident Reporting

Insider threat

[ 17 End of 20207

13



() ~ 2018 EEIEE S I & (ACDTEEIFE RFIAEBICAO) £
TEERIPUTRES S

o ST 2R
® It HIRREY ) A
® NEPEEERE

® RNV LE MZERE

Airport Supplies

Boarder Security and Aviation Security

= Airport is platform to conduct
o acts of unlawful interference
o crime
o fraficking (wildife or human)
= Duplicated efforts by multiple agencies

= Paperis to promote multi-agency partnership
= Hard to remove items. Can consider de-escalate the nisk of some tems o Customs

= Fffective known supplier process
= More eflective than screening. Not practical to screen all supplies

ACI World Advocacy to ICAO in 2018 - ACI World Advocacy to ICAO in 2018
»-

Prohibited ltem List (PIL)

= PIL should be risk-based. But very outdated now
= Should develop review mechanism

o law enforcement
o Immigration
Outcome-focus approach o Securi

Insider Threat

> 2019 FRHRFERA ) B A BRIV E TR EK
What to Advocate to ICAO (regional) Next Year?

Next year (2019)

= Effective and efficient approach to security
+ Risk-based

«  QOutcome focus

« Balance of cost and benefits

14
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BRI E e A i ie b - BIFSHES e (ACDIRFEHETT APEX in

Security & Smart Security °
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= 16 reviews in 14 airports since March 2016
= More reviews planned for 2018-2019

Smart Security JEHPEERRAINE - MRAREZERRREEE - £E
HARRE RS MRS E -

Short-term Focuses on Implementation Long-term Focuses on Future Concept

Pax & Cabin Baggage Screening Technology

Human Factor & Risk-based Differentiated Screening

= Body Scanner

= Computed Tomography (CT) Scanner

Differentiation of high or low risk passengers
Dynamic staffing models
Passenger behavior detection

15
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Cyber-security) {7515 °
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Kansal Intematlonal Airport A
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[Landingin a very strongforce for the first time in 25 years)

While developing it proceeded to the west and became a
"furious” force tempaorarily nearthe Mariana Islands. Changing

around noon on September 4. It was the firsttime in 25 years
thatwe landed with a "very strong” force. It weakened to
"strong" power at 3 pm, passed to the Sea of Japan at 4 pm,
changed to temperate low pressure at'9 am on 5th.

Typhoon Jebi occurred on 9:00 August 28 near Minami-Torishima.

course gradually to the north to go north of Japan, landed on the
Japanese archipelago while maintaining the "very strong” power

( [Recordative Storm Surge Observed]
As the typhoon approached, the tide rose sharplyand there was a
record high tide. In Osaka, & value (329 cm) instantaneoushy exceeding
the past highest tide level was observed.

[Recordative Storm Observed]

The maximum instantanecus wind speed at Kansai International
Airportwas 58.1 meters (1:38 pm), which was the number one record
inthe chservations since 2009, and it has updated the record for the
first place in history. Also inOsaka city 47 .4 meters (2:03 PM) was
observed. Itwas the firsttime in half a centuryto observe over 45
meters. The roof of the building was blown off, the truck rolled over,
the crane on the constructionsite broke, and so forth, there were

L seriousdamage invarious places. Large scale blackouts alsooccurred.
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Flood of international cargo/area

Tanker collision site

Tanker "Houn-maru” (89 m in total length, 2591 tons), which had
been berthing off Kansai Airport offshore, was blown down by the
wind of Typhoon Jebi and collided with the bridge. As the bridges
were damaged and the road shifted, the Kansai Airport and the
land were temporarily unable to come and go. Eleven crew
members of the ship were safe.

shaping 3 vewouney G K ANS AT AIRPORTS
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4th September

' e
4th September<*

L

Water discharge
at T1 Exit of Underground Path

at T1 2F Domestic Lobby

swpnganew iy § KANSAI AIRPORTS Distribution of emergency food

TR
I AE KA ES BB AT S - SRIRUSZ R BRSSP ph

sk = HAvHE - ORATZE B HAfTZE (JAL) Bl HAZEE (ANA)
AL B M S M PG RN SR > AP ~ BT

BB RRIRE > PSRRI -
After 1-2 Days

5th _gth September

_

Senri-chuo

Osaka=-mono=rail

Remained Passengers had evacuated from KIX by High Y BESsas
Speed Boat or Limousines Bus Two Days. "

Kober KoEe Airport
‘,-*"

.
2@ Kobe Airport

Shin-Osaka~KIX

High Speed Boat

KIX~Kobe Airport
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After 3 Days
Zth September
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Eggtart Process
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Terminal 2
7 Sep restarted
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Restoration of Connection Bridge
Way of passing Kansai Airport Connection Bridge
« KIX Land Side —
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Restart Process
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We needed to prepare other X-ray
machines for reject baggage.
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After 10 Days

Restart Process i -
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Restart Process
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L |
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[ 1000m
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Restart Process et
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| Terminal 2 _J\

Terminal 1 South

s

7 Sep restarted

B e —p—

h
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{ Terminal 1 North

21 Sep restarted

Railway
18" Sep restarted

14" Sep restarted
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ATH S E LR R 2 Gk R 2 (8 - IHE S IR e %
AOC - B ENS BRI ERY &R - R A = B 453 - h0E
SR ER E S R 2 R IR B DU 52 B -
W8 E A5 52 B (Changi Airport Group, CAG)f& /T

ISR EEE Y 2009 2 7 A 1 HAET T AFME - BERI 2000 £ 6 H 16
HATH I AUE (CAAS) HYEREHERIL TR E SR E (Changi Airport Group,
CAG) 1 CAAS fEsHER P IR HIFHATIRE > (ERMZEEERVAE > CAG EEA
iR EENEH - fIEEAFss - B EEN BT EE DR - BiaHEHEE
i CAG HAth7- &) > EEEME SN - LR AR SR ISR s
Ry 7 SRR -

ZEERERFHI 4R

Classification of Incidents

« Crisis incident that poses grave implications
to national security, economy, social,
diplomatic or political stability

s

= Crisis situation at the airport that involves
the major loss of life, injury or service
disruption that impact large portion of public

Level 3 + An airport incident which has the potential

: to result in injury or minor loss of life ; or a
Incident service disruption within a short time frame
Level 4 + An airport incident which can be routinely

) ) responded to with Standard Operating
Minor Incident Procedure (SOP)

F 1 etk e RER L2 ~ OF - IMCRBUSTRE -

%2 RER BHUSIMABREH T - SO pEs R TS R -

%3 I FEHATREER VBN BB T Ss poS R kB B A R -
F A RFBEEH —REOH TSN - R EIRISEEE(E SRR ERL -
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Crisis Management Framework

Airport Crisis
Management Group
(CEO, CAG)

Business Continuity Info Management
Group Group

@
CHANGI

airport group

FoEEER EREERER (ACMG)

B B NI EE R SR - B E ARSI L R O S e e B R
(Airport Crisis Management Group, ACMG ) - IR B 5B TH (CEO) #E(E

L SHARRITHRERF L1 By © 152 3 E B¢ ( Airport Operation Group,AOG ) ~

P EIE4E E 3¢ (Business Continuity Group,BCG ) ~ EEEFEE [ (Info Management

Group,IMG) ={E{E#54m4H

EREHER (ACMG) BILig » ¥ EMUE (CAAS) JRFEIS IR

E L EIB(CAAS Crisis Management Group ) #& |2 4 [E][%( CAAS Operation Group ) ~

R 42 E % (CAAS Service Support Group ) ~ F571if7 & A2 E% ( CAAS Technical

& Investigation Group) ~ EaHVEHEXK (CAAS Info Management Group ) ©

MG EER (AOG) HIfkS & ! (Airport Operation Management ) & EE

W RSy e TS BAZ2 ] (Airport Operation Planning&Airside ) & EEI4EHE
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BEKERR - SR - SEEFRNEIEEZHIE - RIESEEHAR -~ 52
PR AL ~ C1QS FEEE{ISL - MZE N EIEL S A ESEE - DU A Bl =
HEAR A BEIRR - PR K -

RSB E X (Business Continuity Group,BCG ) B E Fs fE B e M 2 1
SR > HERF A 2 BT e B 2 S B (R SN S 1 A - DU D Sl
e fETEE

N EEER (Info Management Group,IMG ) H{E Ky BB HR (A H B fSEA 5
2 EHEE RERERNGPITRE (CEO) KEHES WA EIERIG O - &
RERE T R G 2 TR IBAE ) o RE R E (R BRI EEEA S R B R
T SR e EE TR < B -

Crisis Management Framework

s

Airport Crisis
Management
Group
| Information Mgt Group I | Airport Operations Group! | | Business Continuity Group |
Info Mgmt Casualty Operafions Senvice CARE MNext-Of-Kin
7 Management 2 Support Support Deployment & Management
Staff
Management
Media
L_| Communications | |
- y - Relative
Engineering Security Aerodrome Safety Technology Holding
Area?
Media Centre
Private
Matching
Areat
Legend
1 Includes representations from CAAS and other responding mutual aid agencies ~,
e.g. airline (for airline-specific incidents), MJOC, MHA, SPF, SCDF, MOH, MFA, m
MPA (only for aircraft crash at sea). C H AN Gl

2 Includes representations from airline, SPF, SAF, SCDF, A&E(SGH), SATS, DNATA.
¥ Includes representations from airline, MSF & SPF.
*+ Includes representations from airline, SPF & ICA.
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Flight Information System

FIS
I

Changi Airport - Tridium BIS

Fault Management Centre

" CnisIS Management Centre:

AOC/FMC/CMC
l

A E DL 8 20 9 (/N -

Maintenance CMMS
Energy Control/Analysis

FM Applications
l

Terminal 1

Terminal 3

Terminal 2

511 T4 Fault Management Center( FMO) B & Bl SR HT #88
AOC LA i S s 4t S B BE A H FMC 2R 2

Btk ] AR R

A B[R HYRHUS (B n] H A

B TS
DU ~ 2 X ST ~ UIREE A\ L KRB
fE TR - BREVABHEIH HL o] LAARET - 4RETAVE

B fEAYEE - RSB GEERR(KPD) » AR aaT 2% ] sHEHY BT

RIBERGE el E— ooy S BIGRE B2 R Ll
AN B > HE

"‘SU'\‘
[FYWNYE
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T4 243 BB E 75 (Computed Tomography )
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Summary of 2018 activities:

Standoff detection equipment trials

ECAC C2 detection upgrade trials

ETD trials (Operations support & fleet renewal)
Smart Airport PoC — HIA IT's facilitation project

Upcoming project steps in 2019

Security Scanner trials & deployment
Integrated lane & CT trial packages

Standoff detection equipment trials 2017-2018
Deployment of 2 first series production wnit in
August 2017,

Passive Test
phase
Functional test
phase
Explosive &
Firsarm bests.
ILive deployment
trial

Asszssment and categorization of fzlse zlarms 2nd
challenges in an zirport environment.

Functionz| tests with simulants represanting profiled
threat objects was parformed in September 2017,
repaated regularhy in cases of major functional
upgrades,

Explosives tests with Gow Agencies in (2017-18.)
Devekopment of 2n Operationzl Concept 2nd
respective training package

Security personnel training inwvalving behaviors!
profiling, PEIED threat specifics B equipment
operation

«  Performance of the first operations] trisl April 2018

Qperationalizing the equipment

THREAT RESEARCH —— TRAINING PACKAGE —— TEAM SELECTION
L

Bedarvioral analysis .

MWEEC 5 days

« Soresnes certified

IDATA COLLECTION . - Pressedertion by
| . perloniants:
DATA FROCESSING « Inberview topass o

+ Understanding Uhe Uil and
| s vanalons

+  Evaluate parfarmante
alber the oourse, OT,
Ruie plarys, warkshap

« Sedery the final teams

A Oges., Ceniler
B On sile aperatorns.

Standoff detection eguipment trials outcomes
Passive test results [2017)

Functional test results (simulants)

Probability of Detection:

Persons not screened {but alarmed):

Throughput:

False alarm rate:

Ouwt of conops alarm rate:

Fhysical inspection of parsons:

T Lanckiick
Supesisrs
» Classroom course
- P | training .
Evaluation of deployment options
- Deployment i planned in ottt
bidirectionz| configuration
« Different deployment concepts i

ane considensd w, mednm
znd high threat level operstions
Aninitial batch of equipment 15 s
foreseen for instzllztions in
2019
. Depb\rrr’entop‘mrs ware evaluated against
Impact on sirpart operations
« Technicz| challenges caused by the location
- Aesthetics
Int=gration with systems and progessss
Impact on effectivensss of operator response
«  Level of additionz| development reguired

Project scope for implementation
+ Design & implementation of the required site modifications for the
preferred physicalinstallation arrangements of the system,

Extension of system capabilities relsted to both detection areas and
threat materials. Deployment with bidirectional capability.

General funchionalities further developed on Operstor's GUT

Diefinition of system integration requirements within HIA's Security
Operation Control System

Addition of system cperational & alarm reporting functions

Integration of standeff sensors to become integral parts of the
open architecture surveillance [ PSIM platform

Landside concept development
® Landside Security Program:
Detailed development of 2ll operational scenarios to inchede
«  Three different threat levels
- Redesign of procedures, roles B responsibilities of zll stskeholdersin
landside operation
Profiling technigue & training development for landside security staff
Phrysical security solutions (incheding WV BED threat)
Different operational "'"ncer'ems& restrictions of the landside areas
. C'\:\ss-mkel'ol\:e' landside deployment & communication strategy review
Additionz] technology developments relsted to public landside areas:
Video Anzhytics, coverage review
Watch lists, identification by facial recognition { State project)
[ 5upremeCDrrmrtteefnrDe||\Ery& Legacy:
{State advisor to the security operations of the 2022 FIFAword Cup)
Ta zlign planning processes, share concepts and technicz] aquipment
ZssesEment ouTDomes,
™
i

va
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ECAC C2 Standard Detection upgrade trials — Assodated projects

- Additionz| explosive tests 1o compare origingl 2nd C2 slgorithm to advise
patentizl security benefits,

Mo’emr"glﬂx images reguire the update of the soeener raining
program, but might help to upskill and pre-evaheate soeeners for C3,
Both OT1 and offline training took’ upgrade is foreseen,

PEDs {and other new thrests) require thererewal of the availsble TIP
image libraries, Current assets support performance monitoring of
commen prohibited items' and more conventions| IEDs' detection,

An assessment project is considered to gather more information zbaut:
- operstor performance relsted to different bag complesity levels
« challenges for operators in dedsion making
« passenger | packing profiles

Smart Airport PoC — HIA IT's fadlitation project

HIA ITLaunched 2 Single-token PoCin our departure process to demonstrate

automated solution, inconporating & touchpoints through the process:

«  Saif-Sarvice kiosk, providing biometric enralment and creation of token

- Automated bag drop off utilizing the token as an option

«  Automated pre-immigration gate for acoess control wtilizing the token
Automatad boarding gate utilizing the token

An additional function is being developed, allowing pre-enrolment using the

smart phone of the customer, Different enrolment options are being evahuated:
Linking the token with the E-Passport dats and biometrics caprured by the
passager

» Linking the token with biometrics captured by the passenger and passport
photo

PoC limitations:

«  Onhy staff are sllowed to participate in this initizl trisl nen

« The majority of the papulation attending the cep='1:..'e progess h=s no
Elecronic Passport :

ETD trials

HIA operates = fleet of 140 ETD units, 90 utilized by our team with an
average sample rate of May, The flest reached 50% of its service e,
Drue to capacity growth, additional 30 units were requested for
procurement,
From z strategy standpoint, the new equipment might be considered for
fleet replacamentin madium tarm,
Specifications for future integration have been made integral part of the
technical evaksation requirements, in line with the definitions akeady
formulated for HIAS vision of new generation, integrated passenger
scresning checkpaints:
» The equipment must be supported with centralized statws monitoring

and reporting function.

The vendar shall declare i integration is/will be availzblzin

proprietany or 3 party system
- Intagration of the ETD is required in 2 later stage whers scan results

are linked to baggage | tray at the soeening process

-
a2 =

»a

Security scanner trizls & deployment - 2019

QPS -201 trial for shortterm deployment
Eq ipmant 2w ailzbility 2nd other projects delayed the trizl with ~5

Wit

KPZ 'shave been s=t on grounds of current operations znd QPS-200 izl
benchmarks
InJan, 2013, wizks to provide QPS-201 KPEs with the conops
a""n:er'emsof

. QPS5+ WTMDintzgrs

- QPS+WTMD+ Shoe scanner

- JPS+ Shos scanner

QPs
_l'Et'lel has to proof suitabiliny without changing lane amangaments
#pplicable conaps to be selected by the Regulator,
Negotiations to

zunch following formal approvals in Q2 2019,

Integratedlane & CT trial packages

HIA& has been in discussion with two providers to form complete packages for
implementation in Q1-0Q2 2019, szch sharing the same content:
«  Modification / installztion of 2 CIP lanes in secondany soeening.
«  Modification of 2 existing CIP lanes,
Installation of 2 high-capacity, integrated lzne, connectad 1o the CIP l2nes,
equippad with C3 standard CESaquipmeant.
The functionz| reguirements of the systems has been identified 1o
demonstrate:
« Integration s availzble from checkpoint management and CIP parspective
for soreening lanes aperated with different conops 2nd automation kevels,
The systems are capable of operating with hetesogeneous scanner flest,
Alloor"porentoftl'est'eenirc lznes, incheding the passenger soreening
equipment are connected, allowing for data sharing,
The lznes utilizing exdsting scanners provide better operationz| KPIs and
integrity of the screening process,
»  Advanced solutions are provided for oparator parformance monitosing.
- Training for the C3 conops is prowvided within or of'ﬂirgﬁﬂ rctEm.
'y - P

Risk-based screening

The wendors are required to provide effective methods for the identification
of the passanger 2t the beginning of the process, (primany soeening lanes)

- The CIP lznesin departurs are cumrenthy planned to connect to the
single-token PoC infrastructure.

- Alemativesolution s leoked for the ransfer CIP lanes,
Risk profile definitions to be agread with IT stzkeholdars,
Connection with the Immigration database &5 not planned.

KPIs to be s2t 1o demonstrats chear operations] benefits interms of
capacihy processing time and rejection rates,

Wendaors nead to provide effectivemeasurement tools and methodology for
the assessment of soreening parformance
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Who are the insiders?

Insider Threats
For Airports Security

/@ Why they may represent a serious threat?

—*o How to predict the insider threats?

1 5 What is the TSP Program?
What are the TSP Benefits?

DISCUSSIONS
- T

Uil [1={to) Protect

By:

Adnan S. Alghamdi

D ) ; ;i
0 INTRODUCTION \9 Who are the insiders? Insider threat definition

y When the majority hear the “Insider Threat” their mind jump to the severe security breach
{ 1he ostdes Threet ke s

An Insider Threat is a malicious threat to aviation facilities or
operations that comes from authorized staff within the facility,
| busi i who have

P Insider threat actuallyincludes al the llegal actsstarting from passing llegal extra weight
l ending with fatal criminal acts,

4 Logically, we must read a ‘small'violation by airport staff as an evil seed , that can grow to be
' a huge crime some day.

y The global donot offer thataid in
l «consequences of insider threats.

@ Why they may represent a serious threats? Insider threat factors @ Why they may represent a serious threats?

[ Sorting the airport staff according to the risk they may represent. }

They can S leli e | Their affiliation to

(regularly) observe § o504 connections many entities
the security Lo | complicate tracking

procedures and staff which may or verification of » Security staff , Directors , Officials

t th d
Spat the faps o cause over trust. their statis »‘I’nsh & Goods Trucks Operators, ATC Staff, New staff

failures

= 8 » Firemen , Medical staff , MRO Facilities Staff 1
. * » GS Staff , Airside staff, Airside Contractors & visitors m
Aocessibility Intrusion Sympathy I | ﬁundslde Workers , Landside Contractors, Temporary visitors a E

Why they may represent a serious threats?
o Q

o Why they may represent a serious threats?

Security staff, Directors , Offcials :-]ID-
T Operstors, AT st w3 O]
1 ]

[ Factors that stimulate criminal behavior ]

Disastrous

Ij Political/Radical Affiliation, Financial Deficiency

‘Abuse in the Workplace, Blackmail and Threats

-

T-r- 5%

Suspicious relationships, Lack of Security, Corruption

Lack of Supervision, Psychological illness

Alcohol, Drugs Addiction

\9 How to predict the insider threats? 9 How to predict the insider threats?

e e,

Useall Ensure the
available performance
data to of evaluation

Establish a

ﬁ They are independent from the regutar
security operation.
Full authority to access any faility in the
airport.

\hmmumalquipm:,m and
4 K95 to conduct full security search

continuous
investigation
program

evaluate the on regular
staff basis
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[ Streaming DATA ) sider Threat Assessment Cycle

DATA Processing

( Criminal Record ]—L/. Awareness Course ]
d Questionnaire

Incident Entry

V|

@ What is the TSP Program.? @ What are the TSP Benefits. ?

TSP Encourage the Airport staff to keep their records perfect
‘ Trusted Staff Program . e
Concentrate the staff searching process on less number of the
Produce a white list out of the extracted DATA according to airport staff (ensure the security quality).
disciplined criteria , those staff has extraordinary privileges Facilitate and expedite access of required groups of staff (ATC

regarding the accessibility to the restricted zones. Staff , Security , Law Enforcement.. etc.)
n Positively influence the security and operation by expediting

the staff access in a secure environment.

Fast track access | Longer pass validity ! Special treatment
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