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ThinSIM-based Attacks on Mobile Money Systems

Rowan Phipps

Pwning “the toughest target”: the exploit chain of
winning the largest bug bounty in the history of ASR
program

Guang Gong

Ring 0/-2 Rootkits: bypassing defenses

Alexandrs Borgss

A Journey Into Hexagon: Dissecting a Qualcomm
Baseband

Seamus Burke

Wagging The Tail - Covert Passive Surveillance And
How To Make Their Life Difficult

Si&Agent X

Building the Hacker Tracker

Whitney Champion & Seth Law

DC 101 PANEL

(Until 16:45)
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Synfuzz: Building a
Grammar Based Re-tar-
getabie Test Generation
Framework

Joo Razner

An Attacker Looks at
Docker: Approaching
Muiti-Container Appli-
cations

Wesloy MoGrow

I's Assembier, Jim, but
not as we know it: (ab)
using binaries from
embedded devices for fun
and profit

Mosgan “Indrora” Gangwore
Dissecling the Teddy Rux-
pin: Reverse Engineering
the Smarl Bear

Zanofex

You can run, but you can't
hide. Reverse engineer-
ing using X-Ray.

George Tamovsky

UEF] exploitation for the
masses

Mickey Snkatov

Weaponizing Unicode:
Homographs Beyond
IDNs

The Targun

Automated Discovery of
Deserialization Gadget
Chains

lan Haken

Your Bank’s Digital Side
Door

Staven Darnoman

Badge/DT Welcome

NSA Talks Cybersecurity

Roo Joyce

Vulnerabie Qut of the Box:
An Evaluation of Android
Carrier Devices

Ryan Johnson

Compromising onling
accounts by cracking
voicemail systems

Martn Vigo

Dragnet - Your Social
Engineering Sidekick

Truman Kaln

GOD MODE UNLOCKED
- hardware backdoors in
x86 CPUs

Chrstopher Domas

Bypassing Port-Secu-
rity In 2018: Defeating
MacSEC and 802.1x-2010

Gaorel Ryan

Your Peripheral Has
Planted Malware - An
Exploit of NXP SOCs
Vulnerability

Yuwel Zherg

I'll See Your Missile and
Raise You A MIRV: An
overview of the Genesis
Scripting Enging

Alax Levinson

[E 2 DEFCON & 26 K@iz

De-anonymizing Program-
mers from Source Code
and Binaries

Racnel Groanstact & Or. Ayfin
Calskan

One-liners to Rule Them
All

Egymt

Breaking Paser Logic
Take Your Path Normal-
ization Off and Pop Odays
Qut!

Orange I'sal
Finding Xori: Malware
Analysis Triage with Auto-

mated Disassembly

Amanda Rousseau & Rich
Seyyrmour

Altacking the Brain:
Customize Evil Protocol lo
Pwn an SDN Controller

Fang Xao

4G - Who is paying your
celluiar phone bill?

Or. Siko Holtmarns & Isha Singh

Playback: a TLS 1.3 slory

Nfonso Garcia Mlguacil & Alejo
Murilo

Practical & Improved Wifi
MitM with Mana

Singe

Panel - The LOpht Testi-
mony, 20 Years Later (and
Other Things You Were
Afraid to Ask)

Securing our Nation's
Election Infrastructure

Jeanetio Maném

Please do not Duplicate:
Altacking the Knox Box
and other keyed alike
sysiems

ma10ch

Lora Smart Water Meter
Securily Analysis

Yihgtao Zeng

Who Conlrols the Control-
lers - Hacking Crestron
loT Automation Systems

Ricky "HoaclassZeka™ Lawshae

One-Click to OWA

Wiliam Martin

Fasten your sgatbefts:
We are escaping i0OS 11
sandbox!

M Znang

Revolling Radios

Michael Osamann & Dorrinio
Spil

Privacy infrastructure,
challenges and opporiu-
nities

yawnbox

Your Voice is My Passport

delta_zoro

Reverse Engineering,
hacking documentary
series

Michael Loe Nirerberg
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Through the Eyes of the
Altacker: Designing Em-
bedded Systems Exploits
for Industrial Control
Systems

Marna Krotod!

Hacking PLCs and
Causing Havoc on Critical
Infrastructures

Thiago Alves

One Step Ahead of
Cheaters — Instrumenting
Android Emulators

Neovarmoe

House of Roman - a3
“leakless*® heap fengshui
to achieve RCE on PIE
Binaries

Sanat Snarma

Having fun with |oT:
Reverse Engineering and
Hacking of Xiaomi joT
Devices

Dennis Glse

Project Interceptor:
avoiding counter-drong
systems with nanodrones

David Melongez Cano

Quismarting the Smart
City

Daniel “unicomFumace® Crowloy

CLOSED
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It WISN't me, attacking
industrial wireless mesh
networks

Erwin Patemotte

Exploiting Aclive Di-
rectory Administrator
Insecurities

Sean Motcat

Tingola: Taking a Bite Qut
of Enterprise Blockchain

Stark Riodesal

In Soviet Russia Smart-
card Hacks You

Eric Sesterhenn

The ring 0 fagade: awak-
ening the processor's
inner demons

Christopher Domas

SMBetray - Backdooring
and breaking signatures

Villlam Martin

All your math are bejong
lous

aghctoma

80 to 0 in under 5 sec-
: Falsifying a medical
patient's vitals

Douglas McKeo

The Road to Resilience:
How Real Hacking
Redeems this Damnabile
Profession

Richara Thiame

Track 2

You're just complaining
because you're guilty: A
Guide for Citizens and
Hackers to Adversarial
Tesling of Software Used
In the Criminal Justice
System

Jaanna Matthews

Compression Oracie At-
tacks on VPN Networks

Nafeor

You'd better sgcure your
BLE devices or we'll kick
your butls!

Damien *virtuslabs® Caucull

Reaping and breaking
keys at scale: when crypto
meets big data

Yolan Homadlor

Delecling Biue Team Re-
search Through Targeted
Ads

Digital Leviathan: a
comprehensive list of
Nation-State Big Brothers
{from huge to littie ones)

Eduardo tzyckl

Sex Work After SESTA/
FOSTA

Maggle Mayhem
Reverse Engingering Win-
dows Defender's Emaslator

Aexol Bulazel

All your family secrels
belong to us - Worrisome
security issues in tracker
apps

Dr. Siegfried Rasthoter

Rejocation Bonus: Attack-
ing the Windows Loader
Makes Analysts Swilch
Careers

Nick Canc

3 DEF CON % 26 Rl

You may have paid
more than you imag-
ine - Replay Atlacks
on Ethereum Smart
Conlracts

Znenxuan Bal

Jailbreaking the 3DS
through 7 years of
hardening

amoa

Ridealong Adventures
- Critical Issues with
Police Body Cameras

Josh Mitchol

Looking for the

perfect signature: an
automatic YARA rules
generation algorithm in
ihe Al-era

Andrea Marcell

Infecting The Embed-
ded Supply Chain

Zach

Playing Malware
Injection with Exploit
thoughts

Sherg-Hao Ma

Fire & jce: Making

and Breaking macQS
Firewalls

Patrick Wardie

Booby Trapping Boxes

Ladar Levison

Inside the Fake Sci-
ence Factory

Or Isabola Ston
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DEF CON 101

Track 1

Track 2

Track 3

The Mouse is Mightier
than the Sword

Patnick Warcle

Rock appround the clock:
Tracking malware devel-
opers by Android "AAPT"
timezone disclosure bug.

Shella A Berta & Sergic De Los
Santos

Defending the 2018
Midierm Eleclions from
Foreign Adversaries

JoshuaM Frankdin

For the Love of Mongy:
Finding and exploit-
ing vulnerabilities in
mobile point of sales
systems

Leigh-Anne Galoway

Searching for the Light:
Adventures with OplicSpy

Joo Grand {Kingpin)

Breaking Extreme Net-
works Wing0S: How to
own millions of devices
running on Aircrafls,
Government, Smarl cilies
and more.

Josep Pl Bocnguez

Politics and the Surveil-
lance State. The slory

of a young politician's
successful efforts to fight
survelllance and pass the
nation's strongest privacy
bills.

Danlel Zokvkoy

Demystifying MS17-
010: Reverse Engi-
neering the ETERNAL
Exploits

Torosumidnd

Breaking Smarl Speakers:

We are Listening to You.

Wu HuiYu

Lasl mile authentication
problem: Exploiting the
missing link in end-1o-end
secure communication

I'hann Bul

Attacking the macQS
Kemel Graphics Driver

Yu Wang

Designing and
Applying Extensible
RF Fuzzing Toois o
Expose PHY Layer
Vulnerabiiities

Matt Kright

Trouble in the tubes: How
internet routing security
breaks down and how you
can do it at home

Lane Sroacbert

Man-In-The-Disk

Skava Makkavoov

Micro-Renovator: Bring-
ing Processor Firmware
up to Code

Matt King

barcOwned - Popping
shells with your cereal
box

Michaol Wost

Asura: A huge PCAP file

analyzer for anomaly
packels detection using
massive muilithreading

Ruo Ando

Lost and Found Cer-
tificates: dealing with
residual certificates for
pre-owngd domains

an Fostor

Edge Side Include
Injection: Abusing
Caching Servers inlo
SSRF and Transparent
Session Hijacking

Iclormarcil

Betrayed by the keyboard:
How what you type can
give you away

Matt Wixay

Your Watch Can Watch
Yout Gear Up for the
Broken Privilege Pitfalls
inthe Samsung Gear
Smartwatch

Dongsung Kim

Hacking BLE Bicycle
Locks for Fun and a Small
Profit

Vincant Tan Kwang Yue

One bite and all your
dreams wili come

true: Analyzing and
Altacking Apple Kernel
Drivers

Xaolong Bal & Min Zheng

Panei

DCGrovps

What the Fax!?

Yaniv Balmas

Fuzzing Malware For
Fun & Profit. Applying
Coverage-guided
Fuzzing to Find and
Exploit Bugs in Modem
Majware

Maksim Snudrak

Closing Ceremonies

Closed
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Over a Wire

s TESEREH FAX AURESE - 8 1846 FEpbas AR » & T — B 24
] - —EFPERAEIS ISR E T E AT > B B EEA R EE
T HRESEEY FAX BRAVIGAIE » ERFER MM A
google = - FIT = (BEHVER} - £ HATENAEET - REH LKL
FIHE & UHIR R AR AU SRS EI R - 12 & AV S i v BE IS A R AR Y 2 1)
RESEYINE - A0SR ] DAGE P EHATAY B ERARES - HE(TINEE » A AT RE ] DA P
AR SR > SRR 5 BE 6 -

Caselli b {3{0)¢

Invents Introduces
Machine £ the First
Similarto | .. = | Commercial

.+ FAX Machine

Enterthe [  Grouplii

RadioFAX. & gesss 8 ITU-T Fax

Used by - Standards I :
Navies ' T.30, T4, T.6 = 4§

5 fax AYFEER



Google

“coniad us® *fax* I, Q

All rages Naprs Nezons Videos More Setlings Toas

% (43 seconos)

6 [EAER

()% By sife

—BEgRSCHEERRRY - HY HP Y DHRESEBIRAY T 5 R - FrLABEELL
HP AVt R iRy - S — PG AR RV aEe - ETTRFRR A o1
1 Jtag BYREHY AT (EERESSIR A[REZ i > LUt FI2% T CVE2017-9765
EEE AL AY55% > FIA ITU T.81UEPG)EMRE AN EIEAEEE » B E Hh
JEPG 185 » REHI L - AR L AR BT 25 (LT AR

HFRAER AL AR > B AT TR ERVIEZE - (Hiliea SO ARy - Bila]
PEE st o WA P&t P FEAV A AR R AR - EAaE RE 7 -

T30
Co or Extension

PHASE A
PHASE B
PHASE C
PHASE D

HDLC

T ERFEER jpg A ERCEHT



(=)De-anonymising Programmers from Source Code and Binaries
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1,600 contestants - C++ fuzzy AST parser

COde jam preprocessing

ySer Al Drwriiry el e

extract features

majority vote

De-anonymized Programmers

8 FIM AST EEARME AT B0
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Source code

int foolimt y)

{

iat & = bar(y):

if (a == Q)
retura 1;

return (n + y);
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Pine Ludnentdio. i strect 10 _FILE,
e Mrect tisewal |
int mainl) tang tv_see |
{ lang Yv_waac
Mt T, testel; b
foubin C.F X, rate, tine; " x EILR "
TR . Seia__string
::f‘:.:y:)"“‘ L M-c 84 Ol el REE S ot va bl s tardvada star
Sresull _STA syiaty !ﬂ_!_,uut

{ Sresult \H.”o- -o‘.H_!__-'vv'-nl_na'
seanfUSLE S0P M LV ) St ATA e ight _STA 1 ladel
rate~l.0; SV ATA S0enlun LIT B comenrt _wold _stardenid star
1 imend, STate STA Mhrmanit MG 0 lacal
while (7 ratesl/ratesi/{ ratest) ) S L NEE Ben o ART_ L comenrt_ vl stardenid st

Sresvit _STA BRiate _RRC 0 Atarm snld Aartright STA Misfe e 8 »

{ “
Lineesl/rate; Jomaia_ Weeatsresu Lt REG_ Sten e LIT L canatant_ s
TAteenr; Sresull 3TA 00 wlen LT B store_ietaright_ it Mt ill‘. 8 lecal
) Srenu L STA Bowe L LTT 8 canvert _wnld_star denid ster

et/ l\c",\'l_ﬂ LT '_'ﬂ-.l._u ing
', ':(’.."' LA ¢ jy PRlet LIT Breavlt MG 1__convert velt_stardenie star
prin Case M WARRRL = LINET L ghonuti STA Balers_ MG B stare_seie_star

e & Same set of 20 authors Classification

with 180 program files Accuracy
Original C source code 96%
TIGRESS-Obfuscated source code 67%

STAPESTA Mresu e e 8Tt

Sresult MRS Shvalon LT 3 conenrt sadl_stardenid star
Sresuli_STA Ml MG 0 laed_deunis

ST _STA_Mreav it _STA B __camenrt _feuiinddevhie

Slafe STA Mreauit _ME 0 Tscal

10 ST R A A R T
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