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3. EPACEIEEAT | LAY metapolicy #2384 AE DNS o« Byl » VHTKF metapolicy
YRS By ERECER ¢ {E DNS 884 metapolicy € HIFERE AL RE R A R IERE
4. Metapolicy 25 © & {57 FH & P o/ A ey SRS AR Bl n] DA s ok (BasE
DNS ftfr s g ) -
5. Metapolicy B#sg © (i F4EIkAY TLS 58E /Ao DNSSEC A #@b#zg metapolicy
HIE 5 metapolicy HYFTHA & AT TR basg -
6. BT metapolicy ${T © — E58RERES metapolicy FYAZ » {52444
TR SR I AT PR 5 AR e Bk 185 R T e o SR AR s st 7 AR
() MEZRAYNEE
R AICHATREZR » P At 22 42 SRES & 2 A1 L H B — Y metapolicy < B[ metapolicy
Sk
— R EEr B & A e metapolicy HY metadata °
— SRS ¢ HE A S S A B E AV 2 RIS E RN -
—HE I E S HEER TLS 5% DNSSEC HHME LN FE -
1 IEE B E 4 TLS 585 & metapolicy /& DNSSEC Z @5k
= HIHLEEEZE0Y © 4938k DNSSEC % $&a] DUiE#S DNSKEY =C#%fE
e

Metapolicy FYA: draEHy
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(DA © 4EiE?

TLS

2L
uﬂg

Fifs 22 2 SRIg A A A H metapolicy » 2R FIEE X.509
B HAHREAYFL S8 DNSSEC #4488 % metapolicy

TR FE - ik
ELZFE MY metapolicy #7587 AE DNS sl B—Z511Y TXT ik
Q)EEHFIEHE metapolicy © HE 5

g ARERUE—(EH RERGIHTEE K TEHT
KERZGEE (ARG HE%F) #Y DNS TXT

metapolicy EL#E RIS I SEFE

SC$EAY metapolicy 5 L5 4g 8k

HHE—E DNS TXT =:steyl N 5 if
metapolicy NAEAYEEM: M B HE FHEAE] T RS
BT o

Q)EHTFIMKAE © 22705 —1 metapolicy Y section 3

2 SRR - Al
(F1) HEAHT

metapolicy
5.1 #2531

REmCEECEL DNS BV — (B A 28N
Hr R kAT AR B A R s A T & = AR

2% > NIRRT EME RN - A
(a2 HY B SR s QB ] (3 HY

ZERY metapolicy © Fff
FA FaltfEiE% > metapolicy fEZEH]

BER TAIENR
{55 g PK1 H

GFRERE (1) RIS
P FERES R R SRR R TE - B (2) BN ZZ URISHY E RO EE =
2 TIRE

HRE—EEN - WATAE
RS LS A

\\>§v

S HEB AR metapolicy 5 H HHAEISFTA &5 E
FHENIHE M5 [T ERA

BE BRI MU SRR « R - F PN E RS 12
G o NSRS ACE Al DGR (F metapolicy SC#%
{ ] metapolicy HEZR - [EARILBRAY A REMEIER T -
LB RE R A AL SR B E (S AL SR (R T DUEE A= 43y
EEHY metapolicy © fEETBIEIL T
ALY metapolicy

et
Ao N=1vA

= DU
AT A ] DAURED PR I FR

FVA
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PRI AR SCER Y metapolicy AEGSEZE4MY -
5.2 AEE
FHA A SR SCEE Y metapolicy HEZ2{EE A TLS 2k DNSSEC #4# % & metapolicy °
RIFFFTA 2P TLS B¢ DNSSEC HY48I#E o] DAEREHAEAE - Ky T 2 T A %/ DIg ]
DLEREAGRATAEZS » A Alexa HEFAAT 100 ERVAIIESIZRAY 120K THARAEREHY
BT T BRI A tls-scan FEIEHUS LLARET4E - EERAS IRBUR R 77.8
%6 4ENE % TLS » 2.6 %6 H4ENE 4% DNSSEC » [RIH: H Al AES 4y 48k #E0 o] DA (3 A
metapolicy fEZR © 5540 - HATLY 76.3% 452/ VacE T 1 {HZe 4510 © 32.67% 4%k
ZFURE T 2 AR -
53 HYINEE
(1)Metapolicy AN« TLS s8E#EIY A/ INEFZEE metapolicy 4EFE A/ N TR A
A& S openssl T B> #E{TAE Alexa 13k TEARLEUEAYE B 24348381 TLS
fo TR/ INREYSE 4.75KB « RIS » (A TLS 55E fRa&HY metapolicy H 2
¥4 4.75 KB K/NEE 8 -
(DIEHE © FH—(EEEY M HE R IEE metapolicy FITEEAVEREIMNIF « FsatBILAESNMA
1 » AEROCEIT T 3% DNS RV E B T RSNV DNS TXT sty
P o FEAERS N EGEE Ky 13 Mbps Y Z&R b - FESIHYTEIFRIZT B 20 ms -
TEAHEIRY S SRS 10 R0k » BIEE 2 ackERtny B IR - gy
%Y 200ms FEHE (HTAEATE NG - FEZ A RL) 20ms) « R A
HELEY metapolicy HE4EHE ITABE FE AEE 2 T HE 2 1Y
QETREIVERINETE « Bt ES TR B N (B NE P %45
a9 ) AL T OpenSSL AR AT FaltHy & i g SHUaE5 6 - 453
PHITREL Ams HIRESE PRI F A2 BaneBAe -

(7%) &
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AR T —(E R SR AR AR AR IR T JH metapolicy FEZR » ATT 2 R4
FRAL T E FE A0S B SR N BRI 22 SRS IR - U P FH R R4 DL R 74
AT TRI4EIE PT DL B FEAE T TLS 58 S AL8 5 DNSSEC 6% 219 metapolicy 2
A% - Metapolicy #4fi— %5481 DNS TXT 308% - R TR 5B By RLp i - 457
A A B A BT AEREE

AREZR A & T DARSRR St 5 1T B SRS - PR R IERIHR T i
IS metapolicy » BRASHLH FHFATUEBORAMIES » BRI AT DR DA
F e P A S Ry T B PR AR R A P RE M - TR T — TR B
BT RIS AT (40 HTTPS AHRARYZ 42 560% - A14E HSTS ~ HPKP BT E 4
MHEARTZE 23RS - GFE SPF ~ 284 A ID ~ DMARC » DKIM S{HAMhZ2 & EckK » B
DANE B¢ CAA) » MRS RACE A LM metapolicy TEZR » 4EI T AR FE L)%
AR -

i EME 3 AR RERBALEBER L ENZ 2 N 77 H#340 (Secure and
Efficient Multi-Party Directory Publication for Privacy-Preserving Data Sharing )

(—) 3=

EE RZRI ARV « SRR - B e sipig
FIER » EoRH A2 B RUR FRAE R RIAVARRR RS, » 8 Intomet 36 STRERER AR
R R B ZAE & R (T A PR - e R S TSR 504
B4 VI R R RN -

A3 SRR BRI A | R FI B R TIER - 2530
SR A A BT 0+ SR R 2 R P A
FIEIAE « PIAER TSI HIE (ERREiien) B— skt =¥
& + e 44y locator service Y FI SRS BIBNE 4 CRERMRIFI) $ 1B HUE T
FE (EMR) CEERVERES) - R EER (RERBITEN) TR
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RUNEEE © BIanRE A4 NS0 - (8 ] DAHEET (/4 m] sE A S an i -

T H ey — iR BT AR BB R A R B HAHR A B IR (F4
e BEYIZR)  MEEEARHERE AR TAAEILEEN » HIHELER YR
BNEE 1A HAE R E N E R REE -

A G S e ot oy i SRR AL PR 58 H 8% 2840 (distributed, privacy-preserving
directory publication ) Y[ — Fl401{7:& HIE FVERMI B & ("EELHEVER")
AT R ] IR b Rt 9% U755 (Multi-Party Computation & £ MPC)
B - H RSV R AR B S i A MPC sk - HEEHHEE
FHNTREE H 2 MReR  HRaiRaE it 2 hl st E A RAA "B o A A2 AT
sy e MPC - (HETE A AR IR IR AR -

By THERER - Rm UG — TR RS » o] i/ MER AT RIS A4,
BRHETTIEMRTY (aggressive) THJEETHR ¢ Asm R M B A AN EREERVEMSMETHETE
g - m[LAE BB LEE R A A FERLA BRI A NIER o FAh  Adwm S E R A
PR T (GPGPU) EHATHEIGET RIS RS B IR MPC #UE E
BE RO TR R

() RZAFER
2.1 Z &R

HE RS R = A0 EREES - ERHF BRI & A0 H sk
% BEERAEEE A —RE AR MRS A BN S8 E7F
HE (key) ERFIHBEAZEETAEESMEL HRFESE0 - Z H RS E D)
BRI S iR AR B A A AR YR

KL EEFH e -BRAMER ¢ e BN TEZELERGTESRNEmEZE
FHHEPERERR Ry e Hooth KEE M E Sy HEEHREER RABLEE T —

pran H ekl gs s B E R B &R ("EEEBAIVRED") FREA ¢ H7rtEELIE
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SR ERMIE &R ("EEREENEER) o MU RARIR SN E R R F R
Rt EHY > PIAIAE HIE o - Bbe (AEE ) ZAVARDIE T DA B e R R AL
BEARES

e -FALRT AR top-K JEERA ([E 5) ACERL - A= » et —(EEAV A ES
B > top-K HEVAREIRPET AN KEREES - K= ex|TI (ITIREAVEE

EHE) -
| TopK(true_producers T, all_producers 5){
2 R =T;
3 while (less than K iterations) |
4 fin in t
5 for (any j in 5){
] for (any 1 im T){
7 min_dist_j = min{dist (T[i],5[]j]),min_dist_7j);
g min_3j = J;
9 }
10 min_dist = min{min_dist,d);
11 }
12 R.add(S[min_7]1);
13 5. remove{S[min_7j]);
14 }
15 return R;
16}

5 K e -BBRLZ top-K HEEDE
2.2 BEEA R e HE

AEw S HEER N EERYE R E S R AL ORE B $ B 3m  Ash Sy
R BRI RS ETI HAEEINBE A (EfEEATER AEEE) -

TR A A - TR AT DAREEE A I SRV & BRI R &
RE AR s Bt E R A -

2.3 %7551% (Multi-Party Computation )

ARem X ERBA % J7aH 5 (MPC) 1 » SHEEm AZBZAA BT (party ) -
MPC iyttt ERREM ARV AR - 5 MPC SR NTEAE © 15
MPC FEFI BB eI NS -

(=) TRt ENZ 4 H %30
3.1 MPC-based #4150 (JFATT=)
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PRl OREE H #3812 MPC [HIRE > SF[RIFYRFE 5 #Y top-K JHBEVAMERHY MPC »
BB Mo #or 5 L& (BIanEbenv e ) AR (A EE A EE 2
AL E A EIHE R R dist () 2578 MPC JARCEAR » FRlEEREAEA
CHHEZEN > TEER S EVIIFFER (FIITERSEETER) -

32 EEHYeEt R RS SHR A0

Ry 17> MPC HIBER - AdmCie th = TR Seat 5 - S0 E 5 #Y top-K° (T> S)
R HPHAEWA T (HIEREES) BRAR > EMHETR top-£ (T>S)
HEEDEAEA S IRLAEA T AT RIREE - UG RELFAEAE T BRI
= AR T WEIREESIITR - 2ETECTESENEHHE top-K (270 5)
YEELAWMAT A TREE (G2 EAER) - 17 M For -

3.3 BEREATUCET R A (REmsdetify T 0

A SR AMTFE top-K () FIABEEETHSGETR top-K () Ay Eat Ea
Hoy o BERRMEROTEE Ay top-K () HI-R IR FEREE R FAHRE © (1) BERMETET R
Mo B EIFESeatE T A1 S-T 2 HVEESE T RYPTA AIRRME - (2) THESTREFTAERC
BREES

ZEIYEERE > BB Mo -

(1) ZEEMTHRE M
TETEEE T EAEE T WATAREE - ETEASE TH1 S -T2 EHtbEgE
B o FEAE T 1248 MPC IRERESR - £ MPC > [B 519 top-K (T S) JEEIASE
6 TS 917 BN R A =TE /et FEERER (2 ms-PIR fek & (Fi=EE
HER)

(2) MR M
ORI R BEREAE I BN BRI E R o M €S TR R EMAvEERE

AR — R o £ MPC 5 > [8 5 89 top-K (T S) HEEES 7 17HY
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dist (T [i] > S [i]) #o&HAR L= E R R ({5 ms-PIR fak & (E
P R ) -
* 5 FUCETHE-MPC A4& T - (BXUAHY top-K (T > ) HEA

Pre-compute MPC+msPIR

- topK (1.5)

MDy = topK (27, 8)|Lookupmsprr(D1, T)

MA Dy = dist(25 . 8) |topK 2y pe (T, §) invoking Lookup,, .pre( D, T)

My Dy = dist(5,5) |topK 3y pe (T, 8) invoking Lookup,, .pre( Dy, Tl S[5])

34 HATTRSGETE I CRER-SGR A TR0
ARG OB E R TR BB AR E B TR TR R & EEF R AR E
A value 7E55 FH&RAE 1T - AEINVSGIEFEIRFETINE A RS SEEZ %
CPU Al M GPU (GPGPU) W& LEE TR BIESR -
3O f#FH pthread F2RFEE(F 1% CPU FATTHSGETE » FE—(E4R iR i1 E%
& FTRERYE AME - IF HARFRELE M Z AV BE B4R T2 %L (H CUDA FREHEE(E
GPGPU {778 eE 5 [EfEM NVidia-Tesla GPU B A2 FNTF 5 GB » &F21F 65,635
BB —(E4E8% EST - FEIRE S 1024 {E GPU 4312 > LR iR 2 B E Rk
#eas 07> A DUESSRPRIEAE M 27 (BB A SRS -
(P9 FEBIFTE - BB OREERIE i K &3
AEw L ZEABIATE By A 78 fir Ak %5 e R s B e O i R sc e (HIE ) - HIE
e EEEERLZYE  LENEREREETHE (EMR) - BEREEEEE
b - BXREFRZ B G EMR Z4HMNERIEE - BRI E R4 - fAl
(IFE S S RAT R R 2 IR A L =B & EMR TR R E A A
TEER B A E MY B HY EMR -
(1) #H&
5.1 FHEERA 2 &k

(1) USNEWS &RHE @ A&ms{HF USNEWS &R} RS EmE o
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(2) Open-NY E&#{r{gERHE (‘Sparcs") * AGw L Sparcs #Y Open-NY B&/5E0R
(B SR B B B RHEE -
5.2 HEFSEAMETREE
(1) “PITTRSCETREEHEEIR A UE 2% CPU M1 GPGPU LB F-PATTR G TH
HUTEEFANE 6 A > H B EFERT Moy 5% TR C2A M)

Precomputation time(sec)

— AL -
10! 2 M1{with GPGFLU)
F— M1 [with GPGPU) 107 114+
<5% MO

¥ M1 [with CPU) b

TN - 5% MO '_a'é.
L
E 1
c
k=]
B
5
(=8
E
(=]
L
[

10° 10"
......... ﬂ ol . . . . R A . . . . .
0NG11121314151617 181020 21 22 23 24 25 26 27 28 200 30 31 32 33 34 35 36 37 3B 39 40
Number of Parties Mumber of parties
(a) With = 28 parties (b) With > 28 parties

6 %1% CPU #1 GPGPU AT HSat R T4 5%
(2) %MPC HYERITEFEAEER + 45w LA GMW K PIR #k#G (& £ open-source )
BIE MPC WY H SRS > STEERAE 7 For s {REAZM > Ase =y Mg
FEER 72 Mo {E parties=39 HY' F%ET ElT 13 f& ($1L TREE Mi>Ma>Mi>Mo ) ©

400F

MO

3500
M1

300 M2

- fa
f.l‘
f.l‘

M3

250 @

200k

Execution time (sec)

Number of parties

7 %1% CPU 1 GPGPU AT B T45 5
( 7\ ) Zl:l afff
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g R T —(EH ARG R E S HIER BRI =8 MPC HIEHRIE
R dEH s MER A ERET R LN T A eat B A ERHE S I TR AR
FLAEE MPC Z#ITRER + 5980 » AgmsC et 2 BT eat B0 - A5
SCEEIA T AR AR eE T RO VB A R E A ER R T 2 MR EE E R
FJE MPC $REGHYE 1F > SEIHASEm S Arie th TR SCE T RUT =UHEE RECGE MPC Z 30T
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2~ DeEESR

>

A EFE BB SR E R IR G - R RS INEEN: g - 8

\

HEFR &t R ERE F By - R M R 2 R AR SR 2 it - B A
58 (b 7S v 0 B A ER G A RN R B i o A MR European Alliance for
Innovation(EAD) ¥ " 25 14 fa EAL (B ERAEES 202 S B RARERPR & 3% | (SecureComm
2018) » AgmaE M RAEMBEREZM Ky ZEAME RN eHER &5 E
TREAET SR o AR S R AT Al TR B R LR > PREER R R 2 - B
HESTAFCECR AR » i B H A R R Bld A Bk Bt &t - 40
SEER ~ BN - TERR O - B S BN EE R RS - SELATCERR  HIAN S
B AR eI TR - SRR -

IR ENA TR ML A e - EEsRlr et & fOREAAMES T8 12

N1 3 BR OSBRI A T R AR 25

— ~ AR5 XSS W

XSS HrEEE ¥ Web ERRER G AR —  IENBFE VAN
OWASP Top 10 #R45 XSS B THHANYEE R AT LUEF XSS 73 Ry =12 : (1 )Reflected XSS
F4ELEE S IEFTEm AR JavaScript » Rt - EEE AL 2 FEWELE ARE N EE
JavaScript > ‘&= #7385 N\ BEEERZ 7 E4EYE URL BF > BEE&{T3% JavaScript ° (2) Stored
XSS : 455% JavaScript RIEEFAEGEUEERIET » & E AP TELUE AL S HRE0E
SR - FIA R S R T HVEREAS =R 4 - R - B2 sk nHE R S e SR
S T —E B S SR EHE - (3) DOM-Based XSS — 2 FIIHSC A RE ZE S 5ot

7 ( Document Object Model * DOM)#Y—F& FH F i I 5 - & HAY DOM KA
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document.url ~ document.cookie + window.location.search ~ history.replaceState % -
HRBHE XSS Mg A
(—) [EIHSFER A i A\ 288 5 By H 4w S
XSS EARANSTHE 2 i w2 A I Bl 4wl SR PR A LA e - Bl
Bg AR R H rp—RE 7 =GR - S5—FE T SRR AR R AR S FRH IR BE R I -
(=) HEEMAREZ
Fiem HERRE A 258 - EAEFRRISE M T T IRIS et - 15
RS SER R ST T BRAR L Rl | -
(=) Web BE2AE XSS ##hEes
P40 1E 8 fSEFH XSS #8285 & Google Chrome {5/ XSS Auditor ©
(MU) Web FEHREPT KRG HHY XSS fiiZtes
FENIRE B ELE A E AR - XSS PAK CSRF 25 FIRHERYA L -
A B 7 A AR AT B EEATA Y XSS T A [EIRE R A Lt 5=t
P AR g2 2 8 HY XSS 8RS Xilara SR-AGHIHERERT XSS & (12K
B IE(EH baseo4 dmtls 2 UEEARES ) » Xilara [ LLZE iR HTML SRS ZRHIEE 2K
el XSS % - 1 B Xilara o ABEIRAHY XSS #IEEs A7 5 FFRFERA _Fat )7 =05t
AIFEREAE Y2 B XSS B -

T AR R L JE A

BRI PR M REAH AR N T A 3 8 IR ED - TR PR AY B i e
- #IETT SPF~DKIM PAK DMARC Z5E#HHi - Ug(EARE 2840 Gmail~ Yahoo ~ Hotmail

AEWEM IS g Sie i RFE A A - WFLR - BT EH R AR E
Rt -

SPF FHZR AR # A 8 1E HY BB T B 38 ik AR A e Ao ik » w2 25 3 1 A\ A48 sk ED

27



> PEAS R TR R (ST R - (RS Es A R B B - DKIM 22— TEE i %
T SR A IREIRLSR N B A HETT o TR DA S T (I Hh 38 (S (EIAR S5 S E0 (4 DAL
SETH R M E FEHRIUERSS L&A DNS B354 A DKIM
408% - FHEL HESCE AR BRSO B AR
AR E T E T R GE S RIS AT#EH - DMARC 2 M 2K#§E) SPF #d
DKIM #JRE » FIZkR (Shndm A s = A s o8 - &85 SPF B DKIM
NEERRE A MENE » BEITIVRRIE =0 CEB/IEMEAER) -

DNSSEC 9 Domain Name System Security Extensions » & EZEAEEA DNS AL
BE L o A SO o FIZERE DNS (RIIRES MRS A E B - % DNS
BeER 3 (DNS cache poisoning ) HUEEAYEE4: - DNS f#ATAEHLZ ARG MR - ALt
TR 5E L DNSSEC BROMENE R i 4R root —E £ F@AYATA DNS falfkgs
FAE AU BRSO R 48 - Pt 2 RIS R A RN a4ERE 22t > i 2w
TR ER » BURFHSRE R RRET AL B 2 5 -

TEFREAE I T 22 2 SRS R A A E B dl T B (A HEUREC & S %
PRI LAY - AT G R —(E R M2 21 metapolicy 4827 4 SRS AR BHEL A FAR
B JTEE « ROTEE P HaIsEE B  EHEFTA BUA VAR AR 2 £ SR 7E Ky metapolicy -
Pt FE BRI 43 DA S S T (O 43k T e S REARI TLS 3835 FAS@EC DNSSEC %
H % T2 metapolicy Z2RY, © Metapolicy S84 — %5485k DNS TXT 228% » RILA R
TR » A T7 28 v DA A IR R Esss » (ARHEARMT o7 R i~
{EfE - (H—TAZ 2 RISV TR DL » BR T BT ol T ~ D3 M R AR RS
TIRRHUATY B GA RS EERIE (E4ERE AR B2 It metapolicy #EZR 7% » BFILTT
ENMREREZEY - MAREZNSE -
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24 MPC ~ TRYeET R B B R P T R G 2

(—) %4 MPC (Multi-Party Computation ) 5 {fir Jf& F
ERIBURFUDK AN B 8 T LB RBEE R B S S S R & 2
THZ AR ORE R RE &R Hhoh - BUER Rt T HE AN B RHRERR G - S
BN — A E AR 7% 2016 i T —AECERHRTERAN ) (General Data

Protection Regulation, GDPR ) » 41{Al fRE&(E A FERAMEE /22N B 4RATRE -
BRI B EE R E P TR &R H ks Dl s E A By &kt Btk
BE AR EEN  WHEEEHAHERAEE - BRRHRRES N EE
BERHIEER (FIORE TR HIE B Z P a AR B E 2 mresh) o

B

B TR RLEEER) » 17224 MPC Bl 0Mes it —FRE 224 MPC #5i (e
IS BURFHERT B T (LR R IR R I LA S5 TR » DU S R R B A
¥t
(=) TS e s i
e B S R PR RIS » AL R — eI (T kI
FP) BIERZRT - S R BT RS R B S - Aep OB
E RN AMTE » 15 KRR R A - BIRERT H
EHEEIE - MRS T PR » BT BT A R B

Hy#R

)Trtf

S Ay i bR S AR B P IS B R SR T ) BN N
FrAE A P e AR B RS - &S A& (general graph) MF A TALIEEA(L
FHER ; B (graph theory) HY—fEEMAERIARIE (KHEL Ry NP hard HYfH
) > AR - U RERR B AR AN » DORAE A] 25 205 e P et e e A
WIS EUEFDERNSE - A RS 1T PR en T R SR R B TR S A R R ] (]

RERAFHVARCRIEEEL) » 1A FRIRIR BRI A -
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(=) HTEERITZ EM

ST dm PR i R AR T AR S AT e (BT Z RIS PFATER 2
EIRYREIRM: - 5 TR 2 R e 2B TRCR SR Y - K2 » AEIEEE
AIREME AR - 2R CPU K GPU % & > SEA TR T B E A B —

i
XX
A

B - NIt FERAE 2% CPU KE3% GPU i & @R T EREEE  —6&
(A N BRI T R BB RER A A REE & SRR TAERREE R
a8 PR - — K 35E] The MathWorks 23 5] H dnfY R SR BRI ARG MATLAB » HAp{ 778

FTEFMIISEE GPU E R LUK T R s —(EE 1 -
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August, 08

Main Conference Day 1

8:00 Morning Coffee with Refreshments
8:00 - 18:00 Registration

8:30 - 9:00 Opening session

9:00 - 10:00 Keynote speech(Venue: Jasmine Room)

Title: A User Centric Approach to Secure Mobile Systems and Applications
Robert Deng (Singapore Management University)

10:00 - 10:30 Coftee-break

10:30 - 12:00 Session 1 IoT Security (Venue: Jasmine Room)
Session Chair: Aziz Mohaisen

A Secure Remote Monitoring Framework Supporting Efficient Fine-grained Access Control
and Data Processing in IoT

Chen, Yaxing (Xi'an Jiaotong University); Sun, Wenhai (Virginia Tech); Zhang, Ning (Virginia
Tech); Zheng, Qinghua (Xi'an Jiaotong University); Lou, Wenjing (Virginia Tech); Hou,
Y.Thomas (Virginia Tech)

Securing the Smart Home via a Two-Mode Security Framework

Sisodia, Devkishen (University of Oregon); Mergendahl, Samuel (University of Oregon); Li,
Jun (University of Oregon); Cam, Hasan (United States Army Research Lab)

Out of Kilter: Holistic Exploitation of Denial of Service in Internet of Things(short)

Setikere Sreedhara Murthy, Suhas Kala Bhairav (Singapore University of Technology and
Design); Sachidananda, Vinay (Singapore University of Technology and Design); Elovici,
Yuval (Singapore University of Technology and Design)

Augmented chain of ownership : Configuring IoT devices with the help of the
blockchain(short)
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Drame-Maigne, Sophie (Gemalto SA & Telecom SudParis, Universitat Paris-Saclay); Laurent,
Maryline (SAMOVAR, Telecom SudParis, CNRS, Universitat Paris-Saclay); Castillo, Laurent
(Gemalto SA); Ganem, Herve (Consultant)

12:00 - 13:30 Lunch

13:30 - 15:00 Session 2 User and Data Privacy (Venue: Jasmine Room)

Session Chair: Yingju Li
Secure and Efficient Multi-Party Directory Publication for Privacy-Preserving Data Sharing

Areekijseree, Katchaguy (Syracuse University); Tang, Yuzhe; Chen, Ju (Syracuse University);
Wang, Shuang (UCSD); Iyengar, Arun (IBM Research); Palanisamy, Balajp (University of
Pittsburg)

A Formal Logic Framework for the Automation of the Right to be Forgotten

Tiwari, Abhishek (University of Potsdam); Bendun, Fabian (Saarland University); Hammer,
Christian (University of Potsdam)

Privacy-Preserving Biometric-Based Remote User Authentication with Leakage Resilience

Tian, Yangguang (SMU); L1, Yingjiu (SMU); Chen, Rongmao (National University of Defense
Technology); L1, Nan (University of Newcastle); Liu, Ximeng (SMU); Chang, Bing (SMU); Yu,
Xingjie (SMU)

Differentially Private High-Dimensional Data Publication via Markov Network(short)

Wel, Fenggiong (Nanjing University of Posts and Telecommunications); Zhang, Wei (Nanjing
University of Posts and Telecommunications); Chen, Yunfang (Nanjing University of Posts and
Telecommunications); Zhao, Jingwen (Nanjing University of Posts and Telecommunications)

15:00 - 15:30 Coftee-break

15:30 - 17:00 Session 3 Mobile Security I (Venue: Jasmine Room)

Session Chair: Sachin Shetty
Automated Identification of Sensitive Data via Flexible User Requirements
Yang, Ziqi (National University of Singapore); Liang, Zhenkai (National University of

Singapore)
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Understanding Android Obfuscation Techniques: A Large-Scale Investigation in the Wild

Dong, Shuaike (The Chinese University of Hong Kong); Li, Menghao (Institute of Information
Engineering, Chinese Academy of Sciences); Diao, Wenrui (Jinan University); Liu, Xiangyu
(Alibaba Inc.); Liu, Jian (Institute of Information Engineering, Chinese Academy of Sciences);
Li, Zhou (ACM Member); Xu, Fenghao (The Chinese University of Hong Kong); Chen, Kai
(Institute of Information Engineering, Chinese Academy of Sciences); Wang, Xiaofeng
(Indiana University Bloomington); Zhang, Kehuan (The Chinese University of Hong Kong)

Transparent Low-Latency Network Anonymisation for Mobile Devices(short)

Koepsell, Stefan (TU Dresden); Byrenheid, Martin (TU Dresden); Naumenko, Alexander (TU
Dresden); Strufe, Thorsten (TU Dresden)

Inferring UI States of Mobile Applications through Power Side Channel Exploitation(short)
Guo, Yao (Peking University); Ma, Junming (Peking University); Wu, Wenjun (Peking
University); Chen, Xiangqun (Peking University)

August, 09

Main Conference Day 2

8:00 Morning Coffee with Refreshments
8:00 - 18:00 Registration

8:30 - 9:30 Keynote speech (Venue: Jasmine Room)
Title: Uncovering Server Side Vulnerabilities via Mobile App Analysis

Zhigiang Lin, Ohio State University

9:35 - 10:45 Panel session(Venue: Jasmine Room)
Chair: Min Suk Kang
Title:Blockchain and its Emerging Applications

Panelists:Prateek Saxena (National University of Singapore), Stanley Yong (CTO, IBM), Aziz
Mohaisen (University of Central Florida), Wenjing Lou (Virginia Tech).

10:45 - 11:05 Coftee-break

34


javascript:
javascript:
javascript:

11:05 - 12:3 OSession 4 Wireless Security (Venue: Jasmine Room)
Session Chair: Wenjing Lou

An Adaptive Primary User Emulation Attack Detection Mechanism for Cognitive Radio
Networks

Dong, Qi (Binghamton University); Chen, Yu (Binghamton University); Li, Xiaohua
(Binghamton University); Zeng, Kai (George Mason University); Zimmermann, Roger
(National University of Singapore)

VeReMi: A Dataset for Comparable Evaluation of Misbehavior Detection in VANETS

Van der Heijden, RensWouter (Ulm University); Lukaseder, Thomas (Ulm University); Kargl,
Frank (Ulm University)

Birds of a Feather Flock Together: Fuzzy Extractor and Gait-Based Robust Group Secret Key
Generation for Smart Wearables

Javali, Chitra (National University of Singapore); Revadigar, Girish (Singapore University of
Technology and Design)

Unchained Identities: Putting a Price on Sybil Nodes in Mobile Ad hoc Networks(Short)

Bochem, Ame (University of Goettingen); Leiding, Benjamin (University of Goettingen);
Hogrefe, Dieter (University of Goettingen).

11:05 - 12:30 Session 5 Software Security (Venue: Hibiscus Room)
Session Chair: Sencun Zhu
Understanding the Hidden Cost of Software Vulnerabilities: Measurements and Predictions

Anwar, Afsah (University of Central Florida); Khormali, Aminollah (University of Central
Florida); Nyang, DacHun (Inha University); Mohaisen, Aziz (University of Central Florida)

Privacy-Enhanced Fraud Detection with Bloom filters

Arp, Daniel (Technische Universitat Braunschweig); Quiring, Erwin (Technische Universitat
Braunschweig); Krueger, Tammo (Zalando Payments GmbH); Dragiev, Stanimir (Zalando
Payments GmbH); Rieck, Konrad (Technische Universitat Braunschweig)

FriSM: Malicious Exploit Kit Detection via Feature-based String-Similarity Matching(short)

Kim, Sungjn (Korea Institute of Science Technology); Kang, Brent ByungHoon (Korea
Institute of Science Technology)

A Machine Leaming Framework for Studying Domain Generation Algorithm (DGA)-Based
Malware(short)
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Chin, Tommy (Rochester Institute of Technology); Xiong, Kaigi (University of South Florida);
Hu, Chengbin (University of South Florida); Li, Y1 (University of South Florida)

12:30 - 14:00 Lunch

14:00 - 15:30 Session 6 Cloud Security I (Venue: Jasmine Room)

Session Chair: Kaiqi Xiong
Se-Lambda: Securing Privacy-Sensitive Serverless Applications Using SGX Enclave

Qiang, Weizhong (Huazhong University of Science and Technology); Dong, Zezhao
(Huazhong University of Science and Technology); Jin, Hai (Huazhong University of Science
and Technology)

CAVAS: Neutralizing Application and Container Security Vulnerabilities in the Cloud Native
EraTorkura,KennedyAondona (Hasso Plattner Institute, University of Potsdam, Germany);
Sukmana, Muhammadl.H (Hasso Plattner Institute, University of Potsdam, Germany); Cheng,
Feng (Hasso Plattner Institute, University of Potsdam, Germany); Meinel, Christoph (Hasso
Plattner Institute, University of Potsdam, Germany)

Shuffler: Mitigate Cross-VM Side-channel Attacks via Hypervisor Scheduling

Liu, Li (George Mason University); Wang, An (George Mason University); Zang, Wanyu
(TAMU at San Antonio); Yu, Meng (University of Texas at San Antonio); Xiao, Mengbai
(George Mason University); Chen, Songqging (George Mason University)

Building Your Private Cloud Storage on Public Cloud Service Using Embedded GPUs(short)

Cheng, Wangzhao; Zheng, Fangyu (Institute of Information Engineering, CAS, China); Pan,
Wugiong (Institute of Information Engineering, CAS, China); Lin, Jinggiang (Institute of
Information Engineering, CAS, China); Li, Huorong (Institute of Information Engineering,
CAS, China); Li, Bingyu (Institute of Information Engineering, CAS, China)

14:00 - 15:30 Session 7 Mobile Security I (Venue: Hibiscus Room)

Session Chair: Chitra Javali
PoliteCamera: Respecting Strangers' Privacy in Mobile Photographing

Li, Ang (University of Arkansas); Du, Weir (Michigan State University); Li, Qinghua
(University of Arkansas)

Lexical Mining of Malicious URLs for Classifying Android malware(short)
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Wang, Shanshan (University of Jinan); Yan, Qiben (University of Nebraska-Lincoln); Chen,
Zhenxiang (University of Jinan); Wang, Lin (University of Jinan); Spolaor, Riccardo
(University of Padova); Yang, Bo (University of Jinan); Conti, Mauro (University of Padova)

GranDroid: Graph-based Detection of Malicious Network Behaviors in Android
Applications(short)

Li, Zhigiang (University of Nebraska-Lincoln); Sun, Jun (University of Nebraska-Lincoln);
Yan, Qiben (University of Nebraska-Lincoln); Srisa-an, Witawas (University of
Nebraska-Lincoln); Bachala, Shakthi (University of Nebraska-Lincoln)

FGFDect: A Fine-Grained Features Classification Model for Android Malware Detection(short)

Li, Jianan (Institute of Information Engineering, Chinese Academy of Sciences); Liu, Chao
(Institute of Information Engineering, Chinese Academy of Sciences); Yu, Min (Institute of
Information Engineering, Chinese Academy of Sciences); Luo, Bo (University of Kansas); Li,
Song (Institute of Information Engineering, Chinese Academy of Sciences); Chen, Kai
(Institute of Information Engineering, Chinese Academy of Sciences); Huang, Weiging
(Institute of Information Engineering, Chinese Academy of Sciences); Lv, Bin (Institute of
Information Engineering, Chinese Academy of Sciences)

15:30 - 16:00 Coftee-break

16:00 - 17:30 Session 8 Social Network and Enterprise Security (Venue: Jasmine Room)

Session Chair: Raheem Beyah
A Mobile Botnet That Meets Up at Twitter

Dong, Yulong (California State University, Sacramento); Dai, Jun (California State University,
Sacramento); Sun, Xiaoyan (California State University, Sacramento)

Detecting Suspicious Members in An Online Emotional Support Service

Li, Yu (Wright State University); Kim, Dae Wook (Eastern Kentucky University); Zhang,
Junjie (Wright State University); Doran, Derek (Wright State University)

Towards a Reliable and Accountable Cyber Supply Chain in Energy Delivery System Using
Blockchain

Liang, Xueping (Institute of Information Engineering, Chinese Academy of Sciences); Shetty,
Sachin (Old Dominion University); Tosh, Deepak (Norfolk State University); Ji, Yafel
(Institute of Information Engineering, Chinese Academy of Sciences); (Institute of Information
Engineering, Chinese Academy of Sciences)

37


javascript:
javascript:
javascript:
javascript:
javascript:
javascript:
javascript:

Social Bot Detection Using Tweets Similarity

Wang, Yahan (Beijing University of Posts and Telecommunications); Wu, Chunhua (Beijing
University of Posts and Telecommunications); Zheng, Kangfeng (Beijing University of Posts
and Telecommunications); Wang, Xiujuan (Beijing University of Technology)

16:00 - 17:30 Session 9 Network Security I (Venue: Hibiscus Room)

Session Chair: Min Suk Kang

A Multi-Protocol Authentication Shibboleth Framework and Implementation for Identity
Federation

Li, Menyi (Tsinghua University); Chi, Chi-Hung (Data61/CSIRO); Ding, Chen (Ryerson
University); Wong, Raymond (University of New South Wales); She, Zhong (IntelShare
Initiative)

SDN-Assisted Network-Based Mitigation of Slow DDoS Attacks

Lukaseder, Thomas (Ulm University); Maile, Lisa (Ulm University); Erb, Benjamin (Ulm
University); Kargl, Frank (Ulm University)

A Holistic Approach Towards Peer-to-Peer Security and why Proof of Work Won't Do(short)

Prunster, Bernd (Secure Information Technology Center, Austria (A-SIT), Graz, Austria);
Ziegler, Dominik (Know-Center GmbH, Graz, Austria); Kollmann, Christian (A-SIT Plus
GmbH, Vienna, Austria); Suzic, Bojan (Institute of Applied Information Processing and
Communications (IAIK), Graz University of Technology, Austria)

A Robust Intrusion Detection Network using Thresholdless Trust Management System with
Incentive Design(short)

Rezapour, Amir (National Chiao Tung University); Tzeng, Wen-Guey (National Chiao Tung
University)

18:30 - 21:00 Banquet (Venue: Taste Restaurant in Hotel Ibis)

August, 10

Main Conference Day 3

8:00 Morning Coffee with Refreshments
8:00 - 12:00 Registration
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8:30 - 10:00 Session 10 Applied Cryptography (Venue: Jasmine Room)
Session Chair: Girish Revadigar
Neural Network based Min-entropy Estimation for Random Number Generators

Yang, Jing (Institute of Information Engineering, Chinese Academy of Sciences); Zhu,
Shuangyi (Institute of Information Engineering, Chinese Academy of Sciences); Chen, Tianyu
(Institute of Information Engineering, Chinese Academy of Sciences); Ma, Yuan (Institute of
Information Engineering, Chinese Academy of Sciences); Lv, Na (Institute of Information
Engineering, Chinese Academy of Sciences); Lin, Jinggiang (Institute of Information
Engineering, Chinese Academy of Sciences)

Improved Quantum Key Distribution Networks Based on Blom-scheme

Song, Ya-Qi1 (Institute of Information Engineering, Chinese Academy of Sciences); Yang, Li
(Institute of Information Engineering, Chinese Academy of Sciences)

Implementation of High Throughput XTS-SM4 Module for Data Storage Devices

Zheng, Liang (Institute of Information Engineering, CAS); Li, Changting (Institute of
Information Engineering, CAS); Liu, Zongbin (Institute of Information Engineering, CAS);
Zhang, Lingchen (Institute of Information Engineering, CAS); Ma, Cunging (Institute of
Information Engineering, CAS)

Detecting and Defending against Certificate Attacks with Origin-Bound CAPTCHASs

Yegneswaran, Vinod (SRI International); Ahmad, Adil (Purdue University); Ahmad, Faizan
(LUMYS); Le1, Wet (Apple); Fareed, Zaffar (LUMS)

8:30 — 10:00 Session 11 Network Security II (Venue: Hibiscus Room)
Session Chair: Daisuke Kotani

A Metapolicy Framework for Enhancing Domain Expressiveness on the Internet
Varshney, Gaurav (SUTD); Szalachowski, Pawel (SUTD)

Adaptive Deterrence of DNS Cache Poisoning

Chau, Sze Yiu (Purdue University); Chowdhury, Omar (The University of Iowa); Gonsalves,
Victor (Purdue University); Ge, Huangyr (Purdue University); Yang, Weining (Google Inc.);
Fahmy, Sonia (Purdue University)

; L1, Ninghui (Purdue University)

Mission-oriented Security Model, Incorporating Security Risk, Cost and Payout
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Saghaian N. E., SayedM (The Pennsylvania State University); La Porta, Tom (The
Pennsylvania State University); Jaeger, Trent (The Pennsylvania State University); Celik,
Z.Berkay (The Pennsylvania State University); McDaniel, Patrick (The Pennsylvania State
University)

On the Feasibility of Fine-Grained TLS Security Configurations in Web Browsers Based on the
Requested Domain Name(Short)

Alashwali, EmanSalem (University of Oxford); Rasmussen, Kasper (University of Oxford)

10:00 - 10:30 Coftee-break

10:30 - 11:50 Session 12 Cloud Security II (Venue: Jasmine Room)
Session Chair: Zhigiang Lin
Secure and Efficient Outsourcing of Large-Scale Overdetermined Systems of Linear Equations

Pan, Shiran (Institute of Information Engineering, Chinese Academy of Sciences); Zhu,
Wen-Tao (Data Assurance and Communication Security Research Center, Chinese Academy of
Sciences); Wang, Qiongxiao (Institute of Information Engineering, Chinese Academy of
Sciences); Chang, Bing (Singapore Management University)

Privacy-Preserving Multiparty Learning For Logistic Regression

Du, Wei (Michigan State University); Li, Ang (University of Arkansas); Li, Qinghua
(University of Arkansas)

Privacy-Preserving Outsourcing of Large-Scale Nonlinear Programming to the Cloud(short)

Li, Ang (University of Arkansas); Du, Wei (Michigan State University); Li, Qinghua
(University of Arkansas)

A Verifiable and Dynamic Multi-Keyword Ranked Search Scheme over Encrypted Cloud Data
with Accuracy Improvement(short)

Zhang, Qi (National University of Defense Technology, China); Fu, Shaojng (National
University of Defense Technology, China); Jia, Nan (National University of Defense
Technology, China); Xu, Ming (National University of Defense Technology, China)

10:30 - 11:40 Session 13 Web Security (Venue: Hibiscus Room)
Session Chair: Berkay Celik

FrameHanger: Evaluating and Classifying Iframe Injection at Large Scale
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Tian, ke (Virginia Tech); Li, Zhou (RSA Laboratories); Bowers,KevinD. (RSA Laboratories);
Yao, Danfeng (Virginia Tech)

Xilara: An XSS Filter Based on HTML Template Restoration

Yamazaki, Keitaro (Kyoto University); Kotani, Daisuke (Kyoto University); Okabe, Yasuo
(Kyoto University)

Local Storage on Steroids: Abusing Web Browsers for Hidden Content Storage and
Distribution

Parra Rodriguez, Juan David (University of Passau); Posegga, Joachim (University of Passau)
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