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(DEF CON 26) CTF E¥FEEAL#5E 23K 25 BRRM S5 10DF 8 H 9 HE 12 HE(THY
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Hpg Py EIR es EE T LLER -

CTF EEEEHVEE B 25 0 i 48RS ~ 1R R4 Bl AR = B AT ~ W8T
B AT BRRCRAT R BT A « WA HEE 2 15T ~ B AR SR IR
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Channel) » HHREE BRIEETS HL T I H BRI i E P 7 7A5 -

SEEEEEA M A DEF CON 1y CTF 448 > 4351 k5 HITCON A1 BFS HF% -
HITCON ElB 5 103 FAEHE4E 5 4 A CTF AYREE - M ARRE SN S —B({H BFS
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=X PPP 1355 2 % M 2E% HITCON A &R S IE1525 3 AMNITFRIEE - 59 -
IHEZCHT A BIRYEER BES IV 12 SHYKE » KRB G -
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I8 4 : CAPTURE THE FLAG(CTP)3EESLLER T30

— ~ VILLAGES 7148
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(—) RECON VILLAGE

It Village 2T A% Fik(hackathon) J5 =, » #2213 ] OSINT(Open Source
Intelligence)/Recon(reconnaissance) T E T TAEES 5 & B EEEE - Recon Village ABHINZE
T - BFEEEE - R ~ e (T3 ~ OSINT CTF 5% (Jeopardy Style OSINT
CTE% - HEHEAE Reconnaissance HELHVEE M - HAZ O HEE HEE R R HEL KA
PUBEARIF(OSINT) B ZE A REER, - s B 2 R A 52 B B RAY/IME Bt AT

RESHE N\ SRAH SRS pl KRR -

(=) DATA DUPLICATION VILLAGE

DEF CON #2(t & s AH B el — LL Bl AT F5 ORI HE H IR - SN vl BT
75 6TB SATA (6TB SATA 512byte sector(512e)7200 RPN)RERERTAHE H o HARMLATE R}

AT F (rainbow table) (GE—{E FH AN Hash bSO B BN TS ELFIZR > H H
AR %55 Hash) & infocon.org(https://infocon.org/EiF#H DEF CON HYE Y -
SR TR - WARRSE - BN - ERHE LR R E 3R -

(=) SOCIAL ENGINEERING VILLAGE

It Village ZeHEH 22 TAZIY B SR TRE 0 B sl BT AR e o] B2 FH Al e A
OB o A TARAIRH SR R A MR -

It Village #4177 SECTF HUMRERRE, - fifeE —(E APINEAE B > 265
B DANECR 28R 2 EASHERHTIE 0 Fs S BB WA B8 6% » IR B o 1 el )
8§20 Ry T kER - VEIREA 6  IEBSHDURHIZER o W IEREEME 3 R REE R
Paul Ekman A E 5 AVER A » W848 laser AF&HRE1TE H HAVIERS



https://infocon.org/

SECURITY THROUGH EDUCATION

e HEE— VILLAGE

#SEVILLAGE ‘
e.mendmmuhm UN
SOCIAL-ENGINEER.ORG
WG
>

Starts At: 10 AM, August 10
Ends At: 10 AM, August 12
Florentine Il, Caesars Palace.

A0
;i,?;ig http://reconvillage.org/hackathon/

5 * SOCTAL ENGINEERING VILLAGE E4 RECON VILLAGE HACKATHON FEtfl

(F@) SOLDERING SKILLS VILLAGE

It Village EHASAERGIFRERTT - TR ERGBIRRY A ER - Eie s -
E1EBUETL Badge MIHANE T3y AT T A » 3A BBy Ao DURSRAE LG (E
T fie 257 Badges

() LOCKPICKING VILLAGE

LOCKPICKING VILLAGE /& DEF CON W& &HIES 2 — » FE S g7 40415
SRS > AERIRBH SR - (R SR ol R BrSH 2 — TR A PLEK - 1L Village
o MEERE B ARG B (5 20 W S B IR A B T8 (7 U A 5 e SR 55 R B
BT

6 * LOCKPICKING VILLAGE @R F#H T 5
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(7N) PACKET HACKING VILLAGE

Packet Hacking Village /M 4HE BRI ATl - A2 HHERHHY WORKSHOP %22
B ] DUB B B E T 2UEITSOR o I Village BHBEE RS G I B %7
Z B [ B R A TV U R P B R B A

It Village Fr4R=Fii(Wall of Sheep) £yl & & f2 (5 — B A 4FHVERT - AISREEFBRIL
TAES H BRI 22 iy s ER o i - AISTEEIR S B im R 250 & il T 2K AR SR
i L b Ry A e —IE S

you'

vnon-m 90 Into Wi-Fi Sattings and set “Ask te Join
Networks™ to “ON™ You ¢ vant your phone
-uo-cm “anye

o —
& 7 : PACKET HACKING VILLAGE 58,

() AIVILLAGE

AT VILLAGE 2—{E \ TEEHEN L e ERXRELA LEENE G AN TEEH
428 P B P i s P A A SR e 2 R A 3t 7 - A\ AR i e B s R I T BAa e e
2R WS N BRI & AT - (E FIRCE A L BRI 247 »
B GRS T I B T 1A -

JtE VILLAGE % —££ workshop ¥f ADVERSARIAL MACHINE LEARNING #E{TH5E
afam > HIE A RSB (adversarial example) & S8 B2 A KB SE SR S TR B 05
B HAT AL IR E IR T 04 - B0 ¢ Papernot S AE 2016 8RS Gk
RS R AR e TIN SR > HE M8 APL HUSE/r 534S R 1% » 7F local I 53 N —
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{14 local model > ¢ local model Hr 4 H o] FHEV¥Hif(adversarial example) > 2 {& 2
Ho(transfer) B Z T EE H R APT - Al if(adversarial example) > J&—FEZIE i e
PREL A H e R TR A B o B EAUNTFERE 3 PR B ImageNet ~ AlexNet FHERIE
FIECSaRE NINZESo e LR PN RS N3 R RS S =g SN T3
8 o B RMAS R RS B A4S SR AT RE =R RRERY » 1T B AT RE Bz R = F A
MmA&ERZEEEE -

8 © A VILLAGE &8’

(/L) IOT VILLAGE

10T Village J&FH 774550 J iff 5% /2 5] Independent Security Evaluators(ISE)iE % /A H]
FT4EARAY - HERA RV aEs i 2 2 e bay B M FZE R T = - 10T Village HH
BN 2R T HF workshop SR L5 AT H AT 10T Z4¢ 7T BEAEAYIRIE  thoh 10T
VILLAGE I3 A VI 48a5 (i #E7 7 TOT CTF W%

ATEARYIRR 4R IO E T EHOR#Z - (H2 10T 8hiap T imeh = &l &
BB S I0T R Bz MU B H AR - (¢ RIA FriE Y IP Cam B -
KRR RN BB EZE L ELET - B EFIse#BAr T8 Bl E B A\ B2 4

AUISRAREVEH GPS 231 GPS 5% > Fra RERNEZ i8Ry 0T 25 > 44 AR -
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A EENE - BT - IP Cam FELAIREEE -

VILLAGE

958

soHOpelessly

ccccccccc

9 : 10T VILLAGE 12

(Jl) BLUE TEAM VILLAGE

AR DO AT R R PR A B (T - EESRE ARV 2R
Y o B2 24 (Blue Team) MR 4EFF A5 2 I ATV R A1) P O EOIRFR A - I B
BT 827 (Red Team)AHEL » 88 BRHA = RS AR B 47 st R HOERRERIRIV ABRE R, -
B ERL 2P E SRR T KM A RN R EERNIAE -

It Village FRHEE R 2 4R (Blue Team) B EEAVEEIR B H BRI Sy
il AHEB AR E N ZE 2 ICRVERE - BLUE TEAM VILLAGE 7£ DEF CON H /2 H
TAHERE DS S22 2 1%, » #FIR B (Red Team) T =k 2 HEHT 44 » B AREE
HAEFMEITRLE 2 BN - 28099 BEmH - $auhygRimHe - 7780 App Al ~ 10T i
I~ MR TAZEERTY o HFH S (Blue Team)iT & k2 BEER G ML S siG st a: » 1
{5 FIFY 5 LA Sy Bk H& ~ DDoS B £:4 ~ IPS/IDS ~ WAF ~ APT Frj225s# ~ SOC
BEPErbuly ~ UHEEPH BB AR o DI E I R PHER AL I

TS REHT B DRl AR O T RG2S AR A v SR Y o 22 DA o
L&A S EHHEITITRARR 2B - EBESR - DU Ay

13



AL~ BT~ R0 - R LR BT ART > LB (Red Team)ik S B H L BFE
R HRIARE - S EERUE RN N S EER R GR A SR b -
EEZ (Blue Team)pl 2RISR E 2 H(TFHINES LR B - 5 (IR GE I BT > 1%

RN - SUE 2 EE AR - B —IElE IR K E L HIE R E -

10 : BLUE TEAM VILLAGE HREZ7E %

11 © CAR HACKING VILLAGE BREE
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=~ FITEREERPRESENTIONS)

DEF CON &l e iftat & h By i 518 55 2 (PRESENTIONS) » SRR 4 &
SPATERAE (Tracks) 77 =T - KRG #EGH K B S HAVE L i 78 B B A o
TSR E ZOH R T U B R S A HORE R #E - 547281 DEF CON 26
STEMANBAEE % BG5S E EHET » B TRERE P 2 BRI 5
Wt DUT $H— L2 R 4H

(—) Hacking PLCs and Causing Havoc on Critical

Infrastructures

S8 Thiago Alves &—1& OpenPLC (open-source Programmable Logic Controller)ZEZ&
AIEREE - HERFH AT PLCs M RIEE B - IHEEAIRlT - fEAA 222091
TEHETT RN ~ REr YA S %R L patch 1Y 77 H4EE 2 4RI AR ERTGT ~ B
HH A (closed source) * #H OpenPLC iEFKHYEZEE A - OpenPLC 254 2 5 VS
B O] G s AR R 1228 - HU2RIE [EC 61131-3 LT - FLEREER T PLC BYAEAR
G2 B dREEEE = - OpenPLC FEN TEMKEEHBME - Yliddf] SCADA % -

OPENPLC — MAIN COMPONENTS

1SPLOI- e

Runtime Editor GUI Builder

12 * OpenPLC FEaUtER T

PLC HEHAHYE SCADA i€ » HEA NHIRIEE  KRERp e 2 (e B8 A HY Serial



RS-485 48R 114 Hi2l » HR B authentication ~ integrity ~ confidentiality » 78 SCADA 17
T HP R o A (5 P Y T % 8 /& MODBUS » R Ry J B A EE ~ DA serial networks /&
i - HEHE SRRk E T - H AR T E R -

Jh S TSR 240009 PLC AR AR R » ELF ¥ T 25425 E 7% 2 MODBUS
19 FRAME H Function Code FYFREEFZEH #EF T B -

MODBUS FRAME

Slave ID F. Code

(1byte) (1 byte)
Slave ID: Unique address from 1 to 247
Function Code: Tells the slave which command to execute
Data: Self-explanatory!

CRC: Cyclic Redundancy Check used for error detection

[& 13 : MODBUS FRAME "~ E &l
MOST USED FUNCTION CODES
FCO01: Read digital outputs FCO05: Write single digital output

FC02: Read digital inputs FC06: Write single analog output (or register)

FC03: Read analog outputs FC15: Write multiple digital outputs

FC04: Read analog inputs FC16: Write multiple analog outputs (or registers)

14 : MODBUS fif & & FIY FUNCTIONCODES

&l 14 £ MODBUS #]##F] 2 Function Codes * & 13 & MODBUS FRAME {1 TCP E
HIENLE > SO ] IR E S FI 22 5 # Function Codes AUt 5 - PRI ER

16



5 Interruption ~ Interception ~ Modification I Injection °

MoODBUS FRAME ON TCP

Unz D F Cade
(1 byx) (1 byte)

15 : MODBUS FRAME 7t TCP fi#E ¥ BRI &

ATTACK SCENARIOS

o—i O O
@

Interruption Interception

|

Modification Injection

16 * ##F MODBUS e #E1 TR 8 2 155
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(=) Looking for the perfect signature: an automatic YARA rules

generation algorithm in the Al-era
IEEE%# Ruo Ando 78 FITRESEE BT - (5 YARA BRIE A EEAE B bARGR
BIFEEAZ VB Pattern » EHofig HFEE#HUEEAY Signature SEME—FY Pattern > H 0] DLAAHRERY
TN BT & e e e AR I - ECTHY Signature FRZEACH MERVERTE A -
Signature = %47 £ Syntactic signatures 2 Semantic signatures FIfE © Syntactic signatures 52

Dl e 25 S HIE B ELRE » Semantic signatures & DA R AVFE =0T By By it -

The detection workflow

cluster 1

— |

submissions

cluster N

17 » EHAFEEFE R Singnature {EHIE 4 A2

233

iB 5 BT H A2 LA Android “F & HYE RIS K HAR - HAlA HU2 i %
e HHETT M E - HER IR E UR R TSR W R =1 B8 Ty
B 212 BEMLAVELEEEESY Signature « BT TE S T EIRE REERRIT -
Tt EnE B2 2 Signature ZEZEHVAAR ©

18



The attributes Iﬁl

— url: “"malware.xxx"

— permission:
"ACCESS_FINE_LOCATION"

Each block is an attribute extracted through the analysis
*Androguard, *Droidbox, Cockoo are used

The quality of the analysis affects the signature generation process.

[l 18 : BRI A AU E R A

(RS R ARG » HEE— 7 A a0 2 — EHEE R R A - AEFUHYE
KRG SR IRE P BB Ae (REE PRI L Signature HYSGHNIRRES - B s A fmitt
FELE R EHTRRH] - PEaEE M\ T R R i D8RG Signature A2 pRHY TR -
HHHEE e 5B 58 HH — e B Bh e 4= RUEHRAG Signature HYHERDE > DU B EE -
e EWRS IS - HA 148 YaYaGen(YARA BRIEASR) - —(E E#E A Android

TERHRHS Signature 7Y TH - HIEH Koodous B2 HH S A {8 e FHAE =K HET TRURE Y
fiti » BURHAR AV ERUE A IE A s 38 N AR O-day EEHCGHYLEMERIA] > (B°
JEPNE R SRRy SCAGevs U

(=) All your family secrets belong to us - Worrisome security

issues in tracker apps

IHESEE R Dr. Siegfried Rasthofer 2\ fi— 26 LA R 0] F A B HE(5E F &1 THERY
App » WrEEEE A BURENYNE - HAEFE Google Play Store A% LT App =]
TGP K 52 NTTHRAY App FEFERZE -

19




App Name Google Play Store Installations

Couple Tracker App 5-10 m

My Family GPS Tracker
KidControll GPS Tracker
Rastrear Celular Por el Numero
Phone Tracker By Number
Couple Vow

Real Time GPS Tracker
Ilocatemobile

Family Locator (GPS)
Free Cell Tracker
Rastreador de Noyfa

Phone Tracker Fred 100-500k
Phone Tracker Pro

Rastreador de Celuld

Rastreador de Novia

Localiser un Portable avec son Numero Ak
Handy Orten per Handynr 10-50k
Track My Family 1k

19 : Google Play Store _F#¢ K &%+4E H A JRIEN App

R 2 e A2 LR B E P AT B EE Y a2 2 A - 15 SR AR U0 B T A Sg
HEDAT AN R B SRS I BE R A T R R A B (e - EE AR App IRA
REHFYERAEORHSORTE - WEFAARMZ hip T E &2 7 DGR R E i 5 35
HARUG 240 > HARUG S48 R PRV ERRE, - AR App EREXEE LT
SEIBHAF SRR - SURER AP VBN - R EIRIEIFTE FEES - I
BB EDHE - B R M E AR B mEACsE - R45KER - 48is B A
i App FEFIRRZ - RTREELELE I EEM IR LR HIR S 2288 T IR -

¥ App FEFFZEZ » BZ& R LIS Observer ~ Tracking Provider B¢/ Monitored Person

R BT > BB PR -

20



I 110.3456

25 3008

pull

[
=

Tracking Provider

hadkenieloud Monitored Person

Observer

20 : App JEFFER, » Observer » Tracking Provider 2 Monitored Person {i7 B~ = &

' SLHY App JE IR AP B A P FTaE Y A\ 8 (Man-in-the-Middle Attack)F
% TR T REIE W I AN BRI EE T B M E R T RGE R e T
HAEHCHER - NI EFTEREE R E rTRESNA - B aeEEI R -

.~

o

’ iv
- tracking provider

user/app (back-end/cloud)

21 PR A REE
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()  Your Voice is My Passport

RIS - RIE B B B 2 HP R 2 (S SR B A AU F R olas g
= 0 AR AR SR > Text-to-Speech Ffl T DA SR E 28 K EE G RHY ~ = E
HYBE AR - R A A R i e AR e DIREReE S Bnse M RO AR s
(_delta_zero)sf H B I a5 H AN A IRIVTHRE L BRss e85 s AR i E A Al A8
ST ERY Text-to-Speech FE fiitE e B A HicbE -

HEAR RS R HE G TEEVAFTRN SR M H e E e RS B
RN+ Mel Spectrograms) o H ARSI SOARRIE A 2 RIFVEIER % - RS
JHFREEHE RS (deep neural network) 25 73 M AEEC (B S0 WY S FH R} - 28 H LA 2 AR5 B0
— (& NAYE TSR > —fARi SRS T AR R S BdE - P A E A 75

JRERMEEMWAN Blizzard, LT Speech) e

=({14

Waveform samples

4
( WaveNet Mol

4

mel spectrogram

]

o —
e ———.

5 Conv Layer Post-Net ]

[}
( Bi-directional LSTM Linear Projection
[ P ’L ] Location [}
onv Layers Sensitive 2 LSTM Layers b
) Attention [}
[ Character Embedding ] ( 2 Layer Pre-Net

IE0REEE00 -

15 * Tacotron HYRERYIZERE » "N 2EE AU R ey [ EASEEE (spectrogram) Ay 3 E 5 =

I A Lyrebird (nttps:/lyrebird.ai)Ay T B E 4= HAEA] T2 353% » W& Apple
Siri 1 Microsoft Speaker Recognition API #EFTHE &M EsEE (Proof of Concept) HIE,  fEEEZ
G EAER o R(E5FERE BRI P > DL Tacotron &z Wavenet iz s AFTHEI o

22


https://lyrebird.ai/

WaveNet 7] IEEA B EAVEEAZ T - (BAEEL SR T REEAIEE R (tuning) © 11
Tacotron fi A (L TS (E IR - NIEEEEETRA Tacotron #{THEAGEEFHIEL
BET5 7R T DA RIS S P 2 BB (Adversarial Attacks)EEF > BUZ
AR LA R B2 R A T ARS8 F (Phishing) I B8 ~ S TA 82 (DeepFakes) ARz 25 A2

A1 2E TFE 8 (Robotics/Social Engineering)

() Asura: A huge PCAP file analyzer for anomaly packets

detection using massive multithreading

3

afi & Ruo Ando 7148z E X PCAP #5215 » (828748 T AR T B 2R Y

WFEEE - RERE R EGERLZE T AR A EIENEE - BE - 11
EHGHAREERITIEE KR PCAP #2210 - {RARAN IR R Hs

Asura & —{E BT al R PCAP Uty » Hos AR S BTt 22
L o Asura AVIGITEM IR B AN &N EIUEBHET 0% - IR AR
PCAP LYK EHTFY » WRTRS R AETTE R s - HEESBHYEERE > Asura
5 (T 4B 25 ] A 25 B TP ARIR I IR B R R PCAP S - ‘BhwiEiE » 7B A G
PCAP B&lHERS » Asura ] DIfE 7000 £ (49 18GB)IE# EH L ER R ERAIH 750 B
Ry EAYEMEL - Asura fg e 7000 S EESEL - A e FH ARG - F5%2 1000-5000 £
{ESRTT P A BEAEREY 350-450 3 Sy B ] B T 58

Story behind Asura

S (wlume Traffic explosion.
,'] Internet Traffic continues to
A increase at exponential rate,
no end in sight.

Too many packets, too few
professionals - \ e /
Cyber attack has become more ( (
sophisticated. '\

Reference: The Scream @ public domain
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