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b~ BT EFIRER - WIeiies & ma i e e - TR T 342 i1
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Customer Requirements) | ~ " g e il L MRt 11 B AT 8 2 31 (Updates
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(Assurance) ; 3t 4 XRERIF-E - 5 64 (ERfamaE o HAh - AREREZEE
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A~ BE
—~  SERAEE AR R G

HEEERE G &L FsE (Common Criteria Recognition Agreement -
CCRA) 2R THI CC HifE » EXF/55M (CB) 17 CCHEENaS
FERT—EHIEERE - i ICT Ehn K (R4 (Protection Profile » PP) J&{5 CC
mra % - EHBEEEESE R ELELDRT - THZELEENGTRK -

CCRA HAf364 28 & A - Crfitnis (KR A

( Certificate Consuming Members - CCM) » 51528 ~ BELHIA ~ v LR
B~ AR - DR~ AT - RN - LS - LT - FE - IS
11 EEZ - HATC SRR " s8E %% & 86 (Certificate-Authorizing
Members - CAM) » SHANIER ~ 560 ~ VAR ~ FEEY ~ S5 ~ a7l ~ BAA
od > 4LPNRE ~ R > Rt PHEES ~ 2 AH - £ HE - B - 5RE] - B2
g > DURCENE S 3k 17 {EE5R -

HEEg EE CAM HEKLE 5 CCM
il N e &= D a1
o ] (] — @ ] i | p—
—ﬁﬂiﬂhu@ﬁ% —éEil_l

1~ CCRA ﬁé\

CAM {5 EF CC g8 &t ae ) W il iz a8 kmst83E heg&E 2 CCRA
KR 0 1 CCM 257 CAM #%2% CC 5EM ICT FEihn o H/H K H BN ERE1hE
a8 - s &84 CAM Figiifx nli@ia CC st iVE mAc gl CCRA g &
BRI ELER A > DL bRbH S e B ik b o N E > B[R REREE AR SR e 2E

WiRT]
— -~ ENEE

ICCC 2018 e 4 NV E (FREEFm2HIE—) — T HE%HA]
AEERTERE T FFER P EDR ) T BaS e BE E R it B AT, B T AR
s o AR EHZSNN Burg B BB PR R (LR ST TS & PREH CCRA
SERATHUAN o TSR] ~ HA - B~ SRR 1T Ein e iangied o 5
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https://www.commoncriteriaportal.org/ccra/members/#HU
https://www.commoncriteriaportal.org/ccra/members/#IL
https://www.commoncriteriaportal.org/ccra/members/#PK
https://www.commoncriteriaportal.org/ccra/members/#QA
https://www.commoncriteriaportal.org/ccra/members/#SG

BRI ERIESTA CC ZRbMTH CC HENbERaFaE 2 > #—F % CC
FETT ~ PR R ATRERER G 2K -

2.2.1 CCRA ¥

CCRAEHZ e (MC) fyEfFEDag Stroman# £ CCRARY#ERE - HAT
CCRAZSZETG EFEUT ¢

Fig 1 CCRAZZAG L —EE

CCRAZE® EN

EFRZ: B ¢r(Management Committee, MC) i #Dag Stroman
#1177 2 €& (Executive Subcommittee, ES) +HHTunga Gokhun
Z¢E 7 B¢ (Development Board, DB) PEHEADavid Cerezo

i _ %[5 Susanne Pingel
&2 59 (Maintenance Board, MB)
s Eunkyoung Yi

CCRARLEFRFEM T » HATA2MMEIRF A HERNIACCRA @ H2{HEIxR
HEBECCRAR S - FRIETTIREE T ¢ A UERIS IEAERDER S M R
i FCAM o ZEJXCCRAR R & e I HFRMEHET TRV - 5B - farid L Ei{£2018
FOSERETTEFE (Peer Review) - il ~ 281+ HIHREHY 20194801 T
BEHZAGMC - $ifT& A GES k%% 5 G DB L HIR LR PRCAMK S & 55w
o MCCMpkE AT HFEHEE - RRICCCEHAMELIT

A& 2~ 1CCC RACE AT &

L2E IS B
20194FE 2= e FFHERE
20194E55 3% [ (R
20204EEE2F FE2RPHaE
20204E553F PEDES

AN RS AR HETE T4ik4 e fEZE (Cyber Security
Framework - CSCF) - ZEEEE 7 —280MITE L2 iseist] - DagFn
CSCFE 2 ERICTE ML hiGE A E K2 » R EIT—FCCRARE HEER
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A > EREWREZFICSCRHRF EfE2 B CCRA » JEBI I 2 CCRAK A E]t Al A2

H?JE/ L 98B o

X U CSCFHE{TBICCRAME(EAR R AN E ST 2 N HEER Z - H A2
TEIELLRZEAERES - BB ESElT P rYE AT 2 2 s e ML
Bk EAVHE AR Rl R—EIRE R IAR AR - 18 fE Ll AT
KA - CCRA MCIRFEEE R E FI o M ad e - s SR BLE IR 2= & i
ENISAZTTHEE - fxf% » F/FDagE fICCRAFE ¢

- MECREHEERR (T) EnRffreERLE (PP) A& H—2miEsE » I
BT (A K -

- RRTHEERHE - e MEEAYITE R OreE S Ay T A -
- HPREERHEITELN RS S EH R -
- AETCEITE PR RC B S Z s P IRE 6 SR aa R R RA RS

2.2.2 CCDB ¥

HE*ERAZEEZ E9 (Common Criteria Development Board, CCDB ) F
[ David Cerezo B[ Enzgaa 43 David Martin #a53mh » BEatcan | -

- TREERUT C AR EE > TR NHEFFESS T

- ITC : 5[EHAIITCELHEICCDB T {E/ NH i

- SRFRZAERAR ¢ S (EERE R A TR

- CCMB : EHErT S8 A > I CCDBE R ¥l -

- BLUSON&E  BIEISO SC27 WG HYIEAERIE TAF » TiaTamiEn

- CC Portald@ih 587 * ot —EErHE 2Ry BN SRR -
2.2.3 CCUF ¥

AaEEERIEF EEmE (Common Criteria User Forum, CCUF ) FJ&
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Fiona #5410t - Fiona & sl CCUF R E#2eft CC 1AM CC %2
= SEERES RS ARABERHE & 2 MR EEBUE(EEE - i HAil CCUF
BT 800 %4 - 2K E R 298 {[EA [FEI4HA, - H bR S R5E (42%) - CC
ol E = (29%) @ MHEHHH 5% EIERKE S CCRA & & E=E A
SOG-IS (Senior Official Group Information Systems Security ) k&5 -

FEANATEE 5 > CCUF fR{HEE R 5 3Hr e = - MAe i ragF: a4t ~
REFEHEE ~ SR A2 8E - HalETa TIFEa W E 8t - PP
gty - CC (2 I1SO) bt TEAVHIES -

2.2.4 BXERNEIR T EREEIER

PR ELIE 22 /5 (European Network and Information Security
Agency - ENISA) Hy&2iE g% & Steve Purser DL " 7EE IHAERE 2 2 BRnaE S
(CSCF) m#Jehil&fF ) Rl - shallel SHadps 2 Ak 205 i - CSCF i
so %K - CSCF AlgarvFFEr ~ MIGHENTHIEL ENISA f£ H i EIT A |

Steve Bt — (S —MES L £ 0K - BRI 2 R E AR EL
R e ZRIM > Ze G RIS AR EIYEE A T2 a Akl - TEF 20V
AT HBERAE - Z=BlEAES (context) RN - B4 > FEmBH
B 2 B HEE S CD B L EFEHEANFEN L EEK - 1AL > Hhf
4~ BRI B S R R S R I PR

rEmmZ EigRE R /e CC L& » [fEEE SOG-IS AR A (SOG-
ISIMRA) I FEIFEEEEH £ S8 - BUE S B RS E B3R BN ek
- 1 ENISA i EH & 192 -

Il

- 57% (Wy=zi®) RMEHRAZE ICT o ehasaa

- BT LR ¢ A - BRRgiriE - BYHEASETRK -

- 9027 [EIE R AR HIAH KR A Y

- 66%ElFEIFEEEEIARSH] (Self-Declaration Schemes ) -

- Vilad (759%6) MIICS (6696) I hniE 75 Lo IR -

- 81 90aR FEEERE AR T e = B SR (BRI A R LR
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- 669 5EEH TR EIIA TR R E IRy ICT L algss

- 78%sUHHAEEZ B gL JRC - ENISA » ACER FI{EARAREN Y5
FKEHEIEH -

P E PR R ETY I ES T - ENISA % 2018 42 5 H 2 HE A4S 22 4205
5.2 (Cybersecurity Act - CSA) » 21 ENISA [l Rl B 7k At - 58(b
ENISA FYFE ST » BT —(EBOMAEES ICT 2 mZ 2 hassfEZe (H] CSCF) - CSA
T H AR ER R R L ARSI S MBS RE VT - T S AT IR - DUERK
HEEHE L1 (Digital Single Market) BES %05 -

BYE3 CSCF HyfEmaEE -

RS EER ICT Ein 2 iaahe TSRS AN -
- (e ERGE -

- ELRER - DA IT AR B R R A -

- BN ICT B NIiREs RS ]

- REEAEE ICT BB EAGELD -

ENISA 7Elg8 77 1aH T 2L e (i CSA 17 CSCF » Rl R H#ES T
MHRAVEE) - WESCRFBORE o ~ BN (R Tah ~ BT SRR (R
FEFIEBCE ICT 2 Bgaa AR ~ e ICT Zwalass Bhn= > DUkde
HERR A e RS S B SR AE A I ey [ FEs B R (lightweight) 27 SR HY
oK o Btk - Steve TR > FELZ B FLA —(EIEMEAEE - MEREAE
WS - RESETHEENZ 2E0K -

MEEE2K H ENISA Y Matthias Intemann RIEZ8H CSA 25 kx CSCF £
CC HFEIES 2 - CSA i FHE 2017 4 9 ABEZ A g izt (EU
Commission ) » A 2018 4K FEECEEIEE & (EU Council) fIEE (EU
Parliament) &5 > FHETH 2018 FEERALEER RIS IZ AL -

BEI0H/L32 H



Cyber Security Act

- Timeline -
»| 13.09. EU COM adopts Cybersecurity Package incl. CSA (DG CON)
EU Parliament (ITRE Committee) and EU Council (HWP Cyber)
----------------------- each discuss the proposal, involving stakeholders
»| 08.06. EU Council General Approach on CSA
w »| 10.07. EU Parliament Resolution on CSA
H »| 12.09. Start of trilogue phase
o Magic behind closed curtains
N > il (envisioned) final trilogue session
> 12; (envisioned) adoption CSA by EU council during AT presidency
> 12, (envisioned) EU Parliament formal approval
oz, > 02 | implementation of CSA i Horaontl Working Prty

<2605 Election of EU Parliament -
2~ BHRAEE 2 2k CSA BERE
Matthias thEit CSA B2 CCRA [HIRVZR » W& T IREEFSEEE ~ A K
ae A EHAEE AR - S9RE IR - (REEEENES - [N > CCRAA-F
Bk BB B - 58 CCRA REfEBIBAIRAZETT - B CCRA RESHETT

n%%o

=3

114

Possible Mismatches CCRA and CSA

(Council GA)
Assurance Basic and Substantial by public body, Assurance Basic and Substantial by private body
Assurance High not covered “\ Assurance High by public body g
Members are nations ( EU negotiates MRA for schemes §
VPA among MS > \ Peer Review among MS (not third countries) E
o0
All application off CC mutually recognised Might be limited to certain areas of application through o
scheme definition
No rules on disclosure of vulnerabilities Vulnerabilities need to be reported by vendor and ]
appropriately shared with MS by NCCA, according to b
scheme policy -8
(4]
Is open for ST or PP usage Might set PP to be applied &a
(-> national endorsement statement) (-> others should not be used then) %
Sets mandatory supporting documents (e.g. along cPP) \\Sets (other) mandatory supporting documents e
\

o[
3 ~ CCRA HiErEE CSA tHE R
2.2.5 HEES CC BB AN E

JEEAE 2016 47 6 F HBE AR R AT » DIEREEEERE T 55 T A e
(Brexit) ; 28 - ETHEEE IR AE S A R ZBUD AR  BOWE — 135 foE+

Bl H/33NH



H I S ks - 0 nEUEE R RECRAVZERIRE - S HIRITEEE SOG-ISIMRA
A BRI - R CC L Eidpl—ERE 2 » i Bl th 35 B i B A
FoasE AR e MRA - AR BU IEAIfERRHE S CSA J CSCF - & TH
e B 2 2 RRaa i - S H Al e R ISR S BR DT | S R
LUK 75 72 5 (o e H Bl pa 52 -

[

4~ FEERE

[

2.2.6 SKEBIBREREHIEHT

[ CC Bttt (CB) fR Rz &l L 2 rrfE & F4H4, (National
Information Assurance Partnership, NIAP ) » & CC fEXEGI[4a >~ — » A LAE
1991 Rtk i BlzgE & B (CAM) » EEIRANETA S BElZ PHEARIE
b= BB R LS - HRTCAHEA 10 X CC il E = (& Acumen -
atsec - Booz Allen Hamilton ~ CGI ~ COACT Inc. ~ CygnaCom ~ DXC -

Gossamer ~ UL B Leidos ) ©

S<EJ NIAP L (£ Mary Baish » DL " 5560 CC SHEIR T, Fr - 387k NIAP HYLE
SRBlgEt iy - EHSEEIEE) - ELSHEM PP ieFt &L e - BEMEILIE
HY R R B AN IR AR R AT R R PR 3 (R A I et -

i CC BRI LI » TEli N &R e Som R anbiss - R4 NIAP &t
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STEE - KEEEERT G CC BEERE M Fy 158 4 < 1 NIAP fffl2: 141 CCRA -
ISO ~ NATO ~ iTC (NW > FDE » App » DSC » USB » 4555 ) S EIS4H4R Ry i
fiTtLBf - 7S TC PR 50 Z(BRATHEFT BN - NIAP 5% /7S PP A5 » S84
CCRA Hy&EiR#H|4 (collaborative PP ) It - K EEIH S HlEry PP
bk cPP -

4E% CC HIEREFRE 2 CCRA FL[ES2 IRy HAZE » NIAP IEWEE40{a] H BhE L PP
B4 HAZ ST (Security Target) Sz ; NIAP 7 S8 RE e FH 72 20 R AeRg st
cPP HyHEETHENE -

SSEIEIPGHED ~ B ENIBIR 22 540 S A5 CC BradmiBHyEm - fRE NIAP
et > B 2017 9 HLIK > il PP ¥l H AR SSRIEI 5 4 2 2RV E a7
179 > Hrh gEsatf R (65%) ~ HR B IEARE(12%) ~ SNEFEEAcfEs
(8%) » T H M =BT B NIAP &F » SERIBUNERIBECRIAMEE L T
CCRA HY&GH ° it - Mary 581 NIAP HETEER BITEIECE - HEETE - [Rik
(separation) B &SR REE FRIMTHI -

Priority Technology Areas

Mobility
MDM, MDF, SOC

Network Monitoring
STIP, EDR

Separation
PSD, Virtualization
Data Protection
FE

5 ~ EE] NIAP E &5
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2.2.7 ToyhE e R ST

fiT e 536 /5 Z#Y Rob Huisman LA " NSCIB £ BSPA—{§ IT 2 4= Egzg g
BRE o a8 T ez aEERZE % 5 (Netherlands National Communications
Security Agency > NLNCSA) {£#5 - {af B & sR Ao 42 = SRy Biag s il

(NSCIB) - Z&pZr g ama s (BSPA) /r4HEd{a 1 THY 3 TRERREHE % -

NLNCSA ZEiE s fligsg 2 2 o B BN Res e o B
NSCIB ##77 - [fif NSCIB &—{flp5 £y Eisg ek - HAiZEd TUV Rheinland
Nederland /\ &) # o

NSCIB HFiiH 64 {EH%1Y CC EgsgiEdn - Hp bl IC &+ (391EH) K
o HIUT R FARER A (6 1E)  BifusE (51H) % - giEMmHfS CC fRegsE
AT A 21 TEE L EALA/EALA+ » B8 -

FErmAE BRG] (throughput) ERH S PSR A E A/ VRIEEAS - 7
EABHSE N BRYPGRELECEARE - DI—{ EAL4 + VAN.S (5 » S A4CERIYBE 2K
R B 5% B RS RN - 49 3~5 ([ H AI AEFEEE - EaHb Rl (ETR)EE
257 NSCIB 1% - NSCIB 5 1 i 5 %3456 - (B35 BBy B HIE e g
S s Pl AEAE - IR PR S R AR 2 E AR SN T A AR - AR 2
imaf{d (Baseline Security Product Assessment, BSPA ) HIJi&—{[& NLNCSA =g
BERARAVE AT - R RAYBRsEFR] (A 8 ) K& (F&= 4.5 BEUT)
#IE > HeEH#SE ML E - @R - ZalE - fREERLE - 5
B ~ HRAFERN ~ WRREm A - BERE 8 HiEm -

&

FORBUT SR A H AV 7 2 ER TR [F5E - NLNCSA il 2hasg )7
Z£57 751 Ry NLNCSA 5t ~ BSPA ¥ ffifd CC 5¥(h - NLNCSA B HE T2
EEERAYITZE IR FERARA CC sH(LEL BSPA S -

B4 H/HE32H



NLNCSA CERTIFICATION
SCHEMES -

General purpose Government

Classifiec

Common

Criteria (Evaluator)
) Baseline Security Produ
Evaluations

Assessment

2
B
o
7]
c
L
1
=]
o
7]
<

(Certifier)

Unclassified

2.2.8 HARBEERGH T

HA T Z2a L ElEnzEaeF](Japan IT Security Evaluation and
Certification Scheme » JISEC)(XFEFAA A& (Hitoshi Matsumoto ) 4144 H 4
IT {£#:/5 (Information-technology Promotion Agency - IPA) ~ JISEC K #THA
S BB EEET

IPA ZAER HAME B e AT 1970 FRlT - BEORESRE (METI) #1T
aff > &5 2004 FEHHEILTECEA © IPA SR 5 BIRE 1T ZeMEa &R
RIS R SEME Blgs e IT A& - DIEE T Al sEry &t & ) AVRESE -
IPA$E T 5A IT Z2ru (ISEC) 1Y - BRWEREZHERZEEN » &0
BOEIR - RIEAF TR AHNERN LR » a2 2 BRI -

H ARSI BB TBUA N B s HE R r B %A% (National Institute of
Technology and Evaluation, NITE ) - Egz&1%RE (CB) & IPA - H AR 2004 £
JIA CCRA g st iz 25 CAM » HEIRNA 4 ZiHIER=E -

AT ESPRIEEERSTH NISC FIE BUF&EZAFLE - METI SRR IT 2
mnPRIERTRR 2 BOKE R - CC Eanbasg e IPA 21T » ML BKEHMmE
TEMEEHARY - UDKE - IDS/IPS ~ ZIIREEH - EkESFRERG &
= R1C 5 6 RIAZE S - METI AE 2018 S8/ 1 5 #iFEnn » Bl USB ]
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eSS HEs ~ 2=5EFNI% HDD ~ TR EEH IR VPN 5 -

JISEC 1y CC Egeg i m LAz B By Ko7 (76% ) ~ 2 /& Middleware
(8%) > 1£ 2017 FF&GAERET AL > LLEAL2 &% (37 5R) ~ KZ Ry EAL 3 Al
EAL 1 (% 4 5%) - £ 2017 SFiEEE S - PSS THRRE A 12 HH - &A

23 {EH - febh 3 HHHSHEE -

AN HAR IS AIAT i Suica » ELHE: EAL 5+35E » 1] DUFIARIE I
KEL ~ BRORTREE - 5P ~ B monorail ~ Toei AHEESETH ~ 7] IHTE
REYIR > R EAE AR © A BARMIE ST ST — R
HROR A B RGN » WP AT R 22 2 afUE et (PACE v2) K EATEAE
jj o

2.2.9 F2RPEIEEREAGH]

FEAkpgEn CC Bz Erknzs CyberSecurity Y Zarina Musa L ™ & EskpgEa
M E MG IUEILEER | Fy - 7rdHR R CC SHEBEREEREH] (MyCC) ~
Y CC Eaasgnylnlas - R ICT EmZe sl (IPSA) Jr&afIRiT 2 2%
i J7%E (TSA) HYHERE -

S E4ErS 2 2T 2006 - (Cybersecurity Malaysia - CSM ) ¢ 57
F AR EE T MyCC » ifii CSM [ B MyCC Eiz&iéfE - MyCC 1F 2007 4F4%
CCRA i#ip Fyse &R e BB CCP » 11 2011 sl RagE izt & B CAP -
AICLA 69 JHiE My MyCC B3 - EIBUN FE B S BIGH 5 g HUS MyCC B
we o MM TE R EN BT B A SRR S AR AT PR ICT 2 > FE22iEiE CC Bi

27
oz °

PRI > BIAEE Y CC 5l - Mg A& - B e - FrAZiK
CSM | —Ebadi i 5 - A RAVEE(E#EH] - Kk - CSM 1% 2016 4
R T — BT E—ICT Bz e et Et#d] (ICT Product Security
Assessment - IPSA) - HEGERIRZEE4 CC g - ARt R - T HAE
FEEAAGE (iteration of test) » JET A2 T CCHEAE ~ BINEREIE &
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Technical standards for CC evaluation

STs are derived from PPs
and/or related standards

Standard development is
Some in the form of PP National standards (in the notation of GB/T XXXXX) under the administration

(smart cards e.g.,) on security requirements of specific technical types of TC260

GB/T 18336
(The Chinese counterpart of ISO/IEC 15408)

0 @) [ ) @) Oy o

Common Criteria

>
1999 2005 2009 2016 cc -

V2.1 V2.3 V3.1 cc In New

o ™ J . renewing version
y Chinese translation \“AO \"-3
> China, GB/T 18336

GB/T 18336-2001 GB/T 18336-2008 GB/T 18336-2015

idtCCVv2.1 idt CC v2.3 idt CC V3.1

7~ PEEEREIEAEEL CC BRagRH (A
HAT > PEICACSAR 8 HEE R RSB R R & T IC S
PRg ~ SR~ BRERESScEs ~ DRKIESE (R SIS a AL 8] -

National standards on specific technical types

* Dozens of security requirement focused specifications have
been published as national standards

— Some in the form of PP, using standardized security functional/assurance components
— Others cite GB/T 18336 as a main reference, especially the security assurance framewaork

IC hardware and embedded software Standard Number Title

Card reader
Router
Switcher

: (EAL4+)
Firewall

Intrusion detection/prevention system

Network separation system e

Operating system for Mobile terminal

GB/T 20275-2013 Network-based intrusion detection system
Database management system
- = GB/T 20277-2015 Network and terminal separation products
Security audit product
o GB/T 20279-2015 Network and terminal separation products
Network vulnerability scanner o a2 a2
Web application firewall U AEA =0 (el
Anti-virus gateway GB/T 34976-2017 Operating system of smart mobile 7
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Network device evaluation

— Firewall
e
’ IPS

* Security Gateway

*  Web Application
Firewall (WAF)
Network Separation

* VPN Gateway System

* Anti-virus system

* Anti-DDoS System

* Security audit system

*  Vulnerability Scanning
System

The evaluation levels scope from EAL 1 to EAL 4, and is mainly focused on
EAL 3+ (with AVA_VAN.3 or ALC_FLR.1)
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Mandatory Mandatory requirements

requirements for for trusted boot loader
source code analysis (based on CC)
Establishment of Mandatory requirements Mandatory requirements
Russian IT Security for antiviruses for firewalls
Certification Scheme (based on CC) (based on CC)
1995 1997 1999 2003 2012 2013 & 2014 2016 2017 _ 2018
Mlandatory Mandatory requirements Mandatory requirements
requiE e for IPS/IDS for OS
firewall and access (based on CC) (based on CC)
control systems
Mandatory requirements Mandatory requirements
Guidance based on for removable storage for security assurance
CCv.2.1 protection tools components
(based on CC) (based on CC)
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Australia
Austria
Canada
France

Hungary

‘ ,
i |

Does your country use

Does your country use another evaluation
CC for procurement? methodology for
procurement?

YES YES | Yes No
YES NO | Does your country use
YES YES . CC for procurement?
YES YES {

. Does your country use
another evaluation

93% 7%

YES NO

r
g

40%

Italy YES NO . methodology for
\___Japan YES NO | procurement?
N Malaysia NO YES
' Netherlands YES YES
N Norway YES NO

Spain YES YES

Turkey YES NO
! YES YES
l USA YES YES i
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Day 1

09:00 Plenary I.(eyno.the Ses§ion N .
10:15 09:15 Security Cer_tlﬁcatlon in th_e Age of Digital Transforma?lon (Pl(_)b_) _
) 09:45 Spearheading Cooperation in the EU Cybersecurity Certification Framework (P10c)
10:15 Networking Break in Exhibits
11:00
Plenary Conference Session
11:00 11:00 CCDB Update (P11a)
. 11:30 CCUF Update (P11b)
13:00 11:40 CCRA Management Committee Update
12:00 Panel Discussion: The Revision of ISO/IEC 15408, 18045 and the TR22216 (P11c¢)
13:00 Lunch in Exhibit Area
14:00
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
Criteria
14:00 Track Keynote: Why I Care About the Security of | 14:00 Introducing Secure Systems into NATO — the 14:00 Track Keynote: How Europe’s Cyber Security Act
14:00 Your Car (Al2a) requirements to Common Criteria (M12a) and CCRA Can Be Best Friends(U12a)
15:30 14:30 Robustness Propagation Through Systems of 14:30 Continuous Mobile Application Compliance Using | 14:30 Brexit, the EU Cyber Security Act, and Product
' Heterogeneous CC Components(A12b) Government Standards(M12b) Assurance in UK and the EU—An Update (U12b)
15:00 Common Criteria as Backbone of IoT Security 15:00 Adopting Common Criteria Methodology and 15:00 Cybersecurity Act: On the Route of a European
Certification (A12c¢) Strategies in Malaysia Critical National Union Cybersecurity Certification System (U12c)
Information Infrastructure (CNII) (M12c)
15:30 . . -
Networking Break in Exhibits
16:00
16:00 Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
) Criteria
17:30 16:00 Why Composite Evaluations Fail(A13a) 16:00 Regulating IT Market with Common Criteria 16:00 IPSA: An Adaptation of Common Criteria for
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https://iccconference.org/?session=security-certification-in-the-age-of-digital-transformation-p10b
https://iccconference.org/?session=spearheading-cooperation-in-the-eu-cybersecurity-certification-framework
https://iccconference.org/?session=ccdb-update-p11a
https://iccconference.org/?session=ccuf-update-p11b
https://iccconference.org/?session=panel-the-revision-of-iso-iec-15408-18045-and-the-tr22216-p11c
https://iccconference.org/?session=track-keynote-why-i-care-about-the-security-of-your-car-a12a
https://iccconference.org/?session=track-keynote-why-i-care-about-the-security-of-your-car-a12a
https://iccconference.org/?session=robustness-propagation-through-systems-of-heterogeneous-cc-components-a12b
https://iccconference.org/?session=robustness-propagation-through-systems-of-heterogeneous-cc-components-a12b
https://iccconference.org/?session=common-criteria-as-backbone-of-iot-security-certification-a12c
https://iccconference.org/?session=common-criteria-as-backbone-of-iot-security-certification-a12c
https://iccconference.org/?session=title-tba-m12a
https://iccconference.org/?session=title-tba-m12a
https://iccconference.org/?session=continuous-mobile-application-compliance-using-government-standards-m12b
https://iccconference.org/?session=continuous-mobile-application-compliance-using-government-standards-m12b
https://iccconference.org/?session=adopting-common-criteria-methodology-and-strategies-in-malaysia-critical-national-information-infrastructure-cnii-m12c
https://iccconference.org/?session=adopting-common-criteria-methodology-and-strategies-in-malaysia-critical-national-information-infrastructure-cnii-m12c
https://iccconference.org/?session=adopting-common-criteria-methodology-and-strategies-in-malaysia-critical-national-information-infrastructure-cnii-m12c
https://iccconference.org/?session=track-keynote-how-europes-cyber-security-act-and-ccra-can-be-best-friends-u12a
https://iccconference.org/?session=track-keynote-how-europes-cyber-security-act-and-ccra-can-be-best-friends-u12a
https://iccconference.org/?session=brexit-the-eu-cyber-security-act-and-product-assurance-in-uk-and-the-eu-an-update-u12b
https://iccconference.org/?session=brexit-the-eu-cyber-security-act-and-product-assurance-in-uk-and-the-eu-an-update-u12b
https://iccconference.org/?session=cybersecurity-act-on-the-route-of-a-european-union-cybersecurity-certification-system-u12c
https://iccconference.org/?session=cybersecurity-act-on-the-route-of-a-european-union-cybersecurity-certification-system-u12c
https://iccconference.org/?session=why-composite-evaluations-fail
https://iccconference.org/?session=regulating-it-market-with-common-criteria-certifications-m13a
https://iccconference.org/?session=ipsa-an-adaptation-of-common-criteria-for-malaysian-local-market-u13a

16:30 A Compositional Certification Methodology For a Certifications (M13a) Malaysian Local Market (U13a)
COTS-Based System(A13b) 16:30 Using Common Criteria for Procurement: 16:30 Panel Discussion: The Why and How of Using CC
17:00 Evaluation of Distributed Products in the CC International Procurement Initiatives (M13b) in Private Schemes(U13b)
Paradigm (A13c) 17:00 EU Cybersecurity Act: the tough part is yet to
come! (M13c¢)
Day 2
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
Criteria
09:00 09:00 Introducing the Partner Program Certification 09:00 Reconciling Security Vulnerabilities within the 09:00 Netherlands Scheme Update (U20a)
Concept (A20a) Common Criteria (M20a) 09:30 NIAP Scheme Update (U20b)
10:30 09:30 Basissicherheitszertifizierung (BSZ)—An 09:30 [60MIN] Hypervisor Security—Panel 10:00 Scheme Update of Japan (U20c)
Alternative Means to Achieve Assurance(A20b) Discussion (M20b)
10:00 TEE Certification: Managing Risk for Digital
Services (A20c)
10:30 . . I
11:00 Networking Break in Exhibits
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
Criteria
11:00 | !1:00 Scaling Common Criteria to the Next 11:00 Connected Cars. Security Certification 11:00 The Status of IT Security Evaluation and Standards
. Level (A21a) Schemes. (M21a) in China—A Technical Perspective (U21a)
12:30 11:30 Common? C'mon! (A21b) 11:30 Protection Profiles for Smart Home 11:30 The Russian IT Security Certification Scheme:
12:00 Multi Assurance Evaluations for Real Appliances (M21b) Current Status and New Trends(U21b)
Products (A21c) 12:00 Expressing Minimum Security Requirements for 12:00 Update from ISCI WG (U21c)
Smart Meters in a Protection Profile (M21c¢)
12:30 Lunch in Exhibit Area
13:30
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
13:30 | Criteria
15:00
13:30 Working Harder: Doing Painful Things With 13:30 An Evaluation Methodology with Assurance 13:30 Common Criteria Crypto Working Group (U22a)
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https://iccconference.org/?session=a-compositional-certification-methodology-for-a-cots-based-system-a13b
https://iccconference.org/?session=a-compositional-certification-methodology-for-a-cots-based-system-a13b
https://iccconference.org/?session=evaluation-of-distributed-products-in-the-cc-paradigm-a13c
https://iccconference.org/?session=evaluation-of-distributed-products-in-the-cc-paradigm-a13c
https://iccconference.org/?session=regulating-it-market-with-common-criteria-certifications-m13a
https://iccconference.org/?session=using-common-criteria-for-procurement-international-procurement-initiatives-m13b
https://iccconference.org/?session=using-common-criteria-for-procurement-international-procurement-initiatives-m13b
https://iccconference.org/?session=meeting-customer-requirements-and-the-eu-cybersecurity-act-m13c
https://iccconference.org/?session=meeting-customer-requirements-and-the-eu-cybersecurity-act-m13c
https://iccconference.org/?session=ipsa-an-adaptation-of-common-criteria-for-malaysian-local-market-u13a
https://iccconference.org/?session=the-why-and-how-of-using-cc-in-private-schemes-u13b
https://iccconference.org/?session=the-why-and-how-of-using-cc-in-private-schemes-u13b
https://iccconference.org/?session=introducing-the-partner-program-certification-concept-a20a
https://iccconference.org/?session=introducing-the-partner-program-certification-concept-a20a
https://iccconference.org/?session=basissicherheitszertifizierung-bsz-an-alternative-means-to-achieve-assurance-a20b
https://iccconference.org/?session=basissicherheitszertifizierung-bsz-an-alternative-means-to-achieve-assurance-a20b
https://iccconference.org/?session=tee-certification-managing-risk-for-digital-services-a20c
https://iccconference.org/?session=tee-certification-managing-risk-for-digital-services-a20c
https://iccconference.org/?session=reconciling-security-vulnerabilities-within-the-common-criteria-m20a
https://iccconference.org/?session=reconciling-security-vulnerabilities-within-the-common-criteria-m20a
https://iccconference.org/?session=hypervisor-security-panel-discussion-m20b
https://iccconference.org/?session=hypervisor-security-panel-discussion-m20b
https://iccconference.org/?session=netherlands-scheme-update-u20a
http://u20b/
https://iccconference.org/?session=scaling-common-criteria-to-the-next-level-a21a
https://iccconference.org/?session=scaling-common-criteria-to-the-next-level-a21a
https://iccconference.org/?session=common-cmon-a21b
https://iccconference.org/?session=multi-assurance-evaluations-for-real-products-a21c
https://iccconference.org/?session=multi-assurance-evaluations-for-real-products-a21c
https://iccconference.org/?session=connected-cars-security-certification-schemes-m21a
https://iccconference.org/?session=connected-cars-security-certification-schemes-m21a
https://iccconference.org/?session=protection-profiles-for-smart-home-appliances-m21b
https://iccconference.org/?session=protection-profiles-for-smart-home-appliances-m21b
https://iccconference.org/?session=expressing-minimum-security-requirements-for-smart-meters-in-a-protection-profile-m21c
https://iccconference.org/?session=expressing-minimum-security-requirements-for-smart-meters-in-a-protection-profile-m21c
https://iccconference.org/?session=the-status-of-it-security-evaluation-and-standards-in-china-a-technical-perspective-u21a
https://iccconference.org/?session=the-status-of-it-security-evaluation-and-standards-in-china-a-technical-perspective-u21a
https://iccconference.org/?session=brexit-the-eu-cyber-security-act-and-product-assurance-in-uk-and-the-eu-an-update-u12b
https://iccconference.org/?session=brexit-the-eu-cyber-security-act-and-product-assurance-in-uk-and-the-eu-an-update-u12b
https://iccconference.org/?session=update-from-isci-wg-u21c
https://iccconference.org/?session=working-harder-doing-painful-things-with-cpps-a22a
https://iccconference.org/?session=an-evaluation-methodology-with-assurance-levels-for-privacy-by-design-m22a
https://iccconference.org/?session=common-criteria-crypto-working-group-u22a

cPPs (A22a)

14:00 Modular PPs: The Building Blocks of
Tomorrow (A22b)

14:30 How Much Decomposition is Too Much, The
Debate Between Complete PPs and PP-
Configurations (A22c)

Levels for Privacy-by-Design(M22a)
14:00 [60OMIN] PP v/s EAL: Where Does Security
Assurance Reside? (M22b)

14:00 SOG-IS Crypto WG: Objectives, Achievements
and Perspectives (U22b)

14:30 Cryptographic Module Users Forum (CMUF)
Update (U22c)

Tooling to Develop Protection Profiles,
Automate Security Target Generation, and
Support Evaluation Activity Reporting (A23b)

Act (M23b)
16:30 TLS 1.3, the Real Trusted Channel(M23c)

15:00 Networking Break in Exhibits
15:30
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
Criteria
15:30 Full Common Criteria Statistics Report with CC 15:30 Verification of Cryptographic Security 15:30 When cPPs Grow Up: The Challenges of
15:30 Scraper (A23a) Functionality in NIAP CCEVS (M23a) Maintenance (U23a)
17:00 | 16:00 [60MIN] Panel Discussion: Next-Generation 16:00 Ensuring Good Entropy Sources is Not a Random 16:00 Towards Collaborative Protection Profiles for

Biometric Systems (U23b)
16:30 Test Automation Best Practices for CC(U23c)

Day 3

Track 1: Advances in the Use of Common Track 2: Assurance Track 3: Updates from Schemes and ITCs
Criteria
09:00 09:00 Connected Cars. What About Security? (A30a) 09:00 Frequently Updated TOEs. Is Continued 09:00 Hard Copy Device Technical Community
) 09:30 [60MIN] Panel Discussion: Emerging Issues Assurance Possible? (S30a) Update (U30a)
10:30 Between Hardware and Software 09:30 Assurance at the Speed of Development (S30b) 09:30 JEDS — A Community for the Evaluation and
Evaluations (A30b) 10:00 Dealing with Patch Management in Common Certification of Embedded Devices (U30b)
Criteria—Lessons Learned from Study Period in 10:00 Reusing ALC Activities—Looking for Efficiency
SC27 WG3 (S30c¢) in CC Evaluations: A Success Story (U30c)
10: . . _
1(1) 38 Networking Break in Exhibits
Track 1: Advances in the Use of Common Track 2: Meeting Customer Requirements Track 3: Updates from Schemes and ITCs
11:00 | Criteria
12:30
11:00 Quantum Key Distribution—A New Target for 11:00 ePassport High Assurance Evaluations in a Timely | 11:00 Network Device iTC Update (U31a)
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https://iccconference.org/?session=working-harder-doing-painful-things-with-cpps-a22a
https://iccconference.org/?session=modular-pps-the-building-blocks-of-tomorrow-a22b
https://iccconference.org/?session=modular-pps-the-building-blocks-of-tomorrow-a22b
https://iccconference.org/?session=how-much-decomposition-is-too-much-the-debate-between-complete-pps-and-pp-configurations-a22c
https://iccconference.org/?session=how-much-decomposition-is-too-much-the-debate-between-complete-pps-and-pp-configurations-a22c
https://iccconference.org/?session=how-much-decomposition-is-too-much-the-debate-between-complete-pps-and-pp-configurations-a22c
https://iccconference.org/?session=an-evaluation-methodology-with-assurance-levels-for-privacy-by-design-m22a
https://iccconference.org/?session=pp-v-s-eal-where-does-security-assurance-reside-m22b
https://iccconference.org/?session=pp-v-s-eal-where-does-security-assurance-reside-m22b
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