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NUCLEAR WEAPONS IN
THE NEW.CYBER AGE

REPORT OF THE CYBER-NUCLEAR WEAPONS STUDY GROUP
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By Page O. Stoutland, PhD and Samantha Pitts-Kiefer
Foreword by Ernest J. Moniz, Sam Nunn, and Des Browne
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Cyber-Nuclear Forum

Planning Workshop

Tuesday, October 30 2018

NTI 2

BUILDING A SAFER WORLD

9:00-9:30 Welcome and Introductions

9:30-10:30 Commaon Cybersecurity Challenges at Nuclear Facilities
Morning
Discussion o B
Agenda

10:45-12:00 Review of Existing Cooperative Initiatives, International

and Domestic
BUILEDTRG A LAFER WORLD

12:00-1:00 Lunch

1:00-2:00 Identifying Priority Areas for International Cooperation
Afte rnoon 2:00-3:00 Developing an Agenda for 2019 Forum Meeting
Discussion
Agenda 3:00-3:15 Break

3:15-4:00 Making the Forum Sustainable—Building Support and

NTI 2

BUILENNG & SAFER WORLD

Buy-in

24




_!I ncreasingly Sophisticated|
Threat Environment

Resource Constraints

Common

| Limited Executive Buy-In
and Support

Cybersecurity
Challenges

Lagging Regulatory
Environments

Industry-Government

Common Challenges at Nuclear Facilities

“— Incomplete Coordination —

N Tl Q | - I Industry-Industry

BLILENNEG & SAFER WORLD

9:00-9:30 Welcome and Introductions

§:30-10:30 Commeon Cybersecurity Challenges at Nuclear Facilities

Morning
Discussion e
Agenda

10:45-12:00 Review of Existing Cooperative Initiatives, International
and Domestic

NTI 2

BLILENNEG & SAFER WORLD

Domestic International
e.g., CANDU Owners Group e.g., NISGS

Existing

Cooperative
Initiatives

NTI 2

BLILENNEG & SAFER WORLD
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12:00-1:00 Lunch

1:00-2:00 Identifying Priority Areas for International Cooperation
Afte rnoon 2:00-3:00 Developing an Agenda for 2019 Forum Meeting
Discussion
Agenda 3:00-3:15 Break
3:115-4:00 Making the Forum Sustainable—Building Support and
Buy-in

NTI 2

BUILENNG & SAFER WORLD

Difinia andProcesses

o a a Qnmed Cybersecunty
| Reduce Camplasty BuildanActive init Facility's Culture

P = e f %E‘E.;_ﬁfﬁ | | Fnrse_.ﬁcu | iGmmmnmﬁ‘
riorities for pey i =
Facilities— Do | [T
ity Lirit Uniknains H i H im::’““ ‘
Opportunities L= -
for Mutual I | camm‘
Asslstance? Systems | !!uwer_m : )
m""’- | Emergency and
| Charactenzeand Ll Incident |
Batate 1| mopanarin Ly
E"'"I;zﬂ”“f | twestin
|| o “— Tachnical andiR
NTI Q | | e
12:00-1:00 Lunch
1:00-2:00 Identifying Priority Areas for International Cooperation
Aftern 0.0 n 2:00-3:00 Developing an Agenda for 2019 Forum Meeting
Discussion
Agenda 3:00-3:15 Break
3:15-4:00 Making the Forum Sustainable—Building Support and
Buy-in

NTI 3

BUIDING A SAFER WORLD
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Open Discussion

Planning for a 2019 Meeting

NTI 2

BLILENNEG & SAFER WORLD

12:00-1:00 Lunch
1:00-2:00 Identifying Priority Areas for International Cooperation
Afte rnoon 2:00-3:00 Developing an Agenda for 2019 Forum Meeting
Discussion
Agenda 3:00-3:15 Break
3:115-4:00 Making the Forum Sustainable—Building Support and
Buy-in
BUILENHG A LAFER WORLD
H ow Ca n We 1. What would motivate your organization to support your or a

colleague's ongoing participation?

2. Whatresources/services would a coordinating body need to
Make the i , dinafing bodyneed
Forum provide?
SUStalna blE? 3. Whydid the NISGS cybersecurity group not coalesce after

20167
4. What sources of funding have been/could be explored?

5. What would be your internal or external “pitch” for the Forum?

NTI 2

BLILENNEG & SAFER WORLD
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Outstanding Items

BLILENNEG & SAFER WORLD

Thankyou!

BUILDING A SAFER WORLD
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Discussion Material on
Nuclear-Cyber Security Forum

Tze-Chieh HORNG
Atomic Energy Council, Taiwan
2018/10/30

S e e o T AP
Outline
| Nuclear Energy in Taiwan
| NPP Cyber Protection

National Cybersecurity Framework

; Draft Response to the Potential Areas of Interest
L

L Taiwan’s Opinions and Interests

2
—

Nuclear Power Plants in Taiwan

TBRAFHEEA®

Atomic Energy Council
HEGE KRR GHIN SRNE

v

; Operating
Plant Capacity/Type k
P ol License
Chinshan 142 TR 1 I

b ... .. X 1804 MWt/unit | Unit1:1978.12.06
' Chinshan | e p\WRAX 2 | Unit2:1979.07.16
" 2943 MWt/unit | Unit1:1981.12.28
N Kuosheng | Gepwrex2 | Unit2:1983.03.15
: 2822 MWt/unit | Unit1:1984.07.27
Moumtan 162 Maanshan WPWR X2 | Unit2:1985.05.18

Cuinsgrn 3926 MWt/unit | Unit1: Deferred

GEABWRXZ | unit2: Suspend

3
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Nuclear Energy in Taiwan

Chinshan NPS
GE BWR-4 636 MWe »2
Commercial Dec-1978 Unitl
Jul-1979 Unit2

Kuosheng NPS

GE BWR-6 985 MWe ~2
Commercial Dec-1981 Unitl
Mar-1983 Unit2

Lungmen NPS

Maanshan NPS
Westinghouse PWR GE ABWR
951 MWe x 2 approximately 1,350 MWe x 2
Commercial Jul-1984 Unitl Construction Suspended

May-1985 Unit2

@exir=a,

NPP Cyber Protection

o Under AEC's request and regulation, Taipower's
3 operating NPPs are implementing
cybersecurity protection framework according to
NRC RG 5.71

o Taiwan’'s NPPs have no cyberattack case

RG 5.71 CDA CS Plan

CS Program Ed 'S Team

| ———— Framework

Identification of

. DA Appendiz B .
Timplementation  — i = Access Control. Audit &
¥ — —3 Accountability, Sys. &
! Comm. Protection ..
> DiD Strategies et
¥ : :
Media Protection, Personnel

—T Secunity, Sys & Info. Inteiy,
~ Operational 5 Muntenance, Pliy. & Env.
] Controls Protection, Incident Response,
Confingency Plan. SSEP

=2 Security Controls =

Change Functions, Awarenes & ...
: Management L.
Maintenance = s Management 5 Sys & Service Acquisition.
Maonitoring & Controls Security Assessment & ...
,], Assessment
Record & +ecnriby Proor
Retention Security Program
Review 6
-]
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National Cybersecurity Framework

o Taiwan has a CERT -- TWCERT/CC, operated
under the supervision of the Executive Yuan

o Cyber Security Management Law has been
completed the legislative process in May,
2018, and will put into force in 2019

o According to the law
e Critical infrastructure should have a Cyber Security
Plan
e The cyber emergencies at critical infrastructure
should be reported to the Executive Yuan, and
TWCERT/CC has a mandate to respond

5 FRRETRENS P

Draft Response to the
Potential Areas of Interest

5 FRRETRENS P

1.Cooperation to Common Concerns (13

o Nowadays, many nuclear facilities have much
more cyber threat exposure due to increasing
use of digital systems

o Cyber security program should take into
account that the threat vector has shifted
from physical plan attacks to attacks via third
parties, social engineering techniques and
other innovative methods

o Cross-border cooperation might be useful to
share experiences on dealing with cyber-
attacks, but not limited to

31
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1.Cooperation to Common Concerns (23

o Areas of potential experience sharing:
e Improvement of personnel cyber sense
e Fostering organization-wide cyber-culture

e Enhancements of cyber protection framework and
mechanism, such as
+ Hierarchical network management
+ Assess control
+ Portable media control

il i NP

1.Cooperation to Common Concerns @53

o Areas of potential experience sharing:

e Establishment of cyber management system

+ Which criterion or standard, such as ISO-27001,RG 5.71,
NEI08-09, NERC CIP V5, IEC 62433-3-3 or NIST SP 800-
827

+ Howto implement and follow the criterion?

« How to maintain effectiveness of management system?

« Inside audit, outside audit, or independent third-party
verification (like BSI)

+ The adoptation new protection measures, technical

and/or administrative

s Using new hardware or new measures to deal with cyber
threats

il i NP

2.Mechanisms to Enable Cooperation (113

o Hurdles of information sharing
e Concerns of incurring ill reputation
e Leak of operation secrets

o Facilities choose not to disclose the
experiences and/or knowledge on fighting
against cyber incidents

o The Forum can play a key role in offering a
platform for collection and sharing of
valuable information among members
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2.Mechanisms to Enable Cooperation (3
o E.g. WANO Event Report (WER) program

e Encourage members to share cyber security-
related event reports in response to cyberattacks
o E.g. WANO significant event reports

e Release relevant information on the urgent issues
or latest trends to follow, the Forum may take the
initiative

il i NP

2.Mechanisms to Enable Cooperation (53

o Urgent Issues
e E.g. Major software defects

e E.g. The issues CERT will notify entities’
cybersecurity contact points

e The Forum can focus on threats to ICS and related
systems

o Latest Trends
e The Forum collects, categorizes and analyzes
incident or statistical reports, and compiles them
into Trend Analysis Reports, and issues
periodically

e E.g. CERT Monitoring Monthly Reports 1

il i NP

3.Supply Chain Issues ()

o Cyber security is a continuously evolving
issue. Suppliers of digital equipment are
aware of the related threats.

o With the participation of suppliers, they can
not only demonstrate their solutions to
enhance cyber security but also realize the
demand from customers with abundant field
experiences.

o Both suppliers and the Forum members may
benefit from each other.
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5 CRRETEERS P

3.Supply Chain Issues ()

o Cybersecurity certification of ICS equipment
are possible

e E.g. NSS Labs and ICSA Labs issue certificates for
firewall and IPS(Intrusion Prevention System), and
even loT Security & Privacy

e Taiwanese government requires that supplier shall
present NSS or ICSA certificate of IPS technical
ability in the purchase contract of cybersecurity
equipment, to demonstrate the defense ability of
IPS products

5 CRRETEERS P

4.Mutual-aid Agreements / Partnering )

o With mutual-aid agreements, itis clear to
define limited obligations and privileges for
each the Forum member to follow

o Shared information might be confidential
and cannot be released outside the Forum

o Members will be willing to disclose their
experiences and expertise to each other and
thus strengthen their capabilities to enhance
cyber security

5 CRRETEERS P

4.Mutual-aid Agreements / Partnering 3

o In this area, the Forum should clearly define
acceptable agreements and let members
realize their obligations and privileges. When
there is a conflict of interests, the Forum has
to act as the arbitrator according to the
agreements

o Is Red Team Test possible for the Forum
members?




lg,&/ TBRAFHEEA®

Atomic Energy Council . i A
HEGE KRR GHIN SRNE

4.Mutual-aid Agreements / Partnering @)

o If the Forum is willing to build a mechanism
like WANO peer review, a standard criterion
like WANO PO&.C (Performance Objectives &
Criteria) should be established

o Is WANO MSM (Member Support Mission)
suitable for the Forum?

e No concern of sensitive material release

lg,&/ TBRAFHEEA®

Atomic Energy Council . i A
HEGE KRR GHIN SRNE

Taiwan’s Opinions and Interests

o The operating NPPs in Taiwan are more than
30-year old. The most of important control
systems are analog-type design, even some
have upgraded to digital

o Proposal: Establish a discussion group
dealing with cybersecurity concerns for partly
digital-upgraded aged NPPs

o Proposal: In the larger conference, invite
keynote speakers to give speeches:

e New knowledge and trends of ICS cybersecurity

20
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BUILDING A SAFER WORLD

Outpacing Cyber
Threats

Essential Next Steps for Cybersecurity at Nuclear Facilities

Page Stoutland, PhD and Erin D. Dumbacher
11-1-2018
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CYBER THREATS

PRIORITIES FOR CYBERSECURITY AT NUCLEAR FACILITIES

N T I : Alexandra Van Dine | Michael Assante | Page Stoutland, Ph.D.
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