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(1)BIG DATAANALYTICS & DEEP MACHINE LEARNING

(2) CYBER OPERATIONS & RESPONSE

(3)CYBER THREAT LANDSCAPE & INTELLIGENCE

(4)CYBERSECURITY IN THE CLOUD

(5)CYBERSECURITY OPS CENTRE: METHODOLOGIES &
OPERATIONS

(6) DARKWEB, CYBERCRIME, CYBERWARFARE

(7)EMERGING SECURITY TECHNOLOGY

(8) ENTERPRISE SECURITY & DATA PROTECTION: TRENDS
& TECHNOLOGY

(9) INTERNET OF THINGS (10T) SECURITY

(10) PROACTIVE CYBER DEFENCE
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Taiwan's Advanced Cybersecurity

e - —~ T

Laws & Testina Standards III ICSand Cyber Security @ Taiwan
g The information security and de-  Currently, the development of ICS in-
fense solution of industrial control  formation security in Taiwan is receiv-
systems (ICS) can de divided into  ing support from a variety of applica~
three layers: the on-site control tion fields at the same time (public util-
Layer; the product monitoring layer;  ities, petroleum, transportation, and
and the remote information Layer. It more). In addition, the government is
is necessary 10 reinforce on-site  in the middie of prometing a variety of
cybersecurity monitoring to reduce  new energy policies. This has given
the risk of hackers penetrating ICS  Taiwan's ICS cybersecurity applicas

systems from remote hosts tions field a singular purpese of mind

Information Communication
Technology Security Management Act

New MSSPs +++ ICS Cybersecurity

uL2908
OWASP
l-u:uummq o
foung & coctpcsten g womsererin
b <cnmecnd [ atatpiceny
secen Ics
Connecting with international
cybersecurity capacity
e
""" IoT Cybersecurity Industrial Standards e ] Y
Infermation systems o Rl
Vides montecing systama M-—m—v—u&- = =
Internet  Interset nn-nneh n--.-n
Webcams video tory
dovices | dovicen frs) o : :
¥ Cy - » w
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Authentication

Endpoint & Messaging Security
Network Security

Security Operation

Endpoint & Messaging Security
Security Operation
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Al Security Analytics

Security Assessment

Threat Intelligence
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1. 7R B3 B Secure Water Treatment(SWaT) @ p &k -k A2 T -
(Testbed)*+ 2015 & 3 ¥ fads » 3t b % %o b 3E = [ i@ 4] 5 -4
BAHCBURIGE T L EATRGR At N ka4 RN
& 354 K i 12 g (layered communications network) » ¥ 4 A7 & 48
-+ B (Programmable Logic Controllers > PLC) » %  # & (Human
Machine Interfaces > HMI) » & ¥ 4r#cdp % & % 5L Supervisory
Control and Data Acquisition (SCADA) » 1 i® =k (Workstation) 12 £
Historian » & Allen-Bradley =7 PLC ##4| B B in 42 » -k A2 42
B & 7> B4 A © Raw water supply & storage(#x B~ -k) ~
Chemical dosmg(ﬂ‘ dv i & it & 52)~ Ultra Filtration (72 42 18 g %
Yuit (7 B m $> 1¥) Dechlorinating(# * % ¢t B3 H 2 (7% & 425 )

RO(#-42/ 4 ek i¥ 3 /%% & %) ~ RO permeate transfer » UF
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. Electric Power Intelligent Control (EPIC) : % 4 fc4F £ 45 41
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. Internet of Things Automatic Security Testbed (10T) : # B % p
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5. Training Skid : Training Skid #% & - s 5|32 2347 > AP M A
1BV IR AAF Hw > B mF e c R AT 3

Rockwell ~ National Instruments ~ Schneider ~ Siemens -

i8] 4 : Secure Water Treatment(SWaT) Testbed
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Bl 5 : Electric Power Intelligent Control (EPIC)Testbed

] 6 : Internet of Things Automatic Security Testbed (10T)
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8] 1 : Training Skid-Rockwell & Skid-National Instruments
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