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— » REGULATING FOR COMPETITION: STEPPING UP FOR
PLATFORMS AND STEPPING BACK FROM MEDIA?

FiE# © Rod Sims, Chairman, Australian Competition and Consumer Commission
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— ~ CONTENT IN GLOBAL MARKETS: REGULATION,
DEVELOPMENT AND DIGITAL TRADE

F %% - Debra Richards, Chief Executive Officer, Ausfilm; Treasurer, 11C Australia

Chapter

A RS TLS R » 2 %E 7k 78 (Partner and National Industry Leader for
Telecommunications) » i 2017 FEA{1 2018 “FERFFEHH » IRIE S ERHE 1T B
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V'Y ~ CYBER-SECURITY IN THE POST-TRUTH, IOT ERA: RULES

AND TOOLS OF ENGAGEMENT

Alastair MacGibbon, Deputy Secretary & National Cyber Security Advisor,

Australian Department of Home Affairs; Head, Australian Cyber Security

Centre, Australian Signals Directorate
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7 Debra Richards %5557
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B 8 APi& W42k =8/ NHE & Darren Kane, Chief Security Officer,
NBN & Frank Zeichner, CEO, loT Alliance Australia &5
71 ~ TRANSFORMATION IN THE TELCO INDUSTRY:
LEARNINGS FROM DOWN UNDER

F %  Brendon Riley, Group Executive, Telstra Enterprise
Telstra Corporation Limited (f#f Telstra) &R KVEEAH » T
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(Wire and Electronic Communication Interception of Oral Communication, 4

0|

A 18U.S.C. § 25102521)25 3 RR(LA MRS " Title 11, )25 2511 {55 2
THER S FRUE TERE A A - ZEA - RELAR 1978 £ THNETEHEL
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Day-1-Session-4-Hong-Wei-Jyan-Executive-Yuan

Implementation and
Promotion of Cyber Security

Hong-Wei Jyan
Director General, Department of Cyber Security
Executive Yuan (Cabinet), Taiwan
2018.7.3

Cyber Security Management Act Framework

Cyber Security Management Act

‘ Public Authorities ‘ ‘ Non-public Authorities ‘
I

Govemment enterprise, other
Jjuristic persons or groups

Critical Infrastructure Service
Provider

Emergency

Cyber Security

! Response
maintenance plan Spo

Mechanism

) Implementation .
‘ Auditing ‘ ‘ Report Incident Report
Corrective Action Plan ‘ Investigation, improvement

2018/7/3 Department of Cyber Security, Executive Yuan
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Domains of Critical Infrastructure
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National /
Social
Security

2018/7/3 Department of Cyber Security, Executive Yuan

Steps to identify CI/CII
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Cl Provider Designation Procedure(1/2)

Step 2 Executive
Yuan

v ] |

1
: Domain Government Service Civil
1 Experts Agencies Providers Society
1
1
Central Competent
Step 1
{ Authority ]

Domain Government Service Civil
Experts Agencies Providers Society

2018/7/3 Department of Cyber Security, Executive Yuan

Cl Provider Designation Procedure(2/2)

Executive Central
Step 4 Competent PSerV(;ce AnnL-,la| assessment
Yuan Authonty roviders and implementation

R Is CI
Executive . Yes
Step 3 y result provider Step 4
uan ?
Not Cl
Central Service Provider
Competent Providers
Authority

2018/7/3 Department of Cyber Security, Executive Yuan
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Implementation Process

Competent Executive
Authority Yuan
[ I I I | |
Submit implementation report Central = < — T = =
of Cyber Security maintenance Competen't o % w O O O
: —
Cyber Security plan Authority N = AT 4
Enforce and implement L .
Cyber Security > CI Provider = & ]
Maintenance Plan ‘ Provider || Provider | | Provider
Cyber Security
IDGJ-NIJ&
\mv Enforce and implement CI |
Offica of Protection Plan > I | a || a || g |
Homeland r
Security
2018/7/3 Department of Cyber Security, Executive Yuan 6
APP Verification

* Government should open data first, not develop
APP.

* Government’s APP should follow APP security
standard, and verified by authorized laboratories.

* Business and individual developers are volunteer
based.

* Promote secured-APP

2018/7/3 Department of Cyber Security, Executive Yuan
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loT Security Standards

standards Authorized
Laboratories

Verification
process
market

Government

Industries
Alliance

: Implement standard Promote secured
Defined standards into products products
2018/7/3 Department of Cyber Security, Executive Yuan 8

Cyber Security Academy

Academic
Research ¢ /
Institutes F
o ——
—
p
. m World-class cybersecurity
/ (@] researching and training \
. LA = facility —~
International 3
trainers o)
v
Introduce trainers with practical = Askfor cybersecurity vendors'
SXpenences willingness to invest
Develop commanality lectures and «  Vendors from each sector with
establish trainer talent databases urgent cybersecurity needs to
Jointly defining the
implementation environment
2018/7/3 Department of Cyber Security, Executive Yuan 9
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Thank you for listening

2018/7/3 Department of Cyber Security, Executive Yuan
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Telecommunications & Media Forum

Sydney, Australia
Tuesday 2 and Wednesday 4 July 2018

Kindly hosted by
University of Technology, Sydney
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