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The Building Blocks of Digital Trust
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(=) #EEhE AR (Technology Enabling Digital Transformation)
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PRE-DIGITAL WORLD DIGITAL WORLD

Innovation only through vendor Co-innovation through customers and vendors

Product Based Platform Based

Digital Business Logic (Innovation Layer)

[ Application n [ Use case 1 J [ Use case 2 J ( Use case n J
[ Application 2 l i l
‘ Application 1 Digital Application 1 Digital Application 2 Digital Application n
(Use case 1)
DIGITAL PLATFORM

Monolithic « Complex « Inflexible/slow Microservices « Agile « Flexible/fast
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Banks and Logistics and other business

financiers partners
(analytics services, installation work, ._.)
Data model Business processes
based on UBL - ISO/IEC model
standards based on UBL 2.1. 150
standard

SHARED

SUpp”ers, DBE Core DATA - DBE Core Buyer,

service Integration Integration End-

providers — MODEL logle customers
DBE Core API

Blockchain integration

Sending and receiving AP calls (Hyperledger Fabric)

External integration

logic
(to blockchain)

Backend integration
logic

EPC/EPCM (company specific)

9 : CORE A\ EIFz HAZAE APT Z54%

() ZEERT (Smart Cities) B8 1THH (Digital Marketing)
RIS T > AR BB A A Rk S R R AvEES » A &R 77
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A majority of the

world's population
lives in urban areas

Figure 2.
Urban and rural population of the world, 1950-2050
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IEEE Standards Help Enable Smart City Technologies for Humanity

Smart Grid «
IEEE 1547™ Serics DER %
IEEE 1815™ Distributed Network Protocol
IEEE 2030"™ Series Interoperability

IEEE C37™ Series Grid Critical | nfrastructure

r—--= Learning Technologies

! IEEE 1384™ Series elearning Technologies

| IEEE 1278™ Senies Distributed Int=ractve Simulstion
|
!

1EEE 1516™ Senes Modeling and Simulation
1EEE 1730™ Senes Distributed Simulstion Enginesring
and Execubion Process

Intelligent Transportation =
1EEE 1609™ Series Wireless Access Vehide Environment
1EEE 1901™ Series Power Line Communications (PLC)

1EEE BO2.15.4p™ WPAN Rail Communications and Control

I1EEE 1512™ Emergency Management System

r=---= Smart Home

¢ 1EEE 802" LAN/MAN

IEEE 1501™ Senes PLC

1EEE 1905.1™ Home Network for
Heterogencous Technologics

IEEE 11073™ Series Medical Devices 1EEE 2030.5™ Smart Energy Profile

1EEE 139™ RF Emission from ISM Equipment
1EEE 602™ Healthcare Facilities

IEEE 1363™ Series Encryption
eGovernance

IEEE P7002™ Data Privacy Process

IEEE P7003™ Child and Student Data
Governance

IEEE P7005™ Tronsparent Employer Data

Energy Efficiency »
1EEE 1801™ Low Power, Energy Aware
Electronic Systems

1EEE P1889™ Electrical Performance of Energy Gocmanic
?;?Emfijnmml Poweer Adapter for S m a rt C I ty pELE FTH0ED S
Artificial intelli Al) A
Mobile Devices 32 ence (A Agent
IEEE P1922.1™-1EEE P1929.1™ Series for
Energy Efficient Systems
. a - - = Cyber Security

Internet of Things (1oT) » - - Gl IEEE PB02E™ ePrivacy

IEEE P2413™ 107 Architecture IEEE 1363™ Series Encryption

IEEE 1588™ Predision Time Stamp IEEE 1402™ Physical Security

IEEE 1451™ Series Sensor Networks IEEE 1686™ Intelligent Electronic

IEEE P1451-99™ Harmanization of loT 56 e---- Devices (IEDs)

IEEE P1914.1™ Fronthaul

IEEE P1918.1™ Tactile Intenet

IEEE B02° LAN/ VAN

IEEE P1915™-1EEE P1921,1™ Series Software Defined Networks

el 11 © IEEE S22l iR AR
(#1) &EallZ#2(Cybersecurity)
JELEHL(E TR AR - IDC SR &L 2N EE (FmEZ 20 » &
ey ZE2(E 12) - B ERHTrZ2e2(E 13)

Dimension: Security Processes

Devices and Systems

Ad Hoc Opportunistic Repeatable Managed Optimized
Trust Ensure employees Manage full set of acceptable Provide training and track Manage policies and review activities Treat pelicies as the dynamic
Manage ent understand acceptable use use policies and provide training policy compliance within the  looking for evidence of effecti i iation of ization
of IT resources. in accordance with compliance  organization through periodic  and make applicable changes. objectives with ongoing updates and
requirements. policy reviews and monitoring full excepticn management.
for violations.
Identity Ensure various parties Administrators create, modify, Manage integrated process for Integrate the management of Employ least privilege philosophy to
Management create and delete user and delete accounts using all create/modify/delete identities, accounts, and privileges manage users in context with full
accounts based on standardized process and identity and credential with approvals and evaluate user understanding of their credentials,
appropriate requests. sometimes review access. lifecycles with appropriate activities for anomalous behavior. access privileges, and activity.
input from app and data
owners.
Vulnerability Apply patches and make Use automated patch process  Assess the patch and Evaluate the cost-effectiveness of Conduct enterprise threat modeling
Manage ent configuration changesas  for purchased software; configuration status at all system configuration and patch exercises to actively measure and
needed. periodically review layers and test application changes and fully integrate manage the attack surface of IT
configurations; fix identified security for commercial and application layer security activities  resources to most effectively
vulnerabilities. custom applications. into development processes. address high risk areas.
Threat Update antimalware Monitor logs and security alerts Monitor alerts and events 24/7 Run security operations center with  Capture IT usage activity across
Manage ent signatures and evaluate  from key IT resources to identify throughout IT environment,  real-time analytics using contextual  resources, identify root causes,

and address infections or
breaches.

and address incidents and other
security-related events. Track
them over time for compliance

reporting.

react/respond based on root
cause analysis of affected
resources and notify
accordingly.

information and threat intelligence.
Conduct full forensic investigations
and notify affected parties as
necessary.

12 - IDC 2R P24
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invelve legal for notification, and
employ retrospective analysis to
proactively hunt for breaches.



Dimension: Security Technologies

Ad Hoc Opportunistic Repeatable
Identit\,r Enforce password policies Leverage strong passwordsand  Use multifactor authentication
Ma nagement on most IT resources and  single sign-on for all resources.  throughout the enterprise.
pursue stronger forms of  Use multifactor authentication  Menitor privileged account
authentication if for remote access, privileged activity.
necessary. users and third parties.
\n"ulnerabilitv Employ network-layer Use network-layer firewalls with Use application-layer firewalls
Ma nagement firewalls for filtering and  identity and application at all network ingress/egress
network separation. awareness for filtering and points. Leverage whitelisting
network separation. and access control policies on
endpoints.
Threat Employ signature-based  Use signature-based detection  Detect threats using
Management antimalware on endpoints techniques for antimalware on
and at key network key systems and intrusion
gateways. detection and prevention on endpoints and incorporate
important networks. breach detection capabilities
on data and applications.
Trust Employ ad hoc encrypted Encrypt communications and Encrypt communications,
Ma nagement communications. endpoint storage (full-disk). tokenize sensitive structured

Implement key management
system.

and unstructured data, and
employ transaction integrity
checks where applicable.

Managzed

Use multifactor authentication with
device checks and anomaly
detection throughout the
enterprise. Monitor and record
privileged account activity.

Use applayer firewalls and proxies
on all netwerks and employ
workload isolation techniques (e.g.
containers and virtual machines).

Detect threats using signatures,

signatures, sandbox detonation sandbox detonation, anomaly
and heuristics on networks and detection, and machine learning on

network and system activity.
Identify sensitive data being
transmitted externally.

Employ confidentiality and integrity
cryptographic services for
communications,
containers/applications, and data
throughout all on-premises and
cloud IT resources.

13 IDC fRtHRH Y Ze 2

2 i VU E A& > Sralan T

Optimized

Employ user behavior analytics with
dynamic multifactor authentication to
enforce least privilege model for all
users. Monitor and record privileged
accounts and key sessions.

Employ microsegmentation with a
dynamic policy language along with
access control capabilities for
containers and virtual machines
across all physical and virtual
networks.

Detect threats with signatures,
sandbox detonation and machine
learning. Intercept sensitive data
leaks, and use deception techniques
like honeypots, honeytokens, and
generated noise.

Employ centrally-managed
confidentiality and integrity
cryptographic services with remote
attestation for communications,
containers/applications, and data
throughout all on-premises and cloud
IT resources.

L EEEEHEER © kA T T A EREREAEN BB A2 H

PR > WARSE S AR SR IR i e IR ECRE B AR B A% - TR (AR AR AT
BERIIAIERER R AR © EERBCRILF G - ARSI T AV &
BHFFE RO ASC R R E B - R RIS L R4k H ARV EIRRE ] -
Sy E R - EHEORS TR B HEE KB ILAMER A PR = - B B A
{ERAEREL ~ (EUORIMIBRIR P - B EER VIR © (EH2k B AR &R
HHEBEENE A EEFTEEIESUMERS (ORGSR L ar EIHR R SRR - A -
BEAT RaHEFE AR EES 0 - IRPAREIRERE - SRR MRS 780 T
AR ~ FFHUREIRAEENHIE L MEEA S

FEGSRLE B [ © SR FE M IR AU M A TRE AR S ARG (] 5 B
il T HeFr ~ E AR - (SR IRV sFEFTA BRI E MR AR -
MR SRR PR IR 2 © sHE RSB E M A g -
FHEREFF gL /58 e 2 B e miE T BT hIEREHAUES - B E A
EHENERAIEEE - DA Ot i e e e, o

PR BB A ¢ B SR G B T S AR R AR R e R
sNEREY HEEM 2 2 B DA AR A SRR oAt B 2 A RE A BT - IS
BHE - AEREEREE P 2 R AR RSEIE - R Z BRI IR A 34 2A
iR IR AR AL © (5 RTRAERIEY(E SN 15 - EmBk s (F L 2 e
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I S EHEER - EERSEENEH Lgﬁmﬁﬁﬁﬁ%%ﬂiﬁﬁﬂﬁ“ > AR PR
SRR S EREEIE A - st TR &R E’Ji%fﬂ?ﬂy RAHEFH FRISE =5 (E R 2 X
TS SN EIRFSE) BB S N T S (0lgss R =TT Ror i
K R Fl P 5 1 B e/ VPRS-

2. {ESSRVEELE ¢ EE WO TR AR R - AEFT AR AL/
SRE {55 FH e P 973 K > 1] P st 5 4 BN B PZE I SRS AE PR S B AR
B {a]fas Fopk FH S E IR BE R -

3. FEREETRER - BRI SR AR R _E AR A SRR SCE R AS - (ER i &
e Ao PR s B A AR IR - E SRS (0 AR A TR TR - {55 FH 4R A T
Ay RN e e - TAE BRI AR 2 i A2 R AR I T AE
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WEHRY - RS EE AR S S RIS -

(7%) B EUF(Digital Government)
B0 0 ZREIRH Thailand 4.0 5185 » HAZ OIS EE S ~ 2 FokdE » IRHMESIESE
R B g e s NG RN ~ (BEARES - BHEE TUNE TR -

THAILAND 4.0

Prosperity, Security, Sustainability

g”\@/ n\ e Innovative/Value-based Industry
Thailand 4.0 i1s an economic model that aims to uniock the ,o-/ \ 2
(=,

k\-“‘ g

High Income Country

country from several g from past
economic development models which place emphasis on agricutture
(Thailand 4.0), light Industry (Thalland 2.0), and advanced Industry
(Thalland 3.0). These challenges Include “a middle income trap”, “an

Inequality trap™, and “an Imbalanced trap™.

Four Objectives of Thailand 4.0

1. Economic Prosperity o T f . Sh.'

2. Social Well-being ) rans ormatlve I t -
3. Raising Human Values ) Tn
4. Environmental Protection Thailand 3.0 Traditional Farming T’ﬁ\ % Smart Famming

Heavy Industry Middle Income Trap

. | ey, & auoenv Start Ups
2 Traditional SMEs
Thailand 2.0 I """"

Light Industry T - H by ;"
-~ :~" 2 l!&& @ H %Knowledge worken*
S o H

Thailand 1.0

Agriculture Unskilled Labors High Skilled Labo

Make 0
Technologies

m S et Buy Technologies
14 : =6 Thailand 4.0 5155
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Ry B Thailand 4.0 5188 ZREIBUF [FE2D #E(T 2 I8 i - 175 EEC Eiskas st & ~ 3
B # A [E] & (Digital Park Thailand) ~ B2 8fir -0 7 E( Smart Digital Hub Collaboration) ~ PA
FEFALBUNT B EGA #ALS DGA)S -

EEC &8 a2 Thailand 4.0 518 MHV—THEIKEEHE - EEAIFRNE
FHASEAN)WVEIS L - sZsTE BN =4 © FRVET - 28 BRI (Chonburi,
Rayong, and Chachoengsao) » HIEL 5 [SHZR AL B AN (1 & BERER it T RIS & A A S e
FOEEAY

R EE G EE CAT(CAT EE-REF M = 2 —) - BB SO 3% =
ER(MDES) ~ =R TR @ EM 5 (EATMEISS/ERH A (F - E&fE EEC REr
K CRIRSEENE - TF - 828 - ARG KA o T B AR
B AA ~ Bl SR AR 72K 7 FREAM R B E BEC AYR3E - B B EEE A FIYHTER
W& G - H RS EEA E R RSB R E L - RE SIS SIS SRS - D
F IEAT s FR HY A BRSO > 5o Je i RERFIBNT B2 0E ~ B Bl 2 ] B B A VR 2
[ -

BEHA P ORERS > 2018 4 A 19 i EEEEEBERPBUNES T 4 (757
PR SEMOU) » DU ST BN SR I EI RS BB KB R - 4 {8 MOU &35(1)
£ EEC #&& “HER(rdu0” 32 E55r  5EXEE PN CLMVGREZE Cambodia
Z[E] Lao ~ 4% Myanmar FIELES Vietnam > f&fE CLMV - ZAEEY R T#bE] WY
TIE 5 5 QBB M E TR A 3 - P EEEIARREETT @ B8
EFEBEAA Q) RBZE /MR ERHT AL B AR FIE PR Ae 28 AR © (4)Ed
FEREE R EEFR BRI & - 3% & EE A RSB AE AT 2K

BT EBUT B EGA A B8 BUN R(DGA) » TG R A 8 A i 87 1 & i By
PN AT - UE REAN B BUN B A0 -
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GOVERNMENT

®ICT » ®MDES DGA's Evolution @

@ Out-Sourcing Co-Sourcing @ T
— @ Agency-Centric Cifizen-centric @ é
.GM,,.,". o T
il e-Government >> Digital Government TIITIL
EGA ® infrastructure Platforms @ DGA
[ Cevemucet Agency] c——r—=—r

® Agency Vendor Agency Partner @

®

Digital Transformation Program

Government Data Exchange

. DGA =

PR 4
One Stop Service DGA MILESTONE 2018 - 2019 ITAS A Utility

@ @ S

Government Data Unitied Government
Open Governance Data & Data

Governance Framework

Center

15 © 2= EGA #2) DGA

B E T LBUF RS EAL BB BUF RS - RS My Data HEHRHE &R
PR LU RV E RS RO Z UL - JRERIALL Open AP ~ B & 7 SR B R RE 15
ZBy > ACHE My Data IR -

Fy 7B My Data [l HAE - ZEHA] T WifE My Data JRf5 = - 55— FEEZUR M A
AT S BUMIERE M EE CovE Rl I 3 R A G A BURT RS SR & S P DU &
PaAEAYIRTS  BIATA] LU N sE A\ BB AR AC Rk - AR IR LB LB RIE IRIE A =] LABLE
ARG -

FMEEAUR A AT AR TR LR - SesTH I E R B BUE (A E A& -
FESE (EfE R fps i Ot pa oA B BUS RO HUE AN ERHITAE - 1A 23t
s HUTA ANHIEAE R« A0LEE - ARAERFTA A LIEA Z R (8 AN BRI OREAH B A ERHI
o fRHEERE ARV ATHT RS -

BESh » A% EAIEE My Data JR5s - RIS ERHEAERIRY Open API HUS &R} - LA
Open API f2{IERIHY HHYEA A FIRAS 7] LB HASHE APL - SRt U &R
HUBILFAZE > ANt E e BuisRl Sd & 7 A RIS IR E A F&ERHERU M - HAh > My
Data fi %5 BN HUSa% IR AR SRR E &) - Alla] AR HEa% B R S TR %5 - 5 s
—HEfR B TR AL R H OB AR EE ] FE A 5] DU R R 75 -
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Model -1 Two Models of My Data services

My Data

Services
=
[ ] [ |
==
Agencies or Private User Agencit.as
(Services Providers) (People) (Data Provider)
Mode'_n ;;';';;O_'O;;;o;.o_c;o_-n;;n-.o;.-;a_oc;;o-o oooooo ssesssssssesene
i Sarvices Access persc?nal Data 1
Providers data stored in B Providers ||
1 through OAuth 2.0 + REST i es==
: SaaS A SaaSB |
[
|
| Do something :
with my resource ’ 2o J
| at SaaS B 4 User who subscribes 4—‘ Yes, I authorize it )l j
| service from SaaS A i A,

e e i e P i1 1]
® People have the right and power to get their personal data stored in Government

® Public and Private sectors can provide flexible and diversified inno
and comply with the Personal Data Protectio I
16 : 223 My Data Wi fE #4515

My Data: Provide precise personal services | _Realtime analysis My Data Service:
‘ One-stop services Find a ]Ob

Open API Get data to analyze:

N o ( : Get data to analyze:
;g =N What have | ever learned o |_Do I need counseling
Qe? 0.7‘0 \What's my specialty 2,
o \ / 4 &

o o

5 = _

2 Real tlme - i % Get data to analyze:
> analysis g = Who am |

= o] (% Who are my relatives

One-stop
2 / [ Services J \ g‘

Get data to analyze: B
Do | need compensation
or subsid Y

What jobs | have evel AlA
|-
= Service:
Apply for subsidy
.

/Get data to analyze:
What was my job
o

\(a ken

Open API Open API e Open API
= {Get data to analyze :

(?-;Q}}J What released jobs suit me J . .
L\Eg ! SATJ’:‘L‘:;’ those jobs J g
17 * 28 My Data AR5 1557

(.7

() &EHLE(Smart Manufacturing  “Industry 4.0” )

Kazakhmys Corporation $&tt » Ryt {irAa s R B SR BUS AV EIR(TH - “"‘HIJJ‘E* sz
TN - FCEEE S H AR EE PR R EARGITEE T ] - EFr A S R AV AR
RO~ fRALE SN S5 B A KA o EA - EERIDRERY R *%qjgﬁﬁﬁ—%%%i B
AR T I [FEIRYER B 22 TS E B PR AR Y ER AVE B 214 - T (R 08 B 4 F & s
flr ~ FIABARER CEERAEBENEBIL - HEH ARG E R R A F L
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ERNERIAYAAFA] > G

L RV HFEEREEERARGEERA] > T EEEBAES (4E > #15  A
FEHN L) fERETTEGHVENERTE - DIREEHRGREE
FIHEE A -
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5. PERSFIAEIAVEREEFER - #EEEH—[OERER o SRR R R S AR
MR EIREN: » W A MECRE ST T BT sEn Bk A28 it s -
Hi% > BB AELAFESFIIENT ¢
1. HEMbEELEEEH 2% (Manufacturing Execution System * MES ) » FHNE A E
BRI HENE RS BRI S B HERCR A EE R ORI
2. HEMLBREZEGI 2 (ACS TP) » —TEIESAIERRAVE &S » BIERIEFE PRI B
FEEEEE -
3. HEFEEEIFEIT A% (AMRMS ) EHREERELRY (BFE) -

()0 EfrEA- R K fran ZE451)( Digital Transformation: International Experience and
Successful Projects in Central Asia)

A oy S A FE P ZEFE IR LRI (Azerbaijan)y Bona Dea [BiPFEE& e LIE BRI 1l

A B NS IERR DU HARRAEH REE Naoko IWASAKI #5201y HAERS

(it ErsiszgmEfalE” (Silver ICT Innovation for Aging Society in Japan)

Hrp» IWASAKI Bdwsi B H AT Rt SR —B ez bt & Bk 7 151 3 R

. REZEREER - BEAKE - EFEANEEEE BN ERET T -

2.  HHRRCRASINEEF T AR EH ~ # & & A EE LA e R B A
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New Trends in Japan

Lessons from the practices in urban and local areas (Otsuki (Mt.
Fuji) , Shinjuku and Yokohama cities***)

Super
Ageing

Society

Health
Nursing at

Digital
Divide
Generation

[ 18 : HAEH b AR L g

Foltt - HAE Society 5.0 18 11 2 IH B fR{ bt &R RS -

1.

5GHEES T > REEE - A\TEBLURMBNAETEHES - SEIE SR

RIS AR AN EORIEE nl R MERUIEAY - DIE B (@ et IR - HA A
e — S A SRS » SRS REUT » (3 - EHE RN A S B R
FIH#AEMRS (B0 YR - X8 - sEE SN RS ) Mt RS -
PR E RAVEEEEE A

HIRE ARG - B LU mEikss N iEF A S RaRE IR A e » 3UEH
IR NHREERRIRES, ~ DA Al DA B i 55 B ) R R T

Ll LR EEE

fme NEEBORE (A Ry B B8R ) 2 — Tl ikas NHVEEds - Hast R AR EAR
AVIE DL N B RIRZ TR > mTis B AR B2 AR R R e s S A
3T ©
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EEDEW PSR

WELCOME

NEW FACULTY AND STUDENTS

SCHOOL OF SCIENCE AND TECHNOLOGY

\
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= - IACEREHNT

IAC FJF Jean-Pierre Auffret ZEEFEIZ NN IAC HHRE SIS 5w » Hob 3.()F TR+
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Agenda for 13" Annual General Meeting of IAC 2018
Astana, Kazakhstan

1. Procedures Matters
(1) Confirmation of Attendance and agenda
(2) Approval on Minutes of last AGM in Moscow in September 2017

2. Opening Remarks

3. Ongoing Activities for TAC 2018/19 J

(1) Waseda-IAC International Digital Government Ranking survey (2018)
(2) IAC Online Journal

(3) APEC eGovernment Research Center Network

(4) CIO university accreditation and international training program

(5) PR and website

(6) Next Year's Conference (September 25th - 27th, 2019 in Taipei with NDC

and Taiwan eGovernment Research Center)

/7. New Activities for IAC 2018/19 W
(1) Next IOS Book (possibly Smart Cities related)
\/ (2) Developing IAC Regional Councils (East Asia, Africa, Europe, South and
Central America, U.S. and Canada, India and Central Asia Republics,
Middle East and North Africa)
(3) Developing IAC Young Professionals Community
(4) New IAC Research Initiatives on Emerging Technologies (Blockchain and
Al, others)
(5) Role of IAC and Cybersecurity

/ 5. Report from National Chapters

/ 6. Other Business

27. Closing

21 - IAC G A
IAC EJ Jean-Pierre Auffret FXE&AAERGH - FEATE R KBEEARGHATIZ - 2L

FEIER 201949 H 25 HE 27 HEWE 14 8 IAC &€ « B4 IR REINAL 10 A
WIME S I 1THY APEC TEL SRR BURM ST & -
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Tue Jun 26 Wed Jun 27 Thu Jun 28 Fri Jun 29

Registration. Welcome Coffee
PLENARY SESSION

Opening Remarks and Summit Overview

Andrew Beklemishev,
Regional Director, IDC Central Asia

Welcome Address

Dauren Abayev,
Minister of Information and Communication, Republic of Kazakhstan

Welcome Address

Elmir Tofig oglu Velizadeh,
Deputy Minister, The Ministry of Transport, Communications and High Technologies of The Republic Of Azerbaijan

Welcome Address

Jean-Pierre Auffret,
President, International Academy of CIO and Professor, George Mason University

Welcome Address

Askar Bishigayev,
Chairman of the Board, IT Managers Society

1-to-1 Meetings. Expo. Coffee Break

Session I: ClO and Digital Transformation of Economy

Digital Trust for Digital Transformation
Pete Lindstrom,
Vice President of Security Strategies, IDC

Digital Trust for Digital TransformationAs trust drives economic growth, digital trust drives digital transformation (DX). The
constant flow of data breach announcements has made cybersecurity a key element of many DX initiatives. With so many
opportunities for digital transformation relying on business partners and service providers in dynamic, shared IT environments,
organizations today must build a reputation as a trustworthy business partner in order to succeed. A Digital Trust program
accounts for both risk and reputation to drive business value and minimize risk.

This session will highlight an approach to elevate traditional security programs to meet the needs of digital transformation
through Digital Trust, including:

A framework of Digital Trust that incorporates risk and reputation management for digital transformation.
A model to incorporate digital security needs throughout the IT environment

Key new approaches and technologies that will make Digital Trust for Digital Transformation possible

Innovation and CIO

Pravit Khaemasunan,
Dean of the College of Innovation, Thammasat University, Thailand

Digital Economy: Development of Digital Platform

Bikesh Kurmangaliyeva,
Board Member of Kazakhstan IT-managers Society, Managing Director, Kazakhtelecom

Changing Role of ClO. From CIO to CIO

Abdulaziz Sattarov.
Board Member, Universal Bank, Uzbekistan




12:50

Open API - the way to partnership

Andrey Sabynin,
Managing Director of the Information Technologies Unit, JSB Alfa-Bank, Kazakhstan

Session |I: Technology Enabling Digital Transformation

13:00 Lunch & Expo. 1-to-1 Meetings.
14:00 Dawn of the DX Econemy — Key Tech Trends Disrupting the ICT
Robert Farish,
Vice President and Managing Director, IDC Russia & CIS
14:20 Interorganizational Governance and the Deployment of Blockchain
Tomi Dahlberg,
Professor, Information Systems, Turku School of Economics, Finland
14:40 Augmented Intelligence as a response to the crisis of Artificial Intelligence
Alexander Ryzhov,
Head of the Chair, School of IT-management RANEPA
15:00 InterSystems IRIS Data Platform for Accelerating Digital Transformation
Vadim Fedorov,
Regional Sales Manager Former Soviet Union countries, InterSystems
15:20 Design & Planning the Core of Digital Transformation
Daniil Kalyadin,
Director for Global Innovation Projects Development, Software AG
15:40 1-to-1 Meetings. Expo. Coffee Break

Session lll: Smart Cities

16:20 Central Asia Cities Are Compete with World Giants
Andrew Beklemishev,
Regional Director, IDC Central Asia
16:40 The vision of "smart cities": innovations in technology, management and what
makes the city "smart”
Jean-Pierre Auffret,
President, International Academy of CIO and Professor, George Mason University
17:00 Smart Astana: Digital Transformation of the Capital

Olzhas Sariayev,
Chairman of the Management Board, Astana INNOVATIONS

Session |V: Digital Marketing

17:20

Digital Marketing in Healthcare: How to Create Value for Patients through
Innovation

Luca Buccoliero,
Bocconi University, Italy

17:40

Digital Marketing in Urban Contexts: Emerging Technology Trends

Elena Bellio,
Bocconi University, Haly

18:00

Digital Marketing in Tourism: How to Strengthen Territorial Brand Value

Giulia Crestini,
Bocconi University, Haly

18:20

Summing up the first day of the summit

18:30

Cocktail on Behalf of International CIO Academy
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09:00 Registration. Welcome Coffee

Session V: Cybersecurity

10:00 DX Security Architecture

Pete Lindstrom,

Vice President of Security Strategies, IDC
Securing the Digital Enterprise
Within the unprecedented value opportunities for digital transformation (DX) lurks an ugly downside - intelligent
adversaries looking for ways to abuse or exploit the complex IT systems that keep things running. Breaches are
constantly being identified and disclosed, and IT security professionals are working hard to manage risk, but are
challenged to meet security needs in the face of scarce resources and highly dynamic IT architectures. This
session describes new measures for security being used to protect DX technology environments.

10:20 Digital Irresponsibility. Impossible Future Happens Now

Evgeny Pitolin,
Managing Director, Kaspersky Lab Kazakhstan, Central Asia & Mongolia

10:40 Cybersecurity Policies for ASEAN Countries

Jirapon Sunkpho,
Associate Dean of College of Innovation, Thammasat University, Thailand

11:00 1-to-1 Meetings. Expo. Coffee Break

Session VI: Digital Government

11:40 Thailand and Digital Government Evelution, Plans and Vision

Charin Thiratitayangkul,
Vice President of Policy and Strategy Department, Digital Government Development Agency, Thailand

12:00 E-Government to Digital-Government - From E-Processes Integration to Data
Driven Services in Taiwan

Cheng-Ming Wang,
Senior Analyst of Department of Information Management, National Development Council, Taiwan

12:20 Comprehensive Solutions for Business with a High Level of Security

Askar Kussainov,
Board Member of Kazakhstan IT Managers Society, CEQ, Kazteleport

12:40 Digital Kazakhstan: The Digital State

Dinara Shcheglova,
Vice-Minister of Information and Communication of the Republic of Kazakhstan

13:00 Lunch & Expo. Private Meetings

Session VII: Smart Manufacturing (Industry 4.0)

14:00 IT Architecture Transformation of Kazakhmys Corporation

Alexander Grevisev,
IT Director, Kazakhmys Corporation




14:10 Critical Capabilities for Next-Gen Manufacturing

Jozef Gemela,
Vice President, Consulting, CEMA

New technologies are redefining traditional supply chains, ways of managing product lifecycles, and manufacturing
operations. Moreover, next-gen manufacturing enables factories to deliver digitally-enabled value propositions, and
mass customization through direct-to-customers approaches. In this presentation, we will present emerging trends in
European manufacturing and provide essential guidance on how to address new technology opportunities.

14:20 Corporate Acceleration and Open Innovation

Sanzhar Kettebekov,
CEQ, Autonomous Cluster Fund Techgarden

14:40 Measures to stimulate the digitalization of industry

Tangul Abdrazakova,
Director of the Competence Center "Industry 4.0°, Kazakhstan Institute of Industry Development

15:00 Digital Mine Altynalmas Project

Zhanara Amanzholova,
Executive IT manager/Project Manager, JSC AK Altynalmas

15:20 1-to-1 Meetings. Expo. Coffee Break

Session VIII: Digital Transformation: International Experience and Successful
Projects in Central Asia

16:00 Bona Dea International Hospital. Transforming Patient Care with State-Of-the-
ArtIT

Ramiz Shirinov,

ICT Architect, Bona Dea International Hospital

Rasim Bakhshi,

Key Account Manager, Relationship, Lenovo Datacenter Group Channel Lead for Central Asia & Azerbaijan

16:20 The Path to Transformation: Some Company's Experience

Alexey Zhilenko,
Cl0, Raimbek Group

16:40 Silver Innovation in Japan

Naoko lwasaki,
Professor of Waseda University and Director of APEC eGovernment Research Center

17:00 IDC Connect Round Tables
1. Risk © Practices. Mod d by Pete Lindstrom, Vice President of Research, Enterprise/NextGen Security,
IDC

2. Redlities of Digital Transformation in Extractive Industries. Moderated by Robert Farish, Vice President and
Managing Director in CIS Region, IDC

3. 1oT for achieving cperational excellence and enhancing customer experience. Moderated by Josef Gemela, Vice-
President, IDC

4. Enterprise Service Management — The Key to Cost Reduction in All Service Areas. Moderated by Andrew
Beklemishev, Regional Director, Central Asia, Azerbaijan and Mongolia, IDC

5. Enterprise-Wide Data Integration: Who Is Doing [t? How Is It Done? What to Consider? Moderated by Vadislav
Sidevich, Consulting Director in CIS Region, IDC

6. The Road to the Clouds: Cloud Infrastructure - Problems and Soluticns. Moderated by Askar Kusainov, Board
Member of Kazakhstan IT Society, General Director of Kazteleport

7. Blockchain-Based Technology Use in Government and Business. Moderated by Ruslan Gabitov, Almaty Tech

Garden
18:20 Summit Wrap Up
18:30 Gala Dinner with Participation of Deputy Prime Minister of the Republic of

Kazakhstan



09:00
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Registration

09:30

BREAK-QUT SESSIONS

IDC Master Class Digital Security X' TAC Annual Meeting
Economics: Finding the Value in
Your Securlty Prograrn Participation is possible only for members of the IAC.

Pete Lindstrom, The meeting will be held in the Tulpar Hall

Vice President of Security Strategies, IDC
Digital Security Economics: Finding the Value in Your
Security Program

In many organizations today, IT security programs are
“feasting” on positive attention with increased budgets.
However, the “famine” is never too far away, as the
challenges to demonstrate value and reduce costs await on
the downside. What's more, prioritizing security activities to
address fast-evolving, highly distributed IT architectures and
comparing security solutions that address new threats are
crucial aspects of an efficient and effective successful
program

This collaborative workshop gives insight into:

How can metrics and measures be used to

- property identify successful security programs?

A How can the elements of risk be properly
measured and leveraged in an organization?

. How can security solutions be compared and
conirasted for use in an IT environment?

e What is the optimal mix of controls in an IT

security program for managing risk?

Master class will be held in the Astor Hall

11:00

Our Long Way to DevSecOps: How We Integrated Security into IT processes

Pavel Sotnikov,
Managing Director for Eastern Europe, Caucasus and Central Asia, Qualys

11:30

VIl Congress of IT-Managers Association

Participation is possible only for members of the [T-Managers Association. The meeting will be held in the Tulpar hall.

12:00

Expert Meetings and Presentations Digital Government and Waseda — IAC
Digital Government Ranking

with Participation of Nazarbayev University and Government Officials (Nazarbayev University)

14:00

Sightseeing Tour

15:00

1-to-1 Meetings and Networking

16:00

Departure/Optional Weekend Stay
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