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AR EATA B b L AT A L BRI THEZR G
g LF R ARG PIFE o AR TR 2L
BRERGFRFEN T EwmEFL > T AR e F S22
oo TR R 2w E LR 0 L AR AL E RRER T o

ot h g T2 A n g i TR A (risk-based) ;> ¥ & &
FERL % P REREDE 02 T L0 & FFRT B G
TR GldeT AATR R R R E S 0 RN E AT R F A
o F RN BRGLTRUTEHEFTEL G FERHEZ o0t
PIBHEN S E E IR e T A RIEA R 2 bGP 0 | RABRER
PWEUHENMIED > F ENBRSEF-HF|mp L

(Z)iF %R Rz § s

2 RL R AMAis'h G F IR 2 PR ITER G 0 B AT
B 222 b e E e 2 FheT (RI12):

® Amaris(BER 8) B RO IS TEEERAE] - BOLR 2007 4E ST R HNE ©
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Amaris b & g I3 22 A 7 4 2

Identification and description
of operational processes
Identification and assessment
of inherent risks

Updating
Identification and assessment .
of internal control B Reporting

Assessment of residual risks

Acceptance of the risks or
preparation

of action plans

NQUE DE FRANCE

FHRAR AN E TR

The main inputs of the
approach are...

Analysis of changes in operations

Listing of
incidents

CLARIS
Campaigns

Audit reports

Thematic workshops

and analyses

67
FERT fp T E AR I BB A 472 (BI13) A7 ¥

Frz2 P &

BI13 A B~ 372

IR TEA I FEAREAM TN o

- 7 T E AR

[ Mega Mega ) ( Mega
process process process
p i 1
_ﬁ;‘ | I 1
" Major Major
process process
|
r | 1
Generic Generic Generic
. . Process Process Process
i & e [
Wk Elementary
% ine ﬁi Process
Activity Activity
fmIn 0T
- EEEE— Tasks
B3 1 LN
_‘,%‘ AR
Tasks

The definition of the missions
(why?) and the clients (for
whom?) are recorded in 15 and
20d Jevels.

The responsibilities of the
main procedures (Who
performs what. when, how
often...) are recorded in 3™
and 4th levels

The operational mechanisms
(How?) are recorded in 5% and
6th levels.
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2.?%‘::3‘;:‘:1 ;‘;gz_f,’. = 4
PR ? TEJ_# 5T

}? -4 Bﬂj ﬁxi’& ]»EL
iR
(%3):

LN
ho'gHEARE A2

b F P

X ER 8

k *% (inherent risk) %3

R

(the worst scenario) °

B ZE A E
B KR G BF

gl

W foo R

HE &

Epa s E

(22) 2+

Pleoiid

fh it

2V o ARG R &

;m¢ﬁ¢i$ﬁ1

= , s 22 — ~ v
B2 b & BTG ked T @ b2 (the bottom-up approach) &
2 od Fa@ T2 54 (the top-down approach) » 7= 2 ¥ 53 ¥
VSR 1 UG D g \ o :: AR A x)
FHEABRE LB A ATERRGT N L IR 2
> VoL 2 — 3 %
LREFAE -
' = J- + 4
T\Z }kxﬁﬂﬁﬁ @J—‘pz‘\' («]"ﬁfi{")
Likelihood scale
Level 3 - Almaost ] L
Criteria certain 4 - Likely 3 - Possible 2 - Unliksly 1 - Rare
T Nsk OCCUlE || The NSk OCCLrs ME Nsk OoCUrs The NSk oocurs The NSk oocurs
most occasions, in|| probsbly, in most || possibly, in normal occasionally, in rarely, in exceptional
Description the Bank orin a || occasions, inthe || occasions, in the || particular occasions, in || circumstances, in the)
context of similar || Eank orn 3 conted || Hank or in a context || the Hank or in a conted || Hank or in a context
Ictvities of similar activities || of similar activities || of similar activities || of similar activities
Quantitative criteria
Frequency of Every yearor morz|| Once avery 2 yaars || Once every Syears|| Once svery 10 years LEEH.? F?‘_-:? svey
events W years
Qualitative criteria (fraud and attacks oriented, ...)
Damage to the good Attracting attention
. ~ . Damags to the - -y -
S Personal gsin, or Considerable functioning of a w Y - ("making a point”,
Mativation weclogical motives || damage tothe BDF|| department or a mgr:;ﬁ:;frl?r 1= satisfying seif-
process =agu=s estesm)

FA kR

R A

3 BG4Im0 4

I —
Extreme > €10,000,000

n High £1,000,000 to €10,000,000

Medium £100,000 to 1,000,000

Moderate £€10,000 to £100,000

Low < €10,000

TR &R AT g TR
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]

(4 &)

Impact on business objectives

Level . . . o
Criteria 5—Very severe 4 — Major 3— Significant 2—Low I - Negligible
Very mporant | tant & Signmcant
Descrintion of negative impact mlr; :;It ;:;t;sewe negative impact Limited impact on Few impact on the
th SChp it on the hF" . t of on the the achievement achievemant of
2 seveni=s achievement of sc :;;?:T 2 schizvement of of activities activities
sctivities bi _'_:_ activities objectives abjectives
objectives ahjpecives objectives
Analysis criteria
. Persistence (long Durable (madium Prowvisional (short ) Temparary (short
Duration of . . . Brief (shart term )
) term impact > 3 term impact =1 term impact >3 . I term impact <1
o yaars) yaar) months) impact >1 week) week)

TR KR AEFHE T

BHALP TR P Bk L RS E R G2
HE o 3’??ﬁ‘m%&i§%@’z I HRARL 2T
b p B4 F A
K%*ii%%’@

TN

X

4320 FlARR 4 .{Fnjéﬁ-)k ‘& (residual risk) ip$tFEF b &P~
TEHwre gl 2 be (B14). 5776 140 %G BT
BAZR ST IF 2 kT E (incident) o -2 e sk

ThpptEr TR e En TR (B15)-.

Bl14 FF b2 FIRR G2 B
_‘ - - Inherent

risk

Internal
control

-
|

Possible

Residual
risk

Rare Peu probable

Piobable Prosgue cortalne

Likelihood
TR KR AZEHE TR
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Fiche incident | I

Fiche incident | I
ldu*. -
Risque Iihicont Dhigmsalt i do mate by Maque risiduet [ Fiche incident ]

Detcriotion du r iove E
r-u---l- -—.--[ cotarmed Gaotation p-n—l ey l cvsmran des = I Fiche incident I
proceisul traitement d un dossier F . :
— - Incidents database
1120
S | q t description
€220 '+ =
0112
=y [oa €13 m
- impoct

5T h kg7t 4 (actionplans): b '& F EiFdtF 5 &
Tl M IRR CRITE WA L H BT ERT o bl (B
S AMREZ A E R e R R 208

6.h ' B L& 3R2 T h & B & 3r2 (consolidated reporting) 5 %3
BEIERE A ML TEMITELRGT N ¢ P FHR s

BRAR%GA1T 22 R FIARG2ZL TN L% :THRoEFE o
ﬁ.

TR EBINRARL FIEEL LBPERNER
FOBE T PRt B AR IR B

She

(Z)IFEh G2 e ¥ 258

E R TR B EHA TSIRIS e HieFivEp xﬁ;?g 2
B E e TR RGHD CREIEHRY CREER
T RGECLET N R EAERAFIE B AL uE
PAULGREFLEH N BB G PRI BT 2 4pT 8
oz R FA0* 2t = Amariss 4772 2 (T X R G 2 472 F I
W2 APM IR T F PR AT RR G -

—‘,L

‘i"‘*

® SIRIS {4 H] eFront &b i B /N 5] BHES > b i B s o
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=1
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v

T 2 TR REde A AR 0T b INTEH ) T 7 b A L

FIIRS
-

¥

PRIRIEH R G AR A LR > AP AL BT A B

juy

it
a

v I X A PR P 3 iR LI (cyber
attack ) e M2 4T FEHBE A< F Al AR W T v ¥ &

SR B R TEF R G R

f 4 ‘:'Elfhll‘}f@m —f_'.7;}3‘]":,"]§
ik ho LA B IA AARGBAE LR 5 KT -

Blhegh E o~ B80T 0 B~ H SWIFT (Society for Worldwide Interbank

Financial Telecommunication) z_ #*3{s » #3322 g ) - X T 4247

WAL R AR B u2016F 27 F e b TAL 2 /éfﬁB’»S-f-lp b
~A-FBRLIFL

PP AR o T 0T R
SIFERYG o T FILITEZ

(\x

PRI £33 005 Gl4efE » BRAZS - 2 DDoS

#F1 FR pler (skimming) ~ & % 5 R4 4 20212 (spear phishing
emails) % o ,%}&ﬁ»";xéc%ﬁ",fiﬁf‘gﬁ»ﬁg o BB A 2 BE
3BTRS R R Y AW R 2 st R o

s

O RIREIE > E
PN

1 DDoS mr¥ (455 HETR 752408 (distributed denial-of-service attack ) 7 fi&if& » (4igE4%&
{57 P AR W (I S A i DA b 2 $7EE S > (E By T 8E | s e EARasE) T PHE RS | O
ﬁlﬁ H fﬁzzﬂ%ﬁﬁiﬁ/\%ﬂﬂﬁeﬁW??xi_g{é’?)ﬁﬁﬁ R -

¥ —fE B E TR o BB SRR S ISNAF 4
LB PN G- GRS TR

Mats T EERECHRE=ANTEZATE - EEGENREARASRE=AZ
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53

o

FTA KR AT A

11952016% % F= £ & gg*ﬁﬁiﬁzﬂ'“r(KPMG) AT 2. B R 3
LA B AEAE A 2 F)F Y 6190 FIAT I H R R4 0 21%E
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