RS (HERER] ¢ FIR)

55 27 BEIHL T-R2el

IBTRE - TTE R T RE R R g
AL SRR
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RS

H 2001 4 911 EE 2 AN B8 E1% - T RIS BB EIRE
AR o Rl IR o B AR B M s BB VB
JUSE T H LT UM S S Bl 2 » Woh & [ A 48 28 26 T R KRB B 4y - 2004
TS B G 1540 SRR EEOR S BV B RV E - BRI a8
T IR L EE G EPOEIE B - 2005 4 " &l I 2 T 8T B EIFE ALY

(International Convention for the Suppression of Acts of Nuclear Terrorism ) | 52 HH
TSR 2 & B R g SBIG f] LZMAT B WAN5REIPR & 1R S PR S M T FR Ak
2 o WINX IR EIVEIEIFUE - TMEBRARIYIRHER ~ I Bl e &
BTN AL A g o R YIRS EAERL ~ IRERSEUER - DA
HEZ YR AR Y & B IR -

BR P& T-5E45ZE (International Atomic Energy Agency » IAEA ) As@ b5 &
BBt s i <2 2 ST PCEE (Sabotage ) K ALY FE (Theft) Z fRZEETT »
ZErt AR R H B 2 oh B 22 B B = ( Sandia National Laboratories, SNL ) ¥
A% T 228 %% (International Training Course on the Physical Protection of
Nuclear Material and Nuclear Facilities, ITC) | - SFEHEEEIEK IR L 40E
W72 TR ERIESEH - Dinghiln - Visgst - DRI EHTEE
JRA R e -

"B T RIS SR 0 E 1978 11 HEBE —ELK - 5
FEES 27 E - AXEHE 40 [HE 2B - 51 #2252l (FETER 935
PEERSERHNSD) o R EHATEIPREE e 2% T ORI - &S5/l 52 R 5
EUZAEE TR ~ DT - T SESsa il E = ~ R a B AL M 24
Fo FEEERE > EEAKBESEIRES - HE AR E G
AL ~ SR T IR LB E R SRR T IR L B S (RS A A Bhas -
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i SRS 2
B R e et e et r e s e s e e e e e e ree s e s e s ae e s ae e s ae e a e e aa e s e an e e e aneenanenn 2
BT JT T ettt 2
B R T S ettt ettt ettt b et ae bbbt aeaeae b e 4
IEMEE LRI o ovveererreeessneesssseesssssesssssessssnesessseesssssesssssesssssesssssessssnessssnassanns 21
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= HEHAY

G

B 2001 5= 911 UM BB Aa 1% T RO ) BB E R AR
B 2004 FRRERIZH G 1540 FEEEORS G B HREZY)
RV E L - Rl B T IR ~ BT T EGEEERL > DU (8
(1 iy B BRI ATE By - 2005 4F T il IR AZEW £ AT BB A4
FIHSCE IO EFRILTE ~ DB EE - Gi5Ue BB RR
WIREERIRBFNE - WAEER S G BEET EHBIAR - B
Wity ~ SIERMETT Ry - DURDISRENPR S R Ui M E e - G2
BRI ERE S B B R " RO AT REIFR ALY ) GEIET -
E¥HUSM ERCEEMEE - " IR E T REIEAL ) IR
BRSNS - eI BIAESEZF A - FRZHBILE -

- R

TR TREZEES (LUNEMAT ) AIREE TR TER
B> BEBENK TR IERRSE (ZAeER) A E R IE 8% TR
BEETIF Agx2FEEKEEFRZEST (Nuclear Regulatory
Commission, NRC) HRIIL T-IRZEEAM » BRENAZEE BERUEETIREST
BIL T IREER - BEFIEYE R - AREH - MBS HE - DU fESE
AP ERE 115 » WK IR 22 B TR EIRY - B 38 4R N BB =
(Insider) BAZ{ERRFESM AT

AR SN P 5 RE $8 5 22 5T 35 B RE IR 15 A 55 BT 28 75 B I e
AR ZE AL T B8 0 o B R B == BRI & 27 Ja T PR T ORZeal SR (27th
International Training Course on the Physical Protection of Nuclear Material
and Nuclear Facilities, ITC-27) - EAEZ&EFISRERIE - BEE IR G Z T
IR BRGNS B Bl ~ BIPRERriE B R B - DA Ex et ~
TRV f Bt » B2 s ~ BRI~ RN ~ JREHE
s HA S E T R EE -



i

S
% -

T
ARZHFERBIA=1E 8 107 44 A 28 % £ 5 H 21 HiREE-
At MR E SE T 2R P S Pl A 2 2k i B HEREET - SRAIT
(ESAE S
* 1 HETER
H & G AN
4H 28H adt—>E &> E
4 H29H RE==T HEl
4H 30H~5H4H RE== GllEE S
SHSH~SHG6 H kRS AR
SHTH~5H 11H kRS 3 I[FRERTE
SHI2H~5HA13H IR ER
S H14H~5H 18 H RiE==T 3 [PRERIE
5 H19H~21H iR~ B l—adk g

AR=pICl

— - FRER

KN ERE B LIBRE I (Lecture ) ~ 74 E {F ( Subgroup
Exercises) ~ /REuER/EE ( Demonstration ) ¢ BEREERE (Guest Lecture ) 55
AT - EPREAL iR EE B M SRR IR AR - —FRasamtE T
aRHHIES > DIRRAREE B 57 AR SN GRS R Ie 1T/ N5
P B FTE SRR S HYEN D - sE s TR0 M E R A
&P A SRR IR BT TR HNES - S5 DASSHII R ¥ ds (Final Exercise
Report ) E Ry&84% -

SRR BT I BE AL B B Be [T 5% £ 4%t (Physical Protection System,
PPS) Zf#EiEfE =B : EFHFEK (Define Requirement) -~ Z4FE%E

(Des1gn) Fe 4t (Evaluation) HFFEETT - S EFERIEZETH 28 EHE
REIT » BB r MBS R E S - SRS R ER A T
HEFE - Eﬁﬁéﬁklﬂ»’e\r#mﬂ?iﬁ C BiEEESEEE)  RR LISEE
17 - (BEEGwAE 1)

THFERALRE 51 L2 E 57 By 6 /NeH - /N6 8 2 10 KB & - #EfT
TTEHEFHRE - EIFEMRET—EBER " HIR#5 (Lagassi) | &%




i B~ B R B B e ne A /KO U 28 (Pool Type Reactor, PTR) JH
FRZEZ%F (Neutron Burst Reactor, NBR) # 1 & o H /K= fESS By
TR EFE RSN E A GRS EEY - AR ERE L HEE %
HEEFr 452 & (Subgroup Instructor ) » 5282 B 1T RIS
SR E B S TR 5 -

&R - IEGERTR (ITC-26) MITEZE » HEAEAIRI5E 5
S {8 R A s it - B FE — I B 92 FH S FE @8 (Hypothetical Atomic
Research Institute, HART) ~ k¢—EF% B (Lone Pine Nuclear Power Plant,
LPNPP) - #EfTEEGEICNE 2 4istst - 2R FEMN HIREHIESEN
BUERIE - DL ETTERET PTR WY E ARSI P AT £IHVasEs - HiTax
ot~ A RS G R R AL e it B RGITTRE 24 45HIIRTZA
SERCEMERCR RS - WRASia e — K L adids - BEzamhn s A 22
BRI RIEE -

STHHEFHE - SR IEME G Rt & o415 E - B EF#E
17 - KRS BRI/ INE » FRENIEKR ~ 286 ~ FEGNEF ~ ISR
IGTES ~ RZRE ~ DR RERRERRE - HRAZREE G - B2 - %
s 25 SHEMERERE T EEER RS ) BRE
K Carrie O'Hara #8(EFEE & > MR M HER B AT ESEH I
Bl EREE — -

FYEhNE & B RS - TIREAE RSN - R REE
BEHE - SgE - EHE - 8O SRR ESEE S TA - HE
PREELAL TAF N BB HRE - ISR - saRAE ~ St ~ AR LA
Ry ERE IR (Delay Barrier ) #4061 » W &2 B B LARE 2R 3085 58
15 7 TR 6 DA fde 288 P AN 5] T LIRS AN (B A 28 5 f A s Y B AR 1 -

TN ZHEEE B 25N FH R e 22 B A (Kirtland Air Force
Base) N & FEBEEIFEIREHY " IR EHEANEIN PO, K T EIE
PUESRS o BEYISRT LR BEREET e - e - ke Khatd
SN B8 A A R B - BB FEas SRR - DLURIEHY
R S AT SR EE BT E ISP UESE - DIABINE & 5EkE
TR AT ~ SOHMEE R E -

W

I

-



A WA B S B E R AL IR 22 A Y T IReE &
BNz o (Test Field ) » 35122 A0 FEES 5 (Laser ) ~ EE®)) ( Vibration )
77 (Taut Wire ) ~ £L4M# (Infrared ) ~ fCRz (Microwave ) ~ #845 (Electric
Field ) ~ ¢4 ( Optical Fiber Cable ) #1525 f2 )= ( Video Motion Detectors )
EAREThEE AR 2 S BRI e E I E L - LS & DLy 4H R BN
ElEEIRE - BRI 25 8 BUE RISAELE - 175 e a0 8% -

FIREN 2B HIE R ZHERE 7 (Dealy Testing Procedure )
BEARS EAEEEHER - BE) 2T RN EERE - BHERT
P B E R T RN DR R S P AR AV - SASEII DL N é e - B
A G IR AL IR A5 AT P 8 A A P fE R R e RIBE AT AE
PhEEnsRAE R H (OGN E ) - DGR AN e e ) o] R
ZENGHPAE - DL EBEFHRE BN Ry 4G IO & 0T - 5%t ~ 2
R LR R B E R R 275 -

Ly : 27th .
- C%mnmnom TRAINING COURSE
on tha Physical of Nuclear Material and Nuclear Facilities

Pratection
APRIL B3 - MAY 18 2018

1ITC-27 e B R TEABER
T RN
BRI PR T PR 22l SR ER AR s 5T 22 HF - (R DARZ it B G V7 58 A4
( Physical Protection System, PPS ) ZEf#EFZAY @ T il EHlE A E
3K | (Define PPS Requirement ) ~ " E &/ L4835t (PPS Design) -~
"B S 45T (PPS Evaluation) =2PERIy Il > PPS $LESE
AR RE(E " ERel e T B2, (Design and Evaluation Process

4



Outline, DEPO) » {iZ iR K LN A ST 28 THE SRR - R (A1
& 2) KAHARERE TR T

Define PPS Design PPS Evaluate Final PPS
Requirements PPS Design
Introduction to DEPO Physical Protection Systems Evaluation of PPS Regleag an

NSS-13 Path Interruption

. | Analysis
Risk Management/ Detection Delay Response

RReg{ulatowt | Adversary Saquence

equirements Intrusion Detection Delay Response Diagrams
Facility Systems
Characterization/ Contingenc Multipath Analysis
Entry Control gency
Target niry Contro Planning

Identification
Prohibited Item

Neutralization Analysis

Scenario Analysis

Introduction to Detection
othetical .
Hw;“i“tt;' Alarm Tabletop Analysis
Assessment )
. Transportation
Threat Definition Alarm Communication Security
and Display
Performance Testing
2 TSl s T LRt A R A R R AR R
1. BEE—: HENE RN 247K (Define PPS Requirement) » JRE[HE
VB A3 T RO B E R AR (F B (R AR T T

"
AR o AHREERIE N A B 1
1) EREFERG TR A AE /148 (Introduction to the DEPO )

T PRZE S S Ar B 0 B W95 18 0] %% %ﬁ%iﬁﬁ%ﬁiﬁ%lﬁ@
YRR ~ fEFECEEIE 1 LFE (Theft) - DARIREEXE
B’iﬁﬁﬂﬁ’:\tﬁ?@ s S8 (Sabotage) ° EEIEIZ TR A HANKNIR

el T LR 2 | (Design and Evaluation Process Outline,
DEPO) =8 - {ikfr By T iEsEF5°K  (Define Requirement ) -
5T, (Design) ~ ¥

BT ERT K - B L RIBZE R R - WL REAR

—~ =

(Evaluation) -

HVERLTHI R - W8 DA E et 248 Ei % (Design Basis Threat,
DBT) - [ElHf 75 oy e B R ma e 7A AR 0K

B Ryita T T IRZE 285 2 {8 A ( Dectecion ) ~ ZE#E ( Delay )
B8 1 7 ( Reponse )3 = KINEE > saTHEZERE ZEMEFH 2 ( Defence



inDepth) | B " SP#razst (Balanced Design) | [RAIGIAZE »
A EREREE 2SR
M EMNSE ARG REME (P) 2 R AR
( Performance-Based ) 75724 » gVl FTacst Z R GGG VETR
Ko WARFFERIZRE RS HENEET » EEMFam KAk -
(2) BIFE R T BESEBIZ T IR Z515 13 97(TAEA Nuclear Security Series
No.13,NSS-13) #z#53 (B INFCIRC/225/Rev.5) 3
INFCIRC/225 H 1975 F88REH 1 MGEE > ELRBIZ T R4 8t
HIBRPEAREAE » WS 2011 4 1 HE83RE S B IE (1R E X LT
TRZZHE 13 5%, NSS-13) o AFRIEERHA NSS-13 R NE > BfE
R RERYEE 2 DIEIREREIUZ YR (To Protect against
Unauthorized Removal ) | ~ " = [E{EJRLFEZPE (To Locate and
Recover Missing Nuclear Material ) | ~ " [FEuRE A% %0 ( To Protect
against Sabotage ) | Iz JKECAZ ER A EE 1% 52 ( To Mitigate or Minimize
Effects of Sabotage ) | ZEPUA HAiZ o
S eE R YR E BE B s 49 (Convention on the Physical
Protection of Nuclear Material, CPPNM ) {&1ERR 2 12 RFEEATHA] (A
DRMEFUE - Bl E  REVE - et - mEREE) o
PASAZPDEHERE R ~ i Fodmts 2 AR TRE RS - &g rrhl
T —IHBAINE L AIRUE C ARERRE - LT IRELU
X YpRHZE T Y B IS 24 M A s R ER BN 45 Tt » DA R4 RE 2
LB eE SR G R
3) B b & B B ) 2 5K ( Risk Management and Regulatory
Requirements )
AEREER T InL BBl e mma =52 o Fral iRl s
PRI A B E G B A T Ry R ARG B 5 BB R T BE M » 2
"N BT R EEERYETREMEIRSS o B AFAVEE A GIREEIRAY © 42
g AN — R E e S ER G F SRk gelt - K3
AR IR -
JoE e " B 2 — e ) 2R P (R B A TR TR A B3 A i e e
HIT57%  WioréatiR 2 LEFRHE S - B2 B AR eI AT 5E i



R PR IERE T - DA RIETHEI SRS ARV S 55—
JiH iR E R A R - FELATR T E RSN ARSI RLAE
(Pe) » DAR(RICEER SRS AR BB M » B8 S il R I P 2
5] E#REL (Prescriptive Approach) B{UAEEH% ( Performance-Based
Approach) 7=\ @ ALK& & G e AR E HIEK -

(4) ¥Z 5% b a5 B H AR S (Facility Characteristization / Target
Identification )

Ko T v e B ARSI HE et el < T2 - WMHET LRt
HAERE ~ TRET ~ LA~ AR RCEIERIESE ST R AR
HESL P REM Z YRR - AERAE L2053 HIEE EN IR (B efZ
VRl B % it 8 2 S AR A R IR YV ) R fniE (2R
e EHZPIREL) > A fiiE NSS-13 2T ¥kt 53483 | (Categorization
of Nuclear Material ) 7148 H FilEFS iy 152 2 YR 4o 5
MHEBANE > URETEMa B2 & (Vital Area) HYPERTE

(5) FEEHZEHEY /144 (Introductuion to the Hypothetical Facility )

TrEEAFEEE SRR T AI-R$5 (Lagassi) | B§52 KW FEATA
A KA E 28 (Pool Type Reactor, PTR ) ~ 4772 25 ( Neutron
Burst Reactor, NBR) K ith 14 B =Y (17 & A% st » SSeitt~F-
fEt] 21l 3

SRR T A 2025 TR it < R ~ 55tig ~ LB~ il - RHER
AERVEGT T SHEBR - Ga 0~ R E
T - ES SR EH - EEFH N WS L 5%
it~V > EASRUR AL E Tl RE R » S R R % s iy
ERGEE MHANE IR 2 Vg - &g e b fE e - e
KRACHRZFDTEMEL - 55426k 3D EiSEISEHEA - 2 S TE I
Rz g ~ A E A R TERR SRR - (AR TR
—ZIEE T R 4HEFERIE -



1056m

g76m

Asphalt Road
. Corcrets Fence
Chainlink Fence

ﬁﬁl%ﬁi%%%ﬁ%@@ e —_— Building

Radioactive Wasts Sita—

KM s

PTR Reactor

S ERs

NER Reactor

 Pl-cAS
" _-Guard Barracks

Instifuts Viehicle Enlrance s | - Draliviery Vahichks Entrance

P3 /0 U pdministration Buking. P4
Ingtitute Personnal Entrance ! Parking

3 AR %t~ 1 i [
(6) E#Z EF (Threat Definition )
far%% (Theft) Bl JJI®E (Sabotage ) /& EF RG240 8Pt
ZREE > st E A RE TR R KB R E R R4
axE AR o I — U E R ek a T A #EEE (Design Basis Threat,
DBT) -
AERRES P 4EET S R il E R s T B AP R T
a. fpfi BAISEARRHVEE B E - Bl « FES IS - suskfdrze - 2
MiAH ARSI -
b. SHECEENERE - Gl - EEIPRE - BRI EHRE -
c. aHfARZEREST - Bl ¢ N8~ s A - IRV EEE
EHENTEE T H - iy ~ 28 - FEERIB NS -




g E D) FEEHIR - (E TR EREE - 4HE T R i AT RE L EL it
BB HVEAL . S Bt T RE B i K E R - DUREE RS
Visg R dnasat 2 aat BERE -

Mt s e T R 2B S RIEE 2 ISR E
o AT R - 5 s TV ERG DT AR AR K2
RIE S ERRE -

R TR Bl BRGIRE | EEANE > RgERE
HATe] Eaa T AR EE - WAB IS E it <~ fracatss » izE
Bz YR E A E N B A RN 245 B A ST &z
5T ©
. EPBRT D RSN AR AT(PPS Design) » fKIE PreEAE AV ELE 2 AR
e T EAGYTEE 240 - MHRHERE Ry Rl R :

(7) EHalfE L4 5% 5157 Introduction to the Design of Phyicl Protection
Systems )
HRAVERGTE siakst - B85S TFH o (Deter) ~ "FTEE

(Defeat ) & fE% KRS » SRIENAE Ly - HREVEERMRET=

RIhge (ER] -~ B K FE ) seatiEis ~ UisE R4 TAEacs IR Al

CRTERTE ~ Pracet R AISEEEOR ) ~ rExae =0 (51 8E

PSR ~ JEBEGIA] ~ MESRNFE] ~ R S ) > DL

P (Insider) Z PSS -

(8) AM{EHIZ 4% (Intrusion Detection Systems )

FPHEAZAT R AH I RS EE i AR 2 DhEE » TE52 %
AR RIS e VB RS E - IEHEEERE © 2 E AR
ar B BB X & S s gy )~ (HRes 38 &S H(E
e IR BN Feab A ~ PIZEE S (Access Control ) S 2 EE /e
il ( Contraband Control ) % °

{HAIEsHYEE R RS B AR (Probability of Detection) -
SREfVEZR (Nuisance and False Alarm Rates ) EA55%E ( Vulnerability to
Defeat) » —f&2KER > (HHIRAS@AEEZRHINERA - [HEREHFE
RFEs Wil T RZABEE - R B A (R A (=R
w0 AT A A THGE -

9



% AR EEVEHIES A R [EIRY 5980 R R - (R - 12
48 RSSO - RS SRERET - RAEiRi: ~ ERIERY ~ E
ARCRE(E RS E  ANEPEA SRR G ECER - DL
FEN SEEGHEN ARG - S AR -
JEORTES TR Rl [F3E ~ (2RI =R B T =0 Ay 8
a. WXEalFEEE w7y FyBE 5 (Laser ) ~ ZE#) (Vibration ) ~ #1777 (Taut
Wire) ~ &L4M4RE (Infrared) ~ i (Microwave) ~ 835 (Electric
Field) ~ %4 (Optical Fiber Cable ) B4 4 8h= ( Video Motion
Detectors ) % ©
b. ARADHITT - AT RybEiEi=t (Covert) EeFMEN (Visible) -~ 43
{5 (Line Detection) B#g{H= (Volumetric Detection) -~ &)
7 (Active) Bc#z@=t, (Passive) o
c. Wi E 7 ¢+ A4y B i AU ( Buried-Line ) -~ & & %Y
( Fence-Associated ) B17FERY (Freestanding ) & o
SHAMEN 2 Dh AE Z i MR BN A R RR 22 % (False
Acceptance ) BSHERIEE R (False Rejection ) S5 A [FIZZ 5 o FAE -
EAEANE R (BIfReEE - &R A NEE ) e SRR
PR RS - DIREEAER » FEFMEE L (FRAE ) &R
AR QI A A a0 SRR B R S 2 i DURE R R R 2 )
EENYIEARE S SRENF A WIIPRE R EYE -
(9) FIZEE ] (Entry Control )
HEVAEE T Orag i dny - FLDhRE Ryl s FIE R N BHVEHY -
G EE PR W I IR - AERIE T 48 R AYF TR E i 2480
JFFE - Ea kBN N BRTRED (0%ES (PIN) )~ FTiHEA
By CUIERAES ~ s8Rt ) ~ RAEAVAEYRRAIRE (fssr) ~ R
(Iris) R EEEHEE% (Voice Recognition Identify Verification ) 2545
MEnLAEET -
NEIFIEEE Gl 2 025 EABRE KSR - Bk alze =] IR
PRIV BT - B AR S L TR AR E
G - WRETHEEEE - ANEFFENRE TGRS RO
R - ATEETHE RS RS0 R -

10



RAFIFIEE R 247 - A% T NYIRER © S8ARK S Y5538
NEAEEH ~ alFRtESE ) AN B - i s oh ol [R sk < e
F - PRI 2R BB ETUT A T E 22 R R 2o g e
DEEES -
(10) EZE S0 (Prohibited Item Detection )

WAZEHEI = > 2R B © HEs B~ TR - e
MEBEEPTES - AR ~ 173 ~ I H ORI > ZHE
TR 3 R ea PR ) sy > 0 PRAE 2L Sn (4
Hes ~ R T HE ~ @) A RE Rt - HAETH
T H AR Frs T B AV Eeat B R By ATl & fE A RE B AT B 72
LA IR T2 MARIEA R R 2 e SR e g B PR S -

EZRLAV AT A LU 26 Ba A Tied - /& E
A (AeEEEEA RS - IKETE - BRY) R BT
F) -~ Xoum (HMeE TS » e AT ES ) KRS E
Hzs(H e BB EE)E - Hd > DATIRE (GEFR)
A EE R R RS (B EE b - HAE AR A B (E R A
= I R RS N E A S - (BB e AR o NS
L R AV RS S E HI R - TR AHEECA B (]
TR DEE P E S EHA UL -

(11) 2 (Alarm Assessment )

B R AR EN AR 3 FIREHR A
F BT RS e - HIET B O Ry £ (LR A5 ) B2 (A
Y)) Bl MRHEEERANE - feEEE R YRR DU
SHAP AR © AE A B i fiE A a0 s HIEmIRE - RIS 280
TR SEHINEE

s Al B o By N TP d KRS R AR - A TSP A5 L RG
17~ FESER T B0E M B BT N el BHEGETHE £ 2 ARE M
G EETT BB - AT BB R BN R RGER - AT
FRARDE - AEERBERIE N S RASTS + MRS R (R Ry m] Rt ] 28
EMERVEDAD - WECERFHRBRG - DS R REEEE S - B

11



Rt i FEE B G AT BB ESE » s B2 Gaid
FH R EEAY = RRZRANS © A - $R5H KOEH -

NEE » R B2 B el 2400 - W H B R E it 5 A [F] 2R
B~ Rl (AN~ T~ S8R ) FIR0 - BECAEIR2 640
& e H B A SR E S HE NIRRT WA Sk
an ] BN SN E T EA IR » TR - &
s R G EHE - A ER A4 (Closed Circuit Television,
CCTV) - A5 iEE% (Thermal Cameras) MEZAREHTERHIES
(Video Motion Detection ) % o

(12) ZfspzmafEdza s (Alarm Communication and Display )

HEFHRE R R E AR R BRI S IHER (Fa1:A
RIAEH - PIZYEH ~ CCTV s Bt BT ih ) $20t4aHH R
fEEAR (B4 - B~ BEENF) - WAZED T ARERE
R RESE | IS NI A SES B B MR E N S8z
T RGBT AR ARNTRENASTE  MREENTE
BUr > DMEREE AR EEZEEIINL - — B R RE T NS
SatHRE e N\ B R R B B R

(13) ZEZE (Delay )

P AR ATRE B 2RI T BRIy s i ) DUE 2 A
RHETE) > WEIEAEREIGR] > I REEE R T P UG > SEEE
JIRE KRR EEIR IS IE AR AT EN - Xkt i i 7 R e 5 e %

a. #RENRIGEIE (Passive Delay ) : —f&s > B2 f T G55
( Structural Barrier) * f# f%%l%ﬂa Ry ELEEE > B E
RPGH AL ~ EfFEHEE - fKEE - P95 - =BT - EHREE -

b. FEIAIGERE (Active Delay) * FRZERRE) - X or BBk w5 s
(Dispensable Barrier) > FIATEFETE ~ %K ~ FiEHIE =
AE 4% e N B R 74 5 ke o8 HY =0 B 57 % (Pop-up  Vehicle
Barrier) « it - [ B & A B IETIRE

12



—ME > BORFEEER (SN2 55 a] 17 RS fE e E
YER ~ EIR T & P rasa T MOEE D B M -
(14) FEZEE )7 (Response Force )

AER— &R (Guard) BEMAE ~ Bl ~ B8 PGIER
JESRE N L IR O TS - FESE R D @ Bk IR
DRI TEEERS > LHEREA —  H—REREY I EARZHE
etk - WA SRR A fE TR B B Y H AR A TR H
IEEAT Ry B R H RS & E LA 1 L R H Y

RCTHRYBRL > R IRSEREMERY ] ~ EaT Al - A SERyman
AR fe S RE MIRFEE & FEFTE RN 2 AR R S - —(BE5C AV E
HE 75 AT T SRR ISR — B R (R A 2 e TR 1
H BRI ET ] > Bl B SR E0) Z ER B~ RE  HE R
{TEYFPTRR ZIRe ] > A S ESE B EH TR BUE R IR & T SE Rk
A H AR A B i SR 1] - DN L AR R b P 1 B SR ey e R 5 R g
IEXFEANRGS) - EEE R INTRA RS - Jisatany
ANE ~ REEHVEISREL I RHE AR - IR T E Lt
R > DLERHEB BT RCR fese

(15) #ZTet&= 72 (Nuclear Program Plans )

A RZAEZE4 (Nuclear Safety ) AYE2&:+2 (Emergency
Plan) > #ZF{&% (Nuclear Security ) SFFARZYIEIN {5 58 K A% 5t
HIBE IR - JHBSehEE " IRETE (Security Plan) | » fREETE
TR PR R Y — & oy - sTEMANEEE © HAY - #lE - B
BREREN - EEMS - sTERENEESIHE - [Nt aEEE
¥ R B R PO B HUE S Y O e fEEE 5128 (Contingency Plan ) e
IRLNEEFTEN A ERERE © Y - IR - S EMS
TESCiE S e s EHIHE - R EHasR ~ EUREHE - W R =
JE B R BT -

(16) =AEHIE (Performance Testing )

B S ST MR ~ BB R SR ) S AR RE I - A RE
FEFEIE R IhRE MR (Operability and Functional Tests) ~ T 4% Hl
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=1, (Subsystem Performance Test) ~ £E & IEHIEL (Whole System
Performance Tests) MaF{diHlEl (Evaluation Tests) o JAIERAZE
e E—EHIENT 2 ~ Bt EZ 07 RG4S ST AR
TP ECERAS IR - B H B E RS B RS TRE R F D I E A%
AN R RS i T BRI R A A AU -

3. B = ERPi#E 24t 4 (Evaluation of Physical Protection
Ssystems ) {438 FIRABERAE ( Performanc-based ) 7772 » EAbEE(L 4y
MrE RV 24 R H o - B e AR R a2 EZ (DBT) -
BE SRR AL B

(17) B[ 2405 (Evaluation of Physical Protection Ssystems )

EHRVIE RS ARE (P) AIFEH PE K PVESRRZE » BB
R E ARG ARMELL (LT ER > (Pe=PxPy " P=H&
BENTE 2478 DI EL (Interruption ) A AUI%K » Pyv="PPS Bk If5H
S (Neutralization ) EEHIMEER ) » PHERTH " B&18oHT , J7=0E&
15 o EFIEENEY & AR ERERIR - NESE 2= A
tHRA 281z - B A] e RSTORR R 2 E T R R R A4S R - SRR R
HIBSAE AT AR = B it o n B R B B s E T RA S8 Y B AR = - JR Al
NEHNFRIL © PeAEFR AT TIFBE AT ) JT2IESESN - IR AT H S
Hes B PSR S

(17) B&EEHEE S (Path Interruption Analysis)

RIZFTA 2 & 1 58 ARHVIRTS - T BRI E R A RUE
R TR R (& SR B IS f] 1% - geat & PE » HUEFR 1— (B
L DR TR ) 2% TR (R e 1 25 O =R Sfe i ) L o B R (O G
(Critical Detection Point, CDP) {4 1% —{[E 1] K HF[H (E 5 1E A=
HIBSF TR o BIORASE(CHIRE FiTE A =& {=H%E D~ Do ¢ Ds - H
FH ¥ B TS HIR By Poi ~ Poo J2 Pos » A P=1— (1—Pni) (1—Pm)
(1=Pos) (1—Peor) ° [BEFEAEIAIRE AR A 18 58 B 155155 Fil iy
( Adversary Timeline ) B8 BE[/7 & £ 47 FE S 05 ]l ( Response
Timeline ) $t - MESANE 4 - AR 2GR B HIEL
A S - A REESARES [E1TE) -
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Using Adversary and PPS Timelines to Find the
Critical Detection Point

Adversary Sensing opportunities that Adversary
Begins Task provide timely detection Completes Tas|
CDP
Adversary Task Time
B W U ot w by i
3 Adversary Task Time Remaining After First Sensing
) i Il :

PPS Response Time

A A
y

<&

s
_—1

3 | Adversary Task Time Remaining After First Sensing
oy - =
gl o ?

{\6\ | PPS Response Time _
¢ Adversary Task Time Remaining After First Sensing
o B |~ :
< P PPS Response Time
«*‘»‘° P &
Time =— T c

1

& 4 B AR SR R

(18) BAEZEAZKRERE (Adversary Sequence Diagrams, ASD )

IR E N - 5% E H Y R EFTA il e AMRESTR » 48
SR RETSIE - E S E S - & iR & E RS &8 ( Physical
Areas) ~ % [/53&Jg (Protection Layer) KPERRIVY) - PEEti

BRGSO e MR SR R B S [ > iR L B E AR
PEAR Y » FE I EPREHE E RSN T5E R A ED 58 FAYESTRE -

Concept of Adversary Sequence Diagram

« Composed of layers
+ Target locations that define an ASD are at the bottom

\ TSite Sequrity ArtTea
== == == Physical Areas

Building Protected Area
~*— Protection Layer

Controlled Building
| o~ —— ) ==== {4 Path Elements

Controlled Room
| =—0 =—= ==
\ Target Enclosure
[ —— - |[ Target Location




(19) ZERKS (Miltipath Analyis )

YIEAZIBEE @R A AR B T b A ggaves g

oH R E = 9% MPVEASI ##8 ( Multi-Path Very-simplified
Estimate of Aversary Sequence Interruption, MPVEASIT ) 2R E.H & fE &y
AlgE AR E HEEYIHYARRE » JREIEH g9 2 B8R -

BUTTA =P8 BB ALY T E AR EEE - fiE
I EVAR A ) 2 AERIIE R R HOE R[] - P22 A SR 8
12 BIEERSVIEE RSV EST ] SRS (P ERERTT
?JZ\?Eﬁ@ﬂﬁﬁk%ﬁ%i@’%ﬁﬁ%ﬁyE’\Jﬁﬁg) A& 8 N oA Ae o
SERm MR - ZAERAT B TR ETI2E ARHREE -

(20) 5HREJ743#7 (Neutralization Analysis )

B 7 2 s de i - N B REHEZE RS —20va
T A A FEERME 2 FE 2 T AEMEREE
GHPARSR RS %f?u%)ﬂzﬂﬁﬁ%iri”’%zfﬁ&/A Px ( Probability of
Neutralization) - MEF* 2 HEHGEZER=REEZ 25N

s b & B ESH S T R AR T B AV EEE -

R 2 NEMERE R HER IR

Number of Responders

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

20

Number of Adversaries

0.5010.83]10.96/0.9911.00]|1.00]1.00}1.00{1.00]|1.00§1.00]{1.00{1.00}1.00]1.00]1.00{1.00{1.00] 1.00

1.00

0.17]0.50(0.78|0.92]0.98|0.99]| 1.00|1.00| 1.00| 1.00} 1.00|1.00{ 1.00} 1.00| 1.00| 1.00] 1.00{ 1.00| 1.00

1.00

§10.04]0.23]0.50|0.74]10.89|0.96]| 0.99]1.00{1.00|1.00]1.00|1.00| 1.00|1.00|1.00{1.00]1.00|1.00{ 1.00

1.00

0.01]0.08]|0.26] 0.50]0.72| 0.86] 0.94] 0.98| 0.99| 1.00] 1.00| 1.00| 1.00] 1.00] 1.00| 1.00] 1.00] 1.00| 1.00

1.00

0.00]0.02]0.11{0.28]0.50|0.70] 0.84]0.92{0.97|0.99]/1.00]1.00{1.00{1.00| 1.00|1.00{1.00{1.00] 1.00

1.00

0.00]0.01]0.04{0.14]0.30|0.50] 0.68] 0.82[0.91] 0.96]0.98] 0.99(1.00{1.00]| 1.00| 1.00{ 1.00{1.00] 1.00

1.00

e I Y N I

0.00]0.00{0.01]0.06]0.16]/0.32|0.50]0.67]0.81|0.90}0.95]|0.98{0.99]1.00| 1.00| 1.00] 1.00{ 1.00] 1.00

1.00

8]0.00{0.00]0.00]0.02]0.08]0.18] 0.33] 0.50]| 0.66| 0.79] 0.88|0.94{0.97]0.99{0.99|1.00]1.00{ 1.00| 1.00

1.00

9]0.00[0.00] 0.00]0.01] 0.03] 0.09] 0.19] 0.34[ 0.50] 0.65] 0.78[ 0.87] 0.93] 0.96] 0.98] 0.99] 1.00] 1.00[ 1.00

1.00

10'0.00 0.00]0.00] 0.00]0.01]0.04{0.10}0.21]0.35] 0.50] 0.65[0.77] 0.86]0.92] 0.96( 0.98] 0.99] 1.00| 1.00

1.00

Probability of Neutralization for Different Numbers of Adversaries and Responders

(1) &5 (Scenario Analysis )

T — T EREIE LS AE (P) BYFE >
B BRI EE - EIET IER AU A RE S 2 I T =K -
AJREERENAVES LR ~ ELIFAVERSE A 3K e R PR A AR % » 25y
MR EtZE i 2 B AE T8 LS4 B8 R ) ~ PRATESE T -
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PRZBUCREIAE 7 B s B S PR T S 25 T Y 998 - (R R R X
HZ S5 o

(22) LoAHHEE ST (Tabletop Analysis)

TeAEHE A N B 0 R8T (Adversary Team) ~ Bfi<FJ7
( Guard and Response Force Team ) ~ #{i4H (Evaluation Team ) 5z
FH4H (Exercise Moderator) ZEVUZH » TS FESEEE
Jiils > FHEERGTEE RS AE - BT T T R R I BB G
TG - 7 B S35 A R (B (& IS R S (R A%
R HE AR ~ fATHSHE 22 H AR Tt RE S 55 - 88 e T e B
SIEHEITHPUE ) EITE RIS R R 2 e E it
RSl 2140 g5 8G - M S ek -

(23) #1£EZE4 (Transportion Security )

HEIRTUT R] oy R 22 38 ~ Vgl ~ i A B 2 AR
B~ R RBERE - BN EYIRE IR 2 ERaT & A taat o IR
Al /2 EEHREE MR (Fixed Site) #Zal " E ARG aga T BLIEHS
TAR ) o MR E R [FE R e BT =UETT - #dk
AL pREEE - HER G EERIE L - NIEEPAERE L T 155
BT B RSO ) o HAEE (IR R ASEAT - BT AUZRAN5R
FEFETIRE LR HUE BT > SMEDH] ~ SFAh ~ AR RS ~ 552K
SMEFTAF - FehffEEER S TR -

4. HMFHTERE - AR R

(24) STAGE #4144 (Simulation Tookit and Generation Environment,
STAGE )

STAGE #ifa (s i Bl e B 5 E e = B S AL PvE > 12 E
G D0 R A KR BB DU SR e i &5 AR © (BB m LA
a8 3D YLASHY T AR TEAMRRRAS - S ] 2R EE
TP IR RIS ~ B ERCEEL TR V- SRR AR -
JEE AT DATRE TP A 1A% St B A P58 A e s UYL T -

17



(25) % PRbRHIR B B2 ] 248 ( Nuclear Materials Accounting and
Control )

BRITHIIZ R B A T3 2450 - L AP s M B -
2 E N BB IR i AR YR AT R A RED AR I o (R B
NSS-13 5k > fZ s 2 i 20 A fE TIME R EIEAZE N P A 1%
VrkteECE ~ A R L E -

IZVPRREHIR & B B ] S S Y D RE /2 18 iR B S 1T U Rl
HUFE G - SRRV G - BB B S BRI EF B &
o BRI A B R RE e = E A B SE N YR FT A &
Al AR BOR REIERS - 3% Z 400 £ 2 E AT (E0RT P BRI 2 R 4K
BrATRERI S F SR HUAZ IR > 71 BT A IR R I B 2
PIRHEIIT By s AERRES (RS LR > n FIARIE BB B YR HITESA
FEE > DEREEE R  @ERIUHEmMREEHE -

(20) ST EL RIS B Y FEI M SR $E it ( Preventive and Protective

Measures Against Insider Threat )

BRI S F 2 B HA =AM - B A 8T (Access)
JEFZAE (Authority ) K EFEZEiAHRA %13, (Knowledge) - H#)
HRTHFZEE0BEAERIPRE (BEHRBUEEGEEITEY) -
E AR ~ SOk e a8 AN Zia% -

By T BARILIE N B AR N BB RS > o] IEEFA A B
AETT — S & FlIAE B R BN A IUIRLS: - B
FIEAZ AR A B R ~ A1 B PR i B tEs A i 50 J7 i

RH ~ BEYER A S R B
QN T HRELZAEEZTE M4 (Introduction to Nucler Security

Trustworthiness Programs )

R n] (S R8RS RE 30 B B a8 A e it 9B (1 B B I
L N Bt ERIEE ~ A58 - KA EZIAL - 559 rAZE
TR bRZRE R TN HINER - ETEV RSB REATTE > A
SiyE—(EEEA A E o (HEERERRL N AR D E—E
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HHEEVAT - fIA ABERZREER - iR - EEAREENED
B R -

(28) E:ilZ% (Information Security )

B ERCLTEE 280 - B el 2 nlER R R B S AR b
i SN ENSIR IS 3= E Y Gl 11D pe I - d=E -3 SEN I Qb I e o
&) AIERHUAR R A HIPTRE PRI ~ IREE Y S AR A B & Y
i~ O B A S AR T IR AR5 5 -

SIMEPRE S AR 3 R LN =J51H

a. 1T (Administrative ) * ST EEHSHYEE AT E R > MEHI T
{E N B EEREG(E AR ED -

b. EHRGVIEEME (Physical) @ BHYEENE ~ B 280 S GEREE A ~ 7
PR(EIfREs FTAE I > FEDISRE RelTsE (BIansd hnfis - ZHFE
B A BB AN B R PDKE ) -

c. Feffam (Technical) * ZEIKiE ~ Piaeicas ~ EHEHITE -

il 28 TEERIESERE o BlSREE 2 ~ 3 KBy T B Aswm, BHE > &AL
SEEEAE e E P A R ~ ez (BhEmiEiEnE o~ E7) 0 &
TE5ERE " &Eallp SRR | e - R s ZH 7 o0 S P B SR ERAE P B2 138 - DA
ForHER/KM S fERs (PTR) WFEtE ~ 5 am < &ham S 88 B Bids - el Al
8 H oy et izt < RSP » W H IREHE - E(LR4 TR - &
B RRARET - KN - B2 E AR E Rk

AR E i A I - H— Rt 7e A4S (Hypothetical Atomic
Research Institute facility  HARI ) ~ 55— F4#% 8% ( Lone Pine Nuclear Power Plant
LPNPP) » ALK EIR B AR & Sy #t ¥ HARL B TREERVERET SET
il

ARt —RKE &R RS L A HEAL - R
Fr FEERE 20 0 - AR ESHE FEHE (REBEENE8) - I
HEED ~ AHIEE B R BNVER RIS IE » e F 8T - G185
BRI S (453 RS EHE R4 ) -
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B~ D R

— HERTRZ=EFRT AR TEE O TEF > HPREENRZR
s T ANB ) BZRE SRR BRI T IRZ UL - PR A ED
BRA ISR EAG TSR o INEEA A AR % B 1 PR b - B
FEERENET] -

= BRTREZEREES - MBI ABAVER > IREIHESN SR
AR MERXAE RS 1 B S B S R B S it — - A AE SR M AU A B
TR TR > HERREEE G - DR R EE & TEA R
LA e

=~ FRENHEIE IAEA IEAE BE > AT ISRALIEZ R (Observer) &5r&
- EBEFERAKEESIFEHE - GRS ERIR IR L HRE R
e WAL T eRRAKESFTE ) GFHEBR - 2F
RICETIEB S0 - 23N B A E Al (e 3RAE o £33 21 R0 PR 205K
RE > EEARBIE BRUM o TP IRAREA F R Z X RE R E AR
EIRYE B R R 2 B A S — KRB - R AE Rk R 28

B Rl @sitdl s # FERIRE S -
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Presentation on:
HARI - Hypothetical
Atomic Research
Institute

Michael Kwaku Annor Nyarko, Kalaya Changkrueng,
Christopher James Clark, Bartosz Pawel, Branko Sojer,
Assia Lasfar, Ibragim Nukushev, Chao Chun Hu

Instructor: Carrie O Hara

Objective

> To characterize HARI and analyze vulnerabilities in the
existing PPS; \

» To provide upgrades analyses based on:
» Alternative threat statement;

» Unacceptable radiological consequences (URC);

> In order to obtain a baseline by competent authority:
P.=0.85
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Define Problem and Branko
determine PPS Requirements

» Facility Characterization (Vital Areas)
» Control Rod Drive Bridge
» Reactor Block / Pool Tank Wall
» Both Heat Exchanger rooms (2)
» Target identification
1. Control Rod Drive Bridge (600s)
2. Reactor Block / Poll Tank Wall (900s)
3. ECCS Water Tank (300s)
4. Both Heat Exchanger rooms (600s)
Use State DBT
Create ASD and Response Force Time

Path analysis by MP VEASI Software

State DBT for Lagassi Country Branko
Uikebhood of Potentlalcton | |

Theft XX
Sabotage High (Antinuclear terrorism)
Other
e
Ideological High (Antinuclear terrorism)
Economic Low
Personal Low
I A
Number of attackers 2
Type of weapons Sub magazine gun, sub automatic pistol
Explosive (type and quantity) N/A
Transportation Vehicle
Power and hand tools Portable manual tools and power tools
Technical skills Skills -weapons, communication, vehicle, well trained
Level of funding N/A
Infrastructure 1 Passive/non-violent insider

Collusion with Insider
(passive or active)

23



Branko

Analyze existing PPS

> Task Time at Target

1. Control Rod Drive Bridge 10 min = 600s
2. Reactor Block / Poll Tank Wall 20 min = 1200s
3. Both Heat Exchanger rooms (2) 15 min = 900s

» 3 Path analysis

» PATH 1 - running: Main entrance - Limited area Fence - Window - Window in
classroom - Target 1 - NO CDP, task time 691s

» PATH 2 - vehicle: Fence Campus - Limited area Fence - Shipping Door in
the back of Reactor Hall - Target 1 - NO CDP, task time 620s

» PATH 3 - running: Fence Campus - Limited area Fence - Shipping Door in the
back of Reactor Hall - Target 1 - NO CDP, task time 818s

» Guard and Response Force Times:

Team Number | Response Time | Probability of
neutral. P

P3 Guard Random Patrol 146s

NP1+ NP2 Nat. Police 2 461s 0,5

NP Tactical Response NP 6 851s 0,99
Present situation in HARI Huang
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Present situation in HARI MTR

S
1
1
1
I
! £
1 - oo
10em rellup door with <
metal sheeting
T ey
Cooling Area J EGES viates Tan |
E = e | Heat
2 Seam el E—[ - Exchanger Rooms
i= Aot Reator
= Control Room
actr Han

. | Ry

54m L l

weg

—
Personnel Portal |-

Huang

Path Analysis by MPVEASI Software

Step 1: Enter ASD Data Step 2: Enter Response Data Step 3: Filrom Nerisor of
Plnterruption}, P . Response Strat Denial Table,  Fesponse ForcnI:'
Delay in [sec) afler COP] No CDP ‘ PPS Respunse Time(sec [ Adversaries
Tetal Path Delay Path Complete 1 2 3 4 7 8
93 [sec o |
T T T T T T —
Time Elzmert £ FENT GATZ FEN 1 HEL1 HELZ OVP 1
Remaining Timely 7 1) [} DE T I T [}
T(sac) Alter First Dstoction Trsee)] 10 10] 10 9999) 9999| 5
Lo | 93 | 0 | JUMP:| ouT ouT outT oUT] TeB ouT L
T T T T T
H T < - S T A F'D\I 0 02] [Tisec) |I 60] . . . Gampus NON SECURE AREA
Elsmert # OFN VBR FENT PER 1(P1) oz | B
[ .02 0.0¢] FD 0.06| | PD 0.61 PD 0.02
5 [T(sec) [ T(sec) 120 T(sec) 33
[ 1 27 .« ouT ouT JUNIP | JUMP [ JUNP| | L
T T T T T
[ 12 Tou i B 2] O] Ti{sec q] LIVITED AREZ [MTR
TN s | S O SR N IS I ‘I [ Ti(sec) |I I ; ; ; NI ( I) ; .
Elemert # OPN | SURT WHD 1 PER 2 (P2) SURZ DUC SUR3
3 FD [ 002 FD i FD a | FD 1 PD 0 PD [ 002 0
Tsec) n Tsec) 600 Tisec & |Tisec 42 T(zec) 240 T(zac) 61 1200 |
[ 13 | I | JUMP] | [une:] JUNIP: JUMP] JUNP: | JUMP:] ouT C
T T T T T T T
N T T I T c| PD\I 0| [Tisec) |I 2 | i i PROTECTED AREA (ADMINISTRATIVE AND REAGTOR BULDING)
Elament # SUR 2 WHD 2 N0OR 1 SHD nuc r
FD 0] PD 1 PO a | PD ] PD 0.02
Tisec)| 840| | T(sec) 5| [T(sec)|  180| [T(sec)| 180| |T(sec) &1
[0 ] 13 | | JUMP| JUMP: | UNP| JUMP| JUMP: | L
T T T T T
A A T T 0 [ POl o] [r(sec) [ il INHER AREA (REACTOR HALL)
T
Elsmert # r
1 0.5
120
[67 0 I o] L
io . E | PO[ O] [Tisec) [ 0] Targat  Reactor, Spent fual,
Elemert # [
0
3
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Analyze existing PPS
assumption

» P1-0,00

» NO CRITICAL DETECTION POINT (CDP)
» Detection - Low scale (BMS) \
» Delay - Not effective (Turn stile)

» Response - Not effective (too long time to
alarm assessment, preparation and travel

time)

Evaluate PPS and Upgrades

» Upgrade of PPS

» Detection
» Active IR, Microwave and taut wire in isolation zone
» BMS on critical doors \
» Sensors on windows
» Interior sensors
» Vibration sensors on barriers

» Delay
» Inner fence - 2.5-m chain-link mesh with outriggers 4-mm x 50 mesh
» lIsolation zone - 10m width
» Entry control
» Bars on windows
» Mesh cage on exterior venting

» Vehicle denial system in search portal

26



Evaluate PPS and Upgrades

» Upgrade of PPS

» Assessment
» Adding cameras in isolation zone
» Interior cameras
» Exterior cameras

» Response
» Reduce alarm assessment time
» Reduce alarm response time

» Re-characterized response force

Detection and delay

208m
- e

_._._.—-—-4— 2.5m chain
---------------------------------------------------- link mesh
with
outrigerrs

10cm rollup door with
metal sheeting Pop-up
60m bollards +
High
Fh Pt it security
Soconiny Contot ] locks

Cooling Area /@
e - Isolafiign
£ — ea zone 10m
2 @ E— Exchanger Rooms

Control Room .
Vehicle

barrier

54m P I P Active IR
an

o | N l o r-l microwave
sensor

Taut Wire
sensor

178m
-—

Personnel Portal
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Shipping Door with .
Personnel Emergency Exit Fresh Fuel Vault ASS]a

‘ 60m
R & 5em Metal Security Door
T .u & 5cm Standard Wooden Door
= 5cm Wooden Door with Glass Windows
Secondary Control Room ROS0
=i Windows

ECCS Water Tank

Ml 30cm Reinforced Concrete Wall

/ Spent Fuel Pool = 10cm Wooden Door with Metal Sheeting

I Equipment Door I == 20 cm Reinforced Cancrete Wall

® Tumstile
1 Heat
Beam Hall Exchanger Rooms

) Active infrared

.
!

RO60 e
Reactor Hal Balanced magnetic switch
Glass breakage
Tempered glass
Dot DeoN High security padlock and chain link
‘ — D Vinyl coated mesh cage
o
o gy Comre | =
— » .
RO72 RO71 [RO68 R069 R067
072 D71 De8 o0 D69 D67
7l Il 7l Ro70 N N\
uNEa D612 —}— Augxiliary Building
N o N N
D66 D54 D62 ROB D63 D65
1 2066 2064 RUB3 R0B5
V]
MTR Pe ! el Portal
100m
Assia
|
___________________________________________________ card reader with finger print ¥ Balanced Magnetic Switch
@ High Security Padlock
I Electromagnetic Lock
I Card Reader and PIN Keypad
ram SCT‘V Camera 1/2" format 800
xels
o ®  Tumstile

6. Pictures badge and
PIN opens turnstile

. .
4. Employee enters .

unlocked D&/1 -

5. Picturs badge
exchange by P2,

v

Employee swipes
badge and enters
pin for access
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178m

178m

v ool ptaerdeled

Cameras placemen

t | oy

208m 5 i

10cm rollup door with
metal sheeting

Heat
Exchanger Rooms

Control Room

54m

e

Personnel Portal

10em rollup door with
metal sheeting

Cooling Area

60m

54m

48m

Heat
Exchanger Rooms

Control Room

Personnel Portal
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Cameras placement

Bartosz

Shipping Door with
Personnel Emergency Exit

Secondary Control Room

Cooling Area

60m

ECCS Water Tank }\

T Equlpmenl Door

Research Reactor

=

/ Fresh Fuel Vault

Heat
Exchanger Rooms

= 5cm Metal Security Door
<& 5em Standard Wooden Door
= 5cm Wooden Door with Glass Windows
1 Windows
== 10cm Wooden Door with Metal Sheeting
W 30cm Reinforced Concrete Wall
== 20 cm Reinforced Concrete Wall
® Tumslile

ROBO
Reactor Hall

/RG]_/\

12 mm

[ 5]

Auiliar{ Building

RO64 Rilez RO ROB5
T
__//DGM MTR Personnel Portal
100m
Path 1 Ibragim
Step 1: Enter ASD Data Step 2: Enter Response Data Step 3: | P(E)Caleulations
| P(Interruption), P | 0.954 Response Strategy Denial Aralyze {0 Tabl= Response
| Celay in (sac) after COP| 600 PPS Respanse Time(sec PiE)] 0.92 Adver
Total Path Dalay Path Complete 1 2 3 4 5 7
659 (seC o | Offsite
| | I | I I |
T'"_'E Element # | FEN1 GAT 2 FEN 1 HEL 1 HEL 2 ovVP1
Remaining Timely 2 PD 0.06] 045 0] 1 1 0.01
T(sec) After First Detection Tisec) 10 10 10 9999 9999, E|
0 859 |_[ee ] JUMP-| ouT ouT ouT ouT | Te B ouT
T T T T
A | PD[ 002] [T(sec) [ 50 Institute Limited Area
T T T T T
Element # 10 PER VEH QVF2
3 PD 1 PD 0.95 PD 0.96) 0.42
Tisec) 26 T(sec) 60 T(sec) 19 33
(=R 766 _[es ] JUMP: JUMP: JUMP: | | our
T T T T
I - A S N B [ PDJ 0 TT(sec) | PTR Protectad Arsa
T T T T T T T
SUR 1 WD 1 PER SUR 2 SHP EMK1
PD 0.9 FD 0.9] PD os FD 0.9 PD 09 04
Tigac) | s T(zec) 3% T{sac)| 60| |T(zec) B40] T(sec) 185 12
[140] 617 | [ ors ] JUMP: . JUMP: ; .JL.II’\"\P:I JUMP:[ ToD JUMP:| ToD QUT | TeD
€] PD[ ] [msec) [ 2 PTR Reactor Bullding
T T T
DOR1 DOR 2 SUR 1
PD 08 PD PD 0.9]
T(sec) 95 Tisec) 10 Tisec)| 600
JUMP- JUMP: JUMP]
I T T
[ TTisec) | 7] Raactor Hall
T
SUR B
FD 0.5
T(sec) 120
JUMP:
T
[ Ttisec) | 0] Target Area - Products Vault RO91
Element #
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Tabletop exercise 1 ibragim
Start t. Adversary active. Start t. Adversary active. End t.
| startt. | Adversaryactive. | Endt. | Startt. | Adversaryactive. | Endt. |
0

0 Drive to PER 1 (12) 12

12 Overpass (climbing) (33s) 45 0

45 Go to Duct (26) 71 0 Police detection and asses (10) 10

71 Break Duct (80s) 151 10 Communicate to Police HQ (10) 20
151 Crawling cross Duct (22s) 173 30 Preparation & travel time (300) 330
173 Go to door 2 (30s) 203 330 NP1&NP2 on site (0) 330
203 Break door 2 (10s) 213 630 NP tactical team on-site (600) 630
213 Go to CRD (5s) 218 630 On-site deployment NP (90) 720
218 Sabotage (600) 818 800 Enter MTR hall and neutralize

Re-Characterize Response
Force

>

>
>

Ibragim

Reduced alarm assessment time by adding cameras to ‘
the isolation zone and interior of the Protected Area \

Replaced the two mobile guards with Campus Police \

Comprised a 4 man on-site response team as opposed to \
a 6 man off-site team, resulting in a maximum response
time of 125 seconds to P1.
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Tabletop exercise 2 Chris

Start t. Adversary active. Start t. Adversary active. m

0 Overpass (climbing) (33s) Patrol Detection
1 Assessment in CAS 10
11 Communicate alarm 21
33 Run to duct (26) 59 21 Respond to alarm 65
59 Breach duct (140) 199 65 Dismount and transit through P1 10
75 Move to duct 50
125 Engage/neutralize adversary 130

Final Outcome

Probability of Interruption:  .954
Probability of Neutralization: .92

Probability of Effectiveness: .88

v v. v v

Successful neutralization of adversary prior to entry into
the MTR.
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