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T AF B R R AR 2 Sy B E -

RISk Based Internal Audit System

=

Q

57

-

o

3

=

5

5

=

=

Lo Very High Very High

S Eama—
Modium | Wl Control Environment Score — Medium
— Annual
Very Low Very Low Audit Plan

5

3

&

z =

=

5

=]

=

=

BRI © AR TR HRE R

B EUEE TS 2 HEZAHE » B2 ANE S A SRR 2 A i JE
ST 4ER > Bl N _E(Button Up Input)Z 5= » BIMNREER A
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T (Top Down Input)Z[RZ - BIEKIBLTEWE - EEgEIEET 2
HASE DA S et <o iR I 38 28 2 S B e e A 2 B o Eal > 4B &=
Button Up Input J Top Down Input ZEf#RZ1% - FHELUSAEFEEX
SFE(WTERTR) » EE o ERESR T A 2 Bfa E e E '
B 2R RSN -

2. Defined Auditable Entities E&HxTE T ia
EfmERREE Y St eEE g8 EETE TR A REmERTT
FERG 7 5 SOEAE Z DhRE > B AEED o B i R b B ) 2 W R/ > W
e HH B e T 2048 R v o

3. Risk Management Framework (RMF)E\ &S BEAEZS
» Risk Types E\fgEz
> Risk Control Owners JEGHEHIATAE

4. Quantitative and Qualitative Risk Factors E{bFE(LEFER T
@bl 2 E TR E L N EIEZ BRI B A BT EERE
b E IO ~ ARG M EB BRI 2B R - A B VEESF 8
JE\ B 2558 > WA BEZER LR, - ARt S B RS S > s
97 FEFERZ 2 & T RS e 2 BG4S SR - RS EE(L B b2 EERTE
Jlfg

5. Integrated Audits B&FFER
A GRESAEY  BREZMEES (8B —EIIEE
Al > SR EBER —E R B LAEE T RE (AR ES S Bl i e 4%
Lo T~ s BB SRS E BT -

(=) "Transformation of Internal Audit WNESFERLEERT | -
1. e AN\ BREEA - i DTSN B ZENGRZIRST ~ B RARE
PRIA LS e REREE 2 RS » Feix A\ B R B » S/ElE g
W N EAFTHARY » BURFEAILI B RCE - FNERE S EE)E surprise » 1A
FERE LA AR 2 T RIS 2 BE -

2. TIRIMER AR ZHEP S - WEERS AL RETETE) - DIESRIRII K
BUEZ ISR e B R BB e o8 - SRS TH e N BZIRR
H% > FE B WENSREEE i Z e - DLsERE A B Z TARRGE -

(=) A B TR A HhE
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1L fEFE AN B ZHIERE T AMEE IR R - RS R AT
WA H AN SRR BRI AR > B DARSRZ R T2 A [E]REskAY [ - TR
SFHIER AR EE - (EEBE T -

2. FE N B EANHSEEIE AT - PERBENRE S R EZ & F SIS -
3. XM S BRI -

(V) FEfZHY 15 (BT Ry - BHReEIZ BRI /M - MR EY] > &l
TR AR B e T TR AR A S B RR Z 2T AN 2 2 A email
FEINE - HRe 2 ERU O HEEZEEREE - ZFIRIS - 7]
RFEZ N BB B RAR A N EIRERE - TR TIE M2 15 {(EfT Red]
(A1 N EIFTR) A E BIE A BIT R 2 275 R -

15 Habits of a Human| Auditor

I . We empathise We seak We sall rather We are We are
1 5 Hablts Of a feadback than tell couragaous in intallactual by
H A dt our decisions curious
|
A
We practice what We walk and we We communicate We are objective We remain
we preach talk - we value clearly and with all focused on our
conversations proactively share stakeholders priorities
our views
We plan aheac We engage with We provide a We have open
We take into and make a list the person not balanced view of conversations
account our tone of people we are the topic during the risks by and don't simply
and message going to speak the first five completing peer read from our
when writing to next week minutes of reviews of notebooks
meetings issues
Standard \
Chartered g 24

BRI AT T

(L) " Audit Strategy on Overseas Operation /G4 EFRFERL RS |

TFINEBIER RIS AMERR TR ERGES > I a2 —fob > 1646
TESE LR - [RIR R AL ff&jﬂ(ﬁﬁlfﬁi =P B Z AT HUR~ A - I SR S
TIATEIER > SR e N SRR TR T
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N SEHERIRTT

> SEEE
(—) ZEIRTT (DBS) P B2 I 2R AR (R (3% = 1E P SRAVEBEME = (Three Lines of

Defense ) FrTIAY -
> FEElER RS ST RESE T BRI EHEEE AL S
[BE Y Rt o

> FEENE  BURHE R ARG R R R AR RS A
> FE=ElE R EET ARG S TR R S E AR -
() I THREE BCRIRERL LA - 58bN RS -
HeENFERZ 4Ps DASE HNFEMZ E(E—BI E %% (Productive) ~ H &tk
(Proactive) ~ EMEM S (Predictive) ~ ETHFAEE ST (Prevention) ©

(=) Ryss AL B e N ERFE X Thee » $RAT B ZH 1 g P9 26 5 5 oY 15 A% 1
(Management's Control Awareness, MCA) :

TSR G FE 0 P B AL L P BEAT N R RIR O - DA FE R R 4 AR

& » REENFFE% > B[ W) b iRfE DBS S B A LAY iR - s AhiTg

BE T I 2 e T B DASA B A b B B AL A DARE B DBS B HE L

WBINERERZ ~ SIS EHERETUR TSI EE R  EHEEE nTER T

RETEGITTEN AR E R - NEFERZ Al &r i N B TSP 45 S R B T I g N 2
Ealah&E R - F RaHd 2 & B Y g -

(V) 4mAIIFETZETEE

. Audit Universe : Z#BEEArARME - SRR G E

. Risk Assessment : Based on Basel JUIEREGEEE AT Aal d 22
. Key Audit FE2IKM: - WM EFER > FTERT T REKER
. Audit Project

DN B~ W N

. Sampling =>Computer Assisted=>Audit Ratings

(F0)FrEMERE

%38 ERICA(Early Risk Identification and Continuous Assessments),
Computer Assisted Auditing Technique, (1)ENES¢ERIRE » [Of&4%E— ~ —
&R EEA7 ~ (2)Narrow Down Our Audit Scope ~ (3)Adjust Our Review Frequency °

(7)) NERFERZ#r (B E
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>

() Bt b A FERZ IS % 7 =) (Auditing Journey)

SEHNE

(—) =BV E R E A A HEZE S EA
1. AR P R N R P2 i B BT TR b B R A RE T - SRATSE
WM PR AR P S e = AT AR e 72 A B EE AR - SR F L Y
ERZE] 2 =P ER > EE e 1 A0 ] 5 A b e 7 L L P P2 AR D B i 5%
4 - BRI ERRERX A & (1TA) IS HE 2 T P BRZEd = AR B <r Al
Fires T NERPERIHIE ) —ER I

(1) FH—Eh5sk -

AT S B HIIRE RS HE] - RIES B HE BT E L 2 R
bad R —ElGER > HIEZ SRR e R by - ST LR b M aa T
AT AR N AR 7 DU Fr A MR 2 S E) -

(2) B EGER

PSRRI R — B8R HIR RS = IR AN TIRE
BRAL - AREA B B B S — P ar s h B R b - 55 AR
BEEEREH - RSB MEREA - Ept S R R SR
SRATRAG R b e FEOR Z BT ~ BB R AR bR HE AE T B 2 JE bR
o GEE () EE S EE IS e S B E A

(3) F=HEPR

B RNEERZ AL - JELUETIBAZ B » BTIERZ
¥ > WBhE () F & P H I e S B A e T R P B
IR G A RGENF - AEsHE S —E R a2 A
Rk > AEEE SRR - DLE B ORI BRI RS DR E AR
B S AF Ryt B IR A SR ZE R RE 2 (03 -

2. SRITAER S BRALIR =54y 1> SR EE TS /8 ~ S Z &R
EE AT HIR - M BLSS VU 4R (B TEE ) Has ~ Feorigm - 5B
JEEE R P ERZERIR] - TR PR AL E

3. JE\bsE A N ERE R B EA

(1) TRERSEIRNT - SO TS SR K B2 - (AR Ay A e
s A -

(2) FHFNBAG - B\ B PHEAR RIE -
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(3) ETENEFELME -
(4) B35 PG RRE SO

(5) HfERE bR EuE - e 2 A A RIBPTRCE S aElE ~ 4HER - 5B
Rtk > EEon > DUk EESREACHREEEEE -

(6) 51 BT - (o232 A F R S ol HE ~ SR MR SO M (T &
B2 R E e E R A - A REN IR ~ AR S
JE\bs ~ ESERE - HEbs - R - e R - A EE R
FHSE - o

(7) BERE RN — AR ETASEE - AIMNTERD TWREEEETR
AP R e - s T b A T~ SRR - iR a b
PR MENS 2 & ERAGHY PRI 3 RIS - i AR
EAMEHET R ER -

> [EIAEE ISR PRI AT R 2 E b 5% A Y AT RE I R
MBI T - 2R H AR R -

> PR - QPR E R A SR T > el e K
PRP AR RZ AR

> FEleREEE ¢ (e U E R PR HUERITR R R N ARz R H AR

s -
AR
LN
EESpEalis = - e
% = = = th
980
. 2 = h {6
2
s i o {6 {6
— 2 f L R
e = i {6
5 = # = g
%
2 = o {6
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& i & &

(8) FHEEHE R HENIER © AT ST R RS
% o IR AN S R B BB
B -

H o~ B ~ SR EE TR B EE RS ~ LA e BB E A g

P&t bizes - ol
* SRTTEEE RS H PR B SRR
e E AR N E R R EER
» TEAEBEAAER
s AR BRER LR

(9) BEE FEEMETEE - DRz Ry AR R AR e S 45 R I8 - B2
EERG - EER - JUE AT > BTG R 2
RG] E - FEfEETE O SR L E TR AR E
HEEE -

(10) EHARX -
(11) EHANEEZ R -
(12) WA EEZ I TanE 25X -

= 3 N

>+

(=) PUSRERRAEA - RS SRR (S L
. POSRERCAI R © (OSSR - b - R o S ETE - T

R PR R TBRRE A% L (I -

(1) FIE : (e SRS R e R E RS - DU R RIS
TR, - BRI - TSOME - RGN - B -
BEHIAEE:  FERSC P A -

() P ¢ BTIEIRE R - PRI TR (OB o) R ie
#2% ~ DR B R IR TR B B o -

(3) BT IS ST (146 ¢ RIS BIR(E » DU
SRR T (5 P ST R AL R B RSB AR B R TR T
1 SRR ERETAR G E RS ARG TS » RN
% WEER -
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2. N3
(1) BECERA R - &~ BERAE R 2N AR - 1855 5
PSRN Blmd MBS i A EE - EE AT -
(2) #lEtE - BEANBRE > FEMAEISR > TSR BEE s HE
FIRE S R 2 T E R AE

(3) T -

> EffEl

> BB (WERE ~ B~ i > UEN:---2F) o BETE
B REIREE HERLE b o
3. NEPFERZ A E (B S 7 1
(1) Ef Productive(BXXHY) ~ Proactive(Ff&f E#&HY) ~ Predictive( o]

LIFEMIEY) ~ Preventive(FHFGIERVERIIAT) HIFEIX TR KEETT > 1R
fiiE R AR EER -

(2) Transparent( B HHAY) ~ Nimble( ZEJEHY) ~ Seamless( fELZE 1Y) -
Hassle-Free (SN ) FEAZHIIE B =B 15 42V ipaa & 7F » RS IHiER
QREE IR ©

(3)From Hindsight to Insight to Foresight f¢EE1&M Rk HEZER,
HSERem: ~ R ~ THE(EHELPG # 55 DIRE -

(=) 185 =B SRR RE r  B b B
SRATSRAT AR M % SR G R B L R SRR - R R RS A B H AR
AT ZE R A ies - BLREEEGESEgUsREE AR ZA0E
B MR T B PR - P A JE e B R A ERFE AL - S8 = JEPERTRL
ARERTI RN IEAE - (RIER P -
1. Bfir <R e -
(1) g2 mb ;

(2) BRI A I E R e © GIAe B E R R R A E 2 B (Rl

TRt I TSRS - BEEOEIL
(3) RHS SRS A B sk
(4) FmENEER - MEISEEE S » WIRTTIER THRIPRETT
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(5) FFIRE—REAMEE « AL IRENELESTE -
2. =PRI R 2 FEERIRE BT ¢

(1) TeTHHZERAE e gl

(2) Bt <o Rl SR s b 2 AR ~ S A R e

(3) ERERH LB &R A DIE I BRI ~ 5
3. B~ ZHEGRESEE ¢

MR SR T IR IR AR S I A R T E R S EI0L > A0 - SR B
FeAE e (EEE P A GRS ) ~ ERERRIEE ~ IEFRE e - B IEEE
Bt~ BTNV EE « B E S EA SR TEEEE - BT E R
BB TR o

K

(PO 17 Ry B A b b A

1. SUbATSIR Ay E — R EE - FHUBR B bt B8 B A B TAY 8 4
TRy BRAFRIERSESUENIEERES B R TEZMT - SEIE a2
o MRS OEHBE HCZ M - s -

2. 12 - RE - HEEHVEEZBEENREEN  THEFRFEEERS
SPRIFHIFERD > ARkl E o BEIRTT B4 SC{EA 2 Tone from the
top(f L ) » # % Echo from the bot tom(f& Fifij 1) - RFBSEAEEE -
fRft BB e BT e 8 11T Al -

3. WHAlHETT B AT Ry Se S bRy B b A
(1) Betfidd e Pl B B\ 4E 2 TRI8 R a2 BB 2 7
(2) MEHRIE ZETE—WAENEE - 15 & AVSEhHE

(3) PR FERI— - YR EAFINE S ~ B EMNEEELERE - &0
T TR

(4) B R e R RS e (T
(5) 5 SNEE—% FR AS R P e B — A L P s
(6) EERETHITE - (FEh RABAEE ;

(T) T -
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t - &55PwC KK

> S
(—) Hps 4 2
(=) EEEE R B Y Qs B
(=) EEEmEE e (HKMA) H#EE) 2 4988 i Ers T2
(Pd)Intelligence-led cyber attack simulation testing ( “1CAST” ) BL¥fHE
g 2ictia

> SZEINE
(—) At 2 4 Z AR

PEERH TR ER S e > ATIES TS T Ry BT B ICRRAREIRS - 7 2K B S Y AEiRE i B
BE 27 > $ e REE I = 5 EE S Y R A A AR R RS I AR S i
(ERUA=E S Fi SRR IE RN & S a G RE e Pl S A

Cyber black market is bigger than the “cocaine™ market
People aren’ trobbing banks anymore...
Coraine Cyber black morket

/ BEUBEME TS N
SOMUCH EASERTo  Ji
DO IT ONLINE |

$114

billion,
epylrererine in 2011

.........
i g g 11

ZORIACH © PuC K i

(7 BRI R 54
BESEOF mai | R - RETURER > BRAEEEVES - YU
FEE BT RIS © Aokt - SR SS A\ T SRR R R
DS BRI R ARG - PR 78 RS (KA S B ABREI 2 8

(Cyber security Fortification Initiative){& /it S H AIRT TN EAEER
EERE
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|
Cybersecurity inttiatives from financial regulators

United Kingdom United States Hong Kong
CBEST FFIEC Cybersecurity Assessment Tool Cyber Resilience Assessment Framework

Jun-2013 Nov-2015 Dec-2016

CBEST Vulnerability Testing FFIEC Cybersecurity Assessment tool Inherent Risk Assessment and Maturity Assessment

Framework
— Inherent Risk and
C3=ST Maturity Levels
CBEST was established b}'l Banlf of Engla.nd as S —— Inherent risk
a framework to perform intelligence driven ASSESSMENT 5 2 criteria
cyber attack simulation FRAMEWORK

Source: FFIEC Cybersecurity Assessment

1
1
1
1
1
|
1
1
1
( ) CREST is a non-profit : Tool User's Manual
organisation. CREST certifications I
u are required to perform CBEST I Inherent Risk and
1
1
|
1
1
1
|

‘‘‘‘‘ 3 61 Maturity

controls criteria

Intelligence-led Cyber Attack Simulation Testing

o testi »
C=STe esting Maturity Levels (iCAST)
Inherent risk .
Typicall 39 ere Tentatively
vp Y criteria CREST certifications are
required to perform iCAST
Attack scenarios 4 94 Maturity Attack scenarios testing b_
controls criteria C=STe
October 2017

BRI ¢ PoeC HK R

Moving from assessing IT Controls to validating Cybersecurity
defences

= Tailor 3+ attack scenarios based on threat

«A Jur .
intelligence Adv ‘m_md ("Y!)el”
= Simulate how real-life hackers customise attack simulation
4 common attack patterns (e.g., tailor-made

malwares, targeted phishing emails)

= Identify on-going improvements for new
and evolving cyber attacks

= Include ethical hacking, vulnerability scan
and configuration review where

/= Reveals patching issues only

= Superficial view of your security

| posture

= Limited insight on attack taxonomies

(that involve creative combination of il

multiple configuration weaknesses,

security vulnerabilities, and/or

human behaviour) ! “Ethical hacking

exercise”

| = Reveal the root causes of issues from
multiple perspectives — People,
Process and Technology

"o “Vulnerability
scanning”

Complexity Security Review

“Configuration . | = Identify real and feasible paths to
review” | compromise your enterprise data and
. c o 1 critical system accounts (e.g. Domain
—) Focus on a checklist of individual N (e

. ) . Admins)
‘best practice’ configuration

\ 4

Understanding of overall threats obtained from review
B © PeC HK R
(=) E B RIEE 5 (HKMA ) HEB) > 4aRs s

/A RS (HKMA) H#E B >~ 49 B% 5 @ 5T & (Cyber security
Fortification Initiative)ff/ufim E BRI TR SR EBRIIRES) - LA
SRFETRWHAGEERE il e EiEse F HEEIETE
o T dgps E a0 FrARITEVETE 2018 FFIERTSERE " 48RSl
EAERE | 578 - W AA BSHIE — BRI Rala8e T8 R it E e
HEEER TS BERIT I > B (R TR ARy T 4 e
IR E > DR AR E /I Z AR -
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1. HFHSREHEE (HKMA) 4958 22 2 #1 &1 (Cyber security Fortification

Initiative) -

F AR S (HKMA) 74 2016 4F 12 H 21 H 2 HiEs

The HKMA has taken on board many of the industry’s comments received during the
consultation in finalising the C-RAF. In terms of the implementation timeline. the
industry has raised a practical issue concerning the availability of qualified assessors to
undertake the assessment. Taking this concern mto account and having regard to
overseas experience, the HKMA will adopt a phased approach to implementation as
follows:

(1) The first phase will cover around 30 Als including all major retail banks,
selected global banks and a few smaller Als. The HKMA will inform these Als

individually:
(11)  The expected timeline for completing the C-RAF assessment under the first
phase is:
¢ Inherent Risk Assessment and End-September 2017
Maturity Assessment
¢ ICAST (if applicable) End-June 2018

(1)  Depending on industry feedback and the experience gathered from the first
phase, the second phase will cover all the remaining Als. They will be expected
to complete the Inherent Risk Assessment and the Maturity Assessment by the
end of 2018. The HKMA will take into account the assessment results of the
second phase in determining a timeframe for the remaining Als to complete the
ICAST. Although ATs covered in the second phase are given a longer timeframe
for implementation, they should familiarise themselves with the C-RAF and
take steps to strengthen their cyber resilience at an early stage where necessary.

BRI © PoC HK R

WiRiEH: 8 PDP
PDP (Professional Development Programme)

o fHFHILD25T 8 - Certified Cyber Attack
Simulation Professional ( CCASP ) R T4 %+ 8%
ARBEHAE DEREZYERZRRL M RET R
WANAE Rl i R ) eI AT ERIRBRR
TR AT SRR o) R T R RRIE -

MiapEa¥ S1ER C-RAF REARRAATYE CISP

(Cyber Resilience Assessment Framework) (Cyber Intelligence Sharing Platform)

« BETRTEFERFEEENEIE TREPENZRSGS  # « BRU-BZEMSNTS  FREFELTLABSHL
EPEEMEL EFREERETRIEENM(ICAST)  £E€7 MERMMRERTHAI AR HERTAFERABAN
BREUESHEETNIERAFRATE —RERIER - HMREERTEGEES SN -

BRI © PeC HK R
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AEbhEItEREERREEA

BEEEZER

wim

s | [ranmn
£ ] swEs | EEERR | [ gnzse Al same || FRER || gorpe
=

B
o LaE ﬁ ;
BETE ‘m&&am&wl ‘ RSB “ BEEANEE ” & HAiElﬁganl -
ERARTRE ey
I O e
HHl -
EBHEE =

MEITEE || #es FERE || mwze || meee || SSER

FE || HlsFE -
.= -

; BUFHER SReE=
ATER | Mommam s picepresey et
e |28 po

BRI ¢ PoeC HK R

(PO) Intelligence-led cyber attack simulation testing ( “iCAST” ) HBL¥fEE

T B f5LRE

TEH T EAAERR B HIE,, Intelligence-led cyber attack simulation
testing (1CAST) &L BEAERE T BALLHEUMESS - FI R - By g i e

B PSSR T AR B K B e RE

1.Project
planning
and scoping

Define systems and processes that require assessment
Identify areas of concern to your organisation

- o
Develop overall testing strategy and timeline w

2 Threat
intelligence

Research major threat actors and attack techniques relevant to

vour organisation and the assessment scope
» Develop attack scenarios using threat intelligence

Define detailed testing scope

Agree timeline and approach

Understand and document project risks @a
Agree risk mitigation activities

Obtain final sign-off

Prepare infrastructure and software for attack execntion N‘
”
Execute agreed attack scenarios ¢

5. Analysis &
reporting

Collate evidence from the testing activities

Understand the business context to the identified weaknesses
Work with your business analyvsts to understand risks in context
Develop final testing and detection and response maturity report

R © PwC HK
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SHEESRTT

S5

(—)HSBC-HSBC Internal Audit Structure

1.

EENEEZER

2. EENEREZ B VS
3. =g

4.

5. WEMEXIRE 2 A

JE\ b E R EPFE X

( —)HSBC-Managing Conduct and Culture Risks (BEFE{T AL EE)

(=)HSBC- Quality Assurance and Improvement Program (QAIP Si/E {reE5HLIL=
e

SEINE

(—) EERNEFEXZEFE(Global Internal Audit Charter) :

1. HEY(Purpose)

(1) EEANEEZ BN EEAOEUEBES S K aEEH Bk R
WS S EEEE - R MEREENKELE BB -

(2) SEE N ERRE A BE AL 5 TR e AR S50 288 1 2 o EHL G B~ 2B
JEERAR - BRI HARSELE S T AR - $2EE 1 B BARE(E -

2. fEEE (Authority)

(1) SEBPE IS A A SR R R % B g R B E e 7512
E » BTLUE TR 7S W EL R RS A BB 7 S AT 8~ A
B~ A RAFE -

(2) SEEGEREIXHTER - (Lan BRIk A AR EES T R A g Atk -

(3) EEEYEREZAEDIfE AR EEETE ET RIS > MAETE ERIER
EETE4EE (Group Chief Executive)$fids -

3. 1M (Independence ) BIZERME (Objectivity)

(1) IR EANETS AR TAF ESARARRTESK « [FIE; - SEENEE
R B ERZ B A R A R HY A IERRE G H 38 0 A (L (TR A 2 281
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ft2

(2) EENEFEZ AR EFSZ AR - #lE - 127 - ERIER - BE
SR e N R ORRH B LA Z (L N ZR AT T LR —(EL2 AT
BT H A B OBRARE -

4, AIEEEME T /E#iE (Accountabilities and Scope of Work)
(1) SEEAEFEZATIE T ¢

H - FFAET R B g RS A ARSI TE R T

2~ HITHALAERTEZGETE - AR EEURE T R B g AT
SORMEITHYEM _EBGERFRIHY TAF

W fH5 - BV AEEERRE - A - EREEEERIE
T e BESh > ERRPE R R SE<E I > SR EIEIREAL B AL n] APRE S
FEIR R E RS ARG AR SHRIERZ AF

T BERS R B PR AR R R e S A T B R e R B e

%~ BB B E R E N S BEALAY H AL

(2) FERX TR RS SR B Y R G R e e B B2 2R Y P A B 0 A o Ty
TEEEE B E AR A -

(3) SEENERRE i BE AL ek B & sth S NETRERZ R s RAFHY L AERE A - SNEBFERZ
NEJEZ IS B NS B A GBI EEAE R - ifi H n] DU Aa 2 A #0E
e SRR R PeRE S

(4) BB FRR R AR - SEE N EREX FRAL e T B I (S - &
HEASE AN EENETE R BB AL EZ E L R A B IR

AT RERZ o A 7 25 R A IV AR R SRR 2R PR T DA ERZ AR 38 8 - L
hfEpR F] e 5% A2 SR B m] RE AR 99 RE AT AE B (M 2K

() EENEE BN AVHSZERE
W& o7 Ry DA Tl &,
1. BUOMMIIE (Europe)
2. EEHEE(U.S.)
3. i ARHMIE (Asia Pacific) @ HH MEEAE KF#EE (Greater China) > MEEE
HHREKRE - & - HBFIREE -
4. I T EMRNEAMIE (Latin America & Canada)

32



5. thEREILIRMIE (Middle East & North Africa)
(=) ZiEPERAA RS

I, F—EVR e TELHHAEESTEENREREEE - F—El%
S ORAT A R E AR A 2R RS AL AE MR A L2 > 1z HLRESA i & L4 7Y
ERPZERI TR R BURE T - S —E SR B IRz A B RS
BIEVEETE 0 7 B A A O U B0 e B o U e 2 R B 5%
oo

2. SEiElnsR - 40 PSS (Risk Management) ~ B H (Finance) ~ 7%
#7818 (Compl iance) FEAL - BFEFIEMEFIE (policy) B2 FHEMH
(guideline) fEEE—EPHAR L EAE - W HAFEE—E A\ BAREMEE - JHEHt
—ELEEREEEE - LA B R EERE B EGSH EEEE S
FraMEGIE R FERERYZK -

3. =B - HEBNETSZEAIET - S5 T ElRAVIhEE
o] e P T g Bl B SR PR B I RERD - HONBR T AR iR A B
(testing team)EAEEGEREGEI (validation team) ) B EFEfn el
BOUERss TIEZ4h » M BEAEZmE R E K (quality assurance
team) > EFATOHERT Z(EEFRN TIESE - Nt EEERTAS 3.5
B4R -

(1) B AR RE R
1. R AR

(1) REFEXE ARG (Audit Entity) © R] DURHSEERE QAR B a5 b P At Y
—{EE&SE > A DUR AP —(E B AL ~ — TR ~ — (& e —(HE

oy

%o

(2) HEEFEIXHIE (Audit Universe) © WERDFTA IV ERGAHAS - 55— E I —
AR~ FEBIRCAR S ~ BRI IE Bl A d = EN -
(3) frFErx Bl & B (Audit Risk Management) °
FH ~ [&75)E S (Inherent Risk)
Z ~ PEfEESE (Control Environment) © BT HEHRIATAERIME SN - B/H
PP g B T3 ER A R R B 38 AR SRR A A A S -
W~ & E B B 1T & % & (Emerging Risk and Conduct
Consideration) : ¥ B A AR B b BORFF IR T R (A0 - BEER) m[51]
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Rl BN -

(4) 1% 3 ZEEF At (Audit Needs Assessment) : FFEfHZ 4Kk 5 B High -
Moderately High ~ Moderate i Low ZEDU(EZ4) » #EDIHEEREEE -

2. FEIZIESH (Types of Audit)

(1) Processes and Controls Audit :

FEE—(EFEXE R > ST ERY AR BRI AT A &% -

(2) Thematic Audit -
TREAXE @ S FE—TEEAEREKERNTBENER -

(3) Risk Governance Framework (RGF) Audit :
R 2 A

(4) Regulatory Audit :
AN ECE T EWR KM B -

(5) Investigation and Special Audit :
AR RIER > A ¢ SRR ENE -
(6) Project Audit :
HZEE > W - ST R ST R AR T Y A -

(7) Branch Audit -
ST — R TR B o

3. FF4EEEZE(Continuous Monitoring) :

H A EHERSE B N SRS B B FERZHIE (Audi t Universe)AYRRAIEEL
BSAHRTRY ~ MR AR B N S FEAZ B A A B s 2 e Y ~ R B A
AL~ MEFRALH A E AT THE -

(11) WEFERZIIRE Z BAY

l.

2.

RS 5 B N FERZ IV EAZF (Expectation of Top-Level for IA)

(1) BRI ES © FEENFE N BRESEETR 2 ermVIZEd] - DIERSURA S H -

(2) HRHEBEE BARCEAEFHEB -

(3) BRI .

(4) HEGARTRHE Sk R m b -

P ERFERZAaT (2] =P 378 N BRFERZ BV HAET -

(1) NE(People) 7 : ANEHBEMHERAE - BEMGREEE ST ~ EERTT I
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STHEEREIR R R E T EECEERATHG - A R
RIREY BT -

(2) JiFE(Process) FH * WIEEFE TN - SREEIREE R - £
CE MRS AT R RS GE T - R B R i B E HIFE A T -

(3) 240 (System) Tl - FRFIEEFERZE M 248 FFRHTE ST 1E (key
Performance Indicator)AYFRIREAGLIZ1EHEAN A EHE -

(75) HSBC-Managing Conduct and Culture Risks (EFE{T R R AL EE)

1. 3{E(Cul ture)HIES

(1) FrsE b > st " HEEEEEBEN AR tERMIENEE
(Culture - It’s the way we do things around here.) o 5[ZE ¥
th AP T TAERI B BATENIEER - R CCEE -

(2) LR ESE A " HEMERF > RIE 630 HepiEE S UbER
T dHARAE(EE (Values ) B21T fy(Conduct ) » FE 0] DS AH A
b EEFMEEE (Values ) 8497 By (Conduct ) A ERZE K i - H AR &
SRR AR T > R HE T it - SCEBRE AU b F G -

(3) B RN EEBEILFEE RS E > DEERRAK » BIREIEIETIET
A o T ARAHAR S b T EE A — (4 A5 T ETRRIRE S ~ BIE PR A -
HPSBM S EFEEEEN - WEFE T - HamEFRIE - Hds
HA[EZE 7 REE -

2. SUEHIE R E T Rbidn - EEAMEE (Value) - FUESERCUE - NILEY
HUTHRA 2 UE AT RIEETHE - DEHERA 2 U RITREE G EL
JE\fz -

(1) FEE AR B YRR BT o MERS LT AR TR AVARIA] - B BRI EE Y
WNEISAE AT R - A TEARAGIEE - A RE R IENGS

(2) BEFELHRKF L ZHITSUERIT R - B BER e P8 2 K 5E

fF -
(3) LR E R TIETE (T » B B T8 S O/ B
)

(4) SRTTHEZ BRI R s B RERG 4 TT 3 - DU B R b A

(5) HRRERITUE AT Z A Z B > FERAFNGHE Z > fEm i E
i -

35



(6) LGS HUNT SR L fE R S h il e 2 S B ReAT Ry -
(7) B8 8 TSR RRIHERS - I SUERAT R -
(8) BEILARHI=EF4R -

3. BB
SRS TR TN A R & PR A B R A
FEE AR HAETR L e TR - T -
(1) #8 TE s AR LR
B THEET BRI A B B
- BT R B G (L S0
- BT AR R A > S
- BT R e > ok
- BT REE G HEEGE ;
- BHELE -
(2) 3k
SRR R B T A TSt - LUR RS TAEM S A
t > T
- SRR
- SPGB ] -
3k
i
Z
&

< <43 N

AN

(3)

« BRI E RN AR AT ORE

- GHERTREE A MRS

~ NS MRS I S B b S P R RE IV B = > B T3 T - B TR
Je T Bk AL B L

T~ KEFEE RIS -

(4) NJTEIR ~ HEhslsa b it

~ GH AR RS S AR

« B E BRI M — U -

~ Y40, 2 8 (Hones t Mistakes)pEFHE 5 =00y 22 mm: -

~ R -

L EEE YRR S TR 5ha 2 MR R o] DASEAh B & TR
NEINE A IFEERF AR -

- A N H
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(5) JEIEZFZERI(Soft Controls) ZE5HE

CBe) B REE Y -

~ AEFERBAR -

~ SRA IHIEE | BRI S -
= THAH BT e
(HESE  E IR R S -
* e B EARAE -

4. qOfrfER% T3

(1) EHATHER  LIRFrAHECUEEH S AR A - FEEEERN
HE N EIRTIFRNER - EHRAEREEE -

(2) i & T2 B (Employee Engagement )z ar s » oA 4% = 8 Bl 7E
HAEEIR SR TSR » nRT s S RSB =R -

(3) HEE - B EE GEUE IR SR
(4) TREREA RN SRS TERHR . SIMRE R d R -
(5) HIEBRERZA B S0ft ) ksl -

(6) HHEZRTEX N RIRAN LB BRI EZ GRS - NI E AT
P o B B P e

U< 4 3 N H

SCESERITHET R A ERER > ERAHEEZES (Audit
everywhere) » AEETTHERAVIEIZ L - &G Jeil e B AHEHE -
FEEZEHS - HRTZHEER 9 Mz EH - B mtl st -

() HSBC- Quality Assurance and Improvement Program (QAIP /B fRs8EAA

HalH)

1. QAIP HYES
BRI N ERFEX I e (1TA) 88 2 BRI - NEFERX B G T & R 4EFF
—E i E N EFERZ AL AT A T 2 S RS =TS MR RS A
ENFERZ BN E A N BT FERK E 25 e 2E 7T B PR N BT R A s o 2 RIS T DA R A
WNEFE N B B FIE B R > 2 IERTE IR NS FEI% B 2 3
RS > WS 2 i -

2. Five Key Characteristics -the Foundation of an Effective QAIP
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ive Key Characteristics

the Foundation of an Effective QAIP

1. Tre imternal audit actwity charter
estabishes the requirement for the QAIP.

2. Tre internal audit policy and procedure
manual requres the QAIP.

3. The CAE is responsitie for establishing

and maintaining 2 QAIP.

4. The CAE communicates the | ____ =
results of the QAIP to servor | e
management and the board. | e

3. People

L. The QAIP methodology Is based cn
The A Standavds and related
Implementation Guidance.

2.The QAP requrements are documented
in the internal audit policy anc

i

1, Interral sudit staff are aware of their resporsibilitees selsted 1o the QAIP and have recened

appropriste tramng.

2, Personnel who sre sssigned responsibifity for the implementation of the QAIP are independent

and cbjective,

3. Periodic intarmal quality assassments are pecformed by internal audit stafl with strong

eapecence in internsl suditing and a deep understanding of the Standsnas.
4, External assessments sre conducted by qualified perscanal who are

independent from the organization.

298

BRR TR T

Quality Assurance & Improvement Program

4. Systems and Information

1. A standardized sudit management
system is used to document workpapers
and can be heavily relied upon during

he quality assessment process.

2. Relevant key performance Indicatoes
that are mondored and used during the
internal quality sssessment
process are supported by

38

5. Communication
and Reporting

1

2

' 3

. Client feedback is solicited from each

. The results of periodic internal

1ents are si ized and
discussed with audit management
and action plans for improvements are
developed and impl P
The results of periodic internat
assessments are reported to and
reviewed with senior management
and the audit committee.

Ge P

client and documented within the
workpapers to assist in continuous

P t of the internal audit
processes,
- External assessment deliver
qualitative and quantitative benchmarks

that are reported to

facilitate continuous

BRI AT T



3. B " aE RS BIGESTE ) TR

o ISR EENEAT (R S R R -

o EUML [ ERBENEHE | BRI
T -

B o BT EAEEII RS TS E

o IS EE AR | EREREEE | TR
A g R -

gﬁ&

o I E{EBHNEIE | FRTIVE B A

Rt (1TA) P8 > e AR B | -
VRSN | @ jg TSRt ) PR SRR S
BRI T -

® NEFERZ N BRI T SR REGHIGESTEE ) AR 2
B o MR E ISR -

o ST T AvEREBNERTE ) AR ERAEILME

A FIE M -

® (T T WHIREBILETE ) o EHEHE EIERA
HTTAMEAEAS R 2B 2 TS N BIELE -

® JMEEHZ B IL S N2 S8 N S EE AT -

o v —(EfEEREREH AT > soak LIFRR R Xt > HoAl
ST ERELE RN E SRR -

® X Zfn fE T AH R BR SR SRR o I B R AR Ry DU T B
e .

ZEAIERE

® FER%E T o I G S B RS PN ED R Z SE R R G
iJo

o EHINEEHZEER A SIS B EET 2 R g i -

EERE | @ BN )KE %P R IIEERSCAERECK - L)
FARESUENTIRERZORE -

o IMIEPAZ B R VE B EEF AL I BB gt
Z8E - DMeERFEMEANGE -

4. SHEPREGHLIE T EE (QATP) HUHREK

QATP EIX A\ Bl & e NSRS BB AL 2 B AN BIE - EEAA QAIP
TAEESHENEFEIX A B DB FRCE AR - (NI QAIP BB A JFRA
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e RUAERE ARSI - MFE B E Z NE e & s T N REE
FEWNERE BT EAERE Y TFEME - BEEWR - E5gREFTE
SEH QAIP ER HmIEER 2 EXEME - HIN QAP AB//AE F I
MEANETEX AL 2 Ef% - WVRECH 2 2 RS R e d - T
TEERTIA - 18Rk QAIP N B Z Eom#ntt: + e E IR Z e fm EE N EEZ
BRAL > B QAIP BIRFE - 192 TE e AN BZHEN > QAIP Hx
EAPN B ERZ B AL R 8 i AR Z PR -
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N~ BEEEOE
(—) SHEREBVEEE

1. sRATEE R bR E [ N BT HIE - B m RS 20775 > FIERETE %
HlS (B2 A TR 2 b IR SHE S RERR B IR Z A
B FRENEEREEAIGEEZRE AR b E [ A S S =
AT ARSI ERAVEE R R E R - $RITRTA B AL SRy - i DAUE b Ry
ARZEH o S EZEPREZ IR - HERHEEE - T RARNHER
BN E R b 2 R e % 2 EAE ©

WHTHEEN A Bl H = 1B 48 2 S 1ERR
(1) FHERIITAEHEBIPZE = EPGaE e B RNzt -

(2) FERXIIFEBLERTT oS H AT - S IR SED B SR T oS R el
JE\bgr > 255 T e Rl B SR T AL U b AR B Y BN - e RNEHe
o o FERSRITECE b -

(3) BEAGTHE RG] ST R st - AR R
[EIgE— ~ PG EREEAL > AT S ARG AL EEES

2. WEEHTE R R ETIRITREB A H R sRITESEESE A B
oK > NETERZ A BB BT (BAE - SRS B4 - BBl - BiBS)
AR ETRU S RESE 2 R > PUE Tt 5 e i S K R SRR
R o RAGRITERIGRIERZ A B T8 SRl on Z B FIGRA1 - AR HERR A
Rk B8 RO b AR SR B BRI E 2R > N SRITSR B P LS %
BEEARY > SHEIKETFRA A EEIEZ FEC > DUP A BB - R
2 AHEEEEE - (EER AL EZ T - ERCEEREE -

W Te A e A A T RIETIAEZ TAF(EE

(1) SITIERGRAERRTE - PSS EEIEEEN T B (0B o) R Badmeik
DU\ By A [ Al s TRE X Bk Se BEAX TR H

(2) BEFEMANBEGHE iR A SRt E - FiEvt
SERll[ERAE > DU L A 2 FERX BB -

(3) SESRTEIRES G - B EIREA G 8 iR HFEXa<a -
(EFEf TIFA IERATIEE -
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(4) BB REENEEETES (QAIP) - DUBIZAS ZRH RS i P B FE I
RERE BB SR EEREEE TR - s R AR e A

W et ER AR TE > R MNGE - REER -

(5) BENSRERE A AR > B NBEWIE " BT R & TE8SUE
BT R EEEEREAEE S T BT, B BIRER]

FERRMRE - s E KBRS -

(Z) EixETE

~

. BERSN 2 BB FESRALRE FEFEZETER > PRZ25H ME L (Button Up
Input) ZINZE > BfRIEZ & LR bt Z &R0 > IRERS EH EE T
(Top Down Input)Z[NZ - B EEMR - REEFEEETEZEG ZIHE
BTSRRI SR A B b S AT ~ SRITRCE S ~ SR PR (EUER
ORI EAL) B EERL ~ sHEZ BRI S THEB N (40 ¢ 55 iE 4R
BB ~ WIMRERER - EARBENE)SF - RS SRR
HEITEIH - FRIBERSESRITIRPEREGER - SRS m A 18
JEmEE 2 B AE R ARG R TE 2 -

2. WEMEIEE FEMRBINEOR ~ ASHEE ~ ERBAIE - EBAE
ML - GAETHICEE X HARE SR, > NI B A B s T Ak JEUer -
LURBIHY e T & - (EfEEt SRR SR THY B AR -

s T AN 2 ARG T

(1) ERIESRI TR IE EHG GRS IS / BRAL S5 ) ET TRPAE M o - A
LI T i ey S s

(2) MREMAERLEE R KI5 NE P B aS - A0PRTT 25T EAG R A B A e 8
BT - EREEREEYGTE - (BB SRR - DU E R R
HURERZHITE -

(3) HEFFEREZETEIR - BIRFER TIE AR Z0H - AREMRIRA A TIER
fetnd TIF - MESEREERE TR FHIEEZEA DK EE
e

(=) Hit &~

JeR\ b A5 [ I REAZ I FEE o R T FRURT TSR AV, - FE N BAEEGE S
R > FE LU o B R ZFERZ G 20 Je e B il A BRI - I
IR R bR A T ERIE MR T B - ERIERPRERRBIHE SN
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FE [] R Bl A7 2 BT {6 e LG N U LR MBI 2 o B4r - BEYIR
&E&ﬁﬁﬁj‘zﬁﬁ il L

9y

2)

A)

(4)
©)

QAT Do T A S S MR T

HHEIRIECIFESE M TR  HER T EREA N &R
KNG -

B CERERZ R BRUE R - A Bl e R A - B
LIEE HAvkatshhibeo s = -
SHEBIESRITHIEER - ZHBAR T > SRERARR et A
R AVE T A E T O EEH -
TR R R b E A M RERF SRR S
aF{d E B A 5 N 2 T B B AU A RERE S5 E 58 A
HHE SR - DU RN B 2 2 138058 i 4 E 1L S A
Z IRE
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U~ BEEE
(—) SREBSE R (HKMA) SRlFHY 2 BHEPUR

1. BAEEH (HMA) BRIT IR AR S B S > DUR RS R ASRIREY 1L 2 B TR
Rl
(1) sPEFRAMEEE RTTH > AEAEERE - ATRE iR Tia i 5 F R0
PREUENS Ry AR R4 -
(2) ERAGEMEE 2 2 MRS - oSSR R sm I B2
Fo PHTBRLI A E BB 08 - SR SRR B i IR AR R B
bz & -

2. FEERRHS B EAE R T > [RAIME B E S Ba Bt HAERAVRRES > G &
RIRHR T E MR ~ BDETHYRTIE © (H55 07 - AEE B (EATH (Responsible
Innovation)HVAE » FLEEEBRNAANEEAHE B RINE - BlZ 2K
ERVUIEDT B FE L EIs e 2N -

3. BT S TR R (HKMA) B R LUR BB BT » (00AE &
BEEAIRTHIR IR T » S4B AR AT S -

(=) MEfadEEh S D I

H 8 E B (HKNA) A E TRt B E D b e e IR EA 1T B
ARG V22 T PR EREIIESK > B e RN TBUE
e A M E A ZE M WA E R R ERE DB TREEREY
ARHED PR E IR P A BOR R -

(=) BEIr B ERRRHELERT T3R8 < e I i -
DIEABSE S (HKMA) BB - %/ A2 R e o SR TEZ 0E - 7
FESRITSRE B T i 2 B PR PR B B R o el - e B SRA TR A
1. FEHESIRITINESE G HIEOR 2 /NG
2. AR TR L R R RS NR - DU T AR DIRE R S RES T

S
3. FREBSRTTE MR E G round table meeting s
4. EHIESRI TR ES B R AR S o FE L [RIAE M S AT (B E TR S BUR B K
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Vv

% o
5. RS IERIIRITESE -

(PO HEBNSRT TS IS g N 2 ek P 6] (Management” s Control Awareness >
MCA) :

1. hoasE BEPE R N B ZERITORE - M o AR (RN B RE A B -

2. S RIS - WEMRER iR B B PE g NI R G E SR - (ERZ
BB R R EIEE 2 — - DR e 2 B -

(1) Rf bR S e b e B -

2ZEHEEESEF (HMA) Z]IEHES) 2 458 5 @51 &0 (Cyber security
Fortification Initiative) » DA " 4Ep&FraTabfEZe | - M HERIIETE ) K
TR SRR A= ) B = RS IR TRE A TR 5 L — (SR
{TRAIEEENER " s b &L= o WA MREL ] & B Re 1 A i -
DU AR EHE 43 A -

(7)) fnssHEEh e s B A% 5 =

1. U2 [F B I R Ry S SRI T SR A3, - H PR EERITERIT S
o BERE RRET iR & 2 R - R T E TR e e b 2 e Y
eI R T TRl B it - PG ST R R RE G H CAUE R
BRI b R FE AL - - H R U -

2. AR ERC R R eSS - EERAERR T ZES - HERE
A N ERFERZ I E R RIT A S SR bR e M R B - B AR i
VLG IR AL A R PR T b ) 2 A o SO R B B R R
R IR ZFERR - A ] S B e R B 2 [ 5 7 o P e ~ A 5
b E e e 2 UM R & -

() ER ARSI -

e ENETER I - WREHVE IR KR E Bt th =B E# s > 48T
JE TSP R LI SHE N B RS UIRE -
(V) BILBar L
1. EHIRHE EEEE 8 8 TRt A8 8 TAER - AL PEGERZT
Fy o DURCERE TR ERRIER - AR IRIT B4 e B
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@ﬁjifb S E T B B AT R~ F R BB R AL > H B MR

 BR TS YRR AIEASER » M e g B T HHRTAL HE R A SR B
Xﬁmiﬂ WA RIR B THE R EERS] - H BB EIP R & A -
Tone from the top vs. Echo from the bottom > #& DU pAR A HE L 2E A
XL -

EREGLAEEHGIE ARG ZEE > BB AIEEE sl

=4
T PR i 5 i LA e A B R A SR PR I R R A RUEAE - I s R AE
EIFERZ BRI LB - S IIFEM A IEE [ BB ERE I 2 FER AT (1 « &
EEHAER) °

(JL) Fohdns% B B AEZ = 1EP4RINEE -

l.

i

PEFERZ S5 = 1B 8 L Bhbn s eRT A S0 — P aRAvHE T > B — ~
PrapE e ~ SfFfE G

ABR S BRSER SR 2B T > BAFRI PSR ZERIHIRE S EER T Ry

AR R B — 3R NEER B SR EAEIEES - BN EEREE
= EPGRETI NFENRE L - IRIT A g s BB T RILIBE RTS8
18 © NESTERZ L BHEEN A B2 =B8R Z B > M58 EE —1E s ik
SNBSS 2RI - FEBE BN BRI A T kIR - WHEE
REEREGEED SN ElF > AR ERICRERN - U T
TEELERTT N IZE SR -

() BEZ VBT TAFHIBREL -

l.

B E EE TRV B R -

2. PNERFEIL R HESS o $R1 T TR B 5 e -
3.
4. BEREE S ~ RO T REEEERE - EERERE - M EEHEER

PREMCEBIH B SN - MERII BRI 2 AR (EAS BEae N2t -

J\ e e

. R R R b H 25 TR - NEERZ A B LAIE S A B A

MHRE ST - DLESIEHEN R R R SHERE ST - TR & 2 B PRt e
77~ Rt RS SR R RS PR RESSRE 13 LA RE SR PREK -

. WEMERIER AR ERRE AR > 15X T AR - fHHHL

P B FE X (R e B S A P Ho At 28 BR (U R AR - M b B L RE
ﬁﬁ%@%ﬁﬁAﬁ’ﬁﬁﬁﬂﬁﬁﬁﬁh°

EBFEEE OO S W RE H SR TEREE R

46



EEIRA

+ -

20171016 4 —FESEF(HKMA)

20171016 T4~— HESRIT(HE)

47



48



20171018 44— ERESHEfT

20171018 F4F—PwC HK

49



20171019 &K —EE$RfT

50



