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A Steganographic Scheme Implemented on BTC-Compressed Image
by Histogram Modification

Shih-Chieh Shie
Department of Computer Science and Information Engineering, National Formosa University, Taiwan

scshie@nfu.edu.tw

Abstract: An image steganographic scheme
implemented on block-truncation-coding (BTC)
compressed image is proposed. In the proposed
scheme, the first stage hides secret data into the
reconstructed Xy and X, values of image block and
the second stage uses histogram techniques and
gray code principles to hide the secret data into the
bitmap of block. Experimental results show that the
proposed scheme allows for the hiding of large
amounts of data, and the reconstituted image has
good image quality. Moreover, the proposed

scheme is a reversible image steganographic
scheme.
KeyWords: Steganography, Block Truncation

Coding, Histogram Modification, Data Hiding,
Image.

1. Introduction

Recently, many image steganographic
techniques using block truncation coding have been
proposed. Chuang and Chang [1] applied the
characteristics of BTC techniques to set a threshold
value for the XH and XL reconstruction values for
each block. If the difference between the
reconstruction values does not exceed the threshold,
the encrypted data is hidden in a bitmap which is
then incorporated into the reconstructed video file
according to the Xy and X reconstruction values.
In 2008, Chang et al. [2] proposed a BTC-based
method for hiding data in lossless color images.
Previous color image compression required three
bitmaps and three pairs of reconstruction values.
Genetic algorithms were then used to identify
common RGB common bitmaps among the three
bitmaps. Side match (SM) techniques were then
used, according to Xn and X, reconstruction values
of the code compression and the bitmap to hide the
confidential information in the common bitmaps for
reconstruction. In 2012, Lin et al. [3] proposed a
reversible BTC method for hiding data in
histograms in two stages. The first stage hides the
Xy and X reconstruction values for each block
based on the approach proposed by Chang and Lin
[2]. The second stage applies histogram
displacement techniques to hide the confidential

data in a bitmap. The proposed scheme focuses
on improving the methods proposed by Lin and Liu,
by proposing a new BTC reversible data hiding
technique in two stages. The first stage follows the
method proposed by Chang and Lin [2], in which
the confidential data is hidden in the Xy and X.
reconstruction values according to the compressed
code Xy and X_ and bit map sequence. In the
second stage, we propose using a histogram
displacement  techniqgue and gray  code
characteristics for data hiding in a bitmap.

2. Proposed method

The proposed image steganographic technique
is divided into two stages. The first stage is based
on the method proposed by Lin and Liu [2]. In the
second stage, this paper proposes using gray coding
and histogram displacement techniques to
accomplish data concealment. Four pixels in a 2x2
block bitmap are grouped and transformed to a gray
coding, where gray code 0000~1000 for the pixels
corresponds to 16 different types of gray code
(0~15), and is referred to as Type_Gray.

2.1 Data hiding in the reconstruction values
Xn and Xi

In the first stage, the proposed steganographic
method is identical to that proposed by Lin and Liu

[3].

2.2 Data hiding in the bitmap

The BTC bitmaps for each 4x4 block are
subdivided into 2x2 block bitmaps, each of which is
transformed into a Type_Gray. Histogram statistics
are then applied to determine the frequency of each
Type_Gray, referred to as Type_Gray(x). Finally,
we use histogram displacement techniques to hide
the secret data. Experimental results show that the
peaks for nearly all images are in Type_Gray(0) or
Type_Gray(10), while the low points are in
Type_Gray(4) or Type_Gray(14).
2.3  Retrieving  secret data  from
reconstruction values X+ and X.

In the proposed scheme, BTC is cut into 4x4
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non-overlapping blocks. We first scan each 4x4
block bitmap. If the bits in the bitmap for a given
block are all the same, then it contains no secret
information for retrieval. If the bits are all different,
then it does contain secret data to be recovered
according to the Xy and X, sequence. Assuming the
receiver receives a compressed code sequence
XL||[XH||BM, the recovered secret bit is 1. If the
sequence is Xu||X,||BM, then the recovered secret
bit is 0. The hidden data and the recovered data all
accord with the Xy and X, sequence sent from the
sender to the receiver, so the Xy and X, frequencies
are not updated. Therefore, image reconstruction
proceeds without distortion. Stage 1 extracts the
hidden data and the reconstructed image.

2.4 Extract secret data from the bitmap

BTC is cut into 4x4 non-overlapping blocks.
First we subdivide the bitmaps into 2x2 block
bitmaps, and conduct Z-type scans to convert all
2x2 block bitmaps into Type_Gray. According to
the abovementioned additionally recorded peak
Gray_P=0 and low point Gray L=4 and the low
point coordinates (i,j), we extract the secret
information and restored original bitmap to achieve
the goal of reversible image reconstruction. While
converting the 2x2 block bitmap to Type Gray, if
the Type Gray peak is Gray P+1, which is
Gray_P=0+1=1, then the extracted bit is 1. If the
peak is Gray P=0, then the extracted bit is O.
Completing stage 2 obtains the secret data and
recovers the original reconstructed bitmap of image
block.

3. Experimental results

Experimental results compared the proposed
method with that proposed by Lin and Liu [3]. The
BTC was cut into 4x4 non-overlapping blocks. A
512x512 grayscale image was used to compare
hiding volume, image quality, and Stego file. Peak
Signal to Noise Ratio (PSNR) is most commonly
used to evaluate image quality, first calculating the
image’s Mean Square Error (MSE) as follows:

Ten 512x512 grayscale images were selected
from an image bank of 1000 such images as a test
sample [5]. When downloaded, the individual
images were only identified by serial numbers.
Therefore, during the experiment, the images were
sorted by serial number, testing was conducted on
images 011, 034, 330, 398, 408, 410, 655, 724, 960,
and 994. Simulation results show that the proposed
scheme outperforms Lin and Liu’s scheme [3].

4. Conclusion

This study proposes a block truncation coding
based technique to achieve reversible data hiding.
The method is divided into two stages. In the first
stage, confidential data is concealed in the
reconstruction values Xy and X, in the compressed
encoding Xy and X, bitmap sequence. The second
stage applies gray code and uses histogram
displacement methods to achieve data concealment.
However, in the histogram technique,
improvements are made to the peaks and low points
by selecting the most appropriate peak and low
points for histogram concealment. This is mainly to
improve image quality and prevent distortion in the
data concealment process. Once the data is
concealed in the image, the retrieval process
achieves reversibility. Experimental results show
that the proposed method produces an improved
PSNR over the method proposed by Lin and Liu [3],
thus verifying that the proposed method is superior.
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