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4 May 2017

i, Centrefor

H -Po]i%y ‘
% Leadership

®9s#®  Hunton &WilliamsLLP

Centre for Information Policy Leadership

Japan’s New Data Privacy Regime and How it Will Enable
Cross-Border Data Flows, Innovation and Privacy Protections
in the Modern Information Age

Office Building 1 of the House of the Representatives, International Conference Room
Nagata-cho 2-1-1,
Chiyoda-ku, Tokyo, Japan
11 May 2017 | 10:00-17:00

WORKSHOP AGENDA

10:00 Registration
10:30 Welcome and Introduction

%+ Markus Heyder, Vice President and Senior Policy Counselor, Centre for
Information Policy Leadership

10:35 Special Remarks

% Andrew Wylegala, Minister Counselor for Commercial Affairs, Embassy of the
United States, Tokyo

10:40 Special Opening Keynotes

% Mr. Takuya Hir.ai, Member, House of Representatives/Chairman, Special
Mission Committee on IT Strategy, Liberal Democratic Party

7

% Ms. Mari Sonoda, Secretary General, Japan Personal Information Protection
Commission (PPC)

11:05 Scene Setting Remarks

% Bojana Bellamy, President, Centre for Information Policy Leadership

11:20 Session 1: How does Japan’s Amended Privacy Law Enable Cross-Border
Data Flows, the Data Driven Ecomomy, Innovation and Protection of
Personal Data
Panelists will discuss Japan’s privacy law changes and the new implementing
regulations and guidelines. What are the concepts of the new law that enable cross-
border data flows and data driven innovation, while protecting individuals and
their data? How should the new law be interpreted and developed further to allow
responsible uses of data, to realize the benefits of Big Data and analytics and to
respond to the challenges and opportunities in the IoT, cloud computing and
machine learning? What are the responsibilities of accountable organizations in
building and implementing corporate privacy programs and what is the role of
regulators in encouraging best practices?

*Please note that simultaneous translation will be availabfe at the workshop
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Moderator:

% Manuel Maisog, Partner, Hunton & Williams

Panelists:

% Kuniko Ogawa, Counselor, Japan Personal Information Protection
Commission (PPC)

% Kaori Ishii, Associate Professor at the Faculty of Library, Information and
Media Science, University of Tsukuba

<+ Naoya Bessho, General Counsel, Yahoo! Japan

% Naoko Mizukoshi, Attorney-at-Law, Endeavour Law Office

12:35 Lunch
14:05 Session 2: Cross-Border Data Flows and the APEC Cross-Border Privacy
Rules System

Panelists will discuss the new rules in Japan on cross-border data flows and,
particularly, the APEC Cross-Border Privacy Rules (CBPR) system. What is the role
of the CBPR in Japan, their increasing importance in the Asia-Pacific region, the
benefits of CBPR certifications for organizations and regulators, and their potential
to serve as a model for global solutions to the governance of cross-border data
flows?

Moderator:

% Jacobo Esquenazi, Global Privacy Strategist, HP, Inc.

Panelists:

% Shinji Kakuno, Director, International Affairs Office, Japan Ministry of
Economy, Trade and Industry (METI)

% Tsuzuri Sakamaki, Counselor, Japan Personal Information Protection
Comumission (PPC)

< Yoichi Iida, Director for International Research and Policy Coordination,
Global Strategy Bureau, Japan Ministry of Internal Affairs and
Communications (MIC)

% Suhee Kim, Deputy Director, Personal Information Protection Policy,
Ministry of the Interior, Korea

% Masataka Saito, Director, Accredited Personal Information Protection
Organization Office, Japan Institute for Promotion of Digital Economy and
Community (JIPDEC)

% Josh Harris, Director of International Regulatory Affairs, TRUSTe

% Jane Horvath, Senior Director of Global Privacy, Apple

% Keith Enright, Director, Global Privacy Legal, Google

15:35 Session 3: Applying New Legal Requirements to Big Data and Analytics,
Machine Learning and AL
Panelists will discuss the benefits and challenges of the digital economy and new
technologies. What can be the role of privacy risk assessment, transparency,
legitimate interest processing, anonymization, and individual rights in enabling

*Please note that simultaneous translation will be available at the workshop
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both effective data protection and digital growth and innovation? What is the role
of regulators in enabling both goals?

Moderator:

&

< Bojana Bellamy, President, Centre for Information Policy Leadership

Panelists:

% Susumu Hirano, Professor of Law, Faculty of Policy Studies/Graduate School |
of Policy Studies, Chuo University |

% Kuniko Ogawa, Counselor, Japan Personal Information Protection
Commission (PPC)

% Satoshi Narihara, Senior Researcher, Policy Research Department, Institute

for Information and Communications Policy (IICP), Japan Ministry of

Internal Affairs and Communications (MIC)

Harvey Jang, Director, Global Privacy and Data Protection, CISCO

Dr. J.J. Pan, Chief Privacy Officer and Director of Public Policy, Acxiom Asia

®
d .’.

Pacific Corp.
16:45 Closing Remarks
17:00 End of Workshop

*Please note that simultaneous translation will be available at the workshop




Centre for
Information
Pohcc:%r :
Leadership

Hunton & WilliamsLLP

BRIDGING REGIONS

A GLOBAL PRIVACY AND SECURITY THINK TANK

BRIDGING INDUSTRY & REGULATORS
BRIDGING PRIVACY & DATA DRIVEN INNOVATION

ACTIVE GLOBAL REACH

5 0 We INFORM through
+ publications and events

Member

companies

We SHAPE privacy policy,
law and practice

5+

Active projects

& initiatives ABOUT US

e The Centre for Information Policy Lead-
ership (CIPL) is a global privacy and

2 0 + security think tank.

Based in Washington, DC, Brussels and
Conferences, London.
workshops &
events annually Founded in 2001 by leading companies
and Hunton & Williams LLP

CIPL works with industry leaders,

regulators and policy makers to develop
+ global solutions and best practices for

privacy and responsible use of data to

Principals enable the modern information age.
& advisors

We NETWORK with global

industry and government leaders

we CREATE and

implement best practices

Bojana Bellamy
President
bbellamy@hunton.com

Markus Heyder
Vice President & Senior Policy Counselor
mheyder@hunton.com

Michelle Marcoot
Director, Business Development
mmarcoot@hunton.com

twitter.com/the_cipl

linkedin.com/company/centre-for-information-
policy-leadership

www.informationpolicycentre.com

2200 Pennsylvania Avenue
Washington, DC 20037

Park Atrium, Rue des Colonies 11
1000 Brussels, Belgium

30 St Mary Axe
London EC3A 8EP
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The project aims to establish a forum for an expert dialogue between industry representatives, DPAs, the European Data
Protection Supervisor (EDPS), the EU Commission, Member States’ representatives and academic experts through a series
of workshaps, webinars and white papers with the following specific objectives:

Informing and advancing constructive and forward-thinking interpretations of key GDPR requirements;
Facilitating consistency in the interpretation of the GDPR across the EU;
Facilitating consistency in the further implementation of the GDPR by Member States, EU Commission and EDPB;
Examining best practices, as well as challenges, in the implementation of the key GDPR requirements;
« Sharing industry experiences and views to benchmark, coordinate and streamline the implementation of
new compliance measures; and
Examining how the new GDPR requirements should be interpreted and implemented to advance the European Digital Single
Market strategy and data-driven innovation, while protecting the privacy of individuals and respecting the fundamental right to
data protection.

White Papers & Workshops, Webinars

85 A Indisstry Prekicipnts 10+ Consultations L °+ & Calls/Year

Data Protection
Officer (DPO)/ Project Priorities \—— K
/ \ Innovation Drivers:
Certifications Data ePrivacy - Historical/Statistical
Portability Regulation Research exemption
- Anonymisation/
Smart Data - Pseudonymisation
Ffotecrion Core Principles: e .
Consent One-Stop i ser. l.ghts. . .
Legitimate Interest shop . R-estrlctlon::; on Processing
Right to object
+ Transparency

Rights related to automated
decision taking

White Papers & Consultations Include:

Response to EU Commission’s Consultation on ePrivacy Directive ~ Submitted on 5 July 2016

Data Protection Officer (DPQ) Paper Released on 17 November 2016
Risk Paper Released 21 December 2016

CIPL Comments on WP29 Lead Supervisory Authority Guidance Submitted on 15 February 2017

Certifications Paper Submitted on 12 April 2017

For more information about the project, visit www.informationpolicycentre.com
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Benefit of Big Data
and Protection of Personal Data

Kuniko Ogawa

Counselor
Personal Information Protection Commission (PPC)

May 11, 2017

The Amended APPI : Changes and Challenges

The Act on the Protection of Personal Information was enacted in 2003
(Fully enforced in 2005)

‘Changes of circumstances

As Information and Communications Technologies(ICTs) advanced, the utility of
personal information became intensified and diversified beyond expectation

1. Enlargement of “gray areas” of personal information

So called “gray area” was enlarged, in which judgment of personal
information was difficult

2. Correspondence for Big Data

To realize circumstances for appropriate usage of Big Data including
personal data is necessary

3. Responses Globalization

As business operations are globalized, massive data flow goes
beyond national border




Background of the Amendment E

Distribution/
Retall Sales

‘ Adminiet_ ,

Transpor |
tation

- Big Data

2 . Disaster-
1 preventlng :

To realize circumstances for appropriate usage of Big
Data including personal data is necessary

X Personal data has a great deal of potential in utility of Big Data

w

_Purpose of The Act on the Protection of Personal Informatlon (APPI) | >

i s =

OThe APPI aims to seek the balance between the protectlon of an individual’s nqhts and
interests and the utility of personal information.

(OBesides the overall vision for the proper handling of personal information, this Act establishes
obligations, etc. that a personal information handling business operator shall fulfil.

The protection The utility

of an individual’s of personal

rights and information
interests

(Purpose of the Act)

Article 1 This Act aims to protect an individual’s rights and interests while considering the utility of
personal information including that the proper and effective application of personal information contributes
to the creation of new industries and the realization of a vibrant economic society and an enriched quality of
life for the people of Japan; by setting forth the overall vision for the proper handling of personal information,
creating a governmental basic policy with regard to this, and establishing other matters to serve as a basis
for measures to protect personal information, as well as by clarifying the responsibilities etc. of the central

_and local governments and establishing obligations etc. that a personal information handling business
operator shall fulfill, in light of the significantly expanded utilization of personal information as
our advanced information- and communication-based society evolves. 7




T‘he“OutIine of the amendment of the Act on the Protection of Personal Information (APPI) 4

OThe Act on the Protection of Personal Information was amended in September 2015(To be fully enforced in May 30, 2017.)

1.Establishment of the PP
- Aggregation of the supervising authorities to the PPC, which are currently held by the relevant regulatory
ministers toward personal information handling business operators under their respective supervision.
2. Clarifying the definition of personal information
(1) Clarifying the definition of personal information by stating partial bodily features etc. of a specific individual as
personal information to cope with gray areas of personal information (individual identification codes)
(2) A principal’s advance consent shall be obtained in principle in cases of acquiring or providing to a third party
special care-required personal information (i.e., race, creed, medical record).
3. Establishment of a legal framework to enhance active use of personal information
Establishment of regulations concerning “anonymously processed information”(meaning information that has been
produced by processing personal information in a way to make a specific individual unidentifiable and hence
disallowing reconstruction of the personal information).

4. Responses to globalization

(1)Introduction of a new legal provision for transferring personal data to a foreign third party

(2)Introduction of a new legal provision for extraterritorial application, and sharing information with the foreign
enforcement authorities

5. Measures to Respond to a so-called “Name List Trader”

(1)Imposing new obligations to keep and confirm a record relating to a third-party personal data provision.
(2) An act of providing a third party with or stealing personal information database etc. for the purpose of earning illicit
gains has become subject to criminal punishment as “the offense of providing personal information database”.

6. Others

(1)Abolition of a system wherein a business operator handling personal information of 5,000 individuals or less may be
excluded from the regulated subjects.

(2) A personal information handling business operator utilizing an opt-out procedure has become obligated to notify the
Personal Information Protection Commission of certain legally required items.

Establishment of new legal framework of anonymously processed information| 5

Establishment of regulations concerning “anonymously processed information”(meaning
information that has been produced by processing personal information in a way to
make a specific individual unidentifiable and hence disallowing reconstruction of the
personal information), and enhance smooth circulation and utility under relaxed
regulation compared with ordinally personal information

>

a Anonymously Processed Information

Process () ARSRYHTOUSlY

Personal > Processed
Information + Information \ \
F? ol & el

. ]

Reconstruct Disallowing
reconstruction

contained in personal information (e.g. name)(including replacing, same as below

@Deleting all individual identification codes contained in personal information (e.g. my number,
drivers license number) . _ _ _ _ ,

@Deleting those code which link personal information and information obtained by having taken
measures against the personal information

Delt_etmg idiosyncratic descriptions etc. (e.g. age 116) | )

®Besides action set forth in each precedingitem, taking approprlate action based results from
considering the attribute etc. of personal information database etc. such as a difference between
descriptions etc. contained in personal information database etc.




Standards Related to Producing Anonymously Processed Information" 6

For producing anonymously processed information, an appropriate processing needs to be
done in accordance with standards prescribed by the PPC (Standards prescribed by the PPC
is a minimum standard).

With regard to specific processing method based on characteristics of data and attribute of
business, it is expected to be appropriately developed by self-regulation of accredited
personal information protection organizations or industry organizations etc.

F

-

@ Deleting descriptions etc.  [Deleting a whole or part of descriptions etc. which can
which can identify a specific |identify a specific individual such as a name, address, date of
individual birth or gender, or replace them with other descriptions etc.

N, P B T T P T T T T T T PP TP PPy |
[ L o Deleting a whole individual identification codes (face

@ Deleting individual authentication data, fingerprint identification data,

identification codes individual number or driver’s license number etc. ), or

replace them with other descriptions etc.

Y

» e Deleting management ID for seeking decentralized

® Deletln? codes linking management etc. of obtained personal information in terms of
mutually plural information |security control (including the case using telephone number

or email address as an ID), or replace them with other codes

) Deleting descriptions etc. relating to unusual fact or which :
; P ; have significant difference from other individuals (Example: i
@ ISSIS%EI?) i:)dI:SOSe;EIgtcratlc 116 years old), or replace them with other descriptions etc. :

* ”idiosg/ncratic descriptions etc.” means the descriptions etc. which
can identify a specific individual due to its idiosyncratichess.

.........................................................................................................
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. condition which can identify a specific individual or restore :
® Other action based on the the original personal information due to the characteristics of
attribute of a personal personal information database etc. even though the above- :

information database etc. mentioned M-@ process was taken

* Cases mentioned in the Guidelgne: Movea-_lent IH'S ory which can identi_fx holne‘ or
workplace, ?Hrc ase history of merchandise which consumer is extremely limited, :
..... Rispanty.in the. sald parsena). 1Nl oNaHoN.0ataasE .o e r s rrrr e e e e e e e ms s s s sansnanaaa

= Main Contents of the Secretariat Report ~\

- J

The PPC Secretariat Report on Anonymously Processed Information | 7

Publication of the PPC Secretariat Report on Anonymously Processed Information
(February 27, 2017)

» Stating matters and aspects which are reference for considering voluntary rules
related to producing anonymously processed information or actually producing
anonymously processed information to an accredited personal information
protection organization or a group of business operators

OWhat is anonymously processed information?
Explaining definition of anonymously processed information and restrictions etc. (rules of
handling) for handling of anonymously processed information

OProcessing to anonymously processed information
- Explaining specific method of measures prescribed by processing standards of
anonymously processed information and describing desirable matters for considering
when producing anonymously processed information
‘Presenting for reference general processing examples by categorizing information into
that belonging to an individual (a name, address) and history (purchase history),
and in accordance with expected risk and basic aspects in each item of information

OUse case and example of processing of anonymously processed information
Introducing specific processing method, with expected use case in mind, of the case on
purchase history, ridership history, movement history and electric usage history
responding to matters and risks to be considered in respective item of information




Use Case and Example of Processmg of Anonymously Processed Informat|0n® 8

O Case of purchase history (ID- POS data)

> Processing purchase history (ID-POS data) held by retailers and providing a general
business operator with processed data

» The said business operator utilizes consumer attribute and purchasing trend included in
provided anonymously processed information for developing nhew products

( Customer attribute database Transaction |nformat|on database

==y e Providin Anonymously
wew | aivo [ 66 fenm [ | o |mwio [mae Jum |am | Anonym%usly Processed
Processed Information

Informatlonc
7"7“.--:"' v

i Developing New

Products

General Business
Operators

;
|
. Purchase hlstory database
™ 1T 'f11 NAID ‘.{ u"-E’“l n; ._u Ul U J

Retailers =

Item Example of Processing
(D Member ID Deleting or Replacing
(2 Name Deleting
@ Date of Birth Replacing with year of birth
@ Gender No processing
® Address Replacing with resident area
® Telephone No. Deleting
@ Retailer No processing
Merchandise Deleting information on merchandise which is extremely limited
Use Case and Example of Processmg of Anonymously Processed Informat|0n® 9

O Case of movement history
An auto manufacturer processes location information obtained through data communication
module, and provide a general business operator (retailer) with processed information

The general business operator utilizes consumer attribute and moving history data included in
provided anonymously processed mformatlon for store opening plan etc.

- ) V,d'ﬂ % )

Custonter a trlbute processed
Location Data etc. Information

i AR
.

e ¥

Location Data

inutes
istory

ltem Example of Processing
@ Name Deleting
@ Gender No processing
@ Date of birth Replacing with year of birth
@ Telephone No. Deleting
® Address Replacing with resident area
® Type of vehicle ‘I}gﬁljglcéing with category of
@ VIN Deleting
Deleti sta tln and ending

BPekch m

movmg

Customer Auto Manufacturer General Business
L / Operators
, ’ RHp \\
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Handling
Complaints

Accredlted Personal Informatlon Protection Organization | 10

7 Asklng a berson ;

ROMEHITED: /]N\ b e
Q’Sz‘ their opinion

r -
I? nformation
. Protectign
Guidelin,,és

operator, Anonymously processed information
handling business operator)

. information

uidance,
Iy Recommendati
Member entities :
(Personal information handling business Providing

a selt-regulatory rule(” personal
information protection guidance”)
accordance with the characteristics of

the memher entities’ rpqppr'h\m husiness

Accredlted Personal Informatlon Personal
Protection Organization
(Private-sector body)

1 GuideiineT

&. @ ;:1

[ Information
Protection

in

\ J
" Superwsmg ) -Aclcredl_tmg : ST,
(Calling for a - Giving instructions on of Publish
Report, _ establishing a guidance, Guideline
onsite inspection, reviewing an established
Guidance, Advice, : P
: guidance, etc. :
Recommendation e
and Order) » Supervising Publish of
(Calling for a Report, Order, Guidelines
Rescinding the accred:tatlon)
4 § s Personal
Personal Information Protection Commission Information
( P PC) Protection
) Guidelines
Schedule (11 |
Second Half of 2015 First Half of 2016 Second Half of 2016 First Half of 2017
October 5 P Igation of th
—— apzi:if]t;;neenlt 5 NC § e; gag?ﬁb%;%tggefl? :?fn??l‘. thGEe! 1{’;’(} Rules
: 3 A }
The Diet subject to F:gfulgr: r16 Pﬁblilsgti'g: gf th_: N;Itifiecg}:?:n
Diet approval Related to Response to

Data Leakage, and Q&A
| ’\/

Enforcement of
the Act

o
N —
3
@)
c 2;‘, ,
% % & bfr?ntsgfdﬂnrg . ‘ Developmlg the Cctlabmgt :.'erer =
5 — = (<] er etc, in
Preparatlon for ek ;t{)r / PPC Rules, and Guidelines :
Enforcement ol | I :
S |le
o O
5 |5 _ ' ,
g = Publicity ; g Publicity D /
3 == -.:
o - :
a Holding jurisdicti i |
O |Holding jurisdicti olding jurisaiction over e
o I 2 [ over existing act "™ the Amended APPI 5 /
j> )
o)
o)
—i

Juszadwo)d

SJ21SIUILL

Supervising handling of personal information

by competent ministers

Monitoring and
supervising by
the PPC

September 9, 2015
Promulgation

January 1, 2016
Enforcement (1)

May 30, 2017
Enforcement @



Thank you! q.:’
Kuniko Ogawa ()

ogawa-kbpw@ppc.go.jp
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