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Asia Financial Regulators Roundtable
Singapore — November 16, 2016
Agenda

8:20am - 2:.00am

Breakfast and viewing of the Microsoft Transparency Center Cybrurity Center

&:00am - 9:30am

Opening

Brief welcome and facilitated
introductions
Objective setting

Karen Cone

General Manager,
Worldwide Financial
Services, Microsoft

Andrew Cooke
Regional Director -
Microsoft Asia Pacific &
Japan

9:30am - 10:15am

Cloud Trends in the
Financial Services
Industry (a global view)

An update on how global FSis are
leveraging Saa$, Paas, and [aa$

An overview of cloud's role in reshaping
banking business and operations
Overview of recent IDC Cloud research
commissioned by Micrasoft

Sean Foley

Chief Technology
Officer, Worldwide
Financial Services,
Microsoft

10:15am — 10:45am

Fintech and Innovation

The Government’s Role in Creating a

Adrienne Harris

Program

and tools to help support regulatory
compliance

Thoughts on the life-cycle of & doud
relationship (initial due diligence, contract
negotiation, setup, integration, run, exit)

- A Global View Vibrant finTech industry Special Assistant to the
President for Economic
Policy, National
Economic Council at
The White House
10:45am ~ 11:00am |Coffee Break
11:00am - 11:45am  [Cybersecurity and the |- Microsoft's insights into the global Ann Johnson
Financial Services cybersecurity environment, with a deep | Vice President &
Ecosystem dive on emerging threats, impacts and Wor’dWide_
how industry can partner with regulators | Cybersecurity Lead,
and regulated institutions to help fight Micrasoft
cyber crime
11:45am ~ 12:30pm | Microsoft's Financial - Overview of developed risk Robert Dring
Services Compliance assurance/compliance materials Senior Director,
- Detailed outline of assurance resources | Microsoft

Andrew Cooke
Regional Director -
Microsoft Asia Pacific &
Japan

12.30pm ~ 1:30pm

Lunch - guest speaker from the Bankers’ Association of Singapore, James Wilkins to address
the Association’s recently published Cloud Computing Implementation Guide




1:30pm — 2:15pm

Hyperscale Compliance
- Risk Assurance and
Compliance Across
Cloud Services

This session will go deep on the various
phases of the compliance “experience”
(e.g., presence of auditors, regular third-
party evaluation, etc)

Feedback from regulators on the
compiiance approach

Alan Ross
Microsoft
Azure Compliance
Director, Microsoft

2:15pm — 3:00pm

Sacurity in the Cloud

1

This session will address cloud based
enablement of customer control of
security (e.g., Azure Security Center) and
protective measures baked into cloud
services (e.g., Lockbox, Advanced Threat
Protection}

Robert Dring
Senior Director,
Microsoft

Alan Ross

Microsoft
Azure Compliance
Director, Microsoft

3:00pm - 3:05pm

Coffee Break

3:05pm - 4:25pm

Blockchain: The
Distributed Trust
Engine

Providing clarity on Blockchain trends, use-

cases and current state of the market and
highlighting opportunities and challenges
that the use of distributed trust solutions
will create

Microsoft's Blockchain as & service offering

Boh Hayward
Principal, -
Management
Consulting, KPMG
IAPAC

Andrew Key-

Head of Global
Business
Development,
ConsenSys

Moderated conversation
by: Richard Knight
pro e S

£:25pm - 5:00pm

Dialogue on risk
assurance and
compliance

Open discussion on how Microsoft and
regulators can continue the dialogue
Feedback on sessions

Open discussion
moderated by:
Sean Foley

Chief Technology
Officer, Worldwide
Financial Services,
Microsoft

Andrew Cooke
Regional Director -
Microsoft Asia Pacific &

?apan

H
f

5:00pm - 5:30pm

Closing remarks

?Karen Cone
gGeneml Manager,
Worldwide Financial
Services
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ASIEMA Annual Conference 2016
Program {as of 7 Nov 2016}

DAY 1! Thursday 17 November 2016 - Global and Regulatory Topics

Conference Location: Marina Mandarin Singapore, Marina Mandarin Baliroom — Level 1

(6 Raffles Boulevard, Marina Square, Singapore 033594)

Morning Session - Closed-Door Regulator Meetings
" (For 30-50 regulators by invitation only, closed to the media)

*For each meeting, it begins with g short presentation summarizing the industry’s views, followed by a
short panel discussion and in-depth interaction with the audience who are restricted to policymakers,
central banks and public officials.

08:30-09:00

09:00-09:45

09:45-10:30

10:30-10:45

10:45-11:30

Breakfast

Meeting 1: Asia’s Response to European and North American Regulatory Measures
Including in Light of Brexit

Larry E. Thampson, Vice Chairman and General Counsel, Depository Trust & Clearing
Corporation (DTCC)

Vanessa Le Leslé, Head of Regulatory Affairs, Asia Pacific, J.P. Morgan

Edward Lee, Head of ASEAN Economic Research, Standard Chartered

Mark Austen, CEC, ASIFMA (Moderator)

Meeting 2: Developing Hedging Markets in Asia in Light of the G20 Reforms

Trevor Vail, Global Head of Credit Trading, ANZ

Rahul Advani, Assistant Director, Public Policy, Asia Pacific, lnternational Swaps and
Derivatives Association {ISDA)

Pierre-Henri Joly, Global Markets COO, Head of Regulatory Transformation APAC,
Societe Generale

Mark Austen, CEO, ASIFMA {Moderator)

DBS

Coffee Break

Meeting 3: Sustainable Infrastructure Finance including Project Bonds

e o & & @

James Abbott, Partner, Allen & Overy

Boo Hock Khoo, VP, Operations, Credit Guarantee and Investment Facility (CGIF)
Marc Freydefont, Senior Director, Fixed Income — Asia Solutions, Credit Suisse
Abhishek Dangra, Director, Corporate Ratings, S&P Global Ratings

Mark Austen, CEQ, ASIFMA {Moderator)

i
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DAY 1: Thursday 17 November 2016 {Con’t)

Conference Location: Marina Mandarin Singapore, Marina Mandarin Ballroom — Level 1

(6 Raffies Boulevard, Marina Square, Singapore 039594}

Morning Session - Closed-Door Asset Manogement Panels
(For 30-50 gsset management and investor representatives by invitation only, closed to the media)

08:30-09:00

09:00-09:45

09:45-10:30

- 10:30-10:45

10:45-11:30

Breakfast

Panel 1: Online Fund Distribution

o & ¢ &

Damien Mooney, MD, Head of Retail Business, Chief Marketing Officer, Asia PaCIfIC
BlackRock

Lim Chung Chun, Chairman and CEOQ, iFAST Corporation Lid

Donna Chen, Founder & President, Keystone Intelligence inc

Xiaoming Zhou, Deputy General Manager, Tianhong Asset Management Co. Ltd.
Stewart Alderoft, Chairman, Cititrust Limited, Hong Kong (Moderator)

Panel 2: Pensions and Retirement

*

Rachel Farrell, MD, Head of Sovereign and Institutional for Asia Pacific ex-Japan, J.P.
Morgan Asset Management

Vincent Wang, Chief Investment Officer, Ping An Annuity Insmance Company of China
Hiro Kasai, Senlor VP and Head of investment, Tokio Marine Asia Pte. Ltd.

Charles Lin, Pnnmpal Head of Greater China, Vanguard Investments Hong Kong
Limited

Xavier Meyer, Head of Product Strategy & Development, Eastspring investmenis
{(Moderator)

Coffee Break

L]
-]
L ]

Panel 3: Stewardship and Responsible Investment

Alex Ng, Chief Investment Offer, Asia Pacific, BNP Paribas Investment Partners
Kevin Gibson, Chief Investment Officer, Eastspring Investments

Jenn-Hui Tan, Director of Corporate Finance, Fidelity International

Harriet Steel, Global Head of Business Development, Member of Beard and
Executive Committee, Hermes Investient Management

Lawrence Liu, Board Birector, Taiwan Stock Exchange; Chairman, CDIB Venture
Capital Corporation

Eugenie Shen, MD - Asset Management Group, ASIFMA {Moderator)

Morning Session - Closed-Door Wamen Session
(Hosted by Thomson Reuters, Supported by ASIFMA and Women In Finance Asia)
{For 30-50 women participants by invitation only, closed to the media)

09:00-11:30

Panel: When Diversity Meets Innovation

* How investing in diversity improves results

» Women in FinTech

- The diversity and inclusions challenges and solutions the industry faces
« How we drive the next wave of change

+ Increasing the number of women on boards

Page 2 of 9
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Conference Location: Marina Mandarin-Singapore, Marina Mandarin Ballroom — Level 1

Afternoan Session

{For all conference registrants, open to the media)

11:30-12:30
12:30-12:45
12:45-13:05

13:05-13:25

13:25-14:15

14:15-14:45
14:45-15:30

15:30-16:15

16:15-16:45

16:45-17:00

Delegate Check-in & Buffet Lunch
Welcome Remarks

Keynote 1
Jacqueline Loh, Deputy Managing Director, Monetary Authonty of Singapore

Keynote 2 Fﬂ\ff//& OKE;WW tles, ’2'\\5/{04 %kﬂc‘j}‘é

Greg Medcraft, Chairmal stralian Securities & Investments Commission

Panel 1: Global Regulators

e Greg Medecraft, Chairman, Australian Securities & Investments Commission

¢ Antonio de Lecea, Principal Advisor to the Director General, Dlrectorate General for
Economic and Financial Affairs, European Commission
Nick Miller, Head of EU & Global Department, Financial Cenduct Authority

+ Jingdong Hua, VP, Treasury and Syndications, International Finance Corporation,
World Bank Group

e Carter McDowell, MD and Associate General Counsel, SIFMA

o Stephen Lackey, Chairman, Asia Pacific, BNY Mellon {Moderator)

Coffee Break

Panel 2: Asian Regulaters and Exchonges

* Rapee Sucharitakui, Secretary-General, Chairman of Capital Market Supervisory
Board, Securities and Exchange Commission, Thailand

+ Takuc Komori, Deputy Commissioher for International Affairs, Financial Services
Agency, Japan

» Jae-Ryong Jeong, Head of Life insurance Team, Financial Supervisory Service, Korea

s Chitra Ramkrishna, MD & CEQ, National Stock Exchange of India Ltd

« Lawrence Liu, Board Director, Taiwan Stock Exchange; Chairman, CDIB Venture
Capital Corporation

» Damien Ryan, Founder and MD, Ryan Communication (Moderator)

Panel 3: Asign CEOs

¢ Ajai Kaul, CEO & Head of Asia Pacific ex-Japan Client Group, AB

+ Mark Talbot, MD, Asia Pacific, Fidelity international

s Michael Falcon, CEO, Global Investment Management, Asia Pacific, 1.P. Morgan
Asset Management

¢ Lieven Debruyne, CEQ, Asia Pacific, Schroders
s Oriel Morrison, Co-anchor, CNBC {Moderator)

Keynote 3
Blythe Masters, CEQ, Digital Asset Holdings
- with short interview on stage by Mark Austen, CEC, ASIFMA

Wrap Up for Day 1

Page 3 of 9
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DAY 1: Thursday 17 November 2016 {Con’t)

Evening Session — ASIFMA 10" Anniversary Dinner Reception
{For 100-120 dinner sponsors and special guests who receive a separate dinner confirmation email by
invitation only, closed to the media)

Dinner Venue:; Aura Sky Lounge, Level 6, Mational Gallery Singapore

18:00-18:45

18:45

19:30-20:30

21:30

®  Address: 1 5t. Andrews Rood, 06-02 National Gallery Singapore, Singapore 178957
® [Entrance is on Coleman Street, Please access from Supreme Court Lane.

Guest Check-in and Cocktail
Dinner Starts and Welcome Remarks

Panel: Global CEQs :

s Gang Chu, COO, China International Capital Corporation (CICC)

¢ Tenghu Dato' Sri Zafrul Tengku Abdul Aziz, Group CEQ, CIMB Group Holdings Berhad
e Piyush Gupta, CEO and Director, D8S Group

+ Sridhar Chandrasekharan, Global CEO, HSBC Global Asset Management

« Henrik Raber, Global Head of Capital Markets, Standard Chartered -

* Mark Austen, CEQ, ASIFMA (Moderator}

Binner Concludes

Spensorship Detalls for‘ Dinner Reception

Tables:

Regulators:

Investors:

Timeline:

HKD22,000 nett (per table of 10 persons)

¢  Half Tabie available but subject to ASIFMA's discretion on partnering

» Individual seats will only be considered if Tables are available in November on a
first-come-first-served hasis

At least 2 allocated per table on first-come-first-served basis
At least 1 allocated per table on first-come-first-served basis

Tables will be available based on following schedule:
¢  Confirmed Conference Sponsors, from July
ASIFMA Board, from August

ASIFMA Members, from September

*»  Non-Members, from October

Page 4of 8
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Conference Location: Marina Mandarin Singapore, Marina Mandarin Baliroom — Level 1

Morning Break-out Session — Stream A
{For all conference registrants, open to the media)

08:30-09:00
05:00-09:45

09:45-10:30

10:30-11:00

11:00-11:45

11:45-12:30

12:30-13:15

13:15-14:15

Delegate Check-in

Panel Al: Brexit: impact on Economic Growth in Asia

+ Sherry Madera, Minister-Counsellor & Director for Financial Professional Services and
1CY, British Embassy

» Philip McNicholas, Senior Economist, Asia ex-Japan, Glohal Markets, BNP Paribas

* David James Brown, VP, Business Development, BNY Mellon Markets, Singapore

+ Edward Lee, Head of ASEAN Econamic Research, Standard Chartered

» Sanjeev Chatrath, MD, Region Head, Asia, Financial & Risk, Thomson Reuters

» Marie Diron, Associate MD, Sovereign Risk Group, Moody's Investors Service (Moderator)

Panel A2: Accessing China’s Markets in the Current Economic Climate: Stock Connect,

CiBM and Other Channels

¢ Arnaud Delestienne, Executive VP, Head of Core Product Management, Clearstream

Ivan Nicora, CEQ Euroclear Hong Kong Branch and Regional Head of Asia-Pacific, Euroclear
‘Ryan Wuebbels, ED, Principal Strategic Investments, Goldman Sachs

Chris Ryan, MD, Head of Asia Pacific, MSCI

Ashley Perrott, MD, Head of Pan Asia Fixed Income, UBS Asset Management

Brad Maclean, ED and Research Principle, Regulation Asia and RMB Week {Moderator)

.« & 5 N

Coffee Break

Panel A3: india: One Step Forward, One Step Back?

s Neeraj Kulshrestha, Chief Business Operations, Bombay Stock Exchange (BSE}

Sanjay Awasthi, Director, Central Dealing Desk, Eastspring Investments

Ajay Mahajan, Head of Commercial & Wholesale Banking, IDFC Bank

Jayesh H, Founder Partner, Juris Corp

Rahul Bhargava, Director of Payments, SWIFT

Radhika Rao, VP, Fcaonomic and Currency Research, Group Research, DBS. Bank (Moderator)

Panel Ad: ASEAN: Onwards to Further integration?

s  Philip McNicholas, Senior Economist, Asia ex-Japan, Global Markets, BNP Paribas

» Nellie C. Dagdag, MD - Industry Relations, Sales & Solution Delivery, Depository
Trust & Clearing Corporation (DTCC}
Kenneth Tang, Senior Pertfolio Manager, Asian Equity, Nikko Asset Management Asia

¢ Christian De Guzman, VP - Senior Credit Officer, Sovereign Risk Group, Moody's
investors Service '

e Xavier Jean, Senior Director, Carporate Ratings, S&P Glohal Ratings

¢ Christopher Langner, Gadfly Columnist, Bloomberg (Moderator)

Panel AS: Asian FICC Market Liquidity: Negative Interest Rates VS, Shrinking Bank

Balance Sheets ‘

¢ Andrew Ng, Chairman, ASIFMA; Group Executive, Head of Treasury & Markets, DBS

s David Lynne, Head of Fixed Income and Currencies, Asia Pacific, Deutsche Bank

+ Shantanu Shete, Head of Macro Sales, Singapore, Goldman Sachs

o Klaus Baader, Head of Research for Asia and Chief Economist for Asia Pacific, Societe
Generale

e Sam Vilo, MD, Head of Financial Markets & ALM Singapore, Standard Chartered

e Nachum Kaplan, Editor, Financial Markets Asia, Reuters News (Moderator)

Buffet Lunch
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DAY 2: Friday, 18 November 2016 - Global Markets Topics {Con’t)

Conference Location: Marina Mandarin Singapore, Marina Mandarin Ballroom — Level 1

Maorning Break-out Session

(For all conference registrants, open to the media)

08.30-09:00
09:00-09:45

09:45-10:30

-10:20-11:00
11:00-11:45

11:45-12:30

12:30-13:15

13:15-14:15

Delegate Check-in

Panel B1: Big Data: Artificial intelligence, Machine Learning and Robo Advisors
Adrian Gostick, Chief Revenue Officer, BondIT .

Jloanne Hon, Head of Asia Pacific, Dealogic

Craig Davis, Partner, Head of Financial Risk Management, ASPAC, KPMG
Michael Karbouris, Head of Business Development, Asia Pacific, Nasdaqg

Joe Rothermich, Director, Data Science, Thomson Reuters Labs

isabella Zhong, Reporter & Writer, Barron's Asia {Moderator})

Panel B2: Cybersecurity, the Cloud and Privacy: the Way Forward

s Kevin Fedigan, Head of Asset Servicing and Broker Dealer Services, BNY Mellon
s Greg Rattray, MD, Global Cyber Partnerships & Government Strategy, IPMorgan
Chase & Co.

Andrew Cooke, Regional Director - Legal Affairs, Microsoft Asia Pacific & Japan
Sagib Sheikh, Head cf Sales Services, Asia Pacific, SWIFT

David Gurle, CED, Symphony

Jererny Pizzala, Partner, EY {Moderator)

Coffee Break

Panel B3: PFMI Standards and Recognition by EU and US of Asian €CPs: Resilience and

Recovery and Resolution

e larry E. Thompson, Vice Chairman and General Counsel, Depository Trust & Clearing
Corporation [DTCC)
Jenny Cosco, Co-Head of Government Affairs, Asia-Pacific, Goldman Sachs
Ketan Patel, MD, Deputy Group Risk Officer, Hong Kong Exchanges & Clearing
timited (HKEX)

» Rogier van Kempen, ED, Clearinghouse Risk, Strategy & Advisory, J.P. Morgan

Agnes Koh, Executive VP, Chief Risk Officer, Singapore Exchange Limited (SGX)

» Kishore Ramakrishnan, Director, Consulting, PwC {Moderator)

Pane} B4: Infrastructure Financing: What is the Role for the Private Sector in Asia?

e Jim Barry, MD, Global Head of Real Assets, BlackRock

Boo Hock Khoo, VP, Operations, Credit Guarantee and livestment Facility (CGIF}
Abhishek Dangra, Direcior, Corporale Ratings, S&P Global Ratings

Hon Cheung, Head of Official Institutions Group, APAC, State Street Global Advisors
James Abbott, Partner, Allen & Overy (Moderator)

® & 09

Panel BS: Green Finance and Sustainable Investing: Flavor of the Month or a Game

Changer?

» Terry Fanous, MD, Project, Public and Infrastructure Finance Group, Moody's
tnvestors Service

+ Laurent Morel, MD, Head of Debt Capital Markets & Advisory, Asia Pacific, Sociéte
Générale

» Rahu! Sheth, ED, Capital Solutions Group, Standard Chartered

s John Barry, Head of Capital Financing, Asia, Products & Markets, National Australia
Bank

s Ray Chan, Senior Investment Banking Reporter, FinanceAsia (Moderator)

Buffet Lunch
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DAY 2: Friday, 18 November 2016 - Global Markets Topics {Con't)

Conference Location: Marina Mandarin Singapore, Marina Mandarin Ballroom — Level 1

Afternoon Concurrent Roundtables
{For all conference registrants, closed to the media)

14:15-14:20

14:20-15:00

15:00-15:30

Welcome and Introduction t@

*There are two consecutive sessions of 4 simultaneous roundtables, each representing o
designated topic with at Jeast two moderators leading the discussion. Delegates are
able to join any table of their choosing.

Concurrent Roundtables (For all conference registrants, closed to the media)

Roundtable 1: Digital Currency: fram Frontier of Bitcoin to Centrai Bank Endorsement
s Scott Likens, Partner, Consulting, PwC
¢ David Gurle, CEQ, Symphony

Roundtable 2: Tax Policy impact on Capital Markets Development

¢ Gaetan Gosset, Head of Product Management Asia-Pacific, Euroclear

* Simon Jenner, Partner, Taxation, £Y

s Greg Elliott, Global Head of Tax, CiB and Client Businesses, Standard Chartered

Roundtable 3: Culture: Industry Codes of Conduct VS. Tougher Regulation and Tougher

Regulators

» Cindy Mok, Director, Head of Department, Monetary and Domestic Markets
Management, Monetary Authority of Singapore {MAS) -

+ Tom Lodder, MD, Head of Regulatory Policy and Macrc and Credit Legal, Asia Pacific,
Barclays

s Peter Douglas, Director, Asia Pacific, CAlA Association

Roundtahle 4: Bank Booking Models: Headed Towards Regionalization?
e Kishore Ramakrishnan, Director, Consulting, PwC

¢ Joel Grant, Director, Advisory, Financial Services Risk Management, EY

Coffee Break
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DAY 2: Friday, 18 November 2016 - Global Markets Topics {Con’t)

Conference Location: Marina Mandarin Singapore, Marina Mandarin Ballroom — Level 1

15:30-16:10

16:10-16:20

Concurrent Reundtables (For all conference registrants, closed to the media)

Roundtable 5: Weighting Risk: Will the Standardized Approach Unfairly Punish
Emerging Market Credit?

* Andrea Schnoz, Director, Finance Regulatory Policy, Barclays

+ Matt Holmes, MD, Head of Group Regulatory Policy, Deutsche Bank

e Vanessa lLe Leslé, Head of Regulatory Affairs, Asia Pacific, J.P. Morgan

Roundtable 6: KYC: Regulators Are Now Endorsing Utilities but Is That the End to a

Glohalized Approach? _

« Hasan Rauf, ED, Head of Business Development ~ Asia Pacitic, Depository Trust and
Clearing Corporation (DTCC)

¢ Brie Lam, Director, Regulatory & Compliance Services, IHS Markit

e Julia Walker, Head of Market Development, Risk and Regulatory Technology, Asia,
Thomson Reuters

* Andrew Burlison, Head of Compliance Services, Asia Pacific, SWIFT

Roundtable 7: Exchanges: To Suspend or Not Suspend, Is This Even a Questionin a

Volatite Market?

e Katherine Abrat, Chair, Alternative Investment Management Association (AIMA);
MD, Goldman Sachs

» Nico Torchetti, Senior VP, Head of Market Services, Singapore Exchange (SGX)

Roundtable 8: OTC Derivatives: Wilf Bilateral OTC Disappear and Clearing Be King?

s Luke Brereton, MD, Co-Head of Execution, Clearing, Liquidity and Portfolio Services,
Standard Chartered Bank

e Rahul Advani, Assistant Director, Public Policy, Asia Pacific, International Swaps and
Derivatives Association {15DA)

¢ Pierre-Henri Joly, Global Markets COO, Head of Regulatory Transformation APAC,
Societe Generale

Closing Remarks
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Digital transtormation is essential to sustaining
a competitive advantage in financial services

From then to now...
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Cloud Computing in FSI had traditionally lagged other industries
~ but in the last year global adoption has leapfrogged

“Thinking about your srganization’s experlence with adopting cloud computing
aver the past 12 months, please select the most approprinte responsa balow”

Lhoud comperting o fully adonted
arct & part of owr cors [T philosophy

2 All respondents
Fnanokd services
and insurance”

We have mited adoplion
of clowd computing

We are sware of oloud computing
bt have no plans fo scdopt it

s And iourney Survey, 2018, Forrester Research, o,

Cloud adoption in FSI will continue to outpéce the rest of the market
through 2016

“Thinking about your organization's future plens to adopt cloud computing during the next
12 months, please select the most appropriste response below.?

Clotrd nomputing is fully adopbed
arxd & part of our coes 1T philosanky

We have limited adoption % Al respondenis
of gloud compuling £2 Fimancial sstvices
afwl insorance”

We are aware of cloud computing
but have rier plans o adopt

1
it
tiey And Journay Survey, 2015, Forrester Research, ing,




FSI firms leverage public cloud in conjunction with
other types of cloud

What are your firm's plans to adopt the following cloud platform
{includes [aa8 and Paa8) deployment models?

Internal Private Hosted Private Public Cloud
Cloud Cloud

*Base: 158 respondents in Finaneial Services and Insurance indusiries in North America
Source: Giobal Business Technographics infrastruciure Survey, 2018, Forrester Research, Inc.

& 2(FIE Forrostsr Research, Inc. Raprodustion Prohitied

Cloud is a key enabler of banks’ digital
fransformation

sSpeed — faster implementation time

»Freeing up resources — moving
away from managing infrastructure

:Responsiveness — embracing agile
and continuous delivery




Microsoft Cloud Offerings

OFfice 365 Dynamics 365 Azurs Cortana Enterprise Mobility + Security
Analytics Operations Mgmt. + Security

«  Today, our top three product areas in Financial Services are: Azure, Office 365 and Dynamics
CRM

« Looking forward, we see significant uptake in Artificial Intelligence, Blockchain (as a Service),
Enterprise Mobility and Cloud Security capabilities



Key Cloud Workioads in Financial Services

Business Agility

LOW

LOW Cost Take Qut  HIGH

FSI Customer Demand is Changing

» Shifting away from Private Cloud towards a mix of Public Cloud,
Private Cloud and Hybrid Delivery

= Increase in direct Saas consumption by Lines of Business

» Banks' IT focusing on higher end services:

- Artificial intelligence / Machine Learning
- Applied o AML, KYC, Fraud, Customer Centricity, Roboadvisor
+ Blockchain as a Service
+ Innovation Labs, Value Chain Disintermadiation
+ Enterprise Mobility
- Data Loss Prevention and BYCOD Device Management
- Bots and conversations as a platform
- Automated intelligent agents/assistants

« Cloud-based Security
+ Advanced Threat Analytics/Protection
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Adding the Human Element
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Data Center Controls

Barriers Fencing

1

Perimetor m*m*mwm“ummw“,m“mmmé”“m“mnwMgm“g-mmw“w:mwmmgmmmﬁmmma-mmmymwma

Seisrric Security 24x7 Days of
bracing operations center security staff backup power

mmmx,Maw.mu”wmﬂgg‘j‘kHMxwuHWHuuAxw-ﬂéuw“““uu“w-,,mm sererzzosmza.

e

Building -

Two-factor access control
Biometric readers & card readars

E

i

C(}mpu‘geg FIOEY) sreeesvrmmronsoonmsonneonsoonl ] Xxv':nﬁovx?:vvxva‘xvvﬁﬂvv%xc%v»xx”’xxv>x#~+“xm¢?(k+~7xxv.xa(a:.xzab/cua‘Axa%h;zs&xumazlaaxxuu(xn);;5uaua

Cameras Alarms
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2FA Required to Even Request Access

« All steps logged independently

« Security analytics system monitors access JiT/RBAC requests
« Alerts when workflows do not correlate with TFS/requests
- When an admin attempts subversion of the process, a Sev 1 incident occurs

LUERER (SBRY ADEY WieeR HRioRY fRlAATEANS EP

PRIl e LT ST T Ty P e T Y - ) PRt Rt ra o L T 1 Sk iy
sl redient  vigw reoiins shelus  eDproveTect adiain

ek SO by hual wossmm s GEFEES
Sustification; ke Jtesing
T g e L -

Tawsaggs ) mpdens e ;

Acosss hesa: S DevDpsidwa R

[ aidate & Aol Restsee

Shewvs Srotidans Sk Rpoue By

Online Services Secure Console

« From this:




Securing the Console

Enforced Admin Consoié

Secure Console with Corporate PL as E

WInd 4 v/ Hyper-V anabled

Use of Secure
Console for
administrative
operations in
the cloud

(in addition to
Z2FA for access
or privilege
elevation)




Extended to Customers

Manags identities

AR
biatihew 0. Green

ERASE

MGrean@neat

Security Management in

AITRATHON
Temporary

Microsoft Azure

1 ACTIVER 5
Vas

EXPRATION
20E5A55 101843

i




Microsoft Azure Key Vault

Key Vault offers an easy, cost-effective
way 10 safeguard keys and other secrets
used by cloud apps and services using
HSMs.

¥ You manage your keys and secrets

v Applications get high performance access
to your keys and secrets... on your terms

Prevent & Assume Breach

» Sercure Developiment
Lifacycle

a

Prevent - Operations! seturity
breach  conmons

Physical security controls

« Bug Bounty Program
+ War game erarcises
= Lve site penetrahon tastng

Prevent Breach is a defensive strategy
aimed at predicting and preventing a
security breach

The Assume Breach strategy, unigue to
Microsoft, is a key operational practice
that hardens cloud services
¥ Leverages Microsoft's vast threat
intelligence
v Inciudes state of the art security
monitoring and response




Update Management

= Monitor 100,000+ wunerability reporis

« Spurced from customaens 8 worldwide
retwork of securdty researchers

AZURE:

¥ Provides customer options on
patch management strafegy

» Reviews and tests gl changes

¥ (ffers patch managemeant as a
sarvice

« Prigritize orifical
undlates v B | B acts 3|
< : +
.+ Monthy 05 Rigorously reviews & tests all
releases with chaﬂges
patches

= Reconcillation
report

* Resolution
summaty

CUSTOMER:

¥ Applies similar patch
management strategies for their
Virtual Machines

» Scanning &
raporting of ail
Azure ViMis

+ Track & remadliate
any findings

ldentity & Access: Azure AD

¥ Centrally manage users and access to
Azure, 03965, and hundreds of pre-
© integrated cloud applications

Azurs
Active Directory

BRSSO ALECVO P AR

v Build Azure AD Into your web and
mobile applications

Cloud Apps

\
A

Endl iisers ¥ Can extend on-premises directories o
Azure AD through synchronization

Active Directory




[dentity & Access: Multi Factor Authentication

Options for Encryption

Encryption key
management

e i -
i P "
; Sl .
- :
*’{};‘N

. = Windows Server
Y, Active Directory /

v Protect sensitive data and applications
both on-premises and in the cdoud with
Multi Factor Authentication

v Can use Active Directory (on-premises)
with Azure Active Directory (in cloud) to
enable single sign-on, a single directory,
and centralized identity managerment

¥ Multi Factor Authentication can be
implemented with Phone Factor or with
AD on-premises

in Transit

¥ Microsoft encrypts traffic between data
centers

¥ Customer Vs are configurable

¥ Most Microsoft controlled endpoints
encrypied by default

v Office 365 traffic encrypted by default




Microsoft Azure

Microsoft Azure Active Directory
Cloud app discovery

Comprehensive  + SaaS app category

reporting = Number of users
+ Utilization volume

Reveal shadow IT

Discover all SaaS apps in use
within your organization

Mot Secummy 2004




Host Protection: Monitoring,

Customer VMs

Clowd Services

Customer
Admin i
& Lvents

Extract svent infosmation to SIEM or
ether regorting systam

Microsoft Web/sites

Firewalls, AV

¥ Configure monitoring, export events
for analysis

v Configure Microsoft Antimalware or
an AV/AM solution from a partner

¥ Apply corporate firewall using site-to-
site VPN, configures endpoints

¥ Define access controls between ters
and provide additional protection via
the OFS firewall

¥ Monitor and respond to alerts

Typical

Matric Metric Display MName Usit

Aggregation Type  Descrption

£ Average Rasponsa Tima past noer
Tty

amRr
T [ IRAGE TRIPOMNIL ThE

295.02.

puest % taday

SELES ApRESHE SRR

Svarage Responsa Time Seconds  Average

AversgefzsponseTime

. QFEYES, MAT M




Gain visibility Enable agility Integrate partner " Keep up with
and control and security solutions cyber threats

IR SEVIRITY 3 MEDIUM SEVERITY inw SEVERIPY

14 26 2
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FitRbEET

2

e

W 4ETLIAL 1322 3121
Sxpiresc 12/2013

e Teal

Subject: Chargaback

Please chargeback the travel expenses
to this account.

Visa: 411 11111111 1119
exp: 12/15

ekt Carel Magnb:
vy el st 1

To: Alex E.i-

Ce

Subject: Thargaiiack

Please chargebadk the travel expenses
o this account.

Visa 4111 1111 1111 1111
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Azure Information Protection

Q=

E

ACTESS POLICY DOCUMENT DOCUMENT

CLASSIFICATION LABELING CONTROL ENFORCEMENT TRACKING REVOCATION

Xk %

PIuCY D ICUMENT DOCUMENT

CLASSIFICATION LABELING ENCRYPTION COMTROL ENFORCEMENT TRACKING REVOCATION
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- Software t@icen

that they are who they say




DHSPLAY NARE ~
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| CONTOSO

or added security, wa need to further verily your account

‘aur admin has required that you set up this account for
additional securty verification.
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Distributed Ledger is a Disruptive Combination of 5 Concepts

kPl

A Decentralized Trust Protocol can have a Huge Impact:

J=re



Emerging Distributed Ledger Use-Cases

Financial

Trading

Deal origination

POs for new secanities

Equities

Fixed income

Derivatives irading

Total Return Swaps (TRS)

2" generation derivatives

The race to a zero middle office
Coliateral management
Settlements

Payments

Transferring of value

Know your client (KYC)

Anti money laundering (AML)
Client and product reference data.
Crowd Funding

Peer-to-peer lending
Compliance reporting

Trade reporting & risk visualizations
Betting & prediction markets

Insarance

Claim filings
MBS/Property payments
Claims processing & admin
Fraud prediction
Telematics & ratings

Smart codtracts for policies

e,

ConsenSys

ConsenSys is a team of close to 150 subject matter experts in blockchaln technology spread across 15 countries that offers o

Media

Digital rights management

Game monetization

Art anthentication

Furchase & usage monitoring
Ticket purchases

Fan tracking

Ad click fraud rednetion

Resell of authentic assets

Real time auction & ad placements
Comynter Science

Micronization of werk (pay for algorithms,
tweets, ad clicks, ete.}

Expanse of marketplace
Disbursement of work

Direct to developer payments

APl platform plays

Notarization & certification

P2P storage & compute sharing
DNS

Medical

Records sharing Prescription
sharing Compliance
Personalized medicine DNA
sequencing

Asget Titles

Diamonds

Deesigner brands

Car leasing & Sales

Home Mortgages & payments
Land title pwnership

Digital asset records

Govertment

Voting

Vehicle registration

WIC, Yer, S5, benefits, distribution
Licensing & identification
Copyrights

Identity Personal

Objects

Families of chjects

Digital assets tracking

Multifactor authentication

Refupee tracking

Education & badging

FPurchase & review tracking Employer &
Emplovee reviews

comprehensive suite of blockehain related products and services through a three-piliared approach.

IoT

Device to Device payments

Device directones

Operations {e.g. water flow) Grid
monitorng

Smart home & office management
Cross-company maintenance markets

Micropayments (apps, 402}
B2B international remittance
Tax filing & collection
Rethinking wallets & banks

Consumer

Digital rewards

Uber, AirBNB, Apple Pay

P3P selling, craigslist

Cross company, brand, lovalty tracking

Supply Chain

Trade finance (L/Cs)
Provenance/Chain-cf-custedy integrity
Dynamic ag commodities pricing

Real time auction for supply delivery
Pharmaceutical tracking & puarity Agtcultaral
food authenticaticn

Shipping & logistics management
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CONSENSYS

/i Apphcation

/f Core components

Vatue-added Products and Services

Wallat, Identity, Reputation

i Dev Tools

/f Clients

@ Development Environment, Testbed

Virtualized Network Node, APT




Financial Services Collaborators and Clients

@

fidor

BANK

John Hancock retained
ConsenSys to build an
AML/KYC enboarding
sysiem as well as
blockchain based lovally
rewards tool.

"Using Bthersum it was a very

- easy thing to do, 1f was 200
Hines of code in Solidity o
write a model where 1t can

realty load up an account with

fiat ourrency and send money
bﬂveer -aecounts,” Gruban

explaméd,

CoinDesk

R3 and many of their
consortium members are
eraploying Bthereum-based
blockehain technology -
developed by ConsenSys.

CONSENSYS

| Blockchain Use Cases

Blockchain technology is the dawn of veridical computing

. T]’ip*f, Ertry fxcco,mtmg

+  Tokenization of Assets - Commodmcb Fiat, Renew eb lc Encrgv Credits, Securities - Stocks, -
Derivatives, Lovalty Programs - every retailer will have a token.

»  Settlement latency reduction. - The trade IS the settlement. Not. only n cap; al markets, but cross”
border payments and core retail banking,

> HFscrow / Custodian functionality - The smart contract IS the escrow / cust odian‘

» Provenance tracking - Following the chain of custody and authenticity of an asset.

- AMLY KYC - Digital Identity :

»  Reference Data

»  Syndicated Loans

»  Bond Issuance

CONSENSYS



| Blockchain and Regulators

* Regulators will ntc software bDuCS a:zd develop tests that comphant corrpdmcb/soﬁware must
p q8s, i . - ;
¢ Real-time x,omphcmcv, accounting dnd momtomng
¢ Real-time comprehensive auditing, not sampled or quarte riv looxback
»  Real-time risk metrics and sensitivity analyses.
»  Real-time overview dashboard for companies.
*  Real-time overview dashboard for regulators.
°(bmmm%mbﬁmmwmﬂ%mmﬂmwmﬁmmemMM%hmMmmaﬁ@
»  Organizations using certified software will not be able {0 break or bend any rules. For 99.999% of
transactions, there will be no room for interpretation of words. Code is Taw.
* When exceptional conditions arise outside of the anticipated scenarios, th@ bltuanen can be handied
using conventional regulatory and legal mec chanisms. - :

CONSENSYS
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