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Exploiting JPEG2000 into Reversible Information

Te-Jen Chang, I-Hui Pan, Kuang-Hsiung Tan, Shan-Jen Cheng, Chien-Wu Lan and Chih-Chan Hu

Abstract—With the event of multimedia age in order to protect
data not to be tampered, damaged, and faked, mformation hiding
technologies are proposed. Informanion luding means that important
secret information 15 hidden mto cover multimedia, and then
camounflaged media i1s produced. This camouflaged media has the
characteristic of natural protection. Under the undoubted situation.
mnportant  secret nformation  is  transmutted  out.  Reversible
mformation hiding technologies for high capacity is proposed i this
paper. The gray images are as cover media i tlis technology. We
compress gray images and compare with the onginal image 1o produce
the estimated differences. By using the estumated differences.
expression informanon hiding is used and lugher information capacity
can be achieved. According to experimental results, the proposed
technology can be approved. For these experiments. the whole
capacity of mformation payload and image quality can be satisfied.

Keywords—Cover
mformation hiding.

media. camouflaged media, reversible

. INTRODUCTION

NFORMATIONIs the thing to communicate among people.

Information is also called communication. Communication
in human life exists everywhere. for example: cell phone.
television, computer, Internet, and e-mail, and so on. Secret
communication has been heavily needed since ancient times.
For military, natural security and military confidentiality
depend on the secret communication architecture. A major
breakthrough has been achieved in modemn cryptographic
technologic, so the secret communication architecture can be
protected in texture. On the other side, video media in
e-generation is replaced with traditional text. Graphical User
Interface (GUI) shortens the distance between people with
machines. People use computers and Internet more normal, It is
a necessity in our life. The computers and Internet are regarded
as the target, which will be stolen and broken by hacker. How
we protect the multimedia products becomes very important.
The function of multimedia products cannot be protected by
cryptographic technology. So. information hiding technology
can be invented,
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Recemtly, information technology develops very quickly.
Internet becomes a public communication path. Therefore, how
we transmit secure information from a transmitter to a receiver
safely becomes an important topic. Some copyrights are
declared, and some secret information is hidden by information
hiding. We use cover media to hide confidential information.
such as videos, music, texts, or images. We must assume after
hiding information, the media (videos. music, texts, or images)
do not have obvious changes or after the other non-official
people intercept information, they do not doubt the content
which has already hidden important secret data. So. the
important secret data can be transmitted out and prevented from
tampering and damaging by an interested people. It is the
purpose of information hiding.

Generally, information hiding is distinguished into: spatial
domain and frequency domain. Information hiding in spatial
domain is directly to change pixel values in images and to
achieve the purpose of information hiding. The advantages in
this method are low computational complexity, high payload.
and easy-to-achieve. They do not break the quality of images.
Everybody usually uses Internet to upload or to download
images Lo transmit message. Therefore. an image is one of the
best ways to cover media. In this experiment, “image” is
regarded as cover multimedia. The estimated pixel differences
are created by compression and secret information is embedded
to produce camouflaged images. We implement and verify the
efficiency of data hiding.

The study range is limited into technological steganalysis in
data hiding. This is reversible data hiding which is refereed the
estimated difference [1]. The main content is images in spatial
domain. These images use the relationship among pixel values
to produce the differences to hide secret information.

The study is referred to the reversible data embedding using
a difference expansion and Least Significant Bit (LSB)
replacement in this paper. It combines the advantages which are
difference expansions and least significant bit replacement. The
cover image is proposed in the data hiding process.

We compare the quality difference of data hiding between
the proposed method and the other methods [1]-[3] to verify
our proposed method. The experimental result is applied in web
page. The estimated images are browsed in the outer layer of
the web page. The stegoimages are stored in the inner layer of
the web page. They can be downloaded and stored by using
another file name. Comparing with the estimated difference
method [1], there is higher quantity of data hiding, but the
estimated differences are larger than those in the other methods.

The estimated images are regarded as reference images of
camouflaged image in the proposed method. There are more
accurate estimations, but the estimated differences are smaller.
The quality of the camouflaged images is promoted.
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I1. D1scUSSION OF INFORMATION HIDING TECHNOLOGY

From now on, along with the progress of human culture,
interactions among people are very frequent and “information
hiding” is heavily needed: e.g.. from personal privacy to
national confidentiality. Even in the personal privacy or in the
national confidentiality. they need safe and effective method to
hide the transmitted information and to prevent secret
information from leakage. These technologies of data hiding
are the sources of steganography. The carliest reference is
traced into 5% Century B.C. In the article “The Histories” which
is written by historian Herodoms in ancient Greek. one
technology 1s described. It is to prevent Greek from being
conquered by Xerxes which is in Persian. He wrote secret
information to engrave on the wood and covered the secret
information on the surface by wax. and then prevented Greek
Guard from checking. He told the Greeks the attack action, and
then the Greeks had enough time to prepare and to resist the
invasion of Persia.

The word “steganography™ comes from “Steganos” and
“Graphy”. The original meaning is to hide words. We can
extend to transmil information by using secret method. It has a
weakness when the data liding technology 1s broken. The
information can be understood by the third person. Therefore,
cryptography is developing. Secret information does not hide
itself in cryptography. It hides the meanings of secret
information.  This process 1s  called encryption.  Secret
information is transformed into texts or svmbols which cannot
be understood. Therefore, depending on the rules which have
already coordinated by the transmitters and the receivers, the
information will be transferred. The receivers only depend on
the transferred rules to transfer the secret information. and then
the meaning of the secret information can be restored. If the
enemies intercept it since they do not understand the transferred
rules. the meaning of secret information cannot be obtained.
The concept of steganography will be proposed. Steganography
is to hide secret information into images, audios, videos, and
texts. The media which hide information is called cover media.
The action of hiding secret information is called embedding.
The cover media in which information is embedded is called
stegomedia.

The classification for steganography [4] distinguished the
information hiding into four items as shown in Fig. 1. The first
is stego channel, the second is anonymity, the third is
Steganography. and the last is copyright mark. The descriptions
of

| Information 1iding |

[Stego Channel

| Anonymity | | Steganography

Fig. 1 Classification for Steganography.
each item are as follows: stego channel is called the channel
where unauthorized information can be transmitted. This
channel is usually used to steal the information which is in the
computer. Anonymity means to hide our information or use a
pretended name to transmit data. Steganography means to hide
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plaintexts into specific media. Nobody will doubt them. That 1s,
nobody knows about secret information inside message.
Copyright mark means that some associated information,
which is the name of the company or the symbol included, is
stored in specific media. But, there are two methods which are
appeared or hidden. This is one of the most representative
hiding methods and this is called digital watermark.

Steganography is elaborated in this paper. Steganography is
a technology where information is hidden into figures, videos,
even voices. When information is hidden into cover media, the
cover media does not change itself. Steganography can be
extended as watermark: for example, a label in product. Many
small figures are used for permutation, and then. a figure which
has some meanings is generated. Figures which are drawn by
ASCII are used. Some methods can be employed to hide
information, such as holography technology. infrared, B. B. call,
and HTML code, and so on. Secret information can be hidden
by using static figures. It cannot be identified by human eves.
The main purpose of the embedded capacity depends on the
quality of stego images. One of the most important facts is that
the original image can be restored.

Generally, the following three conditions must be satisfied
for a good information hiding technology. The descriptions are
as follows: (1) Security means that hiding information must
resist to detection and breaking confidentiality. It cannot be
removed by unassociated people. Even information which is
hidden is known and it can be protected: (2) Imperceptibility
means that human eyes cannot find secret information which is
hidden in cover media. The quality of cover media is affected to
lower the minimum for information hiding. So. unauthorized
people will no doubt, and then, the purpose of data hiding will
be achieved: (3) High payload means that the larger the hiding
capacity of data is, the better the data hiding is. The larger
capacity represents higher hiding ability. During the same
imperceptible condition, more information will be hidden.

According to different embedding technologies. the
technologies of the information hiding can be divided into two
classes: spatial domain and frequency domain. They are
described as follows in Fig. 2.

1) Spatial domain: Most technologies exploit the media that
human eyes can directly sense. Nobody can feel the secret
information hiding in the media. Most are established in
the human visible system. Mostly. Cover media are
directly modified 1o achieve the purpose of data

hiding. There are many advantages which are a lot of
positions of data hiding, and easily to hide, and easily o
manage in spatial domain. General methods in spatial
domain are least significant bit (LSB), difference
expansion (DE), and histogram shifting.

Frequency domain: Transform the pixel values of images
in spatial domain into coefficients in frequency domain,
and then secret message 1s added the specific coefficients.
General transformation technologies in frequency domain
are discrete Fourier transform (DFT), discrete cosine
transform (DCT), or discrete wavelet transform (DWT).
Most methods exploit digital watermarking technology.
Using DCT. images from spatial domain are transformed
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to frequency domain. and then a matching table is made,
which 15 used for a watermark to be hidden nside. The
secret information can be hidden inside the message by
look-up table, and then a digital watermark system which
is image verification can be completed.

| Information hiding technologies |

1 Spatial domain i |_l-rcqucm:)' domain l
ﬁ.ﬁll (least significant hil:"| [I'Ii-' I (diserete Fourier transform) 1

| histogram shifting | | DCT (discrete cosine transform)

i DE (difference expansion) i | DWT (discrete wavelet transform) |

Fig. 2 Apphcations for informanon lnding technologies.

Comparing with the above two methods (in spatial domain
and in frequency domain), data hiding is used in spatial domain.
It has many advantages which are simple algorithms, easily to
implement. The faults are that tough degrees is not enough
resulted for the attacked information. According to the above
algorithms, since the information is varied, the visible effect
will be affected. Otherwise, in general, if the information
hiding 1s used in frequency domain, a better result will be
obtained. Because the hiding information will be distributed
into the frequency domain, the original information in spatial
domain will not be varied. Then. the visible effect is better and
the fault is the information amounts, which can be hidden, are
not larger.

The information hiding technologies in spatial domain are
LSB. DE. Histogram shifting and those in frequency domain
are DFT, DCT, DWT. They are described as follows:

1) Least Significant Bit (LSB): LSB is a general data hiding
algorithm in spatial domain. The 8-bit gray pixel is shown
in Fig. 3 and this bit is called LSB replacement. The bit is
affected largest in Fig. 3 and this bit is called the most
significant bit (MSB) replacement. The LSB replacement
is that hiding secret information *0™ or “17 into the LSB in
the figure, The pixel is the smallest for LSB in the figure,
After hiding secret mformation, the pixel value 1s only
changed between “0™ and *“1”. Human eyes almost cannot

identity the difference between “07” and “17. The figure,
which is implemented by the information lnding, 1s almost
the same as the original figure. Since the imperceptibility is
achieved, the data hiding capacity is higher. If the original
figure is restored. the secret information of LSB in the
pixel value can be retrieved in sequence. The operational
processes are very simple and quick.

Difference Expansion (DE): The DE method was proposed
by [5]. This method is that the adjacent pixels in the cover
images are used to hide secret data. Two adjacent pixel
values are a set of pixel couple. Two adjacent pixel values
are subtracted, and the difference is expanded double.
Then. one bit which is secret information is embedded. The
data hiding of the difference expansion for the estimated
differences is as shown in Fig. 4. The difference expansion
which belongs to reversible data hiding needs the position
map to record embedding methods for each pixel value and
then it can be restored in the original image. If the position
map and the secret information is embedded into the cover
image together. The embedding capacity will be reduced
and the complexity of the algorithm will be increased. In
order to solve these faults. one method was proposed by [6].
It is based on that the difference expansion is to promote
the capacity for the reversible data hiding. The pixel
differences between the cover image and surrounded
images are not larger. Since the values of the difference
expansion are not larger, the smaller values of the pixel can
be embedded. The position map is not needed in this
method. It has two advantages: the higher capacity and the
lower distortion.

Histogram Shifting: The histogram shifting method was
proposed by [4]. It i1s reversible information into the
histogram. Find the peak point and zero point in the
histogram. The largest amounts for the pixel values are
called peak point. The smallest amounts for the pixel
values are called zero point. Shift the pixels between the
peak point and the zero point. The position aside the peak
point will be empty. The secret information can be
embedded. Lena and histogram figures are shown in Fig. 5.

Bit-Plane Division of Code-blo

Fig. 38-bits gray pixel
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{ the cover pixel value fix, v) |

the estimated pixel valug (x, v} r

Subdract

i .[I'Iﬂ.l.ll image :

Judge by threshold value

[the estimated difference o |

condition |

‘i Create stego pinel values I(x, y) |

1 Create stego pixel values P(x, y) I

Fig. 4 Data hiding of the difference expansion for the estimated
differences
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Fig. 5 Lena and histogram figures

The reversible data hiding for quality images using
modification of the prediction errors (MPE) method was
proposed by [2]. LSB matching is revisited. which was
proposed by [4]. Once the peak point and the zero point are
selected for Ni's method, whatever the embedded capacity, the
gray values of the pixels between the peak point and the zero
point will be changed 1 bit. The distortion probability of the
images is larger. The largest embedding capacity is the pixel
number of the peak point. So, the faults which are high
distortion probability are existed in Ni's method which is
presented in [3].

The zero point is sharply centered in the histogram of the
estimated differences for most natural images. It is decayed by
exponentiation way towards two sides. The simple addition and
subtraction operations are used in MPE method. It only
modifies some estimated differences to embed the secret
information. The estimated differences are centered the
position “07. This position is the embedding point of the largest
amount. Thus, the information is firstly embedded from the
estimated difference is equal to 0. The information is recorded
to embed the pixel position of the ending image by parameter L,
and then the remaining pixel values are remained constant.
Hence, after information hiding is implemented, high quality of
the images can be remained. In TABLEL for the same
embedding capacity, comparing MPE method with histogram
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method, the higher the PSNR values are. the higher the qualities
of the images.

A high capacity reversible data hiding scheme with edge
prediction and difference expansion was proposed in [3]. Some
technologies in this scheme are the same as in the MPE method.
That is. the estimated pixel values created by using the adjacent
pixel values which 1s the oniginal value X. The scanning
methods are also the same. The figure with edge prediction and
difference expansion is shown as Fig. 6.

TABLEI
Comparison TABLE BETweex MPE MeTHOD WiTH HISTOGRAM
T The L d :"0:- Histog MPE
S12*517) ¥
G731 | formation (bit) PSNR PSNR

-
= -
M_ad |

Fig. 6 Figure with edge prediction and difference expansion.

One method was proposed by [2]. The estimated differences
are used to hide the secret information and the estimated values
are established by using the adjacent pixel values. The
differences between the estimated values with the values which
are in the original pixel values are used to the estimated
differences. For the small values “0 or 17 of the estimated
differences. the secret information is embedded. Comparing the
proposed method with the histogram method which was
proposed by [4]. there are many advantages which are higher
capacity of data hiding and higher quality of images in the
proposed method. Improved difference expansion method was
proposed by [6]. The secret information can be embedded by
using the estimated difference expansion to improve the fault
which the position map is resulted in the decreases of data
hiding capacity.

Summarize the above advantages. The compressed images
are restored by compression software. Because the images are
distorted the estimated differences will be created to expand
and the secret information is embedded. The samples are
produced by two types which are JPEG and JPEG2000 in this
experiment. The following discussions by using these samples
and the information-embedding algorithms are used into these
samples.

1) Information-embedding algorithm:

An original image which is known is called f1. The
image is compressed by Photolmpact software and
restored, then to produce the estimated image 2. The
difference between f1 with £2 is as the estimated difference
Pe. The estimated differences are designed into 8 threshold
values in this experiment to implement the estimated
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difference expansion and to embed the secret information.
Otherwise, if the estimated differences of the pixel values
don’t include the 8 threshold values. the pixel-shifting
operation will be implemented. Finally. the stego image
newfl will be created. The processes of the embedding

algorithm are shown in Fig. 7.

Selections of the estimated differences and dynamic
threshold values:

Take Lena image for example, The size is 512 *
512. The samples which are two kinds of JPEG and
JPEG 2000 are produced by the comparison software.
For in or out of the range of the threshold values, there
are many methods which are information-embedding
and differences-changing, These are distinguished into
two categories: the first I the traditional and the second

|.‘inhlr-lul | create the |

| Input image Aimage | ]
o Sy, 'lhcnlirrl:ﬂcl!}J ’]‘,_ maed value Pe |

| image 12

!

the original image {1
2 operation

| Create stego

| image newll
(10, T2, 16, Embed S
T(), T(5), T(6), T Create stego
T(T), T(8) | = | image newll

s

Fig. 7 Processes of embedding algorithim.
is the difference histogram adjustment. There are two
kinds of processes in the first method. One is the
difference values are in the range of the threshold
values to process difference expansion. The other is
the difference values are out of the range of the
threshold values to change the method which the
information is embedded and record the characteristics
in the position map.

There are also two kinds of processes in the second
methods. One is the values are in the range of
threshold values to process difference expansion. The
other is the values are out of the range of the threshold
values to process shifting. The advantage in the second
method is that the overflow situation will be recorded
in the position map. The second method will be
exploited in  this paper. In the process of
information-embedding, the analysis for the selection
of the dynamic threshold values is exploited. Set the
initial value T(0) = 0 as shown in (1).

T =DV PG -D+T(G -1 jeil 2o jg} ()

In (1), 7 is represented for the analytic order of the
threshold value. j, is represented for the threshold
value for the analysis of the threshold value. The 8
threshold values T(1) ~ T(8) are established in this
experiment. The threshold values are represented for
the estimated difference values of embedding
information as shown in TABLE II. In this
experiment, the analysis is executed from the
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Estimated pixel value

iil.

estimated difference equals to be 0 to the positive and
the negative sides out of the original point in sequence,
Estimated difference expansion and secret information
embedding:

The purpose which information firstly embedded
from the estimated difference value T(1) equals to be
Ot avoid the image distorting. Because of most
natural images. the estimated differences are sharply
centered into the zero point and are decade towards
wo sides by the way of exponentiation. So. the zero
point can provide enough space to embed information.
The estimated difference P, in images are scanned
from top to bottom, and from left to right by N type. If
the estimated difference in that position is equal to the
threshold value, the secret information S, (only one

bit) is embedded into the estimated difference P, .

The embedded secret information S which is generated
by random in the sample is 0 or 1. The capacity of the
secret information depends on the largest capacity of
data hiding which can be accommodated in every
image. At first, the secret information is embedded
into the pixel value which the estimated difference
equals to be 0. When the capacity of the pixel value,
which the estimated difference equals to be 0. is not
enough. there are still more secret information. This
secret information is embedded the pixel values which
the estimated difference equals to be-1. When the
capacity of the pixel value which the estimated
difference equals to be -1 is not enough, there are still
more secret information, these secret information are
embedded the pixel value which the estimated
difference equals to be 1, and so on. Until embedding
the secret information is finished. The ended point is
recorded as the image position of the threshold value
T()). The estimated difference expansion and the
embedding information are shown as Fig. 8.

The matching table for the estimated difference
is shown in TABLEIL When the estimated

8., the

P

F}

difference for the pixel P, =T().j=1,2.3,..

operations of the ¢stimated difference expansion and
embedding secret information are implemented.

Pixel shifting operation out of the range of threshold
value:

expansion

Caleulate the
difference

embed information §
Pe'=2%Pe+§p—

establish a new stego pixel value B
o newfl =2+ Pe

Fig. 8 Estimated difference expansion and embedding information.
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TABLEII
THRESHOLD VALUES
T(1) | T(2) | T(3) | T{4) | T(5) | T(6) | T(7) | T(8)
o -1 1 -2 2 -3 3 -4
TABLE 1T
MATCHING TABLE FOR ESTIMATED DIFFERENCE P,
P, is inplemented the difference Afier data
expansion and the secret information hiding 7,
embed
2*0+58 Oorl
2*(-1)+§ -2or-1
2*1+s 2or3
2*(-2)+8 -4or-3
2% (2)+S dors
2%(-3)+8 -6 or -3
2°(3)+S Gor7
2%(4)+8S -8 or -7

During the processes of embedding information, the
pixel which in the range of the threshold value is
implemented the estimated difference expansion and
information embedding operations. In order to avoid
these pixels which the information has already been
hidden or has not been hidden are created
superposition and confused. the extra information
must be recorded. The extra information which is not
included in the position map is the pixels which are
distinguished in the range and out of range of the
threshold value. So. the secret information can be
correctly got and the original image can be restored
during decryption process. But the capacity in the
position map will lower sharply the embedding
capacity. One method is designed in this experiment:
during the processes of embedding information, if the
estimated difference P, of the pixel is out of the
range of the threshold value, the pixel value in the
original image f1 will do shifting operation. They can
be distinguished with the embedded pixel. That is.
when P, 2T(j). The procedure is described as follows:
Step 1: In the process of hiding information untilj = 1.

if P, # T(1). shifting is implemented:
P_ =0, f1 is shifting right 1, newfl = £1 + |
P, < 1, no operation, newfl = {1
Step 2: In the process of hiding information until j = 2.
if P, # T(2), shifting is implemented:
P, =0, 11 is shifting right 1. newfl =1 + 1
P_ = 1, no operation, newfl = {1, which is in
the situation of j = 1
P, <-1, f1 is shifting left 1. newfl = f1- 1
Step 3: In the process of hiding information until j = 3,
if P, = T(3). shifting is implemented:
P, > 1, 11 is shifting right 2, newfl = {1 + 2
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P, =0, -1, no operation, newfl = f1, which is
in the situation of j = 2
P, <-1,11 is shifting left 1. newfl =11 -1
Step 4: In the process of hiding information until j = 4.
if P, = T(4). shifting is implemented:
P, >0, f1 is shifting right 2, newfl = {1 + 2
P, = 1,0, 1, f1, no operation. newfl = fI,
which is in the situation of j = 3
P, < -2, 11 is shifting left 2, newfl ={1-2
Step 5: In the process of hiding information until j = 5,
if P, = T(5). shifting 1s implemented:
P, > 2,11 is shifting right 3, newfl = {1 + 3
P =

= =2, -1, 0, 1, no operation, newfl = f1,
which is in the sitwation of j = 4
P, <-2, {1 is shifting left 2, newfl = {1 -2
Step 6: In the process of hiding information until j = 6,
it P, # T(6). shifting is implemented:
P, > 2, f1 is shifting right 3, newfl = f1 + 3
P =-2.-1.0, 1, 2, no operation, newfl = {1,
which is in the situation of j = 5
P, < -3, 11 is shifting left 3, newfl =1 -3
Step 7: In the process of hiding information until j = 7.
it P, #T(7). shifting is implemented:
P, = 3, fl is shifting right 4, newfl = f1 + 4
P, =-3,-2,-1,0. 1, 2, no operation, newf] =
f1. which is in the situation of j = 6
P, < -3, {1 is shifting left 3. newf] = {1 -3
Step 8: In the process of hiding information until j = §,
if P, #T(R). shifting is implemented:
P, > 3, fl is shifting right 4, newfl = {1 + 4
P, =-3.-2.-1.0. 1.2, 3. no operation, newfl =
f1, which is in the situation of j = 7
P, <-4, {1 is shifting left 4, newfl = {1 - 4
Step 9: When embedding the secret information is
finished, the pixels behind the position don’t
change and shift.

III. COMPARING WITH OTHER REVERSIBLE DATA HIDING
METHODS

Thumbnail out of the web page in the Internet are browsed.
Enlarged view inside the web page in the Internet can be
downloaded and be stored in another file name. The Thumbnail
and the Enlarged view are referenced in this paper. The
compression rate is mostly concentrated 10% ~ 20%. The
images are compressed 20%, 10%, and 5% by JPEG and
JPEG2000 to create 6 samples as the estimated images as
shown in TABLEIV. These images are Lena, Barbara, Airplane.
Tiffany, Boat, Baboon, Goldhill, Girl, Zelda. For analyzing and
comparing, the experimental results are shown from Table 6 to
Table 10. The experimental results are between the proposed
method with other 5 methods which are proposed by [1]-[3].
[5]. [7]. The difference expansion was proposed by [5]. The
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reversible data hiding method based on the estimated difference
was proposed by [1]. The reversible data hiding method which
the estimated difference can be modified was proposed by [2].
The reversible data hiding method with edge prediction and
difference expansion was proposed by [3]. The reversible data
hiding method which uses histogram with interleaving
predictions was proposed by [7]. The experimental results show
that when the capacities of information-embedding are the
same, the PSNR values which are obtained by the proposed
method are better than those which are obtained by other 3
methods.

TABLE IV
MarcHNG TABLE OF ESTIMATED IMAGE SAMPLES
Compression
e Inetlinds TPEG2000 JPEG
Compression
probability
200% A B
10% C D
59 F

IV. CONCLUSIONS

Based on the estimated difference, one reversible data hiding
which high capacity of data hiding can be reached is proposed.
In this method, after compressing the original image, the micro
difference for distortion will be created, the operations of the
estimated difference expansion and information-embedding
will be preceded. During the processes, the operations of the
dynamic threshold value and pixel-shifting will be adopted.
This method is simple and direct. When the original images
wants to be restored. and the secret information want to be
known, the position which the estimated difference of the
threshold value will be only known, and then the secret
information can be decrypted and the original image can be
restored. The capacity of data hiding and the quality of image
can be better for the reversible data hiding. According to the
experimental results, the image quality of data hiding in spatial
domain can be sausfied. Because of low distortion for military
application, it can’t be imprecated. Except legal participants,
nobody can retrieve secret information from data hiding image
and good security can be remained.

The results in the experiment show that: the capacity of data
hiding in the proposed method is the same as that in other
methods [8-10]. The PSNR value in the proposed method is
higher than that in other methods. In future works, by using
proposed method, when data hiding, for every image. the size
of a laver of pixel which the information is embedded 1s the
same as the size of the original image. When the threshold
value is over 8, that is, the estimated difference is over out of
the range of + 4. Because the histogram exponentiation for the
estimated difference is largely lowered, and after the estimated
difference is expanded. more serious distortions and overflow
maybe result in. So. in the future, larger space of data hiding is
created to achieve higher capacity of data hiding and the
necessity is satisfied, but the PSNR value can't be lowered
more. For example, by changing the estimated method or using
different methods dynamically different image distributions
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can be adapted. It is a future direction in our study.

Besides, in order to let the image be reversibly restored
correctly, avoid the estimated difference superimposing 1o
confuse. Every pixel value in the non-data-hiding image shifis
towards left towards right. It takes more time. But if some
pixels are recorded that which one has already hidden secret
information which one has not hidden by the position map,
extra data must be needed to include the position map, and the
capacity of data hiding will be lowered. Therefore, we will try
to improve this fault in the future. The information will be
quickly retrieved and be correctly restored.

In this study, to encrypt the first layer pixel is only
implemented. How to modify the data hiding algorithm? It can
make the capacity of data hiding larger the information can be
hidden into the second. the third, layers), at the same time, the
reversible data hiding can be achieved. The quality of images
can be remained or be lowered not too much. How to find the
trade-off? This is sophisticated purpose in the future,
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