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Time l Activities ’ Memo Chaired By

Monday November 28,2016

‘Welcome Dinner Reception
Venue: Grand Mercure Bangkok Fortune

19:00 — 21:00 | Welcome Dinner

Tuesday November 29, 2016

Working Group Meeting
Venue: The Space Convention Center @ ETDA Office (20th floor), The Ninth Tower Grand Rama 9
09:00-10:00 | Joint Working Group Meeting Ms. Eva Chan
1. Adoption of The Agenda Secretary General
2. BAWG Ms. Karen Chang

e Progress Report on 2016 Annual Activities Char g AN

e New Proposals
e Discussion

3. IOWG M. Wayne Chan,
e Progress Report on 2016 Annual Activities For IOWG
e New Proposals
e Discussion

£ s B el
e Progress Report on 2016 Annual Activities
e New Proposals
e Discussion
5. 2016 Utilized APKIC WG Budget
6. 2017 Proposed APKIC WG Budget Plans
Steering Committee Meeting
Venue: The Space Convention Center @ ETDA Office (20 floor), The Ninth Tower Grand Rama 9
10:00 —12:00 | 1. Adoption of agenda M William Gee,
2. WG Work Reports and Plans Chairperson
e BAWG report on 2016 work done and M5, Karen Chang;
expenses, and 2017 plan Chair of BAWG:
e IOWG report on 2016 work done and Mi: Wayne Chan,
expenses, and 2017 plan For IOWG
e MSWG report on 2016 work done and Dr: Wei-Chung Hwang,
expenses, and 2017 plan Chair of MSWG
3, Membex"slup Recm1tmerllt.a'chleve1nent M. Wayne Chan
conclusions of 2016 activities and 2017 plan Secretariat Office
4. APKIC Financial report
e Financial report 2016 M Pius Li
e Proposed budget 2017 Secretariat Office
5. New Initiatives Ms. Eva Chan
e Iran’s Application as an Principal Member Secretariat Office

e Raise Discussion on revision of charter to
Accommodate non-Asian candidate
e Raise Discussion for the Registration of
APKIC Limited Company
6. Nomination of 2017-2018 chairperson and
vice-chairpersons
7.Request Proposals for 2017 SSC, and SC/GA
hosting countries
8.AOB




Time

Activities

Memo

Chaired By

12:00 - 14:00

Lunch

General Assembly Meeting
Venue: Think Big room @ ETDA Office (20" floor), The Ninth Tower Grand Rama 9

14:00 - 14:25 | Opening Address M: William Gee, M William Gee,
Chairperson Chairperson
Vice Chairpersons
14:25 - 16:30 | 1. Adoption of agenda M: William Gee,
2. BAWG achievement conclusions of 2016 Ms. Karen Chang, Chairperson
activities and 2017 plan Chair of BAWG
3.I0WG achievement conclusions of 2016 M. Wayne Chan,
activities and 2017 plan For IOWG
4. MSWG achievement conclusions of 2016 Dr: Wei-Chung Hyvang,
activities and 2017 plan Chair of MSWG
5.2016 financial report Secretariat Office
6. Voting for 2017-2018 Chairperson and Vice
Chairperson(s)
o Self-promotion Statements by Candidates
o Note on Election & Voting Procedures
o Voting
7. Announcement of the Election Result
8. Inaugural Addresses p —
: waairperson
o New Chairperson
o New Vice Chairperson(s)
10. Appointment of the new Secretariat Office
11.2017 Budget Plans
12. New initiatives Consultation Subject
o Revision of charter to accommodate non-
Asian Candidate
o Registration of APKIC Limited Company
13. Proposals for 2017 APKIC SSC & GA/SC/IS
location and hosting countries
14. Resolutions of 2016 APKIC GA/SC Meeting
16:30 - 16:40 | Group Photos
16:40 - 16:45 | Adjourn
Welcome Dinner Reception (Thai & international buffet)
Venue: Ruen Mallika Royal Thai Cuisine
19:00 - 21:00 | Welcome Dinner For APKIC Members and
Participants

*Please contact Mi: Wayne Chan via Whatapp/Wechat/Line at +852 9889 2200 for any questions

10
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10.

Resolutions of the 2016 GA/SC Meetings
Bangkok, Thailand November 29, 2016
Asia PKI Consortium

The account balance as at 2016-11-25 was 284,452.41 USD, the income from
2016-07-05 to 2016-11-25 was 28,001.657 USD, and the expense from 2016-07-
05 to 2016-11-25 was 30,018.65 USD.

Three Working Groups, namely Interoperability WG (IOWG), Business
case/Application WG (BAWG), and Mobile Security WG (MSWG) report their
2016 work to GA/SC, and APKIC will continue to support BAWG, IOWG and
MSWG in 2017.

The approved budget of IOWG in 2017 is 20,000 USD, the budget of BAWG in
2017 is 20,000 USD, and the 2016 budget of 20,000 USD for MSWG will be
carried forward to 2017.

The approved budget of the Secretariat in 2017 is 1,000 USD for daily operation.
The approved budget of the International Cooperation Division (ICD) in 2017 is
2,000 USD. The approved budget of the membership recruitment in 2017 is 3,000
USD. Members have agreed to provide 4,000 USD from the 2016 Membership
Recruitment Fund balance to Hong Kong PKI Forum for their membership
recruitment activities in 2016.

Iran Center for e-Commerce Development Application to be an Asia PKI
Consortium Principal Member had been accepted by members unanimously.
Members in principle agreed to the review of the Asia PKI Consortium Charter to
accommodate more international candidates. The Secretariat shall assist the 2017-
2018 Chairperson to draft a revised charter and circulate for members prior to the
2017 GA/SC. The initiative will be moved to a vote in the 2017 GA/SC.

Members discussed the proposal for the registration of Asia PKI Consortium as a
limited company incorporated in Hong Kong. The Secretariat shall circulate further
information for members prior to the 2017 GA/SC. The initiative will be moved to
a vote in the 2017 GA/SC, or a special GA as necessary.

Members have elected Ms. Surangkana Wayuparb (Thailand) of Thailand PKI
Association to be the 2017-2018 Chairperson of Asia PKI Consortium and Ms.
Derby Lau (Macao), Mr. Venkatraman Srinivasan (India) and Mr. William Gee
(Hong Kong) are elected to be the 2017-2018 Vice Chairpersons of Asia PKI
Consortium.

2017-2018 Chairperson of Asia PKI Consortium has appointed Hong Kong PKI
Forum to maintain its role as Secretary General for 2017-2018.

Members in principle agreed to hold the 2017 SSC Meeting and will raise their
proposals to host the event. The approved budget for the 2017 SSC meetings is
10,000 USD, which includes round trip economy airfare and accommodation for

e

——
o !
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at least one delegate for each principal member, as well as one from the Secretariat.

11, Members in principle agreed to hold the 2017 GA/SC meeting and will raise their
proposals to host the event. The approved budget for the 2017 GA/SC meetings is
35,000 USD, which includes meeting rooms, a banquet, and round trip economy
airfare and accommodations for at least one delegate from cach Principal member
and any invited speakers, as well as travel and accommodation for one persons
from the secretariat.

iAW

Ms. Wang Li Mr. Wei-Chung Hwang ~ Mr. William Gee
China PKI Consortium  Chinese Taipei PKland ~ Hong Kong PKI Forum
¢-Authentication

Consortium

\} 3 é.r,hlw.\»ql.k-—r 7?/_%/:&%

Mr. Venkatraman Srinivasan ~ Ms, MoonHee Cho Ms. Phoebe Ip

India PKI Forum Kocea Tnternel & Security Agency  Macao Post eSignTrust

S e 3

—

Mrs. Surangkana Wayuparb

Thailand PKI Association

2of2
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Steering Committee Meeting @‘g Steering Committee Meeting AR

STEERING COMMITTEE .
MEETING "V Xaren Chang Crairof WG

BANGKOK
29™ NOVEMBER, 2016

Steering Committee Meeting e Steering Committee Meeting A e

Interoperability Working Group
Mr. Wayne Chan, Representing Dr. Lin Jin Qiang

Steering Committee Meeting e Steering Committee Meeting A
. Mobile Security Working Group
Ad 0 ptlo n Of th e Age n d a Dr. Wei-Chung Hwang, Chair of MSWG

Steering Committee Meeting L Steering Committee Meeting Ll

Adoption of agenda
WG Work Reports and Plans
o o

16 A Acves

2017 plan

Membership Recruitment
Mr. Wayne Chan, Secretariat Office

Request Proposals for 2017 SSC, and SC/GA hosting countries
Any Other Business

16



Steering Committee Meeting A Steering Committee Meeting L

APKIC Financial Report 2016
Mr. Pius Li, Secretariat office

APKIC New Initiatives
Ms. Eva Chan, Secretary General

STEERING COMMITTEE MEETING 8 STEERNG COMMITTEE MEETNG

. ) ) Steering Committee Meeting A
Steering Committee Meeting Ao o
) . . .
Iran’s Application as Principal Member
Received Application form from:
“Hran Center for e-Commerce Development
APKIC Proposed Budget 2017 ¥ Established in 2008, Iran Center for eCommerce Development (ICeCD) is an independent legal entity affiliated to

Ministry of Industry, Mines, and Trade of Iran and is responsible for planning, supporting, certifying and pmvidlrég
; . . . solutions for any eCommerce related activates across the country based on the national and international standards
Mr. Pius Li, Secretariat office and guidelines
 Focusing on the basic building blocks of the evolving field of electronic commerce in Iran, ICeCD also serves as the
key body for izati and ization of electronic commerce in the country.
%I addition to some national projects such as Iran Paperless Trade System, Goods Tracking and Identification
Systems, Comprehensive Warehouses System, Electronic Government Procurement System; ICeCD is authorized as
the government Root Certification Authority SGRCA} as the trusted point of the public key infrastructure (PKI) of
Iran, ICeCD is also the authorized governmental body for issuing eTrust Seal to the local ecommerce websites.
“Besides its national activities, ICeCD is the national focal point for the relevant International bodies and
aﬁ/a&zg;?rns mainly in the area of trade facilitation and electronic business such as AFACT, UN/ESCAP and

STEERING COMMITTEE NEETIVG 10 STEERNG COMMITTEEMEETNG

Steering Committee Meeting Ll Steering Committee Meeting —

APKIC Proposed Budget 2017

Raise Discussion on Revision of Charter to

Accommodate non-Asian candidate
APKIC annual activities

‘ Special SC Meeting

» buge' 000 . . ¥ Membership Recruitment has received Interest from non-Asia
2017 GA/SC Meetings

+ Budget: USD 35,000 Pacific countries including Russia

WG activities ¥ Open for review
F10WG Budget: USD 20,000

1 BAWG Budget: USD 20,000
¥ MSWG Budget: USD 20,000 {brought forward from 2016)

STEERING COMMITTEE NEETING " ‘STEERNG COMMITTEE MEETHG

Steering Committee Meeting S Steering Committee Meeting —
APKIC Proposed Budget 2017
Secretariat Raise Discussion for Registration of APKIC
% Daily Operation

Limited Company

# Budget: USD 1,000
Mr. Pius Li, Secretariat Office
% International Cooperation Division
#USD 3,000
Membership Recruitment Fund
 Budget USD 3,000
% Balance carried forward: USD 18,674.00

STEERING COMMITTRE WEETING STEERNG COMMITTEEMEETHG

17



Steering Committee Meeting L]

Discussion
Advantages & Benefits

¥ Being a limited company, APKIC is 3 separate legal entity. Executive persons, including
Chairperson, Vice-chairpersons and Secretariat, etc. would not be personally liable to any
claims of damages from accidents or commercial disputes.

HAPKIC can open bank account in its own name, instead of placing its fund (currently of
about USD 274,000) with the Secretariat as its trustee.

% Annual financial accounts are required by law to be audited by independent auditor.
While audit fee is incurred, greater comfort on the accuracy of the financial position is
assured.

1 Avoid the risk of the accounts being handled by inexperienced persons arising from
regular rotation of Chairperson,

¥ Being a properly registered body (especially if it is registered as an approved NGO), APKIC
can seek sponsarship more easily.

Steering Committee Meeting @"'"—

Discussion

Cost & Disadvantages

% Incorporation fee (about USD1,800) is payable at initial setup. Additional fee of USD1,000
for tax exemption application. (Annual business registration fee of USD288 is exempted if
APKIC is tax exempted.)

¢ Additional annual fees (such as government fee, company secretary and audit fee of total
about USD2,000) are payable in subsequent years.

F1f annual income exceeds annual expenses, should pay tax @16.5% on profit, unless it is
tax exempted.

% Loss of flexibility and privacy; but to follow proper rules and increase transparency (e.g.
audited accounts can be inspected by public).

Steering Committee Meeting ool

Discussion
Proposal for Registration of APKIC Company Incorporated in HK

¢ HKis an international financial city having no restriction on cross
border receipts and payments.

4 Practically, HKPKI Forum can provide professional assistance
through Mr. Pius Li who is a Certified Public Accountant &
Certified Tax Advisor in HK, and knows well about the operations
of APKIC.

¥ HKPKI Forum is also audited by PricewaterhouseCoopers, so
increased transparency

STEFRNG COMMITTEE MFTNG

Steering Committee Meeting (L

Discussion

Practical Consideration of Note

% APKIC Limited is a company limited by guarantee, not by shares.

§ For practical reasons (e.g. opening of bank account), APKIC's
directors are Hong Kong individuals.

¥ To obtain tax exemption status as a recognized NGO, the objects
of APKIC may be required to change to emphasize the research
and education on PKI.

STEERG COMMITTS

Steering Committee Meeting L]

APKIC Nominations 2017- 2018 Chairperson and Vice
Chairperson

Ms. Eva Chan, Secretary General

Steering Committee Meeting Ll

¥ Nomination of 2017-2018 Chairperson and Vice-Chairpersons
¥ Based on 6 July 2016 Special Steering Committee Resolution:
¢ Chairperson Nomination:

¥ Thailand
¥ Vice-Chairperson Nomination

¥ Hong Kong

¥ India

¥ Macau

Steering Committee Meeting i

Nomination of 2017-2018 Chairperson

Ms. Surgankana Wayuparb

Thailand PKI Association

Ms, Surangkana Wayuparb is the Director of Electronic Transactions Development
Aﬁency (ETDA) in the Ministry of Information and Communication Technology,

Thailand. Far before the establishment of ETDA in 2011, she has been involved in
development of information technology law for the Kingdom of Thailand such as
Electronic Transaction Act, The Royal Decrees Regulation Electronic Payment Service
Business and Computer Crime Act.

She is also an active President of Thailand PKI Association, Member of Thailand
Information Security Association. She plays an essential role for the development of
standards and laws related to e-Transactions and establishment of the momlovm%
systems related to security in electronic transactions. ETDA is responsible for National
Project related to Standards, Security Infrastructures and Laws for example, ThaiCert,
National Root CA, National Payment Message Standard.

STERRNG COMMITTFS VGTTIG

Steering Committee Meeting ——

Nomination of 2017-2018 Vice-Chairperson

Mr. William Gee
SC Member & Honorary Auditor of HKPKI Forum
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Wil bas served o the Kong Kong XBRL Prearatay Workig Grous 35 wel a
and Shenzhen Stock Exchanges in the development af ther respective taxonamies, Wi
the development of the Chinese General Purpose Tasonomy led by the Minstry of
acice the Secunties and Banking regulators m uture adoption of BRL i China. He currently senves 53
memberofthe Naons! Accouning formatsation Standadiation Techncal Commite (SACTCS24
BRL re Certification Technical Committee, as well as a member of the IF!

m o«wnatmswp
Wiiiam \sm;», respcted nthe disty, andcurently bl the ol owingposions
+0F XEAL enew Team (XORT) Member

rogram, Central JnA\av ity of Financ
it Person Responsie o T wnsxﬂwrm!?w(lavlﬂ
+Carwener, HKICPA esng City i

CICPA ot programme
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Steering Committee Meeting A . Steering Committee Meeting o e

Nomination of 2017-2018 Vice-Chairperson Nomination of 2017-2018 Vice-Chairperson

Mr.V Srinivasan
Chairman India PKI Forum and Chairman of eMudhra Limited (CA) Ms. Derby Lau (Represented today by Ms. Phoebe Ip)

Mr, Srinivasan is the Founder Chairman of eMudhra Limited since its inception in 2008, Prior to this, he was

the Managing Director and Global Chief Executive Officer of 3i Infotech since April 1999, Within 3 span of just Director of Macao Post
ol ;‘;;@”‘i;;("”ﬁ"ﬂﬂ"‘vﬁ:u 5’3;‘['?";"{1?% SOy DR s D e Lo iy Joined Macao Post since 1991; Division Head from 1997 to 1398; Department Head from 1998

: AL 208 2 g 3 1o 2000; Deputy Director from 2000 to 2010; Member of Administration Board of Macao Post
Having travelled widely around the world, he has a deep understanding of global business issues, from 1998 to 2010; Member of Administration Board of Postsl Saving Bank since 2003;
Mr. Stinivasan combines a mix of academic I experience. Heis a p i
graduate in Mathematics from Madras University and secured the First Rank in the university. Apart from Macao Post in Board of a Companhia de Telecomunicagdes de
beinga rank hoider in the Chartered Accountancy examination, he i aso a qualfied Cost and Works Macau, 5.AR.L; Member of Observatério da Administra3o Publica (2006 - 2008); President of
accountant and a Company Secretary, He had also attended the Executive Development Programme at the Direcgio do Clube de Pessoal dos CTT, since 2000; President of Direcgdo da Associagio das
Kelloggs Schoolof Maragement i Chicago, USA. Funciondrias Pdblicas (2006 ~ 2009); Secretary of General Assembly of Associagio de
Mr. Srinivasan had also authored a book titled "New Age Management Philosophy from Ancient Indian Operadores dos Correios e em Lingua Oficial guesa (2000 - 2009)
Wisdom" based on his learning from the Thirukural, a 2000 year oid Indian text.

R sreERnG coMTTEE MEETG
' , ' i Steering Committee Meeting e
Steering Committee Meeting
2017 Proposals for SSC and SC/GA/International Symposium AOB
location and Hosting Countries

Ms. Eva Chan, Secretary General

COMMITTELMEETNG. 2 STEERNG COMMITTEEMEETING
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Karen Chang
Business Case/Application WG

Bangkok, November 2016

@ Outlines

O Introduction to all

[0 2016 Work Report

[0 2017 Work Plan

O Other/New Business, Motion

&

BAWG Achievements

oo ooooo

oo

2005: Asia PKI Case Study

2005-2006: Asia PKI Company List
2006-2007: Asia PKI Best Practice Award
2009: PKI Market Survey (phase 1)

2010: PKI Total Solutions (phase 2)

2011: Joint Conference (co-sponsor with
G and APSCA)

2012: Asia PKI Innovation Award

2013: Conference--the Common
Denominators - Collaboration on Cross-

2015: Collaboration with IDM Magazine

@ Goals of BAWG

Promote APKIC member enterprises
and the services

O Expand the exchange and
collaboration globally

O Raise the visibility of APKIC members

&

1. Collaboration with IDM magazine

2. Joint Conference with FIDO Alliance

2016 ACHIEVEMENTS

20

*The most welcomed magazine
in 2015 CARTES, France

*Thailand’s Innovative Payment
Practice report inside

Dear Friends,

We want you to know how much we appreciate your
participation in “2016 FIDO-APKIC Joint Seminar: New
Dil i licatic i ion"

Your presence together with your active cantrib‘u(ions. feedback
and ideas was greatly appreciated and has gone towards
making this event a great success.

ks!
-

P
1
a

lliance



For more info...

Conference Agenda:
http://www.digitimes.com.tw/seminar/egi
stec_20160119/agenda.asp )
O FIDO-APKIC Joint Conference
presentation share:
https://drive.google.com/folderview?id=0
BwZ3UoThNE-
6YnVUVE5SCRTBsd2c&usp=sharing
O News release (in Chinese):
http://www.digitimes.com.tw/tw/dt/n/shw
nws.asp?CnliD=13&id=0000459685_BNL
57STL93QB9Q43MDQMWa&ct=a

ong Kong, October 2016
THE T © O STANDARD

Q0

FIDO Member Newsletter September 2016

Piivacy & Publi Pl o v
Meets bi-weekly, Tuesdays from 9.00am - 10.00am PT
Vice Chair- Sean Brooks NIST

The P3WG finished finalizing its agenda for Hong Kong, including guest speakers from APKIC
and NIST who will conduct prosentations to the WG. The meeting will b Chaired by Jeremy
Grant of the Chertoff Group, who the Board previously approved as Acting Chair for the Plenary.

The P3WG is working on review of the draft European Banking Authority RTS, and will be
seeking input in advance of the deadiine for responses on October 12th. The P3WG also
continues to seek a permanent Chair for the WG, and is open to suggestions on who could serve

2017 Work Plan |

eep Enhancing the Int’l Collaboration

O FIDO Alliance

O Mobile Connect

O elDAS

O CA/Browser Forum (CAB)

Benefits

O Promoting APKIC member
enterprises and the services

O Expanding the exchange and
collaboration globally

O Raising the visibility of APKIC
members

Budget |

O USD 20,000
®m Conference sponsoring (est.
USD7,000)
m (Part of) Support to speakers (est.
USD12,000)
B Logistics, documents, communications,
misc.(est. USD1,000)

O New Business or Other Business?
0 Motion?

For a Better APKIC, for a
Better Future....

Karen Chang
karenlovesocean@gmail.com
+886-936-085447
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What is e|[DAS? t Are the Benefits of eIDAS?

elDAS seeks to enhance trust in electronic
transactions in the EU's internal market by providing a

e eSignature Directive (Directive 1999/93/EC) has been
around for 15 years and lacks defined obligations for

common foundation for secure electronic interaction national supervision of service providers. It also doesn't

between citizens, businesses and public authorities take into account new technologies that have developed

cross-borders, in order to increase the effectiveness since its implementation. elDAS will bring a new layer to

of public and private online services, electronic Digital Signature Regulation and aims to:

business and electronic commerce in the Union. O Make cross-border electronic transactions more secure
O The regulation will replace the current eSignatures and trustworthy.

Directive and any current inconsistencies in Digital O Allow for transparency and standardization in the market.

Signature law across Europe. It was adopted by the 0 Ensuie accountabilit

General Affairs Council in July 2014, with regulations . 3

for trust services coming into force 1%t July 2016. The O Allow citizens moving to new member states to reduce

mandatory mutual recognition of electronic identities paperwork through online administration.

(elDs) will apply from mid-2018. O Decrease red tape for businesses, meaning overheads
O elDAS covers authentication, signature seals, can be reduced and profits increased.

registered delivery services and time stamps. O Increase flexibility and convenience of government

services.
17 18

22




fifgsk 7 MSWG FEE#HRE

©

Practice, application, and standard for

PKIl, elD, and beyond

Asia PKI Consortium
MSWG
29 Nov, 2016

Why PKI, elD, and beyond

dentification issued by government , banks or telecom, usually
identity cards or mobile phones

0O PKI: Digital e to legal req (E.g. Asia,
pe), shared relying parties
line identification with simpler, stronger excellent user

for mobile and internet services
» Study the practice and possible extension of FIDO to address
the requirement for government and financial services in Asia

Online Identification

Mobile & Internet
Government Services
« Taxfiling, Healthcare,

insurance, e-Voling, ...
Financial Services
+ Bank, Securities, o-

| Votg, .
Digital sa(urs

Nationwide deployment of
FIDO, elD, and PKI in Asia

nese Academy of Science
FIDO with CN Cryptography & FIDO with PKI
+CFCA, BJCA, CIECC
- Financial, Government
Commerce
«City eID with PKI

« Controller of Certifying Authorities
- Evaluating
-eMudhra, (n)Code
- Financial, Government,
«Electronic Transaction
Development Agency

- Evaluating (PKI/Mobile
onnect)

+Korea Internet & Security Agency
- K-FIDO Guideline
+KICA, CrossCert, ...

Hong Kong

- elD with PKI

«Financial Sector (TWCA)

- Financial, Commerce, Government, ...

longkong Post, Macau Pos

I - National Financial Identification
[~€ID with EXI < Center, BankiD with PKI or FIDO
functionality - .
“(Mobile) eIDith PKI planning
in pilot " -Chunghwa Telecom
(PKI/ FIDO/ Mobile Connect)
«elD with PKI and fingerprint - elD with PKI
(MyKad) - Citizen, Government, Enterprise,
Organizations 3

The Overall Scenarios

Attestation
3 Service
Authenticator Authentication Server

Relying Party

Mobile Internet

Government Services

« Mobile ID Relying Party
«Bank ID " 3 Validation
« National | Registration ‘ %

National ID Authority Certificate Authority

Authority

-> Scenario #0: PKI as one of the component of elD

-> Scenario #1: FIDO as the overall identification framework for elD

-> Scenario #2: FIDO as one of the component of elD

-> Scenario #2: FIDO + PKI 4

The Scenarios of FIDO+PKI

O Client Side
® Shared Key Storage
« PKI use FIDO's authenticator
« FIDO use PKI's token
B Shared Key Pairs
+ Registration for FIDO and PKI after key generation
» FIDO reuse PKI's key pair
« PKl reuse FIDO's key pair
O Service Side

+ PKI as an internal or external validator of FIDO
+ Federation of FIDO and PKI by Relying Party

Case study #1

Case study #2

’ Case Study: K-FIDO by KISA (1)

+ K-FIDO : FIDO + Accredited Certificate (National PKI: 33M Certificates)
~ K-FIDO stands for biometric accredited certification service that provides accredited
certificate without password using FIDO.
= K-FIDO uses biometric ion such as int in instead of password.
— K-FIDO specification was published by KISA(Korea Internet Security Agency).

5 \ 6
|
' Case Study: Taiwan Financial
Case Study: K-FIDO by KISA (2 o
4 y @) Identification Center (1) ‘

. rvice Architecture

Certificate Paste/Move Clients Service TWCA ID Partners

RP Server . rovider: ID Center
| °
FIDO —
o & > | B | [ |

| ___KFioo | ——
' | - Banks

dmmg’;?mm< = ) « Securities Companies X2 Barinar

Certjficate * Securities Investment Trust TWCA

* Distribute APP with FIDO iffcati & Consulting Companies.

Clen and K FIDO e + Govermen(avian sock K-

Authenticator. xchange, Taiwan

CA Depository & Clearing
. Rmmm‘:endmme':;\m Santiiian ; Corporation)
storage 1hcate $ M
mmmiﬁummd Issuance/ Server | TWCA provides ID services to Service Providers with ID Partners
Reissuance/. « Low-risk transactions: FIDO in progress

= Aty types of suthenticntion samrPhone Renewal o + High-risk transactions: FIDO + PKI in feasibility study wmmwe s ||

method can be added. (Samsung, LG) 7 =

(Source: KISA Technical Specification)
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Case Study: Taiwan Financial
Identification Center (2)

Clients Service TWCA D Partners
a rovider. ID Center
) :
& et @ o5
\
FIDO FIDO Service
Component ‘
CA PKI Services
Comy it
Scenarios:
1. Shared Local Authenticator: Clients use FIDO authenticator to store keys and achieve local
authentication

2. Share Key: Share Key between FIDO and PKI
3. Hybrid: Providing Hybrid component to support FIDO and PKI simultaneously

Future Work

Application driven approach

B More case study, and derive the requirement from
application practice

B Consider the scenarios that include other standards,
such as Mobile Connect
O Harmonize technical specification and policy
framework, e.g.
B Extension to current specification, with lightweight
middleware or plugins
B Combination of options to adapt local legal and
regulation requirement
O Form the Task Force or Working Group for
further discussion and development

’ Current Progress

ebinar with FIDO:
B June 2016 with FIDO Deployment at Scale
Workgroup(D@S WG)
B July 2016 report FIDO leadership members
O Present at FIDO Plenary Meeting
B Privacy and Public Policy Workgroup(P3WG)

B Board of Directors Meeting

+ Promote the idea that FIDO and PKI should co-exit:
implement each other in elD programs: elDAS, APKIC, US
derived credential discussions and new Admin identity
initiatives

Budget

int Task force

B Online Webinar, and on-site presentation to discuss
with FIDO or other organizations(up to 3 trips of
airfare/accommodation, if needed)

+ Up to 8,000 USD
O Joint Conference

H Volunteers to share the practice, or

B Sponsor the airfare and/or accommodation for
members of the task force

+ Up to 12,000 USD for APKIC’s members
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Interoperability Working Group

2016 Report

Wayne Chan for
IOWG

Mainland China PKI Development

Asia PKI Interoperability Guideline . . . )
= Beginning with China
(Version 1.0) % g
Standard SM2/3/4
= Expand to interoperability
with Hong Kong using
RSA Standards
March, 2004
Asia PKI Forum
Interoperabilty Werking Group

Guangdong-Hong Kong Mutual Recognition Certificate
PAABRNAE NSNS S MR
o R e 3
T CEPA Agreement with
ps g Mainland China and
Hong Kong

2008.07.29

Establishment of
Mutual Recognition
Certificate Policy

2009.06.05

Pilot Project for Trade
Custom Declaration
Facilitated HKD$14
Billion in transactions

2012.08.10

Hong Kong Signed MOU with
Third Institute of the Ministry of
Public Security (26 May 2016)

elD & Cross-border Digital Certificate Application Il

s Circular
- HK SFC to utilize cross-
T border mutually recognized
24 Octoom 2016 digital certificates for
Advisory circular to Inermediaries. electronic account opening
Cllont identity veriication in account opening process process

agalnsl a reluable and source of or such as |he r\a!lonal
citizen identity intai ny the In many juri access to

rellablmy and oompelenw of lhe service ’ to the needs tobe
assessed.

+ Public Ministry of Security Third Research

Importance of elD Development in
Mainland China

+ 60,000,000 e-ID

LRBLER + 100,000 Issued per day
KBS HES » KYC performed by Bank
+ Confirmed by Govt. Database
+ Union Pay

=k B ER

elD & Cross-border Digital Certificate Application |

HK SFC to utilize cross-
border mutually recognized
- digital certificates for

Advisory cicutar to intarmediaries electronic account opening
Chlont dantity veiication in account opening process process

) sorvices provided by

The SFC considers the use of overseas certification authorities a practical means to facilitate

cross-border account opening. The Code of Conduct currently allows certification services
that are recognized by the Electronic Transactions Ordinance (ETO)* to be employed for
client identity verification. There are certification authorities outside Hong Kong whose
electronic signature certificates (recognised signing certificates”) have oblained mutual
recogniton status' accepted by the HKSAR govemment and the elmun mgnamm

e by these recognised sigr

outside Hong Kong could be accepted for ciient identity verification.

Intermediaries onboarding clients online can also aliow clients to use the recognised signing
certificates 10 create electronic signatures in executing client agreements.

-]
|

elD & Cross-border Digital Certificate Application Il

8 November Mainland China - Hong Kong mutual elD and
Cross-Border Brokerage Account Opening Agreement

Signed A o
Mainland ¢ Hong
K

Attended by

Institut
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Intra-Asean Framework Intra-Asean Framework

The Intra-ASEAN Secure Transactions Framework is onigmated per ASEAN Coopeeation Intra - ASEAN

f U ASEAN KT Maséerylan 2015; Sirateg thrast 2. Insiative Fiel Fopont

v
INtra - ASEAN | oo tamacton withia ASEAN. which ultimaely s rose
Fil Faport e,
“eT £134
Project Advisor led by APKIC Principal Member Thailand
weT FIA Appendix B: Information Technology Legal lufrastructure of ASEAN Member States

Appendix A: Certificate Authority Laws of ASEAN Member States 2 Tornbaa e T o
et Froscuen
= 5 .
[ T (Rt 2007) Trading] Ordee 3011 Pretein ey
T

Commmicutoes T
2ad Tntusry of Brunal.

I ——— 2

Achievement | Achievement |

“Smart City & Smart Identity Under Belt & Road Initiative - “Smart City & Smart Identity Under Belt & Road Initiative -
Innovation Progress in PKI and Authentication” Innovation Progress in PKI and Authentication”
International Symposium by IOWG International Symposium by IOWG
i

« Date:

6-7 July, 2016
Location:
Hong Kong
Supporting member:

APKIC, CMA, Smart City
Consortium, PKI Forum, Lingnan
University

Theme:

Sharing latest developments of PKI
and strategic interoperability of
information, such as electronic
identities for the foundation of
Smart Cities

Achievement | Achievement ||
elD & APKIC Collaboration with Government Bodies for Expand Intra-ASEAN Framework with Hong Kong and China
Interoperability Mutual Recognition of Digital Certificate

(6-7 Oct 2016)

Education: Lingnan University

Smart City Industry Leader: Smart City Consortium
Commerce Leader: The Chinese Manufacturers” Association of
Hong Kong

Support of Government Bodies

« Over 9 countries representatives & Consulate Generals

Ministry of Public Security of Mainland China

Secretary of Innovation and Technology Bureau of HKSAR

Under
of HKSAR

Liaison Office of the Central People Government in the HKSAR
« Hong Kong and Macau Affairs Office

« Supported by:

+ Shandong CA, HKPost CA, ETDA

+ Hong Kong Central Bank (Hong Kong
Monetary Authority)

+ HK Applied Science and Technology
Research Institute

+ Hong Kong Trade Development Council

+ Shandong Economic and Informational
Technology Committee

retary of Commerce and Economic Development Bureau

Achievement I Achievement llI
Expand Intra-ASEAN Framework with Hong Kong and China Expand Intra-ASEAN Framework with Hong Kong and China
Mutual Recognition of Digital Certificate Mutual Recognition of Digital Certificate
(6-7 Oct 2016) (25 Nov 2016)
i

Round Table Discussion on
expanding al Recognition of
digital certificates between HK-
China
- Shandong Economic and
Informatios nology Committee

+Shandong Certification Authority

- Hong Kong Central Bank (Hong
Kong Monetary Authority)

- Hong Kong PKI Forum
+APKIC
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- -
2016 USD20,000 Budget Utilization 2017 Budget Proposal USD20,000

.

“Smart City & Smart Identity Under Belt & Road Initiative — « Propose to host IOWG Seminar to strengthen Intra-
Innovation Progress in PKI and Authentication” International ASEAN Secure Trusted Framework

Symposium by IOWG (6-7 July 2016) (~USD38,000)

Expand Intra-ASEAN Framework with Hong Kong and China + Continue to influence interoperability initiatives
Mutual Recognition of Digital Certificate (6 October 2016) throughout the region
(~USD32,000)

Expand Intra-ASEAN Framework with Hong Kong and China = Bring mor.e Governments & Industries into
Mutual Recognition of Digital Certificate Shandong (25 Nov collaboration
2016) (~USD8,000)
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