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Registration (Hotels**)

12:00 pm - 8:00 pm

Registration (Convention Center)

3:00 pm - 6:00 pm

CIO Forum Opening Reception*
Dal Toro

Registration Hotels** & Convention Center

6:00 pm - 8:00 pm

6:45 am - 8:00 pm

Preconference Symposia*

8:00 am - 4:30 pm

CPHIMS Review Course*

8:00 am - 4:30 pm

CIO Forum*

9:00 am - 4:00 pm

First Timer Orientation

12:30 pm - 1:30 pm

Academic Forum (Hosted by AUPHA)

1:00 pm - 5:00 pm

Chapter Leaders Workshop (by invitation only)

2:00 pm - 4:30 pm

Opening Keynote Presentations

HIMSS16 Opening Keynote Sessions - Featuring Two Presentations.
Sylvia Mathews Burwell, Secretary of Health & Human Services and
Michael Dell, Chairman and Chief Executive Officer, Dell Inc.

5:00 pm - 7:00 pm

Opening Reception - Exhibit Hall, Hall G

Registration Hotels** & Convention Center

7:00 pm - 8:00 pm

7:00 am - 6:00 pm

Concurrent Education Sessions

8:30 am - 9:30 am

All About HIMSS: An Orientation to YOUR Organization

8:30 am - 9:30 am

First Timer Orientation

9:00 am - 10:00 am

Exhibition Hall 9:30 am - 6:00 pm
Interoperability Showcase 9:30 am - 6:00 pm
HX360 Innovation Pavilion 9:30 am - 6:00 pm
Exhibit Floor Sessions 10:00 am - 6:00 pm
Concurrent Education Sessions 10:00 am - 11:00 am
Concurrent Education Sessions 11:30 am -12:30 pm
Concurrent Education Sessions 1:00 pm - 2:00 pm
Concurrent Education Sessions 2:30 pm - 3:30 pm
Concurrent Education Sessions 4:00 pm - 5:00 pm
A Special Session with ONC and CMS 5:30 pm - 6:30 pm

Women in Healthcare IT Reception* 6:30 pm - 8:00 pm



http://www.himssconference.org/education/specialty-programs/preconference-symposia
http://www.himssconference.org/career/cphims-review-course
http://www.himssconference.org/education/specialty-programs/cio-forum
http://www.himssconference.org/session/site-conference-orientation-session-1
http://www.himssconference.org/session/aupha-academic-forum
http://www.himssconference.org/session/chapter-leader-workshop
http://www.himssconference.org/session/himss16-opening-keynote-sessions-featuring-two-presentations
http://www.himssconference.org/session/himss16-opening-reception
http://www.himssconference.org/session/all-about-himss-orientation-your-organization
http://www.himssconference.org/session/site-conference-orientation-session-2
http://www.himssconference.org/exhibition
http://www.himssconference.org/exhibition/specialty-exhibit-areas/himss-interoperability-showcase
http://www.himssconference.org/exhibition/specialty-exhibit-areas/innovation/hx360-innovation-pavilion
http://www.himssconference.org/session/special-session-onc-and-cms
http://www.himssconference.org/session/himss16-women-health-it-networking-reception

Registration (Convention Center only)

7:30 am - 5:00 pm

CAHIMS Exam Session 1%
Candidate check-in begins at 7:30 am

8:00 am - 10:00 am

Concurrent Education Sessions

8:30 am - 9:30 am

Exhibition Hall

9:30 am - 6:00 pm

Interoperability Showcase

9:30 am - 6:00 pm

HX360 Innovation Pavilion

9:30 am - 6:00 pm

Exhibit Floor Sessions

10:00 am - 6:00 pm

Concurrent Education Sessions

10:00 am - 11:00 am

CPHIMS Exam Session 1*
Candidate check-in begins at 10:30 am

11:00 am - 1:00 pm

All About HIMSS: An Orientation to YOUR Organization

11:30 am - 12:30 pm

Concurrent Education Sessions

11:30 am - 12:30 pm

Concurrent Education Sessions

1:00 pm - 2:00 pm

CPHIMS Exam Session 2%
Candidate check-in begins at 2:00 pm

2:30 pm - 4:30 pm

Concurrent Education Sessions

2:30 pm - 3:30 pm

Concurrent Education Sessions

4:00 pm - 5:00 pm

Communities Open House

5:30 pm - 6:30 pm

Millennials on a Mission Reception

Registration (Convention Center only)

6:30 pm - 7:30 pm

7:30 am - 5:00 pm

CPHIMS Exam Session 3*
Candidate check-in begins at 7:30 am

8:00 am - 10:00 am

Concurrent Education Sessions

8:30 am - 9:30 am

Education Workshops*

8:30 am - 5:00 pm

Exhibition Hall

9:30 am - 4:00 pm

HX360 Innovation Pavilion

9:30 am - 4:00 pm

Interoperability Showcase

9:30 am - 4:00 pm

Exhibit Floor Sessions

10:00 am- 4:00 pm

Concurrent Education Sessions

10:00 am - 11:00 am

CPHIMS Exam Session 4%
Candidate check-in begins at 10:30 am

11:00 am - 1:00 pm

Concurrent Education Sessions

11:30 am - 12:30 pm

Concurrent Education Sessions

1:00 pm - 2:00 pm

CAHIMS Exam Session 1*
Candidate check-in begins at 2:00 pm

2:30 pm - 4:30 pm
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http://www.himssconference.org/career/cahims-exams
http://www.himssconference.org/exhibition
http://www.himssconference.org/exhibition/specialty-exhibit-areas/himss-interoperability-showcase
http://www.himssconference.org/exhibition/specialty-exhibit-areas/innovation/hx360-innovation-pavilion
http://www.himssconference.org/career/cphims-exams
http://www.himssconference.org/session/all-about-himss-orientation-your-organization-0
http://www.himssconference.org/career/cphims-exams
http://www.himssconference.org/session/himss-communities-open-house
http://www.himssconference.org/session/millennials-mission-reception
http://www.himssconference.org/career/cphims-exams
http://www.himssconference.org/education/specialty-programs/workshops/education
http://www.himssconference.org/exhibition
http://www.himssconference.org/exhibition/specialty-exhibit-areas/innovation/hx360-innovation-pavilion
http://www.himssconference.org/exhibition/specialty-exhibit-areas/himss-interoperability-showcase
http://www.himssconference.org/career/cphims-exams
http://www.himssconference.org/career/cahims-exams

Concurrent Education Sessions 2:30 pm - 3:30 pm

Concurrent Education Sessions 4:00 pm - 5:00 pm

Awards Gala*
6:30 pm - 9:00 pm
Wynn Hotel & Resort

Registration 7:30 am - 11:00 am

Keynote: Dr. Jonah Berger
8:30 am - 10:00 am

Author of Best-Selling Contagious: Why Things Catch On

Concurrent Education Sessions 10:30 am - 11:30 am

Concurrent Education Sessions 12:00 pm - 1:00 pm

Closing Keynote: Peyton Manning
Super Bowl Winning Quarterback & Five-Time NFL MVP

1:15 pm - 2:30 pm
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The majority of responmnadaents
view health IT as @ stratoaglcally
critical tool to halp hoalthacare
organlzations bhe successiuul.,., especially
Surrouncllnag thhaelr patilent care focused efforts

Top areas wihare health IT IS
consideraedc 1o be a critical tool:
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of hospitals currently
use three or more
connected health
technologles

Connected health
technologies positively
Impact a hospital's

capability to @ o
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communicate
using o mobile

with patients:
optimized patient portal
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. : e extensively supports the
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Hospitals use
an array of
connected
health
technologies
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Hospitals are expected to expand
the array of connected health

technologies they

The most commonly
cited technologies

hospitals plan to
add involve:

Patient generated health
data solutions
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% of organizations representod
participate (n some type of

alternative payment model A \ & :

Those serving an exclusively urban market airo
more likely to particlpate In an alternate payment
modeal thhanm thhose exclusivaly servirng a rural market

urizan markot =oIving both urban rural markot

andc rural markots -

lo%#ﬂm“

Healthcare providers The two most Iimportant factors In
have thhe abllity to determining the price of care:
determine costs Of Actunl cost to Pprofit margin
dellvering care, but doliver the care nooded to maintain
many don't regularly orgomtationsl

review them profitaliity

°4 or [Gus hove automated

pProcesses for ovalunting
theso factors

have a formol procoss

for deotarmining costs

-

Healthcare provicers are
looking for thhe industry
to develop a consistent
Approach to:

- Managing the exchange @ Price transparency
of clinical and financioal

< % Ee= r
'
regulary review cosis :
1O BNRUITO CORIR Are currarit .
'
-

Informauon betwean all - Prieing
ontities Invoalvad in an
opisode of care - Cost accounting

make the transition from fee-for-service Lo =

l g; balieve their organization is highly prepared 1o
value-basedc payment system

® The top three needs in transitioning 1o a value-based
Payment system:

Tools to track and Bottor Consistent
1 oevalunte ~ = 2 communication 3 definition of gquality
Gquality % . botwoeon @ by spocifiic type of
of care | ddinparata dinonse
Pprovidors
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PATIENTS WANT A
HEAVY DOSE OF DIGITAL

Healthcare consumers in the United States
want a digitally enabled care experience, and
they are initiating it with greater use of digital
tools and electronic health records.

irategy| . | Diital | Technology | Operations

Healthcare consumers

are taking control
of their data

The patient experience is going digital, and
consumers are leading the way by accessing
electronic health records (EHRs) and using
digital tools, such as wearables and apps, to
manage their health. Patients have firm beliefs
about who should access their data—but
providers don't always agree.

To improve patient engagement and customer
satisfaction, healthcare organizations must close
the gap between what patients demand and
what providers deliver by investing in digital
tools and strategies.
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Consumers of all ages are accessing their EHR, and they know more FIGURE 3.
about the data that is available to them than two years ago G

b\

5/\& Lab work and blood test results
B < VIR

i) Prescripbon medication history

€ 5 Immunyation status

More US consumers with electronic heaith Health technology users age 65-74 IE;; ?::::-d profile informatian
records are accessing their records are most likely to have turned to their —
EHRS to manage health (5] og infommaton

;J Physician notes from vistsicondition
38% 22% ) i i

IL 1 do mot know what information

9
| 7y @202 @o0is
450

\4’/ Y3tz that patients with EHRs find
mast helpful to health management

Least Users 8
(Ages 18-34) ‘% Lsb work and biood ressits

EE Prpsician noees from vis siccnditcn

(1) recription medication history

&™) Penonal profie information
S 2| fir. demographic)

| Immnization status
[g_gj Xorays or mecesr imaging ety
E—_] Hiking information

{A'?_y Noe of the above

Doctors and consumers
don't always agree on
what a patient should
access in his/her EHR

Most (92%) patients believe they should have
full access to their records, while only 18%
of physicians share this belief. Interestingly,
about half (49%) of patients believe they have
full access (see Figure 5). The perception gap

about EHR access has widened in the past two
years, a 42% decline in physicians and a 10%
rise in patients.

Ao~
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FIGURE 5.

Lewel of access patients
believe they have access to

Lewel of acoess a patient
should have to EHR

@ runAcces ) Umited Access () No Access

Most (77%) patients who favor patient access want to see exactly what the doctor sees—
not a summary. They aiso want the ability to update their records, such as with their
demographic information (86%), family medical history (89%) and new symptoms (87%).
Healthcare consumers and doctors are in agreement that patients should be able to update
most information in hisfher EHR (see Figure 6).

Consumers have strong views on who should access their EHR data. They view their EHR asa
tool for their primary doctor (75%) or themselves (67%), not to be accessed by others, unless
they provide permission {52%). Very few (3%) consumers believe their employer, government
{3®) or a retail clinic (9%) should be able to access their health record (see Figure 7).

Consumers’ use of apps and
wearables has doubled, and
both doctors and patients

agree there are benefits

Use of health apps has doubled in the past
two years (33% in 2016 vs. 16% in 2014)
among consumers who use technology to
manage their health. Use of health
wearables has also doubled (21% in 2016 vs.
9% in 2014) (see Figure 8). The use of social
media has increased from 14% to 21%.
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FIGURE 8. FIGURE 2.
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Mobile phone/ - FIGURE 10
tablet app ) :

Engagement with own health

Individuals aged 18-34 are the most prevalent users of both apps (48%) and

wearables (26%). The most popular among all app users are Fitness (59%) and = TF™
Diet/Nutrition (52%) apps (see Figure 9). {
Both US consumers (77%) and doctors (85%) agree that using wearables helps a
patient engage in their health (see Figure 10).
CONSUMERS DOCTORS
@tels @ Hurs 0 Hasno effect
Consumers are willing to h

track their health using digital
tools, and share the data with _
healthcare professionals ke

R BENy,

\

The majority (78%) of healthcare consumers wear or
are willing to wear technology to track their lifestyle
and/or vital signs (see Figure 11). Of consumers who
were asked by a doctor to wear technology to track their
fitness and lifestyle (18%) or vital signs (19%), roughly
three-fourths (76%) of patients followed the physician's
recommendation (see Figure 12). - :

Most consumers are willing to share wearable or app
data with a doctor (90%) or nurse (87%)—and 40% of
health app users have already done so. Willingness to
share wearable or app data dropswhen it comes to
health plans (63%) or employers (31%)

(see Figure 13).
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FIGURE 12.

Most LS consumers wear, or would be willing to - rlhen m’"':_::g:‘:dw ;/ f’“z"
i in 4 consumers advice to wear
wear, technology for health-tracking fechin to Erack health
Yes, 76% No, 24%

;

FGURE 13.

Most consumers are willing to share wearzble
or app data with a doctor or nurse

Willingness to wear health technology can also offer data to be used in 90
virtual visits—visits that are increasing in popularity due to convenience

and cost advantages
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For more information:

Kaveh Safavi, M.D.. J.D.

Rick Ratliff

Kip

Webb, M.D., M.P.

Accenture 2016
Consumer Survey
on Patient Engagement

Accenture commissioned a seven-country
survey of 7,840 consumers ages 18+ to assess
their attitudes toward health, the healthcare
system, electronic health records, healthcare
technology and their healthcare providers’
electronic capabilities. The online survey
included consumers across seven countries:
Australia (1013), Brazil (1006), England (1009),
Norway (800), Saudi Arabia (852), Singapore
(935) and the United States (2225). The survey
was conducted by Nielsen on behalf of
Accenture between November 2015 and
January 2016. The analysis provided
comparisons by country, sector, age and use.
Where relevant, the survey uses select findings
from the 201¢ I 3 vey to
compare the doctor and consumer responses.

* Numbers in the figures may not add to 100%
due to rounding.
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About Accenture

Accenture is a leading global professional
services company, providing a broad range
of services and solutions in strategy,
consulting, digital, technology and
operations. Combining unmatched
experience and specialized skills across
more than 40 industries and all business
functions—underpinned by the world's
largest delivery network—Accenture works
at the intersection of business and
technology to help clients improve their
performance and create sustainable value
for their stakeholders. With approximately
373,000 people serving clients in more than
120 countries, Accenture drives innovation
to improve the way the world works and
lives. Visit us at www.

W @AccentureHealth
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F$8%/\ ~ How Future-Proof HIT Infrastructure Supports Data Sharing JEsEfEH

a
Conference & Exhibition
FEB 29 - MAR 4, 2016 | LAS VEGAS

-'i.TRANSFORMlNG

HEALTH THROUGH IT

> >

How Future-Proof HIT Infrastructure
Supports Data Sharing
March 1, 2016

V¥ IHIMSS16
www himssconforonce. org

\»

W FHIMESY0

Learning Objectives

« Define the stages of interoperability, and where and how each
of them are operating today

« Clarify how a healthcare system that continually “learns” through
interoperable data advances accountable care

Explore the role of record locator services, provider directories,
and quality registries in the advancement of interoperability

HIMSS 16

THE DISCONNECT
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RADIOLOGY DEPARTMENT

CORTINAS, DOLORES T, MD
HENSON, WENDY B., MD
GRAVES, MATTHEW R, MD
RANDLE, CHARLES B., MD
JOHNS, ELLAD. . MD
WREN, ROSANNA J.. MD
IBARRA, THOMAS A., PA-C
MADERA, ROBERT S..MD

MCDONALD, MICHELE W., PA-(
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% Marratech Pro 4.0 Installer Information

Error 1335.The cabinet file 'Datal.cab’ requred for this
rstalation is corrupt and cannot be used. This could
indicate 3 network error, an error reading from the
CD-ROM, or a problem with this package.

] v | s

of patients report that

when fhey visit their doctor

Carnected Care and e Pafion! Expotence wivey; Surescnpts. 2015
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HOW WE GOT HERE

Admissions

Cardiac Intensive Care
Unit (Ward 28)

Fracture Clinic

Multiple Injuries (ward 11)
Occupational Therapy
Oncology Department
Radiotherapy

X-ray

Wards

Wards 23, 24, 28, 29

Way out-Recepti
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2018: 2020:
90% of Medicare 75% of commercial
oayments plans will be
fied to quality value-based

/ U.S. Department of
ﬁ‘ Health & Human Services

The Growth of Retail Clinics
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See all your accounts in one place. Add your bank or credit card:

]

Or choose from these popular Mint accounts

Bank of America
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k6 VIRTUAL HEALTH CARE WILL

REVOLUTIONIZE THE INDUSTRY
IF WE LET IT¥?

- FORBES TECH
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ONLY

10

of pediatric
scans are read
by the correct
sub-specialist
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WHAT IF HEALTH CARE
WORKED AS IT SHOULD?
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- reminder fo schedvie Y/
' amammogram [/

Complete view of
history, genomics,
care preferences
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' Care team coordinates
~and shares care plan
‘with patients and
families
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“Post-cure™™
done close fo

PRIMARY CARE
PHYSICIAN

CARE T
MANAGER |

RADIATION
ONCOLOGIST

It's now possible to connect the entire health ecosystem.

It's happening... with or without you!

It's time to replace compliance with conviction.
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K$8% 1 ~ Cybercrime : Managing Health IT Security Risk JEsEfEsH

@
Conference & Exhibition

FEB 29 - MAR 4, 2016 | LAS VEGAS

iTRANSFORMING

HEALTH THROUGH IT j
4 U L 3

L2 i

Cybercrime Trlage' Manaﬂmg
Health IT Security Ris

March 1st, 2015

Stephen Cobb, CISSP
Senior Security Researcher, ESET

¥ #HIMSS16
www.himssconference.org

»

W *HIMSS16

Conflict of Interest

Stephen Cobb, CISSP

Has no real or apparent conflicts of interest to report.

HIMSS 16
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Agenda

» Learning objectives

» Setting the stage
— Basic assumptions about the challenges we face
— An lllustrated Guide to Cybercrime

* Triaging a [healthcare IT] patient

« Sources of knowledge for triage decisions

* Practical examples

* Questions and [hopefully] answers

L]

-

I I ¥ #HIMSS16

Learning Objectives

* Discuss the threats to the privacy and security of
medical data posed by cybercrime

+ |dentify what distinguishes the health IT
threatscape from that of other industries

» Assess the relative impact and probability of
criminal threats to medical data

» Recognize how to prioritize healthcare IT risks and
appropriate risk mitigation strategies

HIMSS16

IS
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Benefits Realized
for the Value of
Health IT

« Significant cost savings can
be realized when security
posture and security controls
are more realistically aligned
with threats

» Health IT productivity gains
are realized by avoiding
breaches and other
cybercrime induced damage

HIMSS16

4

In the beginning

There was pen and paper
and the doctor’s note

Then there were mainframes
Followed by PCs and LANs

Now this... j

HIMSS16

79
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REALIZING
tHE VALUE oF

HEALTH IT

TREATMENT/CLINICAL

ELECTRONIC SECURE DATA

PATIENT ENGAGEMENT AND
POPULATION MANAGEMENT

SAVINGS

hitp:/iwww himss.org/ValueSuite CHIMSS-2016

¥ #HIMSS16

THE STEPHEN C0BB
COMPLETE BOOK OF

PC and LAN
SECURITY

Stephen (obb

OHIMSS2016
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USB, WPS
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DHIMSS: 2016

Basic assumptions

¥ #HIMSS16

» As health-related organizations work to reinforce their security

and data privacy protections it is important that they do so in
a prudent manner, consistent with the reality of the criminal
threats they face.

 Just as medical triage relies upon medical knowledge to
prioritize treatment, healthcare IT security needs real world
knowledge of the threats most likely to be encountered in
order to manage the risks most efficiently, given the economic
reality of scarce means that have alternative uses.

HIMSS16

80
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Basic assumptions

» Criminals seek Personally Identifiable Information (PII)

« All PIl has a dark market value
— Name and email address
— Social Security Number
— Payment card data
— Bank information
— Medical records
— PHI and ePHI

HIMSS16 -

-
I ¥ #HIMSS16

Behind healthcare breach numbers

.......

|

- Everybody knows that tens of millions ¥
of records have been exposed, and

million of dollars paid in fines “ "6 Over 6 Fipures”
Healthcare Records
» And thousands of people have Exposed in 2015+
suffered the pain of identity theft pnmg:“;;l:'; ml:- i
* Less obvious are the countless hours Excellus BCBS: 10M
spent solving problems caused by Medﬂah?:;’n‘:;i:ﬁ’; .
intruders and intrusive code CareFirst BCBS: 1.[}q

Total: 109.3 Million
(“that we know about) . F

» Not to mention impacts on patient
care when access to data is impeded

[
516 SHIMSS2016 10

-
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What's different in healthcare?

» The biggest security challenge for any information system
Is to share specific information with specific people but not
all information with all people

» Caring for patients requires many more complex forms of
“sharing but not sharing” than most other industries

+ Caring is not conducive to crime fighting...
» Doctors and nurses go to work every day to help others

» Other people go to work every day to steal information
(could be PII, PHI, ePHI, whatever they can find, regardless
of the consequences to data subjects and system owners)

L ]
HIMSS16 -

-
| ’ ¥ #HIMSS16

Medical systems = life and death

» Cybercrime seeks data, but the side effects are unpredictable
* No way to predict the effect of malware in the wild
- Likewise, the impact of unauthorized access to systems

+ Lack of availability of data is bad, lack of system availability
could be even worse: DDoS or blackout

« Malware used for both: c.f. KillDisk file deletion component of
BlackEnergy detected in Ukranian power company systems
prior to recent power outages (WeLiveSecurity.com)

unicode 8, <.crt.bin.exe.db.dbf.pdf.djvu.doc.docx.x1s.x1lsx.jar.ppt.pp>
unicode 8, <tx.tib.vhd.iso.lib.mdb.accdb.sql.mdf.xml.rtf.ini.cfg.boot>
unicode 8, <{.txt.rar.msi.zip.jpg.bmp.jpeg.tiff>,0

L]

-
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POLL #1 - Loss of data/service

Has your healthcare organization lost access (for more
than a few hours) to important data due to a network
intrusion or denial of service attack:

A. At least once in the last twelve months

B. More than once in the last twelve months
C. I don’t work for a healthcare organization
D

. I work for a healthcare organization but do not
know the answer

®
HZI“SS 1 6 CHIMSS2016 43

-
I ¥ #HIMSS16

The Cybercrime Problem: A global market
for stolen PII and the means to steal it

Specialization Modularity

Division of
labor Standards

e Dl

CHIMSS2016 44
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Low risk crime with big rewards

$000 ~ # of bank 9000
robberies
$800 L 8000
$700 - 7000
" $600 - 6000
; oo
é $500 - 5000
=
- - 4000
s300 o cyber fraud - 3000
losses
§505 - 2000
$100 - 1000
L0
W
©HIMSS2016 45
- |
¥ #HIMSS16

And tools that continue to evolve:

& Spy Eye..

Ingd Find INFO. ) Statistic W, TR, settings

srson
O fHpe) = n & Cortificato __J V15
i sﬁ% ’Gcmr @Grg;ber " Grabber

.Mﬁm ﬂsz;&';'m !F’""m" i St:%sk:lc,

G aa vrresT € wges B ETE. WNsookss &

........ “;‘ RDP

] Logs “ | Files 5 Settings

e

§h+ e 958

Take your money!

®
HIMSS16 -

-
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[*% On Connect

< ID IP Wan/[La... Computer... OS.SP.a.. %RAMUsed Language/Country A. C. Ping 1dle
S Unclassed users
E= victim1  172.16.0.... WINZVICT... Windows... 70% Englsh (United St... x.  62Ms  Os
> @) System Info | I'E’
[» 4% Fun Functions 3 o T
b {5} System Functions cul  Hacker’s view of a victim system
v 2] Remote MSConfig : . :
b || Remote Scripting I infected with a Remote Access
I g Files manager 1 )
b Passwords /Datas H Terminal or RAT:
[ ¥ MSN Functions ¥ |

RAM

B All files, devices
Network connections
Passwords, keystrokes

Webcam and audio

!‘:;.:::;

J
3

©HIMSS: 2016 17

-

¥ #HIMSS16

Dark markets for
data are thriving

 Carding sites

» Sold as card “dumps” WALLET CART
« E.g. McDumpals $0.00 0
« Biiead by add funds view ftems
— Freshness
— Balance
— Type
— Location
® > These screenshots depict mcdumpals.com, a website that
m“ISS16 illegally appropriated and changed imagery and iconography

’ E . ©HIMSS2016 38
trademarked by McDonald's the foodservice retailer. b i

85



W #HIMSS16

Wholesale

* Dumps from packs are not refundable

I'm swipin' it

WALLET CART
$0.00 0 1245 1110
acld funcls wigw ftems for $10,500.00 for $7,500.00
BROWSE DUMPS
Reseller McDumpals Reseller McDumpals
WHOLESALE Base MA-CT Base MACT
ACCOUNT Date pre-sale  201403-31 Date pre-zale 20140331
Date sale 201403-31 Date sale 20140331
CHECKER Age 1 month and 10 Age 1 month and 2
days days
SUPPCRT Details View more Details View more
asd Buyrnel

= v [ s
. ¥
HIITISS‘IG (screenshots courtesy of krebsonsecurity.com) )
DHIMSS 2016

I ' ¥ #HIMSS16

September 25, 2013

19
-

Price reduction!

OLd, non refundable bases reduced in price: Base We nces set t0 15 Base
MidWest. 12l prices set to 1$ Base MidWaet-2 all prices set o 15 Base SouthEast-] all
prcessetto1$

tCoast-1all

N P Sy

December 4, 2013 — Febnary 15,20

EVERVTHING Holiday Shoppin

MUST Update #26

I Posted by medumpals on 207221 204 22520E
The long awaited first hand update is here!
- @ The waitis over and it was worth it!

ehrizary 0, 2018 — Februany 15, 2014
thours refund palicy
New York, Disneyland —

Base US-Disneyland added, 30hrs refund

e

T AT e N e R Ay g

e s A A e S
e zdded on Mcdumpals could be b
birs youchoose, We have lo ng prices to~

and Reginn forlevery dump. Mast are trackl as wel

A A S A b A W g gy

L]
Hm16 B e e PP SR S Y EHIMSS 2016 20

L
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Way more than just credit cards

Buying and selling stuff, auction houses, sales forums, gaming.
See also: The separate Drugs and Erotica sections for those specific services.

¢ Contract Killer - Kill your problem (snitch, paparazzo, rich husband, cop, judge, competition, etc). (Host: FH)
¢ BitPoker v1.93 - Poker (Bitcoin). (Host: FH)
» Butterv Bootlegging - Get any expensive item from major stores for a fraction of the price! (Host: FH)
__* StatID's - Selling fake ID's.
¢ Cheap SWATTING Service - Calls in raids as pranks. (Host: FH)
* Data-Bay - Buy and sell files using digital currency.
* The Last Box - Assassination Market (Bitcoin). - DOWN 2011-08-07
¢ Pirax Web DDoS - Take out your enemies in seconds. (Host: FH)
* Hacking Services - Hacks IM and Social Nets, does DDoS, sells bank/credit/paypal accounts.
+ Email Hacker - Hacks emails (Bitcoin). (Host: FH)
e CC4ALL - Selling valid Credit-Cards. Most from Germany. (Host: FH)
e Slash'EM online - Super Lots'A Stuff Hack-Extended Magic tournament server (Bitcoin).
* Rent-a-Hacker - Pay a professional hacker to solve your problem, destroy your enemys. (Host:
» The Pirates Cove - Classifieds. (Host: FH) - ‘
» BitLotto - A lottery using Bitcoin. (Host: FH)
¢ Brimstone Entertainment - Escort Ads, Strippers, Adult Entertainers. (Host: FH)
» Red Dog Poker - Play a simple game of poker (Bitcoin).
* CouponaTOR - A service for getting retail coupons created (Bitcoin), (Host: FH)
« Virtual Thingies - Buy virtual goodies like premium accounts, usenet access or domains (Bitcoin). (Host: FH)

I ¥ #HIMSS16

ALLIED GENERICAL

i L1: Basi |
W h at a bo ut E-HEALTH RECORD idem‘i,fs"lccagz:z::a: sell
for spamming, data
health data? oo sining il

PHONE NUMBERS appending

° imi EMAIL ADDRESSES
Valuable to criminals at s iy e iH

multiple layers of penetration L2: Non-public
identifiers: sell for
DATE OF BIRTH various kinds of ID
* From paper records at Srcial SRR T el
admissions desk MEDICAL RECORD # account fraud
DRIVER’S LICENSE
« To full medical records on P
servers RERARES 0 specklics B
g el financial fraud, billing
” ) PAYMENT INFO bt f'Fu 1
+ Multiple ways to monetize CREDIT CARDS e
the effort to compromise PRESSEReCE _
s L4: Medical data:
your secu nty BLOOD TYPE sell for medical ID
ALLERGIES fraud, billing fraud,
SYMPTOMS prescription drug
PRESCRIPTIONS abuse, service theft,

GENETIC DATA blackmail, tabloids

L]
Hm 1 6 SHIMSS 2016 22
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So let’s look at a patient

» Healthcare provider with facilities in three states

» CEO presents with persistent fear of OCR audit
despite assurances that entity is HIPAA compliant

+ Initial examination reveals false sense of security
» Patient not aware of numerous serious conditions

» Specialist referral requested

HIMSS16 -

-l
I I ¥ #HIMSS16

Self-assessment v. Expert audit¥*

* No Windows XP systems » 2 XP systems connected to devices
» Passwords all have expiry date » All passwords set to never expire
» All users deleted on termination » 50+ former employees still active

» All systems patched and updated + 50+ systems missing >10 patches

= All systems have current * No protection on 10% of systems,
antimalware protection including all servers

» Firewall in place with Intrusion * No, because somebody forgot to
Prevention System subscribe to IPC updates

Hilnss16 *Thanks to Mike Semel at
SemelConsulting.com

-l
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POLL #2 - Outside audit

In the last twelve months, has your healthcare
organization used an outside party to conduct at least
one security audit or penetration test

Yes
No

| don’t work for a healthcare organization

= S

| work for a healthcare organization but do not
know the answer

HIMSS 16

‘ ¥ #HIMSS16

Why suspect all is not well?

-

« Word on the street,
consultants, vendors

« Survey data (use with caution)

» Surveys findings can be
helpful when used responsibly

» For example, how might
malware get into systems?

HIMSS 16 -

-
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' Steps taken to protect healthcare network

£ & ¥ #HIMSS16
from mobile devices (Ponemon)

Limit access from devices to critical systems =%56%
Require user to read and sign an 53%
acceptable use policy 45%
0,
Limit or restrict the download of PHI 3 44%
38%
Scan devices for viruses and malware 36%
while they are connected 40%
Require anti-virus/anti-malware software to 23%
reside on the mobile device 23%
Scan devices for viruses and malware prior 22%
to connection 21%
Scan devices and remove apps that 14%
present a security threat 16%
None of the above steps are done 885
P 46%
Other F 2%26
EFY 2013 ®FY 2012 0% 10% 20% 30% 40% 50% 60%

II’ ¥ #HIMSS16

What do the surveys say?

Fifth Annual Banchmark
Gs-axﬁy“:v’r:m SR
o=
HIMSS
cybersef—u
-

® . ’

-
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Health IT security concerns

KPMG | _____|Ponemon I

Malware infections 67% Employee negligence 70%
HIPAA violation/patient o, Cyber attackers o

exposlie 57% 40%
Employee o, Use of public cloud o

theft/negligence =l services =il
Medical device 300, Maobile device 300,
insecurity ? insecurity ?

HIMSS 16 .ol
>

W #HIMSS16

Breaches, incidents, actors, actions

Ponemon ___|HmMss | |Verizon | |

Criminal attack 45% Negligent insider 46% Physical 3509,
LosF or stolen 43% On]me scam 36% Error 279,
device artist

Unintentional 40% Social 16% Misuse 18%
employee action ’ engineering ’ ?
Third part snafu 39% Hacker 16% Hacking 1%
Technical systems Malicious insider Malware

glitch 31% 12% 6%
Malicious insider 129, Nation state 5o, Social 39

®
Hll“SS16 ©HIMSS 2016 30
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Incidents and causes

Incidents experienced* - Root cause of breaches* -

Lost or stolen devices
Spear phishing

Web-borne malware
attacks

Software vulnerability >3M
Software vulnerability >3M

SQL injection

HIMSS 16
>

96%

88%

78%

54%

45%

38%

Criminal attack

45%
Lost or stolen device 439%,
Unl_ntentlonal employee 40%
action
Third part snafu 39%
Technical systems glitch 319%
Malicious insider 12%

W #HIMSS16

Defenses in place: above 40%

87% User access controls

Anti-malware
Firewalls

Encryption (at rest)
Encryption (in transit)
Audit all access

Patch and vulnerability
management

Intrusion detection systems

HIMSS 16

85% Mobile Device Management

70% Access control lists

69% Network monitoring tools

64% Web security gateway

61% Single sign on

55% Intrusion prevention system

Data loss prevention

92

55%
51%
50%
49%
47%

46%

46%
42%

DHIMSS 2018

31
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Look at what's not on the 40% list?

» Physical loss prevention
» Strong authentication
— Authentication of Public Key/Web of Trust
— Biometric technologies (static)
— Digital signature
— Multi-factor digital identity
— Biometric technologies (static)

®
“mm 1 6 ©HIMSS 2016 ‘233

4
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POLL #3 - Relative risk

Which of the following do you think it the biggest threat
to your organization:

A. Theft of a device containing unencrypted PII
B. Customer privacy complaint leading to an audit
C. A prolonged denial of service attack

D. A malware infection

. -
“mm 1 6 ©HIMSS 2016 '_},@4

4
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Biggest risks (per Verizon DBIR)

. Theft leading to loss of physical assets
. Theft leading to breached medical records Higher
. Privilege abuse leading to breached medical records

. Theft leading to breached personal information

. Disabled physical controls leading to loss of physical assets
. Disabled physical controls leading to breached medical records
. Knowledge abuse |leading to breached medical records

1
2
3
4
5. Privilege abuse leading to breached personal information
6
7
8
9. Phishing leading to altered behavior

1

) ) ) ) Lower
0.Data mishandling leading to breached medical records

"il-nss16 Verizon: 2015 PHI Data Breach Report
(includes pre-2014 data) CHIMSS2016 g5

-
I l e ¥ #HIMSS16

Triage in cases of missing laptop
(common cause of PHI exposure)

« Step 1: Was it lost or stolen? How long ago?

» Step 2: Can it be remotely tracked/locked/wiped?
» Step 3: Was it encrypted?

» Step 4: Does it have two-factor authentication?

» Step 5: If no to 3 or 4, does that violate policy, or do you have
documented reasons for not encrypting?

» Step 6: Do you have backups of the affected data?

. 0
"mlss 1 6 CHIMSS2016 .36

-
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Surveys say? Physical loss/theft prevention
is the most urgent treatment required to
reduce PHI exposure

« First apply liberally:
— Physical loss prevention
— Employee education
— Employee education about loss prevention
— Employee oversight and understanding
+ And if the incident triggers an audit:
— Prepare to show your risk analysis
— Document your risk assessment

L ]
HIMSS16 -

-l
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Unfortunately that’s not the only
concern in 2016

* Areview of the many 2016 cybersecurity trend/threat
predictors suggests a need to watch for the following:

— Denial of service attacks (as cover for system
intrusion, malicious code insertion)

— Very targeted and/or realistic phishing attacks
— Malware attacks on, and/or spread by, servers

— Disgruntled employees and insecure partners

HIMSS16
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The 4 Pillars of Protection
Backup _
Encryption

Anti-malware
/»' Strong authentication

&1

HIMSS16

I ¥ #HIMSS16

» Percentage of adults surveyed who
expressed concern regarding the
security of their health data:

— 70% of adults in their 20s & 30s
— 80% of adults in their 40s
— 83% of adults in their 50s

e
m“]ss16 University of Phoenix survey of 2000+ adults, 10/2015
b ot CHIMSS 2016
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Benefits Realized
for the Value of :
Health IT Y reaLzNG D

THE VALUE oF
« Significant cost savings can HEALTHIT

be realized when security

posture and security controls

are more realistically aligned

with threats ELECTRONIC SECURE DATA
» Health IT productivity gains

are realized by avoiding

breaches and other 9 iyt

cybercrime induced damage SAVINGS

TREATMENT/CLINICAL

L]
Hm 1 6 hitp:/iwww himss.org/ValueSuite DHIMSS: 2016 41
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Questions?

» Stephen.Cobb@eset.com
« www.LinkedIn.com/in/stephencobb
« @QESET and @zcobb

« www.WelLiveSecurity.com

®
HZI“SS 1 6 CHIMSS2016 40

-

97



Mfg%+ ~ 10 Essential Point-of-Care Applications for Health Providers JE:BfH
k2

®
Conference & Exhibition
FEB 29 - MAR 4, 2016 | LAS VEGAS

TRANSFORMING ¥ Gl / i
HEALTH THROUGH IT - -

10 Essential Point-of-Care
Applications for Health Providers
March 1, 2016

Linda Hogan, PhD
Director, Faculty Development i

Family Medicine Residency, UPMC — St. Margaret UPMC MEDICING
Department of Family Medicine, University of Pittsburgh

¥ #HIMSS16
DISCLAIMER: The views 2nd opinions expressed in this precentation are those of the N
author and do not necessardy represent official poley of positon of HIMSS. www.himssconference.org

¥ #HIMSS16

Conflict of Interest

Linda Hogan, Ph.D

Has no real or apparent conflicts of interest to report.

HIMSS16
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Agenda

Welcome and Introduction (1 minute)

Introduction to one representative point-of-care app from each
of the following three categories

1) Medical Decision Making (3 minutes)

2) Drug Information (3 minutes)

3) Patient-Centered (3 minutes)

[ ]
HIMSS 16
OHIMSS 2016

¥ #HIMSS16

Agenda

Group activity-practicing with the apps (15 minutes)

®
HZITISS 1 6 CHIMSS 2016
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Agenda

Group discussion and feedback (30 minutes)

Summary (5 minutes)

HIMSS 16

¥ #HIMSS16

Learning Objectives

Describe how mobile applications can be used at the point of care

HIMSS 16
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Learning Objectives

Choose appropriate and effective mobile applications in practice to generate
clinical recommendations

HIMSS16

¥ #HIMSS16

Learning Objectives

Demonstrate to patients the use of applications in an effort to improve their
health

HIMSS16
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Audience response 1

How often do use any type of mobile app?

1) Atleast once a day

2) Once a week
3) Less often

4) Never

®
HZITISS 1 6 CHIMSS 2016

¥ #HIMSS16

Audience response 2

Have you used mobile apps in your
clinical practice?

1) Yes
2) No

®
HZITISS 1 6 CHIMSS 2016

102



¥ #HIMSS16

STEPS™

hitp:/iwww.himss.org/ValueSuite DHIMSS 2016

¥ #HIMSS16

- STEPS™ Color-Coded Value Story

HIMSS 16

OHIMSS 2016
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STEPS™

S = Physician/provider Satisfaction with point of care
applications available on their mobile devices

®
Hmm 1 6 OHIMSS 2016

¥ #HIMSS16

_ STEPS™

T = Improved Treatment/Clinical outcomes with up to

date, convenient reference information for clinical
decision-making

®
Hmm 1 6 OHIMSS 2016
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STEPS™
s

5

E = Electronic Information/Data available at the point
of care for differential diagnosis and risk calculation

®
Hmm 1 6 OHIMSS 2016

¥ #HIMSS16

STEPS™

%

P = Many of these patient-centric devices are
designed to increase Patient Engagement in their
own care and facilitate shared decision making with
their healthcare team

HIIlSS 16
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STEPS™

Py

S = Savings can be realized by the provider
patient or both. One of the apps shared in thi
presentation is designed to save patients
their prescriptions. Most are designed to help
healthcare providers and patients save either money
or time or both.

ey on

®
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_»STEPSm

®
Hmm 1 6 OHIMSS 2016
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Audience response 3

A 35 year old male comes to your office for an
annual health maintenance exam. He states
he is healthy overall and is only here as this
physical is mandated by his job.

Which mobile device-based app could you
use to identify the preventive screening he
needs at this visit?

1) Calculate by QxMD
2) AHRQ-ePSS

3) LactMed

4) MedCoach

®
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A 35 year old male comes to your office for an
annual health maintenance exam. He states
he is healthy overall and is only here as this
physical is mandated by his job.

Which mobile device-based app could you
use to identify the preventive screening he
needs at this visit?

1) Calculate by QxMD
2) AHRQ-ePSS
3) LactMed

4) MedCoach
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Medical Decision Making Applications

Shots by STFM W e
QxCalc

Doctor Derm
Bugs and Drugs
AHRQ ePSS

HIMSS 16

i ; ¥ #HIMSS16

AHRQ- ePSS
Agency for Healthcare Research and

Quality- Electronic Preventive Services
Selector

HIMSS 16
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AHRQ- ePSS

Great for identifying clinical preventive
services that are appropriate for your patient

Can be used to search and browse U.S.
Preventive Services Task Force (USPSTF)
recommendations

HIMSS 16

¥ #HIMSS16

Functions

eecoo Verizon T 6:37 PM T 91% >
Reset Search Start >
Enter the following information to retrnieve

recommendations from the USPSTF Freventive
Services Database.

Age:

Years
Sex: m Male ‘
Pregnant:
Tobacco User: No Yas ’
Sexually Active: No Yes ]

mmss1 6 Q =] . @ ; CHIMSS 2016

109



¥ #HIMSS16

Functions

eecco Verizon T 6:37 PM 7 91% -

Reset Search Start >

Enter the following information to retrieve
recommendations from the USPSTF FPreventive
Services Database.

Age: Years
Sex: both Male
Pregnant: I N ‘

Tobacco User: n/a “ Yes
Sexually Active: BRE “ Yes

Hl“BS1 6 Q ._E B F - Q DHIMSS 2016
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Impression

Pros
— Great point of care tool

— Gives patient-appropriate, evidence-based, graded
screening recommendations from the USPSTF

— Can keep up to date with USPSTF guidelines
— User friendly and easy to follow interface

Cons

— Some tools are PDFs not always easy to read

HIMSS 16
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Drug Information Applications

LactMed®
Micromedex®

Lexicomp®
UpToDate®

Epocrates®

HIMSS 16

Drug Information Applications

LactMed®
Micromedex®

Lexicomp®
UpToDate®

Epocrates®
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A& CPOCRATES

eeeco Verizon LTE  4:25 PM @ B o6 M ™
Q Q Search Epocrates
Welcome to Epocrates!

b N\ @)

Y, 1\ .2 .

\&/ & !775 “ R Thank vou for downloading

Drugs Interaction Pill ID Epocrates. You join over 1,000,000

Chack

healtheare professionals who are

<3 e i T

/7, i . -
({((s3)) B ‘ saving time and improving patient
) & lo ol |

= care with Epocrates’ continually

Notifications Provider Essential i — .
Dirsctory Points® updated clinical information.

N\ $]= 14 '7-‘\‘\ . ; ; -
) t ’[‘ ) You will receive an email shortly
s x \ /

- that contains detailed information

Contact Calculators Buy Premium

Manufacturer about your new app. Please retain
@ @ : this email for your reference. It
— @) B includes important feature

Picture Quiz  App Directory Tables information and instructions for

Read More Info

CPOCRATCS

an athemahealth compary

¥ #HIMSS16

Impression s

Pros
— Easy to use at the point of care

— Useful tool for learners

Cons

— Takes time to get oriented to all the
application has to offer

— New information is selective

HIMSS 16
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Patient-Centered Applications

My Fitness Pal
On Track
MedCoach

HIMSS 16

Patient-Centered Applications

My Fitness Pal
On Track
MedCoach
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MedCoach® (‘

Organizes medication list,

pharmacy information,
prescriber information

Has drug information

Similar to MyMedSchedule®

¥ #HIMSS16

0:26 PM O 579 .
MedCoach
O e———
g 3 O
Ve— —1
Vo
Reminders Refills History
Start Here
a2
% v N
h— 5
o &
Medications Dactors Pharmacies
& O e
> 4
Settings About Share

a
Urgent Care - Doctors 24/7

. .
HIIT'SS 1 6 OHIMSS 2016
eeee0 Sprint = 10:26 PM
MedCoach ¥ #HIMSS16
2 3 O
N _
N e
Reminders Refills History
Start Here — .
% S i
' -
o & ¥
Medications Doctors Pharmacies
>
R Q@ v
-
Settings About Share
OHIMSS 2016
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0000 Sprint =

MedCoach

v =
N _
N e
Reminders Refills
Start Here
| + |
N | S
o &
Medications Doctors
ol
o
b 4
Settings About
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Impression

* Pros
— No data usage
— Notifications/alerts
— Ease of use
— Many features
— One stop health info
organization
* Cons

— Takes time to understand
all features

HIMSS 16
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History

¥

Pharmacies

ot

Share

CHIMSS 2016
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Your turn...

Which apps do you use that
we did not review?

®
Hll“ss 1 6 CHIMSS 2016

Today’s Case:

SWis a 46 yo WM presents 1/25 for his annual physical, 1 week after getting
his routine blood work done. His last physical was 10 years ago.

+  PMH: Hypertension, Type 2 diabetes, depression

» SH: Tobacco 20 pack-year hx, alcohol 1 drink/week; no illicit drugs, sexually
active with >3 partners

— Exercise: walks outside during cigarette break, no formal exercise
— Rarely checks his blood glucose; misses 1 dose of medications/week
» No surgical history, physical unremarkable
» Labs: LDL 102 HDL 44 TC 186 TG 100
+ HbA1c: 10.9%
+ VS:BP 138/92
« Ht: 59" Wt: 235 Ibs BMI: 34.7 kg/m?
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Today’s Case:

SWis a 46 yo WM presents 1/25 for his annual physical, 1 week after getting
his routine blood work done. His last physical was 10 years ago.

+  PMH: Hypertension, Type 2 diabetes, depression
» SH: Tobacco 20 pack-year hx, alcohol 1 drink/week; no illicit drugs, sexually

active with >3 partners

— Exercise: walks outside during cigarette break, no formal exercise

— Rarely checks his blood glucose; misses 1 dose of medications/week
» No surgical history, physical unremarkable
» Labs: LDL 102 HDL 44 TC 186 TG 100

*+ HbA1c: 10.9%
+ VS:BP 138/92

1.

+ Ht: 59" Wt: 235 Ibs BMI: 34.7 kg/m?

Medications

-
Metformin 1000 mg twice daN

Lisinopril 10 mg daily
Amlodipine 10 mg daily
Tamsulosin 0.4 mg daily

-

Fluoxetine 40 mg daily
MV daily
Saw palmetto daily

T

List the grade A USPSTF
recommendations for SW

Calculate his ACC/AHA CV Risk score
(ASCVD)

. Based on his ASCVD risk score, you

decide to prescribe simvastatin
40mg. Are there any drug
interactions with his other
prescription medications?

¥ #HIMSS16

Which mobile apps (if any) would
you currently use to find the

dNSWETIS

HIMSS 16
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ese questions?

List the grade A USPSTF
recommendations for SW

. Calculate his ACC/AHA CV Risk score

(ASCVD)

Based on his ASCVD risk score, you
decide to prescribe simvastatin
40mg. Are there any drug
interactions with his other
prescription medications?
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SW is a 46 yo WM presents 1/25 for his annual physical, 1 week after getting his routine blood work

done. His last physical was 10 years ago.
*  PMH: Hypertension, Type 2 Diabetes, Depression
*  SH: Tobacco 20 pack-year hx;

—  Alcohol 1 drink/week;

—  Iicit drugs (-)

—  Sexually active with =3 partners

—  Exercise: walks outside during cigarette break, no formal exercise

*  Surgical history: none

» labs:LDL 102 HDL44 TC 186 TG 100
*  VS:BP138/92

*  Ht:5'9" Wt:235 lbs

*  Physical findings: unremarkable

*  Maedications: Misses average of 1 dose per week
Metformin 1000mg twice daily
Lisinopril 10mg daily
Amlodipine 10mg daily
Tamsulosin 0.4mg daily
Fluoxetine 40mg
MVI
Saw palmetto

HIMSS 16

1. List the grade A USPSTF
recommendations for SW

2. Calculate his ACC/AHA CV Risk
score (ASCVD)

3. Based on his ASCVD risk score,
you decide to prescribe
simvastatin 40mg. Are there any
drug interactions with his other
prescription medications?

OHIMSS 2016
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SW is a 46 yo WM presents 1/25 for his annual physical, 1 week after getting his routine blood work

done. His last physical was 10 years ago.
*  PMH: Hypertension, Type 2 Diabetes, Depression
*  SH: Tobacco 20 pack-year hx;

— Alcohol 1 drink/week;

—  Ilicit drugs (-)

—  Sexually active with >3 partners

—  Exercise: walks outside during cigarette break, no formal exercise

*  Surgical history: none

i Labs: LDL 102 HDL 44 TC 186 TG 100
* VS:BP138/92

*  Ht:5'9” Wt:2351Ibs

*  Physical findings: unremarkable

* Maedications: Misses average of 1 dose per week
Metformin 1000mg twice daily
Lisinopril 10mg daily
Amlodipine 10mg daily
Tamsulosin 0.4mg daily
Fluoxetine 40mg
MVI
Saw palmetto
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1. List the grade A USPSTF
recommendations for SW

2. Calculate his ACC/AHA CV Risk
score (ASCVD)

3. Based on his ASCVD risk score,
you decide to prescribe
simvastatin 40mg. Are there any
drug interactions with his other
prescription medications?

*##% Bonus: Demonstrate using an
app to help him remember to take his
medications
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817 PM

° * Aspirin to Prevent CVD: Men age 45 to

7 95% WM Seeee ATET T

eeees ATAT T 817 PM 7 93% W esess ATAT T 217 PM o O5% W esess ATAT T
Reset Search Start > £ o[ ] A <Back
Enter the following Information (0 retrieve 46 y/o, Male, TobaccofY), Sex(Y)
recommendations from the USPSTF Prevertive in, H f2c Lt 7910
Senvices Database. y
" * Aspinn to Prevent CVD: Men age 45
to 79 to prevent my i d R,

Age: 46 years

s [ [
Pregnant: | wo fﬁ‘
Tobaceo ser: | 0 |

S

Q m

P

oI

*o0es ATAT = 917 PM

Reset Search

* High Blood Pressure: Screening --
Adults 18 and Over

* HIV: Screening - Adolescents and
Adults

Lipid Disorders in Adults; Screening -~
Men 35 and Oider

Syphilis: Screening -- Men and
Women at Increased Risk

* Tobacco Use: Counseling and
Interventions for Adults

* Indicates a néw grade cefinition.

Risk Factor Information

918 PM

Risk Factor

1 co% -
< Back

Aspirin to Prevent CVD: Men age 45
to 79 to prevent myocardial
infarctions

Grade: A*

Risk Factor Information:

The net benefit of aspirin depends on the
initial risk for coronary heart disease events
and gastrointestinal bleading. Thus,
decisions about aspirin therapy should
consider the overall risks for coronary heart
disease and gastrointestinal bleeding.

Risk assessment for coronary heart disease
should include ascertainment of risk factors:
age, diabetes, total cholesterol levels, high-
density lipoprotein cholesterol levels, blcod
p and g. Avallable tools
provide estimations of coronary heart
disease risk.

Enter the following informabion 10 retneve
recommendations from the USPSTF Prevertive
Senvices Database.

Age: 46 years

soc [ [
Pregnant: | wo fﬁ‘
Tobaceo sor: | 11 | 1o

S

Q m

* Indi a new grade defi
Q m RN @ - Q M R Q m R g -
preey Arzas P T e famrezn sz " - Swars 1iowe 2k 1204 Ltk Mow
DHIMSS 20158
3
We rS ¥ #HIMSS16
eseen ATAT T e17 PM + 95% . * ATAT & e17 PM 7 98% W Seeee ATST ¥ 9:18 PM 7 58% .-
¢ B clo] B Ko Gk ket
o R, (Emacf S SRRt 0 - ?:‘:L’i" to Prevent CVD: Menage 4510 Agpirin to Prevent CVD: Men age 45
; [ s to 79 to prevent myocardial
* Aspinin to Prevent CVD: Men age 45
to 79 to prevent my i h R infarctions
* High Blood Pressure: Screening -- Grade: A:
bcuite 18t Oyer Risk Factor Information Risk Factor Information:

* HIV: Screening - Adolescents and
Adults

Lipid Disorders in Adults; Screening -~
Men 35 and Oider

Syphilis: Screening -- Men and
Women at Increased Risk

* Tobacco Use: Counseling and
Interventions for Adults

oI

P

HIMSS16
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* Indicates a néw grade cefinition.

Q =

o

The net benefit of aspirin depends on the
initial risk for coronary heart disease events
and gastrointestinal bleading. Thus,
decisions about aspirin therapy should
consider the overall risks for coronary heart
disease and gastrointestinal bleeding.

Risk assessment for coronary heart disease
should include ascertainment of risk factors:
age, diabetes, total cholesterol levels, high-
density lipoprotein cholesterol levels, blcod
P and g. Available tools
provide estimations of coronary heart
disease risk.

* Indi anew grade

Qa m N & -
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Audience response 4

What did you come up with for SW's

10-year atherosclerotic cardiovascular
disease (ASCVD) risk score ?

1) 1.3 %
2) 9.5 %

3) 14.9 %
4) 20.5 %

HIMSS 16

A nswers ¥ #HIMSS16

Diabetes? Yes

10-Year Risk of Atherosclerotic
Cardiovascular Disease (ASCVD)

14.9 %

10-Year Risk of ASCWVD (%) for
Someone of Same Age with
Optimal Risk Factor Levels

1.3 %

HIMSS 16
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T veses AIAT T 2000 TG sesss AIAT ¥

Cancel Quiestion &/9 Cance!

TN seees ATRT ¥ 20 P 10T -

Back ACC/AHA CV Risk Caleulator (... Info
Pressure’ -

CUESTION CUEETION

Yes

Treatment for High
for High Blood P ¢ S ? ! Diabetes? Blood Pressure?
Smoker? Yes

AHEWER CHOIGES ANEWER CHIGES ANEWER CHOICES

Yes Yes Yes Diabetes? Yes

No No No

AESULTS

10-Year Risk of Atherosclerotic
Cardiovascular Disease (ASCVD)

10-Year Risk of ASCVD (%) for
Someone of Same Age with
Optimal Risk Factor Levels

1.3 %
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All Interactions

All Inte
Vi A Isastions Avoid / Use Alternative

View Interactions by C amlodipine
G

amlodipine simvastatin

simvastatin

1 Interaction Found

CHIMSS 2016
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R,i | ; 6 ' 10:40 PM
X «\‘« - ] P
! InteractionCheck ‘ | Interactic £~ == | Al Interactions
Drugs cm““‘ Pill ID S )
“ WAL ALA Al
r o ) | 2 View All Interactions 5 >
= TIYT amlodipine Avoid / Use Alternative
A 10081
bl . vy simvastatin View Interactions by C amlodipine
- i { L‘“p 3 vy 8 Osaters {0 +
> =S B amlodipine simvastatin
=irY I B % simvastatin
= —— g o
Essontial Cantact Tables . ATAT =
= ==0d :’ = = P —
B |
vl Wi
m— - Avoid / Use Alternative
Calcutators | Favorites | Bugs+Drugs | N
> A8 SUL3 > amlodipine
+
simvastatin

weigh risk/benefit, max simvastatin dose

> 7
combo w/ amlodipine may incr. simvastatin
levels, risk of elevated LFTs, myopathy,
rhabdomyolysis, other adverse effects
(hepatic metab. inhibited)

1 Interaction Found
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REALIZING
e VALUE of
HEALTH IT

RLICTROMC SECLSE CATA

PATIENT ENGAGEMENT 4ND
SOPULATION MANA" MENT

®
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