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9:30am: Introductions
0:45-10:45am: Current Regulatory Expectations for Data Integrity .
e Data Integrity—What is it? What assures it? Why is this a
growing concermn?
e Good Documentation Practices for Paper and Electronic
Records
10:45-11:15am: Refreshment Break
11:15am-12:15pm: Understanding the Paradigm Shift:
e  (Good Documentation Practices for Paper and Electronic
Records (continued)
12:15-13:00pm: Lunch
13:00-15:00pm: Understanding the Paradigm Shift:
e Data Life Cycle Concepts
15:00-15:30pm: Refreshment Break
15:30-17:00pm: Understanding the Paradigm Shift:
e Quality Management Systems
e  Management Governance & Quality Culture
e  Discussions
o Q&A
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9:30-10:45am: Paradigm Shift:
e (GxP Regulations (GMP/GCP/GLP/QS Reg) and
requirements for Data Integrity
e Regulatory Update: FDA Part 11 ‘Add-On’ Inspections,
MHRA Guidance, WHO Guidelines, and More
2010-present
10:45-11:15am: Refreshment Break
11:15am-12:15pm: Implications of Paradigm Shift:
e 21 CER Part 11 Overview
e What Went Wrong with 21 CER Part 117
e Risk-based Approach to Part 11 Compliance
12:15-13:00pm: Lunch .
13:00-15:00pm: Implications of Paradigm Shift:
e Examples of enforcement related to Data Integrity
Concerns—U.S. FDA 483s and Waming Letters & EU
Non-Compliance Reports
15:00-15:30pm: Refreshment Break
15:30-17:00pm: Computer Systems Validation to Ensure Data Integrity:
e Risk-based Approach to Validation
e Validation for “Intended Use” and how this assures
Data Integrity
e (Case Studies




e Discussions
o Q&A
3K 104E10H7H » BEi=
9:30-10:45am: Data Life Cycle Design and Control:
e Data Definition and Management of Data Flow
Electronic Data & Data Review
What is “Raw Data™?
What is “Metadata™?
What Audit Trails? When? How Often?
10:45-11:15am: Refreshment Break
11:15am-12:15pm: Electronic Data & Data Review (continued)
e (Critical Thinking Skills to Evaluate Data Validity
e Archiving Electronic Data
e (Case Studies:
o “Hands-on” Inspection of Live System to Detect
Data Integrity Issues
o Busimess Process Risk Assessment and Mitigation

12:15-13:00pm: Lunch
13:00-15:00pm: Facility Inspections for Electronic Data & Computer
Compliance:
e Compliance Approaches to Data Integrity
o Short-Term Strategies
o Long-Term Strategies
e [dentifying and Stratifying Gaps in Data Integrity
Controls:
o Audit Risk Assessment Tool
o Criticality Assessments and Approaches
15:00-15:30pm: Refreshment Break
15:30-17:00pm: Facility Inspections for Electronic Data & Computer
Compliance:
e Fraud Investigations—Key Concerns and Techniques
e Management Culture to Foster Data Integrity
e (Case Studies
e Discussions
e  Q&A, Training Certificates
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B BC{##EH - (JESZ * Data integrity is the degree to which a collection of data is
complete, consistent and accurate throughout the data lifecycle. The collected data should
be attributable, legible, contemporaneously recorded, original or a true copy, and accurate.
Assuring data integrity requires appropriate quality and risk management systems,
including adherence to sound scientific principles and good documentation practices. )
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all data are complete, consistent and accurate throughout the data lifecycle ( Expectation /
guidance (where relevant): Data integrity arrangements must ensure that the accuracy,
completeness, content and meaning of data is retained throughout the data lifecycle )
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= April 2015 U.S. FDA Anmnouncement of planned Level 1 Guildances
for 2015, including Dafa Integrity Questions and Answers
August 2014 FDA releases New Level 2 Guidance related to Data
Integrity
April 2013 Blood Establishment Computer System Validation in the

User’s Facility, Guidance for Industry, Center for
Biologics Evaluation and Research
May 2007 Level 2 Guidance, application of Part 11 to electronic
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August 2003 21 CFR Part 11 Electronic Records; Electronic Signatures
Scope and Application
March 1997 21 CFR Part 11
Warning Letter | http:/f’www.fda. gov/ICECI/EnforcementActions/WarningL
etters/default.htm
L March 2015 GMP Data Integrity Definitions and Guidance for Industry
updated
December 2013 | MHRA GMP expectations regarding self-inspection and
data integrity
&K June 2011 EU Annex 11: Eudralex, The Rules Goverming Medicinal
i Products in the European Union, Volume 4, Good
Manufacturing Practice: Medicinal Products for Human
and Veterinary Use, Annex 11: Computerised Systems,
revision 1
June 2010 EMA Reflection Paper on eSource
Non-Compliance | http://endragmdp.ema.curopa.eu/inspections/gmpc/search
GMPNonCompliance.do
WHO | September 2015 | Guidance on Good Data and Record Management
Practices (Draft for Comment)
il February, 2015 | Health Canada letter to Stakeholders regarding data
3 integrity in GMPs
K Non-compliant | http://healthycanadians.gc.ca/apps/inspections/index-en.ht
drug inspections | ml
ICH Tuly 2014 Q12 (Concept Papet): Lifecycle Management
May 2012 Q11 Drug Substances
August 2009 Q8 » Pharmaceutical Development
June 2008 Q10 » Pharmaceutical Quality Systems
November 2005 | Q9 » Quality Risk Management
ISPE | October 2012 GAMP Good Practice Guide, A Risk-Based Approach to
GxP Compliant Laboratory Computerized Systems (2™
Edition
PIC/S | September 2007 | Pharmaceutical Inspection Convention, Pharmaceutical
Inspection Co-Operation Scheme, PIC/S Guidance, Good
Practices for Computerised Systems in Regulated
“GXP” Environments
M B R
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