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Abstract.

With the growing of Internet, voice over IP (VoIP) becomes more popular telephony application. VoIP
is an Internet protocol, which is used for voice transmission over Internet. The main advantages of VoIP
are low calling expense. low construction cost. easy scalability, and good voice quality. VoIP protocol is
mainly constituted by the controlling signal and multimedia transmission. The controlling signal
protocol. SIP and H.323 is used for making multimedia connection and controlling multimedia traffic.
Because VoIP application is stacked over TCP/IP network. the security threats for TCP/IP network are
also quite serious to affect VoIP application. Generally. the Traffic Filter method is proposed to fast
identity normal traffic flow from abnormal traffic flow in the network layer. The Traffic Filter has the
false positive problem for quick detection. Nevertheless, the characteristic of SIP stateful protocol
analysis 1s to detect attack completely. but with slow processing speed. In this paper. the ASIC design
and implementation for VoIP Intrusion Detection/Prevention system (IDPS) are integrated with Traffic
Filter and Stateful Protocol Analysis. By combing VoIP network attack detection with defense
mechanism. the merits of proposed VoIP IDPS can provide complete attack detection as well as increase
processing speed. In addition. ASIC design and implementation for VoIP IDPS by parallelized

architecture can improve not only fast data processing but also high data throughput up to 2.66Gbps.

1 INTRODUCTION

According to VoIP market prediction [1]. the global
VoIP services market was wvalued at USD 70.90
billion in 2013 and is expected to reach USD 136.76
billion by 2020. growing at a CAGR of 9.7% from
2014 to 2020. The Asia Pacific region is expected to
be the fastest growing market for VoIP services. The
CAGR for revenue generated in Asia Pacific is
expected to be 13.6% from 2014 to 2020.

In report from TransNexus [2]. the government’s
involvement in the telecom industry brings up
another 2014 VoIP trend to watch. The hype over
government surveillance of communications has
brought to light many of the vulnerabilities of VoIP
security. Without the well VoIP security policy. it is
not difficult for anyone — government or ecriminal —
to eavesdrop on VoIP calls. Although WVoIP
technology is vwvery progressive, WVolP defense
strategies are lagging far behind. Therefore. VoIP
attack is a very serious problem. For VoIP security
threats. Intrusion Prevention System (IPS) is useful
to find unusual behavior from VoIP traffic.

The rest of the paper i1s organized as follows. In
section 2. we desecribe the background and
motivation to VoIP IPS. The architecture design is
proposed for VoIP IPS in Section 3. The system
implementation of VoIP IPS is realized in Section 4.
In Section 5. we evaluate and discuss performance
for VoIP IPS. Finally. we give the conclusion.
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2 BACKGROUND AND MOTIVATION

VoIP protocol is mainly constituted by the
controlling signal and multimedia transmission. The
controlling signal protocol is wused for making
multimedia connection and controlling multimedia
traffic, such as SIP (Session Initiation Protocol) and
H.323. SIP improves the shortcomings of H.323,
including the high complexity. slower calling setup.
and low scalability. H.323 is gradually replaced by
SIP in VoIP applications. Because VoIP application
is over the TCP/IP network. so the security threats of
TCP/IP network are also affect VoIP application
threats to be quite serious.

WoIP security research organization specializing
VOIPSA (Voice Over IP Alliance) [3] presents a list
of VoIP attacks. which can be mainly divided into
Request Flood, Malformed message. Spoof message.
and Call Hyacking. Most IDS/IPS systems [4][5]
only detect attacks by Stateful Protocol Anomaly
Detection (SPAD) method. SPAD is used to
distinguish the normal network communication
behavior based on specified transmission protocol,
and it has high accuracy of distinguishability
between right and wrong network behavior. Most
attacks are interpreted and extracted from
application layer for identification. The characteristic
of SPAD would have complete detection attack. but
with slow processing speed.
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Figure 1. VoIP IPS system based on multi-layer intrusion
prevention architecture
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3 ARCHITECTURE DESIGN FOR VOIP IPS

This research proposed a VoIP Intrusion Prevention
System (VoIP IPS) with the integration of Statistical
Anomaly-based Detection (SAD) and Stateful
Protocol Anomaly Detection (SPAD) methodologies
based on Multi-layer Intrusion Prevention
Architecture as shown in Figure 1. SAD can quickly
detect as a traffic filter, but it has the problem with
false positive ratio. SPAD can do fully comparison,
but its network throughput is limited because of the
complicated analysis algorithm. We extend the
system with SAD as a traffic filter, which can
quickly distinguish between normal and abnormal
network traffic. The detection accuracy of traditional
SAD is not very well, and traditional SPAD has
performance issue. In this research, both SAD and
SPAD modules are design to complement each other
m IPS System. SPAD increases accuracy of attack
detection, and SAD improves detection rate. The
overall processing speed will be dramatically
enhanced. The function deseriptions for each
methodology are presented as followings.

3.1 Statistical Anomaly-based Detection (SAD)

Statistical Anomaly-based Detection (SAD) 1is
designed for packet filtering. There are four
parameters of composition in detection profile for
traffic filter to distinguish between normal and
abnormal traffic, such as number of sessions per
second, inter-arrival time, interval time and request
to response message ratio.

3.2 Stateful Protocol Anomaly Detection (SPAD)

Stateful Protocol Anomaly Detection (SPAD) is
usually implemented by finite state machine (FSM)
and defines normal VoIP packet behaviors based on
RF(C3261 (SIP: Session Initiation Protocol) [6]. It is
used to analyze the VoIP transactions for distinguish
normal and abnormal network behavior. There are
two concept of VoIP FSM design:

In addition to compliance with RFC3261, this
research refers to SIP transaction flows (shown imn
Figure 2) m practice to design FSM based on RFC
documents.
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Figure 2. SIP transaction flows

Two blocks—Invite Transaction block and Non-
Invite Transaction block—are defined in according
to Invite and Non-Invite Transaction definition from
RFC 3261. The proposed FSM of SPAD module is
shown in Figure 3. When SIP packets passed and
forward from SAD to SPAD. The packets will be
classified into normal or abnormal traffic by FSM
state checking.

P EE———

NOTRIaE TrEr et otk

Figure 3. Finite state machine of SIP protocol

3.3 Profile Analysis (P4)

After SPAD distinguished normal and abnormal
packets from SIP traffic. information of normal and
abnormal packets will be sent to Profile Analysis
(PA) for profile parameters analysis. The analyzed
profile parameters will be used to update the
parameters, number of sessions per second, inter-
arrival time, interval time and request to response
message ratio, in SAD. According to frequently
profile update, it will improve the accuracy of SAD.

4 SYSTEM IMPLEMENTATION OF VOIP IPS

In addition, VoIP IPS system is implemented by
hardware-based parallel computing to achieve fast
data processing and high data throughput. The main
system is divided into Statistical Anomaly-based
Detection (SAD) module, SIP Stateful Protocol
Anomaly Detection (SPAD) module and Profile
Analysis (PA) module. Each packet will be
transmitted between VoIP proxy and VoIP user
agent and checked by VoIP IPS system.
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4.1 Stafistical Anomaly-based Detection {SAD)
Module

Statistical Anomaly-based Detection (SAD) module
15 designed in according to profile parameters
defined in section 3.1. Each packet 1s first checked
its source/destination IP pair by IP compare sub-
module. If packet belongs to existing IP pair, the
packet information will be checked with profile
parameters within existing IP pair in Parameter
Comparator sub-module. If IP pair information is
new to SAD module. the packet information will be
added in profile parameter registers. The profile
parameters in PA module are “Number of sessions
per second”, “Inter-arrival time”, “Interval time”.
and “Request to response message ratio”, The first
two are used to compare the session count and
difference time between N and N+1 request (or
response). Third parameter 1s omitted in hardware
design as hard monitored by IDS or IPS. Parameter
Comparator sub-module of fourth parameter is
designed with a divider for message ratio counting.
The SAD module blocks are shown in Figure 4(a).

4.2 SIP Stareful Protocol Anomaly Detection
(SPAD) Module

SIP Stateful Protocol Anomaly Detection (SPAD)
module is designed with parallel processing as
shown in Figure 4(b). Each VoIP session can be
handled in one Flow processing module. With
multiple flow processing modules, every request and
response message of same flow will be queued the
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same register and passed to SPA Analyzer sub-
module for parallel comparison.

Stateful Protocol Anomaly Analyzer sub-module
checks SIP request/response packets with predefined
stateful protocol finite state machine as shown in
Figure 5(a). If state transfer of packet does not match
the finite state machine, the transaction may be
considered as attack.

4.3 Profile Analysis (PA) Module

Profile Analysis (PA) module can generate new
thresholds of profile parameters for SAD module by
Profile Parameter Analysis sub-module with the
input of normal and abnormal traffic from SPAD
module. Architecture of PA module is shown in
Figure 5(b).

4.4 VolP IPS System

The VoIP IPS chip layout is shown in Figure 6. It
has 215.1%215.2 um®, chip speed is 500MHz. and
power consumption is 337.1217 uW. Throughput of
VolIP IPS is 2.66Gbps.

Figure 6. Chup layout of VoIP IPS



5 EXPERIMENTAL RESULTS AND ANALYSIS

5.1 Experimental Environment and Tool

VoIP IPS system must be placed between VoIP
proxy and VoIP user agents for protecting the VoIP
communications. When SIP communication start,
every SIP packets will be monitored by VoIP IPS
system. If there are Attackers send abnormal SIP
packets, attack packets may be detected and discard
by the IPS system.

Attack traffics are generated by Sivus [7] — a
VoIP vulnerability scanner tool. There are several
types of attack are generated for VoIP system
testing, such as DoS Attack. Spoof Attack and
Malformed Message. At start of experiment., SAD
module will bypass all packets without setting any
parameter, and send to SIP SPAD module for further
checking. When SPAD module divided all packets
into normal and abnormal, the attribute of normal
and abnormal traffic will be sent to PA module for
analysis and generate profile parameters for updating
SAD module. After profile parameters setup. SAD
module is enabled to support fast traffic distinguish
and accelerate overall IPS system performance.

Table 1. Experimental results of IPS.

_ (VoIPIPS | (VoIP IPS i

Normal _Abnormal | with SAD) | without SAD) Improement
Ratio raffic Ratio PTr!Jc essing | Pr oeessing Rate

ime{ns) Time(ns)

100% 0% 30000 27000 -11.11%
0% 10%% 17300 27000 -1.11%
80% 0% 24600 27000 8.89%
T0% 30% 21900 27000 18.89%
60% 40% 19200 27000 28.89%
S0% S0% 16500 27000 38.800%
40% 60% 13800 27000 48.59%%
30% 0% 11100 27000 58.800%%
0% 80% 8400 27000 63.890%%
10% 20% 5700 27000 78.89%
0% 100% 3000 27000 §8.89%

5.2 Experiment Results of VOIP IPS

The performance for IPS system is evaluated by
adjusting the ratio of attack traffic under SAD
module running conditions. The SIP SPAD module
will cost 9 clock cyeles for traffic analysis, but only
1 clock cyele for traffic analysis by SAD module. If
most of the VoIP abnormal traffic is distinguished by
SAD module. the system time will reduce to 90%.
Table 1 presents the results of experiment
Normal traffic distinguished from SAD module (1
clock cyele) will be sent to SIP Stateful Protocol
Anomaly Detection module (9 clock cyeles) for
further analysis. Abnormal traffic can be classified
within cost 1 clock eyele, but normal traffic will cost
10 clock cyeles. If the ratio of normal traffic is
increase, the overall processing speed will increase
relatively. When the ratio of abnormal traffic 1s more
than 60%. the overall processing time with SAD
module will faster than without SAD module about
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50%. When the abnormal traffic ratio increase. the
overall detection effect will be more significant.

6 CONCLUSION

In this paper, we introduce several methods for VoIP
security. The traditional stateful protocol analysis is
used to do fully comparison based on protocol state
change but in poor performance because of the
complexity computing. And traditional traffic filter
method can quickly distinguish between normal
network traffic and abnormal network traffic, but
accuracy of detection is not very well. Therefore, we
proposed the integrated method for SAD (traffic
filter) and SPAD (stateful protocol analysis) to
complement its own advantages in VoIP IPS system.
The SPAD method increases accuracy of attack
detection. and SAD improves detection accuracy.
The performance for overall system processing
speed can be increased dramatically. The VoIP IPS
system support would complete VoIP attack
protection, such as Spoofing Attack, SIP Flooding
Attack, Call Hijacking. and Malformed Message
Attack. In additions. the proposed VoIP IPS chip
design and implementation in parallel computing
achieves fast data processing and high data
throughput up to 2.66Gbps.
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(" Abstract— With the growing of Internet, voice over IP (VoIP) becomes more popular telephony application. VoIP is an Intm:l;\
protocol, which 1s used for voice transmussion over Internet. The mam advantages of VoIP are low calling expense, low construction cost,
easy scalability. and good voice quality. McAfee Labs pomted out that VoIP technology 1s still very progressive. but VoIP defense
strategies are lagging far behind. Therefore. VoIP attack 1s a very serious problem. Voice over IP Security Alliance (VOIPSA) proposed
that Intrusion Detection/ Prevention Systems are useful to find unusual behaviour from VoIP traffic.

In this paper, the ASIC design and implementation for VoIP Intrusion Prevention system (IPS) with hierarchical architecture of Statistical
Anomaly-based Detection (SAD) and Stateful Protocol Anomaly Detection (SPAD) modules is proposed. SAD is used to offload SPAD
loading to increase VoIP IPS processing performance. And Profile Analysis (PA) module is proposed to decrease SAD false positive ratio
\\li}r updating SAD profile threshold based on SPAD results. /
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Motivation

SPAD 15 used to distinguish the normal network
communication behavior based on specified transmission
protocol, and it has high accuracy of distinguishability
between right and wrong network behavior. Most attacks are
mterpreted and extracted from application layer for
identification. The characteristic of SPAD would have
complete detection attack, but with slow processing speed.
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4 Results and Evaluations

+VolP IP3

rReduce SAD false positive problem by SPAD

»Frequently update SAD profile threshold by
PA, increase SAD accuracy
»Offload SPAD analysis load by SAD

#Processing speed

» Within 20% attack traffic, the processing
speed increases 8 .89%

¥ Within 60% attack traffic, the processing
speed increases 48.89%

# VoIP IPS throughput: 2.66Gbps

Chip layout of VoIP IPS
Size: 215.1*215.2 um?
Chip speed: 500MHz
Power consumption :
337.1217uW.

System Speed Improvement Rate

l # Conculsion

This paper introduces several methods for VoIP security.
The traditional stateful protocol analysis is used to do fully
comparison based on protocol state change but in poor

e because of the complexity computing and the

Therefore, we proposed the integrated method for SAD
(traffic filter) and SPAD (stateful protocol analysis) to

(with SAD vs. without SAD) perf
Sormal | Abnormal i"fsﬁ ﬁ:}) strﬂ’ accuracy of detection.
Traffic Rasio | Traffic Ratio | Processing Procezing Rae
Timefac) ‘Time{nz)
100% e 30000 27000 -1111% o 7
o0t 1% me 27000 1% 5 e
5% ) 2350 27000 S89%
% 3% 21500 7000 T improves detection accuracy.
) e 19200 27000 P
T B 16500 27000 31.8%
4% L 13800 27000 45890
3 e 11100 27000 Er
W 8% 8400 27000 B
1% w0 b 27000 B
0 1005 2000 27000 8.8

comg f ges in VoIP IPS system. The
SPAD method increases accuracy of attack detection, and SAD

The performance for overall system processing speed can
be increased dramatically. The VoIP IPS system support would
complete VoIP attack protection, such as Spoofing Attack, SIP
Flooding Attack, Call Hiyjacking, and Malformed Message
Attack. In additions. the proposed VoIP IPS chip design and
implementation in parallel computing achieves fast data
processing and high data throughput up to 2 66Gbps.
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