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Time TRACK FOUR DEF CON 101
10:00 Hardware and Trust Security: Introduction to SDR and the Wireless

Explain it like I’ m 5

Teddy Reed & Nick Anderson

Village

DaKahuna & satanklawz

11:00 Hacking Web Apps Hackers Hiring Hackers - How to Do Things
Better
Brent White
Tottenkoph & IrishMASMS
12:00 Seeing through the Fog DEF CON 101: The Panel
Zack Fasel Panel
13:00 Alice and Bob are Really Confused
David Huerta
14:00 Hacker in the Wires Beyond the Scan: The Value Proposition
of Vulnerability Assessment
Dr. Phil Polstra
Damon Small
15:00 Forensic Artifacts From a Pass the Responsible Incident: Covert Keys
Hash Attack Against Subverted Technology Latencies,
Especially Yubikey
Gerard Laygui
1057
16:00 Sorry, Wrong Number: Mysteries Of Guests N' Goblins: Exposing Wi-Fi
The Phone System — Past and Present Exfiltration Risks and Mitigation
techniques
"Unregistered436" & "Snide" Owen
Peter Desfigies, Joshua Brierton &
Naveed Ul Islam
17:00 Backdooring Git Dark side of the ELF — leveraging

John Menerick

dynamic loading to pwn noobs

Alessandro Di Federico & Yan
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Shoshitaishvil
18:00 Secure Messaging for Normal People Medical Devices: Pwnage and Honeypots
Justin Engler Scott Erven & Mark Collao
%22 DEF CON 23 &8 2 Hef2E(8 H 7 H)

Time TRACK ONE TRACK TWO TRACK THREE TRACK FOUR DEF CON 101
10:00 | Shall We Play Working Welcome to DEF Bugged Files: [s NSM 101 for
a Game? together to keep CON Your Document 1CS

the Internet Telling on You?
Tamas Szakaly safe and secure DT and 1057 Chris
Daniel Sistrunk
Alejandro “unicornFurnace
Mayorkas Crowley & Damon
Smith
11:00 | Stagefright: Licensed to Pwn: FightingBack in Goodbye Memory Crypto for
Scary Code in The the War on Scraping Malware: Hackers
the Heart of Weaponization General Purpose Hold Out Till "Chip
Android and Regulation Computers And Pin” Eijah
of Security
Joshua J. Research Cory Doctorow Weston Hecker
Drake
Panel
12:00 | Malware in the Licensed to Pwn: USB Attack to Confessions of a Bruce
Gaming The Decrypt Wi-Fi Professional Cyber Schneier Q&A
Micro-economy Weaponization Communications Stalker
and Regulation Bruce
Zack Allen & of Security Jeremy Dorrough Ken Westin Schneier
Rusty Bower Research
cont.
13:00 | Insteon' Drive It Like Red vs. Blue: Don't Whisper my Applied
False You Hacked It: Modern Active Chips: Sidechannel Intelligence:
Security And New Attacks and Directory and Glitching for Using
Deceptive Tools to Attacks & Fun and Profit Information
Documentation Wirelessly Defense That's Not
Steal Cars Colin O'Flynn There
Peter Shipley Sean Metcalf
& Ryan Gooler Samy Kamkar Michael
Schrenk
14:00 | Build a free How to Hack a Remote Access, Cracking Hacking SQL
cellular Tesla Model S the APT Cryptocurrency Injection for
traffic Brainwallets Remote Code
capture tool Marc Rogers & Ian Latter Executionon a

with a vxworks
based femoto

Yuwei Zheng &

Kevin Mahaffey

Ryan Castellucci

LAMP stack

Nemus
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Haoqi Shan

15:00 | How to hack Low-cost GPS REvisiting Quantum Computers Chellam - a
your way out simulator - GPS RE:DoS vs. Computers Vi-Fi
of home spoofing by SDR Security IDS/Firewall
detention Eric (XlogicX) for Windows
Lin Huang & Qing Davisson Jean-Philippe
AmmonRa Yang Aumasson Vivek
Ramachandran
16:00 | HamSammich - Harness: When the Tell me who you are LTE Recon and
long distance Powershell Secretary of and T will tell you Tracking with
proxying over Weaponization State says: your lock pattern RTLSDR
radio Made Easy (or at “Please Stop
least easier) Hacking Us::-” Marte Loge Ian Kline
Robert Graham
& David Maynor Rich Kelley David An
16:30 | How to secure I Will Kill You Put on your Separating Bots Detecting
the keyboard tinfo_t hat if from the Humans Randomly
chain Chris Rock you're my type Generated
Ryan Mitchell Strings; A
Paul Amicelli miaubiz Language
& Baptiste Based
David Approach
Mahdi
Namazifar
17:00 | When IoT Fun with NetRipper - Hack the Legacy! [ Am Packer
attacks: Symboliks Smart traffic IBM i (aka AS/400) And So Can You
hacking a sniffing for Revealed
Linux-powered atlas penetration Mike Sconzo
rifle testers Bart Kulach
Runa A. Tonut Popescu
Sandvik &
Michael Auger
18:00 | How to Train Drinking from Hooked Browser Breaking SSL Using Rocking the
Your RFID LETHE: New Meshed-Networks Time Pocket Book:
Hacking Tools methods of with WebRTC and Synchronisation Hacking
exploiting and BeEF Attacks Chemical
Craig Young mitigating Plant for
memory Christian Jose Selvi Competition
corruption (@xntrik) and Extortion
vulnerabilities Frichot
Marina
Daniel Krotofil &
Selifonov Jason Larsen
19:00 | One Device to

Pyn Them All

Dr. Phil
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Polstra
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Time TRACK ONE TRACK TWO TRACK THREE TRACK FOUR DEF CON 101
10:00 | Scared ThunderStrike Do Export Dissecting the A Hacker’ s
Poopless - 2: Sith Strike Controls on Design of SCADA Web Guide to Risk
LTE and *your* “Intrusion Human Machine
laptop Trammel Hudson, Software” Interfaces (HMIs) Bruce Potter
Xeno Kovah, Threaten - Hunting
Mickey Corey Vulnerability Vulnerabilities
Shkatov & Kallenberg Research?
Jesse Michael Aditya K Sood
Tom Cross aka
Decius & Collin
Anderson
11:00 | Key-Logger, Machine vs. 'DLL Hijacking' QARK: Android App And That's How
Video, Machine: Inside on OS X? #@%& Exploit and SCA I Lost My
Mouse — How DARPA’ s Fully Yeah! Tool Other Eye:
To Turn Your Automated CTF Further
KWM Into a Patrick Wardle Tony Trummer & Explorations
Raging Michael Walker & Tushar Dalvi In Data
Key-logging Jordan Wiens Destruction
Yaniv Balmas & 707
Lior
Oppenheim
12:00 | Hacking Smart F*ck the 1 Hunt Chigula — a Are We Really
Safes: On the attribution, Penetration framework for Safe? -
"Brink" of a show us Testers: More Wi-Fi Intrusion Bypassing
Robbery your .idb! Weaknesses in Detection and Access
Tools and Forensics Control
Dan “AltF4” Morgan Procedures Systems
Petro & Oscar Marquis-Boire, Vivek Ramachandran
Salazar Marion Wesley McGrew Dennis
Marschalek, Maldonado
Claudio
Guarnieri
13:00 | Spread Angry Hacking - WhyMI so Sexy? From 0 To Secure In [t's The Only
Spectrum the next WMI Attacks 1 Minute — Way To Be
Satcom generation of Real-Time Securing TAAS Sure:
Hacking: binary analysis Defense, and Obtaining and
Attacking The Advanced Nir Valtman & Moshe Detecting
GlobalStar Yan Forensic Ferber Domain
Simplex Data Shoshitaishvili Analysis Persistence
Service & Fish Wang

Colby Moore

Matt Graeber,
Willi
Ballentin,

Grant Bugher
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Claudiu

Teodorescu
14:00 | Extracting Remote WhyMI so Sexy? BurpKit — Using Abusing XSLT
the Painful exploitation of WMI Attacks, WebKit to Own the for Practical
(blue)tooth an unaltered Real-Time Web Attacks
passenger Defense, and
Matteo vehicle Advanced Nadeem Douba Fernando
Beccaro & Forensic Arnaboldi
Matteo Charlie Miller Analysis
Collura and Chris
Valasek cont.
15:00 | Looping Hacking High-Def Let's Encrypt - Extending
Surveillance Electric Fuzzing: Minting Free Fuzzing
Cameras Skateboards: Exploring Certificates to Grammars to
through Live Vehicle Vulnerabilities Encrypt the Entire Exploit
Editing of Research For in HDMI -CEC Web Unexplored
Network Mortals Code Paths in
Streams Joshua Smith Peter Eckersley, Modern Web
Mike Ryan & James Kasten, & Yan Browsers
Eric Van Richo Healey Zhu
Albert & Zach Saif
Banks El-Sherei &
Etienne
Stalmans
16:00 | Switches Get 1 want these * Investigating NSA Playset: JTAG How to Shot
Stitches bugs off my * the Implants Web: Web and
Internet Practicality mobile
Colin and Cost of Joe FitzPatrick & hacking in
Cassidy, Dan Kaminsky Abusing Memory Matt King 2015
Eireann Errors with DNS
Leverett, Jason Haddix
Robert M. Lee Luke Young
17:00 | Exploring Security 802.11 Massive Hacking the Human The Bieber
Layer 2 Necromancy: Monitoring Body/brain: Project: Ad
Network Further Identity Shift, Tech 101, Fake
Security in Adventures in Andres Blanco & the Shape of a New Fans and
Virtualized Mainframe Andres Gazzoli Self, and Humanity Adventures in
Environments Hacking 2.0 Buying
Internet
Ronny L. Bull Philip Young & Richard Thieme Traffic
& Jeanna N. Chad "Bigendian
Mat thews Smalls” Mark Ryan
Rikansrud Talabis
18:00 | Staying Ask the EFF: The DEF CON Comedy DIY Nukeproofing: Game of Hacks:
Persistent in Year in Digital Inception: How a new dig at Play, Hack &
Software Civil Liberties many levels deep "data-mining" Track
Defined can we go?
Networks Panel 3AlarmLampscooter Amit Ashbel &
Panel Maty Siman



https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Beccaro
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Beccaro
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Beccaro
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Miller
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Miller
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Miller
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Miller
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Miller
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Douba
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Douba
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Douba
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Arnaboldi
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Arnaboldi
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Arnaboldi
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Van%20Albert
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ryan
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Smith
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Smith
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Smith
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Smith
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Smith
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Eckersley
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Eckersley
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Eckersley
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Eckersley
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Eckersley
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23El-Sherei
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Cassidy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Cassidy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Kaminsky
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Kaminsky
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Kaminsky
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23LYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23FitzPatrick
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23FitzPatrick
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Haddix
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Haddix
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Haddix
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Haddix
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Haddix
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Bull
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23PYoung
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Blanco
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Blanco
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Thieme
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Talabis
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Pickett
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Pickett
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Pickett
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Pickett
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Pickett
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23EFF
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23EFF
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23EFF
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23dccomedy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23dccomedy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23dccomedy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23dccomedy
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%233AlarmLampscooter
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%233AlarmLampscooter
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%233AlarmLampscooter
https://www.defcon.org/html/defcon-23/dc-23-speakers.html%23Ashbel
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Gregory
Pickett
19:00 | Contest: Ask the EFF: The DEF CON Comedy I" mA Newbie Yet [ Linux
Drunk Hacker Year in Digital Inception: How Can Hack ZigBee - Containers:
History Civil Liberties many levels deep Take Unauthorized Future or
can we go? Control Over Fantasy?
Until 20:20 Cont. ZigBee Devices
Cont. Aaron
LI Jun & YANG Qing Grattafiori
%24 DEF CON 23 &8 4 Hi#f2E(8 H 9 H)
Time TRACK ONE TRACK TWO TRACK THREE DEF CON 101
10:00 | Abusing Adobe Docker, Docker, Give How to Hack Abusing native Shims
Reader’ s JavaScript Me The News, I Got A Government : for Post
APIs Bad Case Of Securing Technologists as Exploitation
You Policy Makers
Brian Gorenc, Sean Pierce
Abdul-Aziz Hariri, David Mortman Terrell McSweeny &
Jasiel Spelman Ashkan Soltani
11:00 | Who Will Rule the Canary: Keeping Your REpsych: Ubiquity Forensics -
Sky? The Coming Drone Dick Pics Safe(r) Psychological Your iCloud and You
Policy Wars Warfare in Reverse
Rob Bathurst Engineering Sarah Edwards
Matt Cagle & Eric (evilrob) & Jeff
Cheng Thomas (xaphan) Chris Domas
12:00 | Knocking my Pivoting Without Stick That In Your Hijacking
neighbor’ s kid s Rights - (root)Pipe & Smoke It Arbitrary .NET
cruddy drone offline Introducing Pivoter Application Control
Patrick Wardle Flow
Michael Robinson Geoff Walton & Dave
Kennedy Topher Timzen
13:00 | Attacking Why nation-state "Quantum" REIDiggity:
Hypervisors Using malwares target Classification of Pentester Guide to
Firmware and Telco Networks: Malware Hacking HF/NFC and
Hardware Dissecting technical UHF RFID
capabilities of John Seymour
Yuriy Bulygin Regin and its Francis Brown &
counterparts Shubham Shah
Omer Coskun
14:00 | Inter-VM data Let's Talk About Advances in Linux ontest Closing

exfiltration: The
art of cache timing

SOAP, Baby. Let's
Talk About UPNP

covert channel on x86
multi-core

Etienne Martineau

Ricky "HeadlessZeke"
Lawshae

Process Forensics
Using ECFS

Ryan O'Neill
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15:00 W losed for Setup losed for Setup

16:30 W losing Ceremonies losing Ceremonies

Contest Closing
Ceremonies

Cont.

— - EERRE
(—)Red vs. Blue: Modern Active Directory Attacks & Defense

F5#E Sean Metcalf &8H T AMAI{E H#kHR#5 (Active Directory) HHUSHEE E LT
HUREPR OB B R » DA Mol B0 Golden Ticket HIMEAT » DUT Ay bIGEIEAY
P AEER S

1.
2.

O o0 9 O it B~ W

SIS L

ftakiiiy

l.

[, I N VSR N

MS14-068 JeiEHYBTFE « FIFH LR fGha i -

SPN #7# © {# ] PowerShell T EHAFRHVEAEATLEE HAZ » A2 SR 4R

(a0 © SQL ~ Exchange ~ FIM BAK, webservers &5) o
FI RS IR P 592085 > Bfs—1{E AD FHF »
Mimikatz (M EBENZIEETE)

£RA Silver Tickets (9 Stealthy Persistence FVRHYE - AR EHASHE] -

Sk AESERY Kerberos Ticket(Golden & Silver Tickets) ©

fenRl G -Mimikat z #EX4AY PowerShell T H. -
{EH] PowerShell AYIAEE -
JEk4% Active Directory HYZEE -

FEHVER Domain Admin > MEFIFIDLU N 4686 > 551k

AR FEIESEAY525ME (Poor Service Account Passwords)
EHEEE{ERS Sysvol (Passwords in SYSVOL)
Credential fii#% (Credential Theft)

g 2

trnra e (Misconfiguration / Incorrect Perms)

MR E (Exploit Vulnerability)

454 PowerShell FrERAEAY Find-PSServiceAccounts THEE » = LKA ARFKIE
g 0 AR 1




Domain : lab. adsecurity.org

UserID » krbtgt

Description ! Key Distribution Center Service Account
SPNServers :

SPNTypes : {kadmin}

servicePrincipalnames : {kadmin/changepw}

PasswordLastSet : 03/18/2015 03:48:31

LastLogon : 01/01/1601 00:00:00

MSSQLSvc/ADSAPPSQLO3. Tab. adsecurity. org:1433}

& 1 : SPN Scanning for Service Accounts with Find-PSServiceAccounts

Fi%E# tesrepcrack. py T EBEE TGS ARFEHY Ticket (BERE 2)

mimikatz(powershell) # kerberos::1ist /export

[00000000] - O0x00000012 - aes256_hmac
Start/End/MaxRenew: 6/11/2015 9:21:49 PM ; 6/12/2015 7:21:49 AM ; 6/18/2015 9:21:49 PM

Server Name ¢ krbtgt/LAB.ADSECURITY.ORG @ LAB.ADSECURITY.ORG

Client Name : JoeUser @ LAB.ADSECURITY.ORG

Flags 40el0000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;

*= Saved to file : 0-40e10000-JoelUser@krbtgt~LAB. ADSECURITY.ORG-LAB. ADSECURITY.ORG. kirbi

[00000001] - Ox00000017 - rcd4_hmac_nt
Start/End/MaxRenew: 6/11/2015 9:21:49 PM ; 6/12/2015 7:21:49 AM ; 6/18/2015 9:21:49 PM

Server Name : M550QL /adsdb01. 1ab. adsecurity.org:1433 @ LAB.ADSECURITY.ORG

Client Name : JoeUser @ LAB.ADSECURITY.ORG

Flags 40a10000 : name_canonicalize ; pre_authent ; renewable ; forwardable

* Saved to file : 1-40a10000-Joelser@MSSQL~adsdb0l. Tab. adsecurity.org~1433-LAB. ADSECURITY.ORG. kir

:/fopt/kerberoast# python tgsrepcrack.py wordlist.txt MSSQL.kirbi

found password for ticket ©: SQL_P@S5wlrd#! File: MSSOL.kirbi

e

s cracked!

2t Kerberoast: Save & Crack TGS Service Ticket

By T B P Credentials fEEAVEAY » 5] LLF] A Mimikatz T E#{7T Dump
Credentials > FERIE 3 o Mimikatz Fr T B/ 2A Dump Credentials > HZ8E Dump Kerberos
Tickets ~ Credential JF AL EE(Credential Injection) ~ EEZE Silver/Golden Tickets
% - Dump AD 483k MY Credentials HYFRFIEAIT :
® AR FFEuE(Domain Controller f&#% DC) FJEH! Credentials & (local or
remote).
- BT Mimikatz (%0 : WCE) A48T HEuh(Domain Controller f&f# DC)
- 3% PowserShel ] %&EIEHTT Invoke-Mimikatz A48k T2k F o

® 7FH{ NTDS.dit FEZEAGEH &R

10



- EREGAEE EES  EE AD ERE
- (el fEZE LS AD B -
- JEAS R R S R

User Service Account
nimikatz{commandline? i sekurlsa::logonpasswords icati : : 3353343 (IIIBBBBB AA2h9d64)
ion 4
gut}enflcitlan Id = @ ; 5888474 LUUHUU@UU d84dadee?

: Interactive from 2
- a
= SECLAR
= 5-1-5-21-147364341 9774954889 2222329127 » Username : swc—SQLDBEngined1
* Domain : ADSECLAB
- # NTLH : dBabfcBch689f4cdcBISPal4114998%96
= HanSolo * SNﬂl : 467fB516e6155eed6B668827bBaddab5eecefacd
: ADSECLAR . .
: GeeBdeS1hcd919eA1987a75d8bhA275a B ame A erag naineBl
: 269cPch3ah23h2eA62dFfA861:c2HB2818 : ThisIsAGoodPassword?9?
: 66Bddlfebbh?4f321fhhd58hfclPad182228h2
: suc— SQLDBEnglneBl
ADSECLAB

3 i ThisIsAGoodPassword?9t

: ADSECLAB
= Falcon?9?

¥

swc—SQLDBEngine@l
o : LAB.ADSECURITY .ORG
: HanSolo : ThisIsAGoedPassword?9?
= ADSECLAB

: Falcon???

*
*
*
wd
*
=
=
e
*
*
=*
.

ow
@
-9
-

B

2

: HanSolo
: LAB.ADSECURITY .ORG
: Falcon991

Lled”dn =

& 3 : Dump Credentials with Mimikatz User

e A E LG (T (DC backups)WDZ A PR EE A IReEFE T - AIBRE e n] DL
BT > {EAErS FAERINTDS . dit fE2E -

MS14-068 Jilal °] o I B R SAZ R A S IR P AERR - fE = FIgE Ve &
W YRR - TrBgm {5 75 S g e RERR AR aiis AR (T EE A - Bl Fm e zemiuh -
FLAE R 3 IR Ry 438 - 7285 Kerberos AR5 ( Domain Controller Kerberos Service)
(KDC) i AIERENTEGRSE PAC 19 Checksum o LEEE VVEMA A SUINAEERS » A 5EFIH
EHENZ R - HEA BAHEEETEE AR AR P HYEE R n e B w5 Y 2
HITTE » DU Rold st

1. EEPEEEARSATHE TR -
PHFE 4R 17 HU 4k E 7260k (DC) B fEI AR 25 -
FHETCRIAYRE Kerberos B EM: - BeiERTAEIR eIV LR EMFHEE -
AR VHE KRBTGT R P YRR 2 2K o B0E — (1 AD 7 FH 72 e el e A 338 Ll
ST E LB - FEEEE - WA R T R -

wn ~ wo [\

11



(—)QARK: Android App Exploit and SCA Tool
Hif Android #EHIELE(Quick Android Review Kit » fEf% QARK) » QARK E—{E#k
st RieE Android fTEIERAS 2 IEZ-2 R EN T B » QARK BEEMEAIEERE T 20 R 4R 1T

Ho
l.
2.

O o0 9 O un B

BoHEHeER - DU Ry QARK THATREF A -

REEEZEIMYTTH (Inadvertent 1y Exported Components)
REREAVEYMTE(Improperly Protected Exported Components)

T HEHELAY Intent(Intents which are Vulnerable to Interception or
Eavesdropping)

AN x. 509 2558 (Improper x.509 Certificate Validation)

I AT EE YRS 220 (Creation of World-readable or World-writeable files)
Activity BRMWMNE (Activities which may Leak Data)

A Sticky Intent(The Use of Sticky Intents)

N2 Pending Intendts (\Insecurely Created Pending Intents)

AR EAVERE Intents (Sending of Insecure Broadcast Intents)

. JFRER R4 #@ (Private Keys Embedded in the Source)
11.
12.
13.
14.
15.
16.
17.

9N (Weak or improper Cryptography Use)

VELERY WebView J@)E (Potentially Exploitable WebView Configurations)
PEH R Activities (Exported Preference Activities)

fi 5 i (Tapj acking)

P (Apps which Enable Backups)

el =0 (Apps which are Debuggable)

SZHgEEARY APT (Apps Supporting Outdated API Versions, with Known

Vulnerabilities)

B dRaE T H o 7 APK FEZZZXHTH resources.arsc~/res~AndroidManifest.xml

classes.dex ~ /META-INF ~ /1ib LLK/assets ZF HgrErEZE > 3£ RE 4 ¢

12



4 APK Structure

BT APK AEZRMET T m TR 2 B BR i " apktool | T B APK R 3 HETT S Sl
HUtSH Manifest.xml #2% » FEEHLEHE APK #E{TREERYE - WS Dalvik Bycode HYREZE
classes.dex » i "dex2jar ; T.E#F classes.dex #ARY jar MENIVIESE - miIREH
ID-GUI TESH¥# jar FEFEIMETEE - BIalfni B JAVA sE S 0VIRI6HS - HiRsE RIE S ¢

» apktool d foo.apk

Unzip * change apk to zip;
APK unzip foo.zip

5 * Reversing APKs

MR Rs e V& TR » fatiH WebView HYE%E ~ &ERE Intents ~ Sticky
Intents ~ Pending Intents ~ £IKAJGEMEZE ~ MEFFHERERIE LI X. 509 BE6A RS -

13



Ee &P AR HIML A8 (AR - BEAHRE AN R TR -

® Future Plans

- JEHUEEIFIAE (Obfuscated Code)
- Smali #E5THT
- JFAREFE(Native Code Support)

(=) How To Shot Web

BhERAR R T & U BRAY WEB UL » BRI 2 AR - AEhR R
KIGEZREASE SR ES (GERE 6) » BEEZSEE - HEEEY  MHETBEHE
ERWEERLTT ~ mapping 9417 ~ Fuzzing ~ XSS ~ SQL 73 AZX%& ~ CSRF 0% ~ 480G AR Ts LA K,
TTEIL 2R SRR AR RO - R BEE R B2 B AR i BT
A A CaY s & AR

# ¢ Acquisition date ¢ Company ¢ Business ¢ Location ¢ | Value (USD) ¢

facebook
1 August 23, 2006 ACEROGKLOM | sutFace m= USA, Boston $200,000
domain name

== JSA, Mountain

2 July 19, 2007 Parakey Offline applications/\Web OS View. CA

3 June 23, 2008 ComnectU | Social networking ﬁ USA Cambridge. | o441 000,000
4 August 10, 2009 FriendFeed j;’; i::gr;te;:“'orki"g \iu;: Mountain | ¢ 47 500,000
5) February 19, 2010 Octazen Contact importer W Malaysia, Taman

Melawati, Kuala Lumpur

[ 6 : Facebook BEZRIAHE T EAC#k (BRIHCH  Wiki)

R —BIENRAN B ZR - WA T T2 E BRI RCANRAR ~ J7ABUR
PG A » RE R PAZE#2:%% T The Web Application Hacker's Handbook ; Eil " OWASP
Testing Guide 4.0, (FERIE 7) > THIT2ENGEIFGHEREE - MEZEAEAR
AILAEE IR EFE - TRSENE G510 B A BaE AR EHETAE - fERFSE

14



e

LS E T HBIRY LR o R R -

Lhewel \pplic: |||e:||v'ﬁﬁ @owese | Testing cuide (&0)
Hd(II\PI S

‘release!

BRI ¢ OWASP / Dafydd Stuttard, Marcus Pinto
7 Testing Guide & Hacker Handbook

R T2 EA AT - SR B &R - RAVERRETAN T ¢

l.

(@) ()] ~ wo [\

Google = -

Port fft

st H H R A IR LRSS S -
(REUIGREEN AR PNER

A H R A A TR A TR -
BIZZDNS -

2548 enumall.sh TH > RESUYIERHHAEUEAYAHRBE B RN GERIE] 8) -

top# ./enumall.sh paypal.co

After it's done, a quick “show hosts™ in the recon-ng prompt:

BRI AE  OWASP / Dafydd Stuttard, Marcus Pinto
[E 8 : Enumall.sh ¥5<5ER4ENEE R

15



FE NI (Por t ) IR ER 7T - HETTA0R
SHEHE IR S T
AR ZE R AL B MR E IS
Syn scan
OS + service fingerprint
AE ping
Y Port
http titles
FEST IR TR Ry - A DUE AT SR ERE 5 EslIZ MRS - ST
401 AR ERYT URL » JERZ ZHFEIGHET T2 - 5F A8 9
GET http://www.acme.com -200

GET http://www.acme.com/backlog/ - 404

GET http://www.acme.com/controlpanel/ - 401 hmm.. ok
GET http://www.acme.com/controlpanel/[bruteforce here now|

0 FHLFR IR

RI{E SRR R E 038 5 - (B rIseE FEIThAE T3 3R R A B2 Lea P bR
> N IEE RS R - 5 2VAE RO & sE S0 Rr a2 BAH (DU RIR » s 5 E 10 -

Find previous/existing problem:
e Xssed.com
Reddit XSS - /r/xss

Punkspider
XSS. CX

xssposed.org
twitter searching
++

10 * ZEANI B AL LRI Y 40 5%

FERRRE AT - SR E AR BRI A LR - NS E et R P2 AR HISER

16



EI:I:{( J Ln
T8z

FesE R ~ FIEHEECR -

—_

2
3
4.
5

1TiRZL » BEOESITR ENEA
1F Session BH HHEEES » +

T3
Cookie Y Timeout M o
Cookie REPRA -

% Cookie HYEH -
Cookie HYHRAEIE &G TRE -

REFZIE N -

HArEE

TEHHE B ECRE
EEE G EEEA Cookie HETTERES

BB S A BTN H
LEEM - FIEK EHEA -~ e n AR
1F Session EHEEELAIT ¢

XSS J& T AVt $HEE RAVBIBHEELNT ¢

l.

2
3
4.
5
6

£ SQL JEABE T H > AliE
SQL EAREE: - RARHIRETHRIRTZ SRR

URL Based

JSON POST HY{E
& 25 (SWF B HTML %)
Rl s E A

EEE o
SABCTECE S H

7% Burp Suite £/ SQLmap SQLiPy Lige
FRE 11

» BHATEULAETT

J“E-asult:_] Scan gueue ‘ Live scanning [Oplmns ]

[v @0 hreps://132.168.111.30

0 sqiip.php

~ @ sQLMap Scan Finding

J Reguest | Response ]
Raw | Params | Headers lm

POST /sglip.php HTTE, L. L
Host: 132.168.111.30
Ussr-Agsnt: Mozilla/5.0 (Windows NT

E.3; WOWE4; rvi3l.0) Gecko/Z0100

Accept: text/html,application/xhtml+xml, application/xml;q=0.3, %/ %=
s

A\.\_’lﬂt Language: =n

= &

t U21 Send to Spider

Referer: https://19 x
Cookis: PHPSESSTD=i] DO an active scan
Connection: kessp-alj Do a passive scai
content-Type: applit gang g intruder Ctri+
Content-Length: 4

Send to Repeater Ctrl+3
id=1 Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Request in browser *

Engagement tools 3 >

FEEEAEE EE T

fE 11

EEER LHE TSR A SRR TR

Adasony | Renquest | Respanse i

0 SGLMap Scan Finding

Issue:
Saverity:

SQLMap Scan Finding
High

e: Certain
Biips:192.168.111.30
fsglip.php

Confidencs
Hosl
Pl

lssug detail

The appiication has baen foundto ba vuinerable ta SAL Injecton by SQLIap. Th
® id=T AND 3472=3472 AND lzcR ="z
@ id=7 UNION ALL SELECT NULL NULL NULL CONCAT(0x7 160876271,
® id="7" AND BLEEF[SLEEFTIMED AND ‘AcmP="Acnit

Erumearated Data

WyS0L5.5.38
Cument s=r malflocalhost

* Burp Suite - SQLmap SQL1Py

AL

17



Y E A DUER LN NG - MR LT e
1. EEREZEAREAIR(ShellCode)
2. FEZENEFs XSS sBENE
3. DOS K%
4. Effimalware » FRHHEIT
G DA EAHRANE - nILUSEIRY WP 4SRN ¢
1. Crowdsourced HlEkF B AEREH
BRI TR I EE RS A 2
& 15 3 R AEnE T - DR B AR SR
AR R B R S A E
TR AR B I A

[, B N VO R N

(PO) Remote exploitation of an unaltered passenger vehicle

Wired 49vE4REE Andy Greenberg BAZEZMHF A A Charlie Miller B Chris
Valasek > A 7 B 21 HAE4E058845—TH Fiat Chrysler Bk 240 @m A EHREE - W
Hb e N ERC BRI T Greenberg PR BEAVIRAERT U<l (Fiat Chrysler) &
B fEZEEE ~ HE S PR~ HPTEIRIE - B 2 R R R B [ R HLE R Y
Hb o FRHERF R AR HT BB 2 — 3% B Uconnect MYEEL#HREHIREE 248 (In-Vehicle
Infotainment, IVI) - fRLfALE - FHEHLE - Ef - sEE o< BIEHIDhEE - BH —IH
Uconnect Access Via Mobile AR# - mafEeBIHI M FHEEVEIR ARG FH#% Uconnect
HITTENRES o Uconnect FIZAEETERL ML TR ~ S H > SCRE o M Miller H2
Valasek HIF%E] Uconnect AYZ-4 RIFMEF T E -

& Greenberg HYE HHITHAFERS LI - 2R BAEHFHEIRA » HEEHEEEE
SIS E G HYR ER NS R > AL BB > BEFIMiller £ Valasek AV
R EBRAERHAEURES > RERPASIE - fE SRS EGN - YR NREVET I
EEAHPT - ISR AR BRI R TR EREE © (HS SR A5
EHY - B AAITZE N BeER % T Uconnect B, F B18% > DASRSIES 1S DABEICIT{H ik dp

18



SENEIREZM - Uconnect FEEBIE4EH Sprint BE(S4Er&Hl - A Bini
Sprint & 1% (GETEE FEUA 47.1 /SR 220 Uconnect 4% -

i FILE 2014 - 10 AEEAHRBRIATE a6 % - IRAER O AN th E4EH0 2015 4 7
AR EmiE - P A BRAE &R LR i RIFAANET - HEE R ARRHL
EVRATEARAZFER - YT A B tEER R IS IVI AR E 3% - Z4EE AT L
H = R R PN ERHY S 8T tREIEHE S RYEN M » $fIE35E236 & Edward Markey
EARichard Blumenthal 7£ 2015 4 7 A EHEH —ITHEHH 2R L2 BEFEZE (Security
and Privacy in Your Car, SPY Car)( 52 % SPY Car IR E N K 2 K
http://www.markey.senate.gov/imo/media/doc/SPY%20Car%20legislation.pdf) » FHE
RE R IL ORI B 20 & R PREE R SRR AL AU FIAEAE - MBI ST SR ARG B T A
(222 fRIERET) - Markey &t » AFIRREDE BB E AR MR8 A Z B2 E A - [F]
Rf PRIESEE S ERTREAL b — A ZE R L i (B A AL A B R i DA A R B e
R UIRE B B E R ~ = KL -

(F) Stagefright: Scary Code in the Heart of Android

EZNE Zimperium Fifi 7 H 27 HIEE T ETEAS AT R - BB A —E
BEARWNLZERE - FERKFATERRAR Android fE¥ 44 0 HE{E S E R A
AR 8 0 5 95%HY Android B AR IR EE AR - N #GEE B2 ie S 1ess
W&y Android JJE ° Zimperium BYZZ2W19E A B Joshua J. Drake » 1F Android &
2T RS AR VARG i =0 Stagefright (N » R —(EBIRIE BT TRIE 3%
NEIFRFERINEZE K Black Hat K DEF CON 23 M TE R AN » 22 E(ELL Cr+
G S EFRREUELLEMEL Tave BBRGES B =EE A S TR O EAESHE -

Stagefright HEVRIE B E K HZLEANEHAEAR Android 258 > FRLE
Android JRHEB AN EIBER #7507 Android EIIFR A = B 72248 APP 4 5ERT
A= AEFIAZEE Android JR)R - B2 A PA (e G Bt mT S8 - i I
FIEEAHRAT A SR - B P E R EARERE UM EE N T - FRE
BRI op > B H AR EAE A P RS » & AR (Multimedia

19



Messaging Service, MMS) {HixEEBEIEENEZE » AI] AMBRHPFH - 2T
ZUHE o AL akE TV B E e E B R ENE R 2 kx> AP R EmR s E @Al -

Google 1EHEME Zimperium H#E{% » TR 48 /INIFABLIEIG 47 Nexus FHERA Z (2
e - 2R Android FRARHE S3HL - BOREFTA RRAS KA B IR R (RS 408
fHSERGRAE E RS - Zimperium f5H - EHTRERZEI RS - B 18 {# H LLERITT
B E 27 5r A S B Y S RTS8 - Zimpe r 1 um MEERF A SE TR AR R4 T
RHECER(E5RE > DT A ST HRE R A EH -

20



W

HilENRH IR E s # R - B N2 4TS TR Hm B R i
EZEZHE - KK - BEREEE - HENE - BERE N E ks S B R e
PG R > SRR ARG SRl & - BN R4S ~ SOFSE) - R L& 8NE
SRR RE R LY E ERAKREER - WEBIDEATE > IREZF ML ERE
L RBIFAEBMGREEZETREA - (THEBEZ A EC2IEIR TR A
JFA > BEREAREBUIARGIES - Sk T EET e EEA(EE) ) U 6
B E LR T8 E B LR 2 I - FIPREABEE ~ FTRATSIR R & %
FESERGREE > DIER R R AV tEtt ~ Wi E 2 e e M B B B o 2 & -

NIEE 2 2 1S5 H e - B ~ EEREEZ A FTRKER > (TEHEEEE
"B E A R T (102 F£ 2 105 ) ) B L fTEiE EL gl ' 3
HBERAATEEH ) 2 ISR BEE G FEIRED - &R FHRFESR EREEZ AT
WMEEH - WKITEGAE S H 13 HREL T REEZ A EEME ) » REEZ A
B HER T H EEAEKERS - m NS EKER ) - WIRAA B ZREREE > 7 T &
LG, - T BEEEERE RS ) - T EYRARENEMTEE ) kTR TML
RIVEZRAEE | FRRMEE) - AHREKEREZIEEE "3, ~ T e, ~ THE,
TEE ) & TEREE) FLREH > MIHEREL AR > REIIHE— FTHRE
B ~ 105 FHAHBEKED 252 0 106 FFEGEEREFAUECRBAERHTER - LIRS
% FHHERI TR -

A2 DEF CON HY CTF 5t 4%t B3R X DEFKOR DMK RS NEE » Z K+
TR BT A S HE B & 275 55 A4 5555135 (Best of Best, BoB) » A/l iz
F5A( E R AERIKEIRY HITCON & IR RA /D (B HAN B 5 HCRIRE T IRA S/ N -
B¢ HITCON JE1525 4 SIS - 1L » (E1S—F2092 35 BB 0 (DARPA) i DEF CON £2
ey Cyber Grand Challenge ELEE - 2FRMVARGTHT—GHE HBI=H R ERHIRE -
&2 A D E BRI BRE A Es - AERVERER T H DARPA 2t &SI - B

21



B[R {TRE ATHELS 200 S5 EEE: - WHYIH(2016) 5 DEF CON i - B S ERAFER
FLESA0 CTF 558 - il - B2 Btk s 2 Ry R 2 EL BT H Hy Rkt » [RINF 4
EE AP R TT 22 55— (g X -

22



h ~ E=RIEA

16 © HEBRIEE PR

23



16 * G

17 © Eaanl56 R T

24



19 * Faiik S

25



20 RS R

~0p l‘r°|s

—
BB

-l

fr ——— /A ! Y, %
21 ICS Village 35

26



23 : 4ERRTAITIEEE (Capture the Flag, CTF)HiH3

27



24+ CTF RIS FEARZEB (HITCON)

&

25 : CTF LLEEELN (7018 B U ] » 4[] SR T2 )

28



ARIE} JECURITY

27 FASEE

29



