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5 October 2015 (Monday)

0900-1200 RASC Meeting Day 1

1 | Welcome and Opening Remarks

2 | Membership and Attendance

3 | Approval of Minutes of 16™ Regional Committee Meeting and Matters
Arising

4 | Approval of Agenda of 17th Regional Committee Meeting

5 | Update on ACI World Security Standing Committee

6 | Members’ Update

(Members are invited to give a short 4-5 minute briefing, with or without

powerpoint, on development at their airports.)

1200-1300 Lunch - hosted by Narita Airport

1300-1700 (TBC) Airport tour at Narita Airport



6 October 2015 (Tuesday)

0900 - 1700 RASC Meeting Day 2

Members’ Update (continued)

Engagement with Regulators

OTS Maritime and Aviation Security Awareness Workshop, Bangkok,
Aug 2015

3" ICAO Regional Aviation Security Coordination Forum (RASCF/3),
Manila, October 2015

2015 - 2016 Workplan
8 1 APEX 1n Security
8.2 Capacity Building
8.3 Smart Security

84 Cargo Security

Lunch

Calendar of Aviation Security Events / Meetings

10

Presentation by Suppliers

a. Contactless Biometrics by Hitachi
b. SmithsHeimann

¢. NEC

11

Any other Business

12

Meeting Wrap Up / Closing by Chairman




2 - ACI-RASC S KEMZER L TR

ACT J5&EREEATME Bl ek s - B EESEHE &1F 0 &
P S A [EIH %5 - 0177 5] 2 BRI B PR 4H 45 2 Fr 28 A
BUR e - AR ~ 17580 - SEERAIEREN - (R AT
SEHBLEIE - DLACI ZIHRERIER » e R S22 22 ik i /K
A 2 2014 4F ACT noiOMhERS AR 24 {8 8000 s AR
4630 ENEEY) -

ACI Asia-Pacific s KRS & > Fy ACT 7oK ACT
Africa (Casablanca, Morocco) ~ ACI Asia-Pacific (Hong Kong, China) ~ ACI
Europe (Brussels, Belgium) ~ ACI Latin America-Caribbean (Panama City,
Panama) ~ ACI North America (Washington, DC, USA) H1 7 —[& » goik
& HATE 9 (AREE - 47 [ESHE - 45 580 ISR R
HEREEIE - ANE R ACl i RE&ZEE 2 — BUZE S HESI
IR o GRS 2015 £ 10 A 5 HE 6 HNHAR R
WUEERFE AR - 22T ZE A EREEANSUT ¢

— - BEGHN
1. &2 RZEZER &2 ( RASC ; Regional Aviation Security Committee °

~

DI T RIBEIRIR 22 ) - SRR R @ - AXEHBE 17 X
e o
= i

I8 PR 2 & (RSAC) TR IRARE E SR 2 & (WSSC) B & B %% &
SERZEERIE I - SR 0] I (SR 2 T HIBORT Lk

ARESR R EHm T EAE
FHr e BRI (BT
WA TR E L%

T E ARSI R RERR B TAERCR » INIRE TR 2
& IRANEL T  BEARBIRGRZZM/IHER » N EatEi
R T RE ARG AN E T DA M b WAKIBH S AT 2 2 B2 S
HBHRZEE R ST S e A b o R M N A T B4R - &2
2 DR iE ST R AR » W DURE RS fy 2%
iz -

0134H 12 A 12 (HANE/ZERFIEES S e (ACD
ERERZE HEi e (ATA) EEEHR = MoU) FF B ELY
EREN SIS =R E R E LA TS E(E > Smart
Security 787 E AN ETH A B LI T B i B IR -

-


http://www.aci-na.org/

W 2 s i > B IS A SR E S 2 5B R -
HESZEMARY > NEESWESIERRE « B RER
KEVEZZ 2 -



3. ACI i THIRR S R A2 A BT (APEX) :
() J7Z£EEN

ACI FREIE &S24 gtk 2 JAREE M WE JI7F
EEIPE RANTAH SR d0 2 7K B EI T L 2R > ACL &
%%ﬁd\zﬂﬁj‘%?%#%ﬁﬂ » DR St BH A {R] R figg 23 E Rl 2

178 < ACI Ko Bh B E a2 » feft LI E 3l FIEE P IAE -
EE 1 B P (R PR B R AH 4% R AE A (R 2 &8 Bt 54 = 4K i 56
EANTAHAY -
(1) APEX FE&

BIREEIG LS B2 EH A MIEISEITE
BERITE B/ Dl e Mg R =
RSS2 -

() LB

RIBZ2EERES > ACT FRERMEZR/NEEFEE

BhAUIRE » TER2 %5 BB 27 2 S B2 B & 5 R
(3)  Areas of Focus 5t&H H

Organization . . . Passenger and non-
Recruitment and Perimeter Protection passenger screening
selection
Hold baggage screening
- Terminal Design

Credentialing and

. background checks Crisis management
Quality Assurance

Airside/landside

separation and access _
control Incident management
, Training
Documentation . .
Security cameras Guarding and patroling

Sub-contractor Handling of cargo, mai,
Risk Management management Screening Facilfies and catering and supplies
Equipment

Cyber Security

Secure Storage Airport tenants and
retailers

GBS R R 2 AR ] - fRARA T E BE s Rl a]
APEX T3 AT SUTHINE A -

Interfaces with ather
agencies (police,
customs, immigration)

Security Management
Systems

10



APEX BZEEBR 317 TAE

Area of Expertise

Organization
Compliance

Risk Management
Security policy

Security culture

Quality management
Cooperation with other
stakeholders

Standard Operating
Procedures

Recruitment and training
Background checks
Incident management
Crisis management
Cyber security (High level,
policy)

Terminal design

Building protection
Cameras/alarms (internal)
Traffic flows and parking
Public areas

Access control

Perimeter and fence
Security cameras and
surveillance (external)

Lighting

Secure storage

Passenger Screening
(equipment, environment
and processes)*
Non-passenger screening

Hold baggage screenin:
Cargo Security
Tenants and retailers
Vehicle access and
searchin,

Time

11

ACI ON-SITE SECURITY REVIEW FORM:
From to
AIRPORTS council 1. PERIMETER PROTECTION
ITEM TO OBSERVE/ Inspected
REF. WHAT ASSESSOR SHOULD ASK T Notes / Comments
14 Is there a well maintained physical fence
1 all areas of airside and landside?
12 Is the fence of sufficient helght to deter
scaling? (2 44m or 8ft)
13 Is the fence topped by inclined razor wire or
barbed wire?
L2 |Does the fence have measures to prevent
pulling up or burrowing under?.
Are non-metallic portions of the fence made
15 |from suitable materials and of robust
construction?
18 |is the fence visible to patrolling guards?
1> |'s the fence free from obstructions (lamposts.
signposts_equipment)?
Is there a paer\ road a\ongs\de the perln’lelel
18 |fence (clear from obstructions and suitable for
vehicular access?)
Are vulnerable points (eq. fuel farm. air
18 |navigation facility) located airside with
1al perimeter pr 1 (fence)?
110 |Are gates constructed to the same standard as
the fence? Is access control in place?
111 [Is there an intrusion detection system (PIDS)?
1.12 Is CCTV used to moniter the nerimeter?
< » W[ Oversight People | Physical Security .~ Procedures SseMs ¥ [IER [T
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OUTLINE

1. Security threat level change

Australian Security Outlook — OTS 2025
Security trials

Evolving threats

Airside security review

Outcomes from QUAD

o a »~ 0 D



SECURITY THREAT LEVEL CHANGE

« 12 Sep 2014 - Australia's national general terrorist alert level increased from
MEDIUM to HIGH

» The increased threat level was not based on specific credible knowledge of an
attack plan but more so a 'body of evidence' that points to the increased
likelihood of a terrorist attack in Australia

« The Aviation sector threat level remains unchanged at MEDIUM

» Aviation remains an attractive target for terrorists

» Specific and credible intelligence would be needed to raise the aviation sectoral
threat level within Australia.


http://wildabouttravel.boardingarea.com/wp-content/uploads/2013/04/partner.jpg
http://wildabouttravel.boardingarea.com/wp-content/uploads/2013/04/partner.jpg

EVOLVING THREATS

» February 2015 ASAF - Government discussed most likely evolving threat/s
» NMIEDs focused on aircraft
» Lone Actor / Front of House Small Arms attack

» Discussions underway regarding short term actions and medium/long term
contingency plans



AUSTRALIAN SECURITY OUTLOOK

« Qutlook to 2025 by OTS
* OTS undertaking workshops at Security Forums

* The Australian Government has changed its focus on aviation security
threats and risk assessment

« The evolution of technology in security screening and airport front of
house security measures has lessened the attractiveness of airports as a
primary attack point

« The 'all hazards risk' approach is too costly and unsustainable
» Risk-based screening approach may be more sustainable - investigate.

« Mitigation of the most plausible or higher security risk events is more
sustainable

« Government and industry working together to identify the risk events and
mitigation measures is more effective



SECURITY TRIALS

» Risk based screening
» Melbourne & Sydney (International) / Sydney and Brisbane (Domestic)
» Occurred from April 2015 — July 2015 (divest based)
» 23,000 participants — 70% staff and crew / 30% regular travellers
» Overall success & satisfaction

» Biometric Trial with Virgin Australia and Qantas



STRENGTHENING AIRSIDE SECURITY (1)

« Government review commenced
« Focus on a first principles approach through a re-examination of
» The most plausible risks in the airside environment

» The effectiveness of measures already in place (i.e. regulated
and unregulated); and

» The opportunities that may exist for regulatory cooperation
with other agencies



STRENGTHENING AIRSIDE SECURITY (2)

1. Screening options

1A — Random selection of people, vehicles and goods
1B — Operation of screening points at randomly designated times
1C — Screening inside the airside area

2. Enhanced security awareness for airside workers

2A — Extending the coverage of security awareness
3. Improved access control for airside areas

3A — Electronic access verification
3B — Biometric identity and access

Submissions and feedback
Proposal to Minister
Trials and implementation



OUTCOMES FROM QUAD

* 9-10April 2015 in Toronto

* Threat & Risk
— Foreign fighters

» Risk Based Passenger Screening
— Australian trials underway
— TSA pre-check 51% of passengers
— Canada analysis underway

« Technology
* One Stop Security
— Three principles in AUS paper — transparent, outcomes & adaptable based

— Influence ICAO guidance material

« LAGS
— EC trials October 2015

Next meeting 9 — 10 September 2015 in Canada
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Airport Staff’s Convenience
by introducing Advanced Access Control System ...
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/

1. Backgrounds
2. Introduction of New Access Control system FRRACS

% FRRS : Face Recognition and RFID Access Control System

3. Expected effects and Future Plan

e



Backgrounds / existing access control system

. Visual identification ,
Check authorized access area, a 3
. icture, and the term of validit ccess 1o
Mechanism p .............................................. y restricted area
_» | Fingerprint recognition |
system
|dent|fy|ng validation of Face identification and
person requiring access check the picture on the permit
Method Person requiring access is identified by Fingerprint recognition system
etho
Permit validity is checked by visual inspection of security staff
v The limitation of visual inspections
Weakness v" Disadvantage of fingerprint recognition system such as relatively slow
work process etc.




Backgrounds / Disadvantages of existing access control system

Q. Are these two people
the same person?

Q. Can guards do check a permit exactly in
crowded access points without any
mistakes?

The permit should contain

following information

[Size(85mm><55mm)]
* Expiry date of the permit
* Number of valid SRAs
* Name of holder
* Name of company/organization

* Searial number




Introduction of FRRS / Adopting new technologies

@ Face Recognition System

* ‘Biometric Recognition System’ which utilizes the locations
of an individual’s eyes, nose and lips electronically

-Comparison with other access systems

Parts Finger print

False Accept 0.0001% 0.00005% 0.00001% 0.001%
Rate (FAR) (1/1000000) (1/2000000) (1/10000000) (1/100000)

Awareness time About 0.1sec About 0.001sec About 0.2sec About 0.01sec

* 81 Corporation, 2012’

€ RFID system

¢ Identification Technology which utilizes IC chips and Radio Frequency to
identify various objects.



Introduction of FRRS / Process of New Access Control System ‘FRRACS’

@ Process > RFID system + Face recognition

Approval to valid permit

- authorized access point
=>  RFID system - the term of validity

- registered picture

Approval to valid person
->» Face recognition (registrant=person

requiring access)

MAIN

Access to

FRRACS restricted area
>

\



Introduction of FRRS / Test operation for New System

Improvement through TEST OPERATION and result analysis

- FRRS installed at 6 access points in Jeju international airport on Dec 27t, 2012

Before Now
Face Recognition Time 5 — 10 seconds Within 1 second
FAR(False Accept Rate) 1.15% 0%
User’s Satisfaction 59.6% 96.7%

€ How to Improve

¢ Increasing the number of registered pictures for access control (1— 4 pieces)

s Setting the optimum recognition sensitivity rates.

11



4. Expected effects / Expected effects and Future Plan

Expected effects

€ Double check by integrating both identification of RFID permits
and Face recognition system
Preventing security accident that occurred by internal threat
(e.g. illegal permit usage)
By controlling access of unauthorized person to access restricted area,
promoting an effective threat/occurrence response

€ Substitute Cutting-Edge System Device for Visual Check of Security Guards
Preventing Security Accidents by Human Errors & Enhancement Reliability of
Flawless Control

Future Plan

2012~2014 2015 2016

1 airport(Jeju) 4 Airports 8 Airports
| | 12
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Field Trial on
Liquid Explosive Detection Systems
at Hong Kong International Airport

Dominic Yu



Field Trial on
Liquid Explosive Detection Systems

> Objectives:
« To prepare for procurement of the new screening
equipment
* To obtain alarm rates of the equipment on trial
« To provide hands-on experience for screeners with
new types of screening equipment / technology

- Trial at L7 North & South Departure Immigration Halls
(DIH), from 21 to 30 April 2015

- Equipment involved
« 2 units of Dual View X-ray Machine
* 4 units of Bottle Liquid Scanner



Field Trial of
Liquid Explosive Detection Systems

Level 7 South DIH



Field Trial of
Liquid Explosive Detection Systems

Level 7 North DIH



Field Trial of
Liquid Explosive Detection Systems

Off-line Trial



Types of Container Material

Porcelain, 1%
Paper, 8%

Glass, 13%

Plastic, 56%
Metal, 23%

Sample Size: 1000



Types of LAG

Perfume /

Food, 10% Cosmetics, 3%
’ N

Alcohol / Wine,
11%

Soft drink, incl
water, 52%

Toiletries, 23%

Sample Size: 1000



Thank You



KIX Airport Update

October 5, 2015

New Kansai International Airport Company, Ltd.

New Kansai International Airport Company, Ltd. 1



Contents

1.NKIAC / KIX Overview
2.KIX Update



1. NKIAC / KIX Overview

New Kansai International Airport Company, Ltd.



Location of Osaka

New Kansai International Airport Company, Ltd.



Location of Kansai and Itami Airport

New Kansai International Airport Company, Ltd.



Kansai - Our Home Land

‘ Population of 20 million.
Gateway to World Heritage sites and other popular destinations

=) Prospect for Growth

Himeji-jo
(World Heritage)

Historic Monuments of Ancient Kyoto

and Traditional Culture
(World Heritage)

Osaka food
culture

Historic Monuments of Ancient Nara
Studios JETES Wizarding (World Heritage)

SCISCUNN \\/orld of Harry Sacred Sites and Pilgrimage

Potter — July 2014 Routes in the Kii Mountain Range
(World Heritage)

New Kansai International Airport Company, Ltd. 6
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http://www.google.co.jp/imgres?imgurl=http://blog.webtravel.jp/media/10/20050917-maiko2.JPG&imgrefurl=http://blog.webtravel.jp/partner8/index.php?itemid=819&usg=__eljvA4kqbTJTfnxlFWKObNuqQgE=&h=310&w=396&sz=28&hl=ja&start=6&itbs=1&tbnid=L083zf-DzOYq5M:&tbnh=97&tbnw=124&prev=/images?q=%E8%88%9E%E5%A6%93&hl=ja&gbv=2&tbs=isch:1

Overview of KIX and ITM (FY 2014)

KKIX KANSAI INTERNATIONAL

20,040,000 (111%)
145,000

740,000t

3,500m and 4,000m
91

T1: 303,444m?2

T2: 29,660m?

24 hours

Annual Passengers
Annual Aircraft Movements
Annual Cargo Volume
Runway Lengths
Aircraft Parking Stands

Passenger Terminals

Operating Hours

osakamamt 1 TM

14,620,000 (104%)
139,000

133,000t

1,828m and 3,000m
50

South: 18,990m?
North: 21,598m?

14 hours (7:00-21:00)

* KIX and ITM are Japan'’s largest international and domestic airports outside Tokyo.

* Based on Japan’s Fiscal Year 2014 (2014/4/1-2015/3/31)

New Kansai International Airport Company, Ltd. 7
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2. KIX Update

New Kansai International Airport Company, Ltd. 9



Extension of security checkpoints at terminal 1




Transition of Aircraft Movements and
Number of Foreign Passengers at KIX
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Extension of security checkpoints

m Current checkpoints

m After extension(January 2016 ~ )




Body Scanner installation at terminal 2




Body Scanner installation at KIX terminal 2

Olnstallation plan

» October 2015 Start assessment trial by JCAB at KIX
» FY 2016 Full installation at both terminal 1 and 2

O overview of “assessment trial”

To make a operating guideline of Body Scanner, JCAB conducts assessment trials at KIX, Narita and
Haneda airport. JCAB collects several data and conducts a trial of some pattern of screener
assignment.

[collecting these data]

(1) passenger throughput
(2) alarmed position
(3) effective assignment of screeners




Construction of terminal 3




Overview of Terminals at KIX

[Terminal 1] (for FSC) [Terminal 2] (for LCC) [Terminal 3] (for LCC)
Termina)2(Existing)

Terminal3(Expansion plan)

Approx.30,000m ® Approx.33,000m
1 storey (partially 2 stories)

® Approx.303,000m
® 4 stories

® 41 spots with PBB
® Openedin 1994

1 storey (partially 2 stories)
11 SPOtS(in case of code-C)
No PBB

It will open in 2016

9 SpOtS(in case of code-c)
No PBB

Self spot in and spot
out is possible.

Opened in 2012

New Kansai International Airport Company, Ltd.




Overview of Terminal 3

<Terminal 1

Space for = Si0

further /" (FY2016~)

expansio

Approx.33,000m

1 storey (partially 2 stories)
11 SPOLS(in case of code-C)
No PBB

Open in FY2016

New Kansai International Airport Company, Ltd.



Thank you very much for your attention.
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Total # of
Airports
27

|
International
4

Regional
7




Prince Mohammad bin Abdulaziz International Airport

Madinah




Total Annual

Passengers 8
Millions

24 Self-Service &

72 Baggage Check
in.

16 Gates for
32 airplanes

Estimated 4
million sq. meters







Total Annual

Passengers 30
Millions

80 self-Service &

220 Baggage Check
in.

46 Gates for 94

airplanes (8 double
use gates)

Silver Award from
(LEED) Leaders in

Energy & Environmental
Design




al Airport

iyadh




Total Annual

Passengers 12
Millions

20 sSelf-Service &

60 Baggage
Check in.

16 Gates for 16
airplanes

4550 m Services
& Restaurants




All Airports




AOT’s Security Quality Control



AOT’s Security Quality Control




AOT’s Security Quality Control




AOT’s Security Quality Control




AOT’s Security Quality Control




AOT’s Security Quality Control

Improvised Explosive Device (IED)




AOT’s Security Quality Control







