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A Flick Biometric Authentication Mechanism on
Mobile Devices

Dong-Her Shih Chia-Ming Lu Ming-Hung Shih
Department of Information Department of Information Department of Electrical and
Management, Management, Electronics Engineering,
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Abstract—Smartphones nowadays are used not only for
communication but also for many emerging applications, such as
m-commerce. And, biometric methods can provide promising
applications to secure mobile devices. In this paper, we propose a
novel authentication mechanism using the information collected
from the accelerometer sensor and touchscreen of the
smartphone. We design an authentication mechanism that adopts
features transformed from those readings. Experimental result
show that the proposed mechanism can build a robust
authentication environment for smartphone users.
Keywords-Mobile  Security,  Biometrics
accelerometer sensor, touchscreen

Authentication,

I. INTRODUCTION

Common authentication methods like passcodes or visual
patterns on mobile devices may be evaded by an attacker or
may even be lost or unattended. In the meanwhile, biometric
authentication methods can provided as an alternative or
addition to passcodes. Physical biometric traits based on
physiological characteristics of people also include iris or face
recognition. Behavioral modalities in contrast to fingerprint
recognition require subjects to perform a behavior over time,
like gait or keystroke recognition. Modern smartphones and
tablets are equipped with a growing number of sensors [1] such
as accelerometer, ambient light sensor, digital compass,
gyroscope, GPS, proximity sensor, touchscreen or WiFi. Such
sources can be adopted for behavioral verification [2].
Extracted data from different sources can be used for user
authentication, adding further protection against unauthorized
access. The goal of this paper is to investigate the feasibility of
using behavioral biometrics collected from the accelerometer
sensor and touchscreen on smartphone to authenticate
smartphone users.

II. PRELIMINARIES

A. Touchscreen-based Authentication

De Luca et al. [3] introduce an implicit biometric
authentication approach that aims to enhance the Android login
procedure. A password or unlock screen is used as an

National Yunlin University of
Science and Technology
Douliu, Yunlin, TATIWAN
joe@jiahsing.com.tw

Iowa State University,
Ames, 1A 50011, USA
dannysmh@gmail.com

additional security feature. They developed an Android
application with four different unlock screens as well as
password patterns to collect user data and evaluate their
approach. Every 9 to 12 milliseconds, the application logged
the following data available from the touchscreen: pressure,
size, x/y coordinates and time. Feature analysis is done by
DTW to distinguish between different users. Better results were
achieved by using password patterns. Sae-Bae et al. [4] present
a different authentication technique. A comprehensive set of
five-finger and palm touch gestures are extracted. An iPad
application was developed which has the capability to track up
to 5 points at a time. To verify the input of the user, all the
touch points need to be ordered in a consistent way. A DTW
algorithm is also used to compute the distance between the
stored template and the captured multi-touch gesture. Finally, a
dissimilarity score is calculated to accept or decline a user.
Angulo et al. [5] developed an Android application to collect
data about users draw lock patterns on a touchscreen. 32
volunteers were asked to draw lock patterns consisting of six
dots. By using a Random Forest machine learning classifier for
pattern matching, an average EER of approximately 10.39%
was reached. Frank et al. [6] propose a set of 30 behavioral
touch features. They designed an experiment to collect the
touch behavior of 41 subjects to evaluate their proof-of-concept
framework using a k-nearest neighbor and a Gaussian kernel
support vector machine. FAST [7] is a novel touchscreen based
authentication approach on Android mobile devices introduced
by Feng et al. FAST complements and validates collected data
using a digital sensor glove with IMU digital combo boards.
Classification algorithms used are: Decision Trees, Random
Forest and Bayes Net Classifier. Seo et al. [8] analyzed the
users input patterns on touchscreen. They implemented a BPN
as learning algorithm which is a pattern recognition method
that uses the LSM. The results show that this method
effectively identifies users with high accuracy.

B.  Accelerometer-based Approaches

Nickel et al. [9] introduced a biometric gait recognition
approach to authenticate users via their mobile phones
accelerometer. To extract the features, x-, y- and z-direction, as
well as magnitude vectors were collected and transformed
using statistical analysis. They showed that their algorithm
performs well in a controlled environment while leaving open



eventual external influences. Tanviruzzaman et al. [10] propose
an adaptive authentication process using gait recognition and
location tracks. FastDTW was used to compute similarity
scores between samples. Another accelerometer-based
approach is described by Boyle et al. [11]. By using wavelet
transform to extract features from raw acceleration data. The
data was classified using k-nearest neighbor and carried out 5
experiments by walking at a constant pace in a controlled
environment.

III. THE PROPOSED APPROACH

A major challenge in using biometric data collected by
mobile devices is that most of the data acquired by sensors
does not feature the same level of uniqueness as iris patterns or
fingerprints. A set of multiple features, such as gait, keystroke
dynamics and micro movements, may affect accuracy in
environments. There is an emerging trend to combine multiple
biometric features for biometric authentication. Therefore, we
have proposed a combined biometric authentication mechanism
in this section.

A. Data Collection

Participants were asked to sit down in calm situation and
perform a task using virtual touch keyboards over a predefined
period of time. Gathering data is implemented with invisible
data collection processes on mobile phones. The touch gesture
of smartphone apps is classified into several types: left-right
flick, up-down flick, spread, pinch, etc. However, we design an
app on HTC™ Desire 600 with Android™ 4.3 platform to
collect user’s behavioral biometrics using circle flicks from
touchscreen and accelerometer sensor. As shown in Fig. 1 and
2, the circle flick is used to collect the holding behavior while a
user conducts a flick motion of her/his finger. Once a user’s
finger touches the screen of the smartphone, the app
continuously collects the accelerometer-sensor-based features
at a sampling rate of 50 Hz until her/his finger is out.

‘ Data Acquisition ‘

1

‘ Data Preprocessing

‘ Feature Extraction ‘

Figure 1. Login

Figure 2. Circle flicks ~ Figure 3. Extracted feature

B.  Biometric Features and Classification

Bo et al. [12] have introduced a SilentSense framework
which combines touch behavior of a user and micro-movement
of the device. Therefore, a joint analysis of features from both
touching behavior and the acceleration of the device are used in
our approach for user verification. The first authentication step
after data collection is to interpolate raw data to a fixed
sampling rate. In our experiment, circle flick time, pressure and

press size are collected, where pressure and press size data are
using getPressure() and getSize() in Android API. X-axis and
Y-axis are obtained by event.getX()and event.getY() functions.
And, a normalization step is necessary. To separate normalized
data into parts for classifiers a sliding window approach with
overlapping rectangular windows is used [13].

For pattern recognition purpose different classifier could be
identified in literature such as Naive Bayes, SMO and J48.

C. System Modeling and Authentication

Flowchart of flick biometric authentication is shown in Fig.
4. In the enrollment phase, stepwise linear regression is
adopted to select a good feature subset from features for each
participant, and Naive Bayes, SMO, J48 classifiers are used for
classification in the authentication phase. Each participant
should have an individual authentication model.

Login ) systen Je——

(Register‘ )

Input User
Information

Touch dynamic
Task

Features
Extraction

Touch dynamic
Task
Features
Extraction

Figure 4. Flowchart of touchscreen authentication

Pattern
Computing 0

Database
(a) (b)

IV. EXPERIMENTAL RESULTS

Ten participants including 6 males and 4 females were
recruited in our experiment. They are 22 to 30 years old, and
have different smartphone experiences. Two data sets were
collected: one is for the flick of touchscreen and the other is
from the accelerometer. These participants used the same
smartphone to produce a total of 5,175 samples for each of the
two data sets. The proposed approach was evaluated by two
performance measures: the false acceptance rate (FAR) and the
false rejection rate (FRR). These two performance measures
were estimated by the leave-one-person-out strategy based on
the test step as shown in Fig. 5. Table 1 show the Naive Bayes,
SMO and J48 results of the proposed approach with respect to
these two data sets. We found that the performance is great in a
convincible way.

V. DISCUSSION AND CONCLUSION

Biometric applications can include authentication and
access control. It has been reported that the physiological
approaches typically show better performance than behavioral
models [14][15]. The accuracy of the accelerometer sensor-
based biometrics may not be comparable with the strong
biometric modalities such as fingerprints. However, we do not
propose accelerometer sensor as a replacement or sole
mechanism of authentication but rather than a complementary
mechanism that can be used to improve security in mobile
devices. Users can still use other biometrics or password
explicitly when authenticating for the first time. And after that,



our proposed flick biometric authentication can be applied
implicitly for re-verification in a better secure scenario.

Training Testing
é.k: g 10 times A Stimes
15itimes. B 10 times o~ B Stimes
. = . .
10 times 5 times . :
= .
J 10 times J  S5times

.
o

Figure 5. Testing scenario

TABLE I. AUTHENTICATION RESULT BY THREE CLASSIFIERS

Naive Bayes| TP FN FP TN || Accuracy | Precision Recall |F-Measure| FRR FAR
A 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000
B 3 2 0 45 0.960 1.000 0.600 0.750 0.400 | 0.000
C 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000
D 4 1 3 42 0.920 0.571 0.800 0.667 0.200 | 0.067
E 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000
F 5 0 1 44 0.980 0.833 1.000 0.909 0.000 | 0.022
G 4 1 0 45 0.980 1.000 0.800 0.889 0.200 | 0.000
H 5 0 2 43 0.960 0.714 1.000 0.833 0.000 | 0.044
| 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000
J 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000

SUmMm 46 4 6 444 0.980 0.912 0.920 0.905 0.080 | 0.013
SMO TP FN FP TN [[ Accuracy | Precision | Recall [F-Measure| FRR FAR
A 0 5 0 45 0.900 0.000 0.000 0.000 1.000 | 0.000
B 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
C 4 1 0 45 0.980 1.000 0.800 0.889 0.200 0.000
D 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
E 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
F 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
G 2 3 0 45 0.940 1.000 0.400 0.571 0.600 0.000
H 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
| 4 1 0 45 0.980 1.000 0.800 0.889 0.200 0.000
J 0 5 0 45 0.900 0.000 0.000 0.000 1.000 0.000
SUM 10 40 0 450 0.920 0.300 0.200 0.235 0.800 0.000
148 TP FN FP TN |[ Accuracy | Precision | Recall [F-Measure| FRR FAR
A 5 0 3 42 0.940 0.625 0.940 0.946 0.000 | 0.067
B 0 5 1 44 0.880 0.000 0.000 0.000 1.000 | 0.022
C 5 0 0 45 1.000 1.000 1.000 1.000 0.000 | 0.000
D 5 0 1 44 0.980 0.833 1.000 0.909 0.000 [ 0.022
E 4 1 0 45 0.980 1.000 0.800 0.889 0.200 [ 0.000
F 5 0 0 45 1.000 1.000 1.000 1.000 0.000 [ 0.000
G 4 1 0 45 0.980 1.000 0.800 0.889 0.200 0.000
H 5 0 0 45 1.000 1.000 1.000 1.000 0.000 0.000
| 5 0 0 45 1.000 1.000 1.000 1.000 0.000 0.000
J 5 0 1 44 0.980 0.833 1.000 0.909 0.000 0.022
SUM 43 7 6 444 0.974 0.829 0.854 0.854 0.140 0.013

In this paper, we have presented a flick biometric approach
available for authentication on mobile devices in a convincible
way. However, it is important to develop a biometric approach
in background service. Developers have to be aware that not
every feature is obtained as expected. For example touchscreen
data outside an application is not available since user may not
activate its app. Furthermore, a combination of biometric traits
like gait, gesture and hand movement appears very suitable for
future continuous verification. However, the changing of user’s
behavior has to be considered. Feature selection and biometric
combination appears as the most challenging task. User’s
behavior models may contain multiple features of user’s
activity and mobile device’s response as well as the verification
strategy should also be planned as well.
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