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APECTELS51

Renewal of Regulatory Policy
Chinese Taipei

I. Status of Communications Market

1. Mobile Communications Market
1.1 Mobile Phone Subscriptions

During the first quarter of 2015, the number of m@phone subscriptions (2G,
3G, 4G, and WBA) in Chinese Taipei stood at 29.%1lan, a decline of 2.5%
compared to the same quarter of 2014. However, 182 subscribers per 100
people, the penetration of the mobile phones resnany high. In comparison, 2G
subscriptions dropped by 47.4% to 1.95 millionresenting a market share of 6.6%;
3G subscriptions also declined, falling by 13.5%22001 million, with a market share
of 74.4%. With 4G services launched in the thirdnger of 2014, the number of 4G
subscriptions reached 5.26 million in the first qeaof 2015, representing a market
share of 17.8%.

1.2 Mobile Broadband Subscriptions

During the first quarter of 2015, the number of m@broadband subscriptions
(3G, 4G, and WBA data enable) in Chinese Taipashred 19.28 million, rising 4.5%
compared to the same quarter of 2014. In compar&@rbroadband subscriptions
declined by 24.1% to 13.9 million, representingarket share of 72.1%; WBA
broadband subscriptions also declined, falling y3%o to 90,000, with a market
share of only 0.5%. Meanwhile, 4G broadband supgaris reached 5.26 million in
the first quarter of 2015, representing a markatesiof 27.3%.

The number of active mobile broadband subscript{8@& 4G and WBA) in
Chinese Taipei during the first quarter of 2015hesal 15.53 million, rising 17.4%
compared to the same quarter of 2014. In comparative 3G broadband
subscriptions declined by 21.8% to 10.23 milliomthva market share of 65.9%,
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while active WBA broadband subscriptions droppe@y8% to 90,000, with a
market share of only 0.6%. Meanwhile, active 4Galdimand subscriptions reached
5.18 million during the first quarter of 2015, repenting a market share of 33.4%.

2. Fixed Broadband Subscriptions

2.1 Fixed Phone subscriptions

The number of local phone subscriptions in Chirlegpei during the first
guarter of 2015 stood at 12.02 million, a fall 03% compared to the first quarter of
2014.

2.2 Fixed Broadband Subscriptions

The number of fixed broadband network subscripti@i3SL, Cable Modem,
FTTx, and Leased Line) in Chinese Taipei duringfitet quarter of 2015 was 5.68
million, almost the same as the first quarter di£20dn comparison, FTTx
subscriptions rose by 7.3% to 3.16 million, repntisg) a market share of 55.6%,
while cable modem subscriptions grew by 3.6% t@ hillion, with a market share
of 21.5%. In contrast, ADSL subscriptions declitgdl5.3% to 1.29 million, with a
market share of 22.7%.

[I. Communications Requlatory Policy

1. Digital Convergence Policy Initiative
1.1 Policy Abstract

In order to enhance the quality of broadband Iefor the populace and build
up the environment for the digital convergence stdy the Digital Convergence
Policy Initiative of Chinese Taipei was announcedd@ecember 2010. This program
consists of seven primary aims to achieve poligealves of creating quality digital
convergence lifestyle, building a digital convergemdustry and promoting national
competitiveness in next generation.

This policy includes seven major aims as follows:
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® Build a high-speed broadband network

® Promote telecommunications convergence services
® Accelerate the TV digitization

® Develop emerging video services

® Accelerate the upgrade of the communications imgust
® Enrich the content of TV programs

® Harmonize regulations on convergence

In order to meet the demands of future digital @gence, Chinese Taipei
facilitates a sound environment for telecommunaratj broadcasting, and the
Internet through universal services and the digiatchover. Also, through
promoting the integrated information-communicagpmticy, we aim to encourage an
effective innovative mechanism of market compatitieo that all people can enjoy
better broadband convergence services at a redeaatd Consequently, this
increases people’s digital ability and strengthiedsistry competitiveness.

It is expected that the Digital Convergence Poaligiiative will have run its
course in 2015. Since technology is constantly lwvimg and bringing new challenges,
a new Digital Convergence Policy Initiative is bgguirawn up. This new initiative
shall increase Chinese Taipei's industrial comppetiess, so that all people can enjoy
more diverse and higher quality converged services.

1.2 Result Report

Acting in accordance with the initiative, the primaims of Chinese Taipei
include 100% household penetration of 100Mbps fixael broadband, the
comprehensive digitization of cable TV, the numesiesubscriptions for fiber optic
network reaching 7.2 million, and wireless broadbanbscriptions reaching 11
million. By the end of 2014, coverage of fixed lineadband of 100Mbps had
reached over 97% of households and the penetraftidigital cable TV had achieved
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78%; meanwhile, subscriptions for fiber optic netkvstood at 4.45 million and
wireless broadband subscriptions had reached 1illi6rm

The digital switchover initiative aims to promotetviewing rights of people
and to provide greater choice for the public. Th@éahover also enables broadcasters
to run cross-industry business or Internet seryites accelerating convergence. The
digitization of terrestrial television was succeslyfcompleted in June 2012. The
penetration of digital cable TV had achieved 78%20%4. The switchover not only
enhances TV audio and picture quality but also iples/more opportunities to both
viewers and broadcasters. As a result digitizatias become an indispensable
requirement for the broadcasting industry to rdnnmation-communication services.

Universal Broadband Service assures the basic comsation rights of people —
that is access to quality voice and data servicag@asonable fees anywhere in
Chinese Taipei. Chinese Taipei completed the ptejeic‘Broadband for All Villages”
in 2007 and “Broadband for All Tribes” in 2010. Adlbes in remote areas in Chinese
Taipei can now enjoy 2Mbps broadband services.eSine beginning of 2012,
Chinese Taipei has been promoting the increaseocafdband speeds from 2Mbps to
12Mbps; it is estimated that the coverage of reracd@s can reach 95% by 2015.
Universal Broadband Service brings tangible besaiitd allows people in the area to
enjoy digital convergence. It is already bridgihg divide in the level of education in
remote areas and providing multi-play servicescWiuan resolve the problems in
local telephony, public telephones, broadband hetie™MOD service, and mobile
telecommunication. Furthermore, those in remotasaege taking advantages of
Internet marketing and ecommerce to develop eccdbgpurism and local agriculture
to connect with a global audience.

2. Promoting the development of mobile broadband netwis (4G)

2.1 Policy Abstract

According to the broadband internet access reporaiwan 2014 from TWNIC,
the mobile internet subscribers have shown subatarintinual growth for three
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years. It is estimated that the number of adukessing mobile internet is
approaching 10 million. ITU estimates that the dedeor bandwidth for mobile
broadband will reach around 1000MHz by year 202, S40MHz bandwidth has
been planned for mobile broadband now in Chineggeldn order to ensure the
sound and stable development of communicationssinglut is necessary to
continually release spectrum for mobile broadband.

During 2013, Chinese Taipei released 1800MHz, thetrmommercial usage of
4G in the world, and 700MHz. However, for the deypehent of terminal equipment
(smart phones) and mobile communication systemsaifaaturing industries, we
plans to release 2600MHz, the second usage of corrahéG in the world, in 2015 -
an estimated of 190MHz of bandwidth for mobile s will be increased.

Chinese Taipei has made the Accelerating MobileaBband Services and
Industry Development Plan which consists of sixkimmg groups: Infrastructure
Group, Application and Development Group, Safe @Qamgion Group, Technology
Development Group, Talent Cultivation Group, andit&gy Planning Group. With
the aim of accelerating the construction of mobieadband networks, the primary
tasks for the Infrastructure group include expeditivireless broadband infrastructure,
as well as educational campaigns on electromagwettes; advancing the co-
location of mobile communications platforms; buigithe next generation radio
monitoring system; planning the future use of spawt The duty of Chinese Taipei is
to accelerate the deployment of 4G networks infuastire and enhance public’s
awareness on the benefits of 4G, so as to crdaengonious mobile broadband
environment so the public can enjoy quality mobileadband services anytime
anywhere at reasonable rates.

2.2 Result Report

In addition, since March 12, 2014, Chinese Taipas Issued licenses to several
mobile broadband businesses for 4G. Thus, a peaiodpef construction is
anticipated. To assist operators in acceleratieginfrastructure of 4G base stations,
Chinese Taipei has accelerated approvals of lingrfeir base stations installation. By
the end of March 2015, Chinese Taipei had alreasyeld approvals for 22,084 base
stations in total.
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This policy consists of the following seven primaiyns by 2017:
® 4G Coverage: more than 90%
® 4G Subscriptions: more than 10 million

® Build a B4G Heterogeneous Network: develop thertgstnvironment of
novel network services and conduct broadband né&tiviads

® [oster greater innovative and rich digital conteetrvices, encourage
innovation, promote MIT brands and products towioeld

® Establish a 4G business model
® Establish smart cities for convenient high-techgglbfe

® Develop domestic critical technology, next generatmobile broadband
technology, and human capacity building

3. Enhancing the management of mobile base stations
3.1 Policy Abstract

In response to the strong demand for mobile braadib@hinese Taipei released
the amendment of Article 4, Article 7, Attachmerdrid Attachment 2 in Article 7 of
Regulations for Administration of Base Stationdviafbile Communications Network
Businesses to simplify the application procedureofeerators that divert their own
approved base station equipment for use by othéilencommunication businesses.

For the co-location and beautification of basei@tat Chinese Taipei
continuously supervises operators to conform tathe of the percentage co-location,
incorporating base stations with their landscapespreserving the environment in
accordance with Regulations for Administration @fsB Stations of Mobile
Communications Network Businesses.

3.2 Result Report

Statistics showed that at the end of 2014 the péaige of 2G and 3G base
stations co-located was 25.6%, an increase of @@¥pared with 25.2% in late July
2014.
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4. Measurement of mobile broadband speed
4.1 Policy Abstract

To encourage telecom operators to continually im@iithe domestic mobile
broadband network environment, Chinese Taipei naotisly measures the speed of
Internet access of 3G and 4G services and wilughela long-term monitoring system
of 4G LTE internet access.

4.2 Result Report

The results of measurements taken at the consusratsat the end of 2013
showed that the average nationwide download spesd#wi4Mbps, which is 76.19%
faster than the average of 2.52Mbps in 2012. Aetiek of 2013, the average
nationwide download speed was 6.27Mbps, which i220% faster than similar
measurements undertaken at the end of 2012. Thsmgrates that the evaluation of
mobile broadband speeds has had a positive effiestipervising the promotion of
mobile network quality.

5. IPv6 Development
5.1 Policy Abstract

In response to the exhaustion of IPv4 addressetodiodter a seamless
transition from IPv4 to IPv6 network in Chinese de&lj the Executive Yuan approved
the “Internet Protocol Upgrade and Promotion Progran 30 December 2011 and
accordingly established the IPv6 Upgrade Promddéfice under the National
Information and Communications Initiative Commitae 30 January 2012. The
office has since been actively promoting governavade upgrade of IPv6.

According to the program schedule, 50 percent tdreal services, including the
websites of government agencies, DNS, email andmhaternational services would
be upgraded to IPv6 by the end of 2013, and thairgng 50 percent by the end of
2015. As for internal services, the upgrade of I1Béll be completed around 2016.
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5.2 Result Report

As of 20 April 2015, key achievements in the IPevelopment includ

Based on the “Internet Protocol Upgrade and Pramd@rogram,” governme
agencies have been upgrading its external sertodé€s/6. As of 20 April 201E
4,035 out of 4,811 applications servihadbeen upgraded, resulting in 83%

completion rate.

Domestic hformation and Communication Technology (ICT) produvere
provided with assistance to apply for the Inteinaai IPv6 Ready Logo. As of -
April 2015, a total o289 ICT producthad beeraccredited with the Phase 2 (Go
Logo, including 21 n& additions in 2015. Chinese Taipei how ranks #gwoad in

terms of the number of Phase 2 (Gold) Logo. (SgarEil
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Figure 1. The phas2iPv6 Ready Logo in the wor

Regarding IPv6 training, a total of 17 seminars @anhing sessions fc
government employedsd bee held by the end of 2014, receiving 516 attenc
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l1l. Cyber Security

1. National Strategy for Cyber security

Since Chinese Taipei established National Inforom& Communication
Security Taskforce (NICST) at the cabinet leve2@®1, it has drafted a new version
of the national strategy for cyber security evayrfyears. Since 2013, Chinese
Taipei has entered the 4th phase of national glydiee., master plan). The master
plan is comprised of 20 strategies and 52 actianglWe anticipate that through
these joint efforts, we can achieve 4 strategiedbjes from policy, technology,
readiness and human resources perspectives.

2. Cyber Security Exercise

Chinese Taipei conducted a large-scale cyber sg@axercise in October 2014,
28 agencies were chosen as evaluation targets i@\ther Offensive and Defensive
Exercise (CODE). There are more than 100 peopte fiiiferent agencies and
private sectors to join the CODE taskforce, a jéonte of units from national
security, national defense, law enforcement, gawemt CSIRT/CERT and academia
research institute.

In order to understand cyber security readinesgesitience of agencies
regarding their incident handling process matusgfstem defense capability and
officials’ awareness to APT(Advanced Persistenishy, we designed Table-top Dirill,
Red Team/Blue Team Live Action Exercise and Tadj@eishing email test in this
event. This year the exercise was focused on émsportation Control System and
Domain Name System.

3. International Cooperation

Chinese Taipei actively cooperates with internati@yber security
organizations. During the first quarter of 2015iwian National Computer
Emergency Response Team (TWNCERT) received anddthi@@0 international
incident reports from other international cyberwséy organizations.
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In March 2015, Chinese Taipei (TWNCERT) participhbite APCERT Dirill
2015 hosted by APCERT. The theme of this yearl\was “Cyber Attacks beyond
Traditional Sources,” The exercise simulated nealdents and problems that exist on
the Internet. Throughout the exercise, TWNCERTvattid and tested the incident
response handling arrangements, which includedeled to interact both locally and
internationally between CSIRT/CERT, in order tondtle and resolve the Denial of
Service infrastructure involving compromised horegides. This incident response
exercise demonstrates the strong collaboration getdhe economies and validates
the enhanced communication protocols, technicalluéipes and quality of incident
responses that APCERT fosters in assuring Intesemirity and safety. This year, 25
CSIRT teams from the following 19 APCERT econonpasticipated in the drill:
Australia, Bangladesh, Brunei Darussalam, PeoRlefsiblic of China, Chinese
Taipei, Hong Kong, India, Indonesia, Japan, Kokee, People's Democratic
Republic, Macao, Malaysia, Mongolia, Myanmar, Sppgi@, Sri Lanka, Thailand,
and Vietnam. Moreover, CSIRT teams from 3 economigside of APCERT also
participated (Egypt, Morocco, and Tunisia).

TWNCERT has become the APCERT Steering Committesbde, and has
been responsible for the Education and TrainingkiigrGroup of APCERT since
2014.

TWNCERT has convened 2 live streaming training prots in 2015 so far.
Fourteen member teams participated in the traiomgse, “Computer forensics
approach to computer compromises and network inings’ presented by Microsoft
on February 4. And thirteen participated in thénireg program entitled “Introduction
and Demonstration to APCERT DataExchanger(ADE)gspnted by CNCERT/CC
on April 1.

The Education and Training Working Group aims tovie a channel for
APCERT members to share and exchange valuableierpes at regular intervals
and foster cooperation and collaboration among neesnlthus raising the
comprehensive cyber security defense capabilifiéiseoAsia Pacific region.

4. Qverview of Cybercrime
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Statistics of cybercrime cases derive from the @@inCode Chapter 36,
“Offenses against the Computer Security,” as wekertain types of crimes
committed via computer and the Internet, suchasdirforgery, illegal gambling,
intellectual property rights, and libel, etc.

During the period from October 2014 to March 20480 new cybercrimes were
reported, which by proportion was 0.2% of all cmadicases. In all, 5,009 cybercrime
cases were disposed, which by proportion was 25688 oases disposed. The most
common type of cybercrime during this period wasift, of which 546 cases
accounted for 9.09% of all disposed cybercrime dseellectual property cases
(violating Trademark Act or Copyright Act) was teecond most common violation,
of which 276 accounted for 4.6% of cases.

5. Intelligent Metering Infrastructure Promoting

Turning to the issue of a low-carbon economy, thestruction of a Smart Grid
plays a vital role in our energy conservation aaxbon reduction strategy;
consequently, Chinese Taipei has been approvatiéddational Advanced Metering
Infrastructure (AMI) Deployment Plan for Chinesapia’s transition to smart
metering systems, the Bureau of Energy (BOE) amedraPower Company (TPC)
have recently been executing the National AMI Dgplent Plan. Low voltage users
have been deployed 1,200 meters by BOE for techigaaibility demonstration in
2010-2012. During 2013, TPC completed 24,123 an89meters installation for
high-voltage and users and low-voltage users (eesial) respectively. To evaluate
the cost benefit analysis for building AMI systemip phases of Time-of-Use (TOU)
stratagem were completed during 2013 to 2014.| 1804l participants joined TOU
programs, resulting in an average energy savirg-6%0. The experience gained
from deploying small-scale low voltage AMI facilites future expansion in this
regard.

6. Green ICT

In line with energy-saving and carbon reductioriqge$ of the government,
Chinese Taipei has established an energy managehagiotrm to guide public
sectors to achieve four-saving goals: fuel-effitiemergy, water, and paper saving.
The platform also aims to deepen public awarenkeseeargy conservation, and to
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ultimately create a greener environment and love@arconomy. Meanwhile, we
have been assisting schools in the promotion of&pts of energy conservation, with
the aims of realizing the concept of “low-carbomeounity” and fulfilling the vision
of "low-carbon city."

To continue to fulfill the energy-saving and carlseduction policies of the
government, Bureau of Energy, Ministry of Econowfairs has actively promoted
LED street light energy-saving project. Chunghwé&dem has used Information and
communication technologies (ICT) to construct cltwaded platforms to monitor
LED street lights and provide intelligent managetsamvices, including electronic
maps for guiding, alarm notification, and powergesanonitoring functions.
Meanwhile, Chunghwa Telecom, the first ISO 5000iifoed telecom, has developed
an ISO 50001 assistance system to help entermaseiict ISO 50001 energy
management system, with the aim of realizing tiséowi of sustainable environment.

Due to government’s policy on promoting public spartation systems and
reducing carbon dioxide emissions in private vaesclChunghwa Telecom has
developed real-time eBus information service sysigtin information and
communication technologies (ICT). It provides idfgeed detection and gives
warning and reports for monitoring driver’s drivibghavior to reduce vehicle fuel
consumption and idle speed time effectively. Besidteoffers a variety of means for
gueries, such as web pages, mobile APPs, LED stogs and LCD displays.
Passengers can ascertain a wide range of usebafiafion, such as arrival times of
buses, route and fare information, as well as dtlaeel arrangements — all of which
increases willingness to use public transportation.

We stand at a unique point in history, when infaroraand communications
technologies are transforming our economies, otieties, and our lives.

These new technologies have:

% spurred unprecedented growth;

% enabled world-changing discoveries;

% connected us as never before ; and

% even allowed us to think in new ways about addngsshared concerns.
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Information and communications technologies haweaaly disintermediated and
streamlined business processes, reduced busirgss ad resulted in efficiencies
that equate to economic growth and value to conssimé&'e should seek to develop
and nurture the kind of enabling and adaptive @mvirents that have produced such
dynamic growth.

Concurrently, technology has dramatically loweradiers to economic
participation, empowering individuals to be entexgurial and take steps to improve
their own lives. Technology offers new opportwestio make our economies more
inclusive, so the benefits are more widely avadablVe should therefore strive to
ensure all our people have affordable access toemtion technologies, and the
capacity to use them.

Information and communications technologies conpeople, allow them to
share ideas, and give them the power to innovalgs has created an environment in
which ideas come from unexpected places, and wetknow who will have the
next great idea. The surprising power of thisezdlize intelligence has produced
novel, unanticipated solutions to even society'sked problems. This is an
important reason to nurture a culture of permidsgEminnovation and stay open to
discovery. Let us unleash the state of colleatigenuity that Buckminster Fuller
once called a “design science revolution.”

The power of being connected is also spurring eeonmtegration, and with
greater shared economic interests, incentivesefyional stability and peace. The
critical role of information and communicationsrastructures and services make
them both the foundation and skeletal structurgnefinternet economy. We,
therefore should continue efforts not only to preendeployment and access to
networks, but also support advances in both tedgychnd the protocols that connect
us. Continued exchanges and cooperation on pafidyregulatory topics, therefore,
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are critical to maintaining interoperability, intagjon, and a healthy Internet
economy ecosystem.

As a critical shared infrastructure, it is also ortant we make our networks
resilient, robust and responsive. Technology ap hitigate non-technical shocks,
such as natural disasters, or technology itselfi@oduce risks we should address.
As risks to the Internet economy typically do nbserve borders, we share a
collective interest and should work together toradd them effectively. Consumers
and businesses need to trust and have confidermcden to adopt and benefit from
information and communications technologies, andkauld cooperate to learn and
adapt, so that our measures are responsive, atlgptabt-effective, and minimally
distorting.

fif# TEL Strategic Action Plan 2016-2020 Planning And Horitization by
SG

Draft APEC Telecommunications and Information Working Group Strategic Plan
2016-2020

1 Introduction

The APEC Telecommunications and Information Workrgup (TEL WG) was established
in 1990 and since then TEL WG meets biannually aokvwowards developing information
and communication technology (ICT) infrastructugehancing socio-economic activities
through the use of ICT and promoting a safe arsteclICT environment with a view to

promote regional economic integration and strengtteoperation in the ICT sector.
TEL WG conducts its work programme through thedwihg steering groups:

» Liberalization Steering Group (LSG)
» ICT Development Steering Group (DSG)

» Security and Prosperity Steering Group (SPSG)

102



The steering groups propose and implement profeatsaddress priorities set by both
Telecommunications and Information Ministers andders.

2 Vision

The APEC Telecommunications and Information Workrgup aims to improve the
availability and productive use of telecommunicasi@nd information infrastructure in the
Asia-Pacific region to promote regional integrataord connectivity and stimulate robust,
sustainable, inclusive and secure economic growth.

3 Mission

The TEL WG consists of member economy policy makegulators and technical experts
working with the private sector and academia as agetelevant international organizations,
aims to promote improvement of the telecommunicati@and information infrastructure in
the region by conducting studies, workshops, exgimgninformation, and capacity building,
among others.

4 Objectives

In 2014, TEL WG reviewed the APEC TEL StrategicidotPlan 2010-2015 to take into
consideration the recent priorities and decisidrtb® Leaders and Ministers, as well as
ABAC recommendations.

In the past five years, the TEL WG has focusedrdrarcing telecommunications
connectivity as a necessary precursor to the dpuedat of a robust regional digital
economy. With a range of connectivity initiativesmunderway across member economies,
the focus of the TEL WG is now shifting to addréss question of how to capture the
substantial economic and social benefits associaittadthe smart use of ICT.

[The 10th Ministerial Meeting on Telecommunicatemd Information (APEC TELMIN 10)
endorsed the APEC TEL Strategic Action Plan 2018e2@ith the following priority areas:

» Develop and catalyse ICT innovation;
» Promote a secure and trusted ICT environment;
» Promote regional economic integration; and

» Strengthen cooperation to enhance the digital aogno
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These priority areas were developed based on figeaoching strategic pillars.]

5

Strategic Pillars

5.1 Business Growth

5.2

APEC TEL will continue to drive APEC’s goal of busss growth by improving
efficiency and productivity through the developmerge and application of new ICT
and services.

Security

APEC TEL aims to support economies in addressingrgg challenges to create
resilient networks and realise the full benefil@Ts.

5.3 Economic Integration

5.4

5.5

5.6

APEC TEL will support measures to align policy aedulatory environments which
promote interoperability, connectivity, innovatiand trans-border cooperation.
Enabling Environment

APEC TEL will promote a digital ecosystem that teas competitive and healthy
markets, clear, non-distorting and minimally bursteme regulation, and a culture
that encourages innovation.

Social Responsibility

APEC TEL will explore ways ICT can help foster sdaesponsibility, diversity and
inclusion as well as reduce the impact of disastexsirds resilient and prosperous
economies.

ICT innovation

APECTEL will continue to facilitate ICT innovativeapability and to take the leading

role as well as to encourage the developing ecagmtechnical innovation activities
Critical Success Factors

» Commitment and willingness of member economiesdaress issues identified
by TEL and take actions;
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Active participation of member economies in the TEactivities;
Open sharing of information and experiences;
Identification of capacity building needs and nesegg resources;

Development and implementation of projects andiatnts to support the

overarching APEC objectives;

Engagement and partnership with relevant multiddterganizations as well as

with the private sector.

Key Outcomes

Ultimately, everything that TEL does is about faating access, promoting adoption,

encouraging and safeguarding security, and fogfestue creation through ICT.

The Strategic Pillars and priority areas were davi® achieve the following key

outcomes:

a. Greater capacity and adoption of ICT;

b. ICT as a vehicle for transition of our economiesb® more INNOVATIVE
integrated, resilient and inclusive;

c. Empowerment of SMEs and individuals through ICTp#oticipate in the global
market;

d. Innovation being the catalyst for business oppatytand economic growth in the
APEC region.

e. To create resilient and smart networks

f.

Development of socially responsible digital econesrin the APEC region

Prioritized Implementation Schedule

The following table identifies actions to address priority areas identified in section
4% TEL Strategic Action Plan 2016-2020: Planning &mibritization

! These include actions which have been endorsed by TEL WG, as well as proposed

future work under consideration, and also initiatives which are currently on-

going.
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the importance of cyber security, collaboration and cooperation, as well as the dissemination of
knowledge. These support the capacity of all relevant stakeholders in the APEC economies to
manage risks, create resilient networks, and facilitate a trusted environment for transactions and

communi cations.

The TEL WG will continue to work to enhance trust and confidence in the use of ICTs by promoting

No. Objectives Actions DSG LSG SPSG | Timeline | Remarks
21 Enhanced a) Promote understanding of * X
resilience of the importance of how
critical greater connectivity
domestic impacts critical domestic
infrastructure infrastructure  and the
approaches to enhancing
the resilience of critical
domestic infrastructure.
29 Greater a) Support cyber security X
capacity to competency for ICT
enhance professionals and
security and consuUMmers.
manage cybe
risks
b) Encourage information X
sharing relating to

emerging cyber securit
threats and challenge

Dr

and approaches  fq
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The TEL WG will continue to work to enhance trust and confidence in the use of ICTs by promoting

the importance of cyber security, collaboration and cooperation, as well as the dissemination of
knowledge. These support the capacity of all relevant stakeholders in the APEC economies to
manage risks, create resilient networks, and facilitate a trusted environment for transactions and

communi cations.

No. Objectives Actions DSG LSG SPSG | Timeline | Remarks
managing cyber risks.
2.3 Increased a) Engage governments, the X
awareness o private  sector, other
cyber APEC fora as well as
security other relevan
organizations to raisg
cyber security awareness.
b) Promote awareness X
among the general publjc
through activities such 3s
the APEC Cyber Security
Awareness Day.
2.4 Intensified a) Share information and X
promotion of develop strategies for the

secure and
trusted use of

protection of vulnerablg
groups.

A\Y”J
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The TEL WG will continue to work to enhance trust and confidence in the use of ICTs by promoting
the importance of cyber security, collaboration and cooperation, as well as the dissemination of
knowledge. These support the capacity of all relevant stakeholders in the APEC economies to
manage risks, create resilient networks, and facilitate a trusted environment for transactions and
communications.

No. Objectives Actions DSG LSG SPSG | Timeline | Remarks
ICTs b) Identify and share best X
practices on the
appropriate handling aof
user information related
to ICT services.
c) Study and share X
experiences on
countermeasures for
spam.
d) Promote consumer X
confidence in the use of
ICTs.
25 Increased a) Share domestif X
collaboration developments and best
among APEC practices to  support
economies capacity building in the
region.
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The TEL WG will continue to work to enhance trust and confidence in the use of ICTs by promoting

the importance of cyber security, collaboration and cooperation, as well as the dissemination of
knowledge. These support the capacity of all relevant stakeholders in the APEC economies to
manage risks, create resilient networks, and facilitate a trusted environment for transactions and

communi cations.

No.

Objectives

Actions

DSG

LSG

SPSG

Timeline

Remarks

b) Foster a

understanding for counter

common

measures to cyber threats

and measures to protect
the APE(Q

privacy in

region.

which promote interoperability and trans-border cooperation.

The TEL WG will continue to work in support of regional economic integration by promoting connectivity,
regulatory coherence and technical harmonisation. This includes physical, institutional, and people-to-
people as well as online connectivity to address relevant emerging issues. TEL will advance measures

No.

Objectives

Actions

DSG

LSG

SPSG

Timeling

Remarks

3.1

Enhancec

a) Promote quality of ICT
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The TEL WG will continue to work in support of regional economic integration by promoting connectivity,
regulatory coherence and technical harmonisation. Thisincludes physical, institutional, and people-to-
people as well as online connectivity to address relevant emerging issues. TEL will advance measures
which promote interoperability and trans-border cooperation.

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
physical infrastructure.
connectivity
b) Promote diversity in the X X X
use of ICTs.
: X X
3.2 | Enhanced a) Promote conducive
institutional regulatory environments.
connectivity
b) Promote interoperability X X
between APEC
economies.

c) Promote development and X
use of global data
standards.

d) Reduce mobile roaming X
rates between APEC
economies.

X

e) Research on promoting
the free flow  of
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which promote interoperability and trans-border cooperation.

The TEL WG will continue to work in support of regional economic integration by promoting connectivity,
regulatory coherence and technical harmonisation. Thisincludes physical, institutional, and people-to-
people as well as online connectivity to address relevant emerging issues. TEL will advance measures

content within the APE(
region.

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
information.
3.3 Enhanced a) Promote a common ICT *
people-to- Skills Recognition
people Framework (ICT SRF
connectivity within the APEC region.
3.4 | Enhanced a) Promote open data in X X
online APEC region.
connectivity
b) Promote development of X X X
Cross- border e-
commerce.
c) Promote the Internet of X X X
Things (IoT) and
application-to-application
connectivity.
d) Promotion of digital X X X
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The TEL WG will continue to work in support of regional economic integration by promoting connectivity,
regulatory coherence and technical harmonisation. Thisincludes physical, institutional, and people-to-
people as well as online connectivity to address relevant emerging issues. TEL will advance measures
which promote interoperability and trans-border cooperation.

No. | Objectives Actions DSG LSG SPSG | Timelingl Remarks

e) Promote greater adopticmX X X

of IPv6.
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The TEL WG will continue to work in support of the development of a vibrant Digital Economy with a
focus on the Internet Economy. In order to promote smart, green, creative, inclusive and
sustainable development of the economy, the TEL WG also supports raising the overall level of
ICT industry devel opment and the extensive integration of ICTs with other industries.

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
4.1 Enhanced a) Promote the enhancemeht X X

ICT industry of ICT  hardware

ecosystem

software and networks.

b) Promote the developmeﬁt
of sustainable smart cities
in the APEC region.

c) Promote business use of X X

new-generation  mobil

112

communication.

=n
X
X

d) Promote efficient use g

Spectrum resources.

e) Promote measures that dte X X
conducive to the ICT

industry to support

}S %

robust Digital Economy.

4.2 | Accelerated | @ Encourage the use Bt

ICTs to transform
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The TEL WG will continue to work in support of the development of a vibrant Digital Economy with a
focus on the Internet Economy. In order to promote smart, green, creative, inclusive and
sustainable development of the economy, the TEL WG also supports raising the overall level of
ICT industry devel opment and the extensive integration of ICTs with other industries.

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
evolution of business  practices In
traditional traditional industries.
industries
through b) Foster the exchanges
comprehensi between communication
ve use of and other industries.

ICTs

c) Share policy experiences
on ICT application.

4.3 | Development| @) Promote the developmefit
of new of new industries through
industries the application of ICTs.

b) Promote the developmeryit
of sustainable smart
cities.

4.4 | Enhanced a) Promote the developmefit
ICTs in commercial and social

services.
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The TEL WG will continue to work in support of the development of a vibrant Digital Economy with a
focus on the Internet Economy. In order to promote smart, green, creative, inclusive and
sustainable development of the economy, the TEL WG also supports raising the overall level of
ICT industry development and the extensive integration of ICTs with other industries.

No. | Objectives Actions DSG LSG SPSG | Timelingl Remarks
Services b) Promote a favourablp X X
environment for
innovation in new

economic sectors.
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technologies and issues arising from their application. The TEL WG will engage with groups

outside APEC to maximise synergies, harness resources and minimize duplication between the

work of these groups and that of TEL.

The TEL WG will engage with groups within APEC and other fora to consider how to apply digital

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
- Collaboration| Engage and collaborate with X
within the relevant APEC groups
APEC including the:
groups- a) Committee on Trade and
provide Investment- to strengthen
thought and contribute to regional
leadership economic integration;
and
coordination | b) Ad-Hoc Steering Group X X
of, as well as on the Internet Economy
secondary
advice on c) Electronic Commerce X X
ICTs related Steering Group and the
activities Counter Terrorisn
within APEC Taskforce- to promote @
trusted ICTs environment;
d) Emergency Preparedness X X
Working  Group- to
promote the benefits of
and share policy options
for using ICTs for
emergency preparedness
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The TEL WG will engage with groups within APEC and other fora to consider how to apply digital
technologies and issues arising from their application. The TEL WG will engage with groups
outside APEC to maximise synergies, harness resources and minimize duplication between the
work of these groups and that of TEL.

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks

and disaster prevention/
mitigation;

e) Health Working Group X
to identify effective e-

Health applications;

f) Group on Services- t

[®)
X

promote trade angd
investment liberalisation
and facilitation (TILF)
issues related to trade |n
ICTs services.

g) Finance Ministers X
Process (FMP)- to foster
awareness of mobile
banking  activities tg
better reach the unserved
population due tq
geographic or economic/
financial barriers.
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technologies and issues arising from their application. The TEL WG will engage with groups

outside APEC to maximise synergies, harness resources and minimize duplication between the

work of these groups and that of TEL.

The TEL WG will engage with groups within APEC and other fora to consider how to apply digital

duplication of
work
undertaken
by APEC
TEL

multilateral organisation
and Internet-relate
technical and
administrative bodies o

issues.

O

=

No. | Objectives Actions DSG LSG SPSG | Timelinel Remarks
h) SME Working Group- tdg X
promote the development
of SMEs by increasing
the opportunity of SME$
to access the Internet and
reduce the cost of using it.
5.2 | Collaboration| @ Gather ICT leaders from X
with groups among stakeholders to
external to share knowledge and
APEC to form cross-region;]I
maximise collaborative
synergies, partnerships.
harness
resources andl b) Collaboration with the X X X
minimise ICT industry, relevanf 34 39 45
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No.

Objectives

Actions

TEL works to catalyse the productive and innovative use of ICT by:

promoting infrastructure connectivity improvements in APEC region. It seeks to quantify the social
and economic benefits of promoting infrastructure investment, uptake of ICT services, and digitally
literate citizens [ promoting the social and economic benefits of promoting infrastructure investment,
uptake of ICT services, and digitally literate citizensin the APEC region] ;

developing a shared understanding of regulatory and policy best practice, consumer insights and

technological trends;

championing strategic opportunities for the use of ICT technologies within APEC member economies,

and

sponsoring thought leadership on ICT by bringing together ICT leaders from industry, government
and academia to share knowledge and form collabor ative partner ships.

1.1 | Connectivity
a. Promote broadband universal Exchange ideas on practical approaches for impgoaatess
access to broadband.
Explore ways to increase availability, accessipiland
affordability to ICT for underserved and unservedups.
1.2 | Digital literacy
Improve citizens’ capability to Raise public awareness of the importance of digteracy.
a.

fully participate in the digital
economy.

Identify and share best practice approaches toawaptCT
capacity building of the citizens.
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1.3 | Adoption
a. Promote adoption of ICT within | , Identify non-infrastructure barriers which prevemdividuals
economies and companies from utilizing ICT.
» Identify and share best practices and strategientourage
adoption of ICT services within economies.
* Explore ways to promote a culture that enables
entrepreneurship and innovation.
1.4 | Value Creation
Promote social and economic
a.

transformation

* Fostering the innovative ug
of ICT

1]

Conduct ICT innovation sessions to :

Identify and share use of ICT strategies in busiessby

SMEs and startup accelerators/incubators;

* Promote the availability and use of open data wcholy

adoption of common open data standards;

* Promote the use of new technologies such as theolise
sensor networks, smart grids, big data and datéytasa
digital identity authentication and the Interneflfings;

* Study and share experience on various ICT appbicatsuch
as e-Gov, e-Learning, e-Health, e-Commerce, mGauy. (e
citizen-centric apps);

* Address emerging challenges such as aging popuodatio

disaster management and Green ICT,;
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Identify and share best practices on regulatorysones to
address convergence; and
Report the social and economic benefits from inest in,

and liberalization of ICT infrastructure and seesc

Provide  opportunities t
address specific social ar
economic challenges usir
ICT

D
nd

19

Gather ICT leaders from industry, government aratlamia
to share knowledge and form cross-regional collatice

partnerships

[Indonesia: Promote a favorable environment for develop

regulation to encourage mobile-banking activitiesréach
the unbanked population due to geographic
economic/financial barriers, in order to increasearicial

inclusion in member economies]
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Commerce.

TEL works to enhance trust and confidence in the use of ICT for business and trade by promoting the
importance of cyber security, and by promoting collaboration and cooperation, and the dissemination of
knowledge, which supports the capacity of all relevant stakeholdersin APEC economies to address cyber
threats and facilitate a trusted environment for transactions and communications especially in the area of e-

2.1

Enhance resilience of
critical national

infrastructure

Promote consumer confidence in the use of ICTsesmhdnce

security of the ecosystem through the use of sgcpri

technologies such as: 2 Factor Authentication (2FAYS
notification, PKI, One Time Password (OTP), etc.

2.2

Build capacity to enhance
security and address cyber
threats

Support cybersecurity competency for ICT professiorand

consumers

2.3

Promote awareness raising |,

Engage representatives from the government, pr
enterprises, trade associations and non-profitnizgéons to
raise cyber security awareness through activitieh sas the
APEC Cybersecurity Awareness Day

2.4

Foster collaboration among
APEC economies

Strengthen operational competence through Comy
Emergency Response Team collaboration
Share domestic developments and best practicesppog

capacity building in the region
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supports regional economic integration by promoting regulatory coherence and technical har monisation.

31 Promote free and opertrade

a. Promote development and usg Survey successful uses of data standards

of global data standards

» Explore approaches to the development of data atdad

* Engage other fora regarding meaningful applicatiohslata

standards

3.2 Promote institutional connectivity

Conducive regulatory , , ,
a. _ Sharing experience concerning:
environments

» Regulatory issues including in the areas of contipatpolicy,

and consumer policy; and

FTA/EPA issues.

b. Promote interoperability « Promote technical conformity assessments and elgunis@ of

between economies technical requirements

» Explore and elaborate on principles

 Engage with other fora on interoperability prineipl and

consider applicability

Deploy the Internet of Things, Provide a platform for APEC members to discuss
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between APEC member

economies

roaming rates between APEC member economies

Explore opportunities to reduce mobile roaming saaenong
APEC economies

for economic development development related issoesrds the development of the
economy through policies and regulatory measure
technological innovation and standardisation dgwalent,
innovation models, etc.
3.3 Promote people-to-people connectivity
a. Promote recognition of a » Survey available skills recognition frameworks taprove
common skills framework mobility opportunities for ICT professionals, thgiu the
within the APEC region increased recognition and transfer of ICT skillghii the
APEC region
» Explore opportunities for the application of skitescognition
frameworks
* Engage with other APEC fora on the meaningful usskils
recognition frameworks for worker mobility
b. Promote the diversity in the | * Promote the deployment of multi-language email estir
use of ICT technology
C. Reduce mobile roaming rates” ldentify and share experience on how to reduce Imgb
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d. Deploy the Internet of Things
for the promotion of the

Internet Economy

.» Provide a platform for APEC members to discuss

development related issues for the promotion of
information economy such as policies and regula
measures, technological innovation and standardis

development, innovation models, etc.

th
tol
At

supports the devel opment of a vibrant digital

economy, with the internet economy as the core.

Fostering the innovative use
of ICT

Promote the availability and use of open data shicly adoption

of common open data standards.

Promote the use of new technologies such as thefissnsor
networks, smart grids, big data and data analydigstal identity

authentication and the Internet of Things

Promote services such as Finance and Logisticsllmase

Internet.

b. yporting Enterpris:

Identify and share use of ICT strategies in busesdy SMEs

and startup accelerators/incubators

perspective application in specific fields.

supports the development of a vibrant digital economy by engaging widely with industry, and by fostering
alignment on ICT issues within APEC sub-fora to accelerate APEC prioritisation, decision making and

facilitate implementation. TEL seeks to explore and elaborate innovations from digital technologies for

TEL will engage with groups within APEC and other fora to
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consider how to apply digital technologies and issues arising fromtheir application.

an

- Collaboration within APEC groups
Provide thought leadership _ N
o Engage and collaborate with relevant APEC groupksiging
and coordination of, as well h
e:
as secondary advice on ICT
related activities within  Committee on Trade and Investment - to strengthaoh
APEC contribute to regional economic integration;
» Electronic Commerce Steering Group and the Counte
Terrorism Taskforce - to promote a trusted ICT smvinent;
 Emergency Preparedness Working Group - to promude t
benefits of using ICT for emergency preparednesd
disaster prevention/ mitigation;
* Health Working Group - to identify effective e-H#m
applications; and
e Group on Services - to promote trade and investmen
liberalisation and facilitation (TILF) issues reddtto trade in
ICT services.
- Collaboration with other fora

aborate with groups exterr
to APEC to maximise
synergies, harness resour
and minimise duplication

Collaboration with the ICT industry, relevant mlateral
* organisations and Internet-related technical amdimidtrative
F¥odies on issues including, but not limited to:

* Developing, implementing and promoting relevant ary
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security initiatives;

Promoting ICT for Corporate Social Responsibility;
Reducing international communications cost; and
Data protection and privacy.
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