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1. WwEARERE
A survey on protection of personal information and privacy by criminal law at the
age of IT in Taiwan

Accompanying the development of Information technology, some amendments of criminal
law are done responding to the growing problems about infringement of personal
information and privacy. In Taiwan, the most significant one is nothing but a special law. And
it can be observed in three stages.

In 1995 a new law was enacted and called “Computing Personal Information Protection
Act.” Basically, it followed the OECD guidelines on the protection of privacy and transborder
flows of personal data. And then, an entirely amended act was made in 2010. It was
“Personal Information Protection Act.” There have been two significant changes in this
amendment. One is to enlarge of the protecting objection to not only computing but all kind
of personal information. The other is to expand the mode of offences from just leakage to
acquisition, proceeding, use and transference.

Recently, the technology of datafication was developing and it entered the age of big data.
A new trend of change was motivated. The traditional principle of anonymity was not
regarded as enough measure to protect privacy fully. It became an agenda not only in
academia but also in officials of Minister of Justice who are in charge of criminal policy on
protection of personal data in Taiwan.

In this article, before launching a research on the application of big data on crimes
analysis, the author will try to overview the existing legal structure and explore a possible

approach both to research of big data and protection of privacy.
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1.Prologue

the IT age and criminal law.
invention of computer brings the revolution of “third
wave”

the virtual reality lechnology have
impact on interaction and relationship of human
bemgs--vnrtual society
New type of cybercrime violating personal

information and privacy has developing in this world
of Information and datafication

© 2.3 the personal information and privacy in a
society of information( or a society which full of
information)

1.the influence of cyberspace

© 2. “Message is medium” (M. McLuhan) to “We
are the media®

¢ 3. the absolute free( A Declaration of the
Independence of Cyberspace)

© How criminallaw can functioniin it?

« v

& 2.2 Typology of virtual world and reality world
2.2.1 virtual community and digital person
Danial J. Solove

A. (the digital persony (2004): digital dossiers
of person information

B. {Understanding Privacy) (2008): new type
of privacy infringement: collection, process and
use

» C. (The future of Reputation: Gossip, rumor and
Privacy on the internet; (2007, Chinese
Edition,2011) more protection on internet ?

Taiwan

Criminal norms about personal
formation and privacy in Taiwan

4. Personal information At the age of
big data

. Literature review
2,1 Author’s former attempts

2010 A proposal program about livel oninternet approved
by Ministry ofi Science and Technology Taiwan R.O.C.

2011 TAnet conference: the crime of infringement of
reputation and free speech

2011 15 Law and technology Symposium, NCTU: the
application and limitation of criminal reputation
infringemant on internet and viFtial world

2012 National ChengChi Law Review No.128 pp.143-202: A
study of the Application and limits of defamation on
cyberspace: From the view of a virtual Reality Society

0 2.2.2 digital virtual community

¢ Lawrence Lessig:

o Four:controllingpowersiininternet.cyberspace:
@ 1.Program Code

0 2.market

o 3. Norm(inside cyberspace)

¢ 4. Sanction(outside cyberspace)




5 s
Criminal norms about
personal information and
privacy in Taiwan
¢ 8.1 Three revisions of; criminal codes about
protection of privacy.

& 3.1.1 Art. 3181 the protection of digital
secrets(1997)

& 3.1.2 Art. 315-1 & 315-2:the protection of
privacy( action, talk and soon)(1999)

¢ 3.1.3 the chapter of cybercrime(2003)

<@ 4

+ 3.2.2 the problem of CPIP(1995):
objects / only computing personal information

Subjects/ only Government and eight private
institutions or enterprise.

offences/ only leakage and illegal use

3.3 Personal Information Protection Act.(2010; valid
in 2012)

mode of offence : from leaking to collection,
proceeding and use.

protecting object: extending to almost all personal
information and privacy

L 4

¢ Anonymise data, theniit will not regarded as
personal data.

¢ “it follows that information or.a combination of
information, that does not relate to and identify
an individual, is not personal data. Clearly,
effective anonymisation depends ona sound

understanding of what constitutes personal data.

“(P.10)

4.2 technology of big data
¢ 4.2.1 significances of big daf

L 4

+ 3.2 Computing Personal Information Protection Act(1995)
3.2,1 OECD guideline (1880)

& Collection Limitation
© Data Quality
Purpose Specification
> Use Limitation
&' Security Safeguards
Openness
Individual Participation

© Accountability.

L 4

4. Personal information At the
age of big data

© 4.1 New development

< 1980 OECD guideline to 2013 Guidelin
management and globalization

> The importance of privacy.
@ The managing process of privacy protection

© The obligation of security risk notice

Information commission’s Office * Big data and data
protection(2014)

< 40. If personal datajis fully anonymised, it is no
longer personalidata. In this context, anonymised
means that it is not possible tojidentify an individual
from the dataitself or from that data in combination
with other data, taking account of all the means that
are reasonably likely to be used to identify them.

4.2.2, problem—solving

24V & The intersection of privacy, Law and Technology
& Volume Velocity’ @ Two ways: identification and/consent
Variety, Veracity’ < 4.2.2.1 de-identification or; Anonymisation

© The datafication of our whole world © UK: Information commission’s
Office : ”Anonymisation: Managing Data

-Theresa M. Payton and Theodore Claypoole, Privacy Protection Risk codeof practice” (2012)

in the Age of Big Data, P.11(Rowman &
Littlefield:2014)




But

¢ The risk of re-link and re-identification?

—S8. Barocas and H. Nissenbaum, Big data’s end
run around anonymity and consent, in: Lane, Julia,
et al(eds)., Privacy, Big Data, and/the Public Good,
P.44(Cambridge University Press:2014)

-> "y
aiwan’s case:

& PIPA (Personal Information Protection Act)
@ Art. 9 Sec.1 ltem 4:

2 In caseiitis;about;publicinterests.on statistics or
the purpose of academic research, i no need
to notice.

But:
¢ 1. commercial use?

& 2. How to notice and consent?.
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Notice and consent *

¢ “As a useful policy tool, notice and consent is
defeated by exactly the positive benefits that big
data enables:;new;non-obvious;unexpectedly
powerful uses of data. Itis simply too
complicated for the individual to make.
fine-grained choices for every new situation or
app.”

- US President’s Council of Advisors on Science &

Technology, Big Data and Privacy: A Technological
Perspective (2014 ) P.38!
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& An Example Case

& Latest Taiwan Business review(f ) vol.1438;
2015 June

& Cover story: Why/QQ.com can held a free concert
and make money?

¢ The answer isdata;

¢ Woolis from the sheep, but Pigs will pay it.”

@ 4.2.3 From IT(information technology) to DT(Data
Technology)

& current> big data,
¢ 1. The focus of norms
© Collection> use

< automatically collecting and/consent by free
service

¢ 2. the principle of use and the norm

© How to establish? Itis a future theme.




b ¢ 3. formerly more protection for sensitive
conclusion personal information

& Atleastthree challenges toTaiwan ‘s Personal © butin age of big data 2. Jtis difficult to define
information protection ¢ the line between sensitive data and non-

¢ 1.Now Mainly usel “notice and|consent” to protect Sl e

¢ But in age of big|data?. > stop big|data from its @ EX. From the times of buying condom to find

positive benefit: sexualllife

¢ 2. Now mainly focus on stage of collection & Anyway,
¢ But how about the stage of use? - how to use and B A
can use out.of purpose of: collection are the © it should be Balance of privacy, Law and
problems Technology

¢ attentio®
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