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7:30-17:30 | Registration - Foyer - Level 5

9:00-17:00 | Tutorial SANS Digital Forensics & Incident Response Workshop

Interactive / Play Innovation Sandbox (Most Innovative Company

Contest)

14:00 - 17:00
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http://www.rsaconference.com/events/ap14/agenda/sessions/1464/sans-digital-forensics-incident-response-workshop
http://www.rsaconference.com/events/ap14/agenda/sessions/1488/innovation-sandbox-most-innovative-company-contest
http://www.rsaconference.com/events/ap14/agenda/sessions/1488/innovation-sandbox-most-innovative-company-contest

*21TH 2 HEN D) GFRE

¥ RERNE
7:30-18:30 |Registration - Foyer - Level 5
8:45-9:25 Keynotes United We Stand, Divided We Fall
Keynotes Get Real: Operationalizing an Intelligence Driven
9:25-9:45
Security Program
9:45-10:05 |Keynotes Cybercrime - Where Did We Go Wrong?
10:05-10:25 | Keynotes The First Casualty of the Cyber Cold War
10:30 - 18:30 | Expo Demo Theatre Presentations - Exhibition - Level 5
10:30 - 18:30 | Expo Open - Exhibition - Level 5
10:30-11:00 | Tea / Coffee Break - Exhibition - Level 5
Cybercrime and Law Enforcement [P and Telephony Crime Has
Converged - Wake Up, Wise Up & Get Protected!
Cloud and Data Security From Data to Wisdom: Big Lessons in Small
Data
Mobile Security Mobile Payment Services: Security Risks, Trends
and Countermeasures
Threats and Risk Management Brothers In Arms: How the Financial
11:00-11:45| Sector Fought the Brobot Attacks

Sponsor Special Topics Whose [P [s It Anyways: Tales of IP

Reputation Failures

Sessions in Japanese NN EHA T A ' FEOEE L TF )

T A WK DEFE - The ‘Real Threats’ We Face Today vs. The
‘State of Reality’ (Threats & Risk Management)

Security Infrastructure APIs - The Next Hacker Target, or a

Business and Security Opportunity?



http://www.rsaconference.com/events/ap14/agenda/sessions/1498/united-we-stand-divided-we-fall
http://www.rsaconference.com/events/ap14/agenda/sessions/1493/get-real-operationalizing-an-intelligence-driven
http://www.rsaconference.com/events/ap14/agenda/sessions/1493/get-real-operationalizing-an-intelligence-driven
http://www.rsaconference.com/events/ap14/agenda/sessions/1485/cybercrime-where-did-we-go-wrong
http://www.rsaconference.com/events/ap14/agenda/sessions/1486/the-first-casualty-of-the-cyber-cold-war
http://www.rsaconference.com/events/ap14/agenda/sessions/1426/ip-and-telephony-crime-has-converged-wake-up-wise
http://www.rsaconference.com/events/ap14/agenda/sessions/1426/ip-and-telephony-crime-has-converged-wake-up-wise
http://www.rsaconference.com/events/ap14/agenda/sessions/1477/from-data-to-wisdom-big-lessons-in-small-data
http://www.rsaconference.com/events/ap14/agenda/sessions/1477/from-data-to-wisdom-big-lessons-in-small-data
http://www.rsaconference.com/events/ap14/agenda/sessions/1447/mobile-payment-services-security-risks-trends-and
http://www.rsaconference.com/events/ap14/agenda/sessions/1447/mobile-payment-services-security-risks-trends-and
http://www.rsaconference.com/events/ap14/agenda/sessions/1454/brothers-in-arms-how-the-financial-sector-fought
http://www.rsaconference.com/events/ap14/agenda/sessions/1454/brothers-in-arms-how-the-financial-sector-fought
http://www.rsaconference.com/events/ap14/agenda/sessions/1478/whose-ip-is-it-anyways-tales-of-ip-reputation
http://www.rsaconference.com/events/ap14/agenda/sessions/1478/whose-ip-is-it-anyways-tales-of-ip-reputation
http://www.rsaconference.com/events/ap14/agenda/sessions/1475/the-real-threats-we-face-today-vs-the-state-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1475/the-real-threats-we-face-today-vs-the-state-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1475/the-real-threats-we-face-today-vs-the-state-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1423/apis-the-next-hacker-target-or-a-business-and
http://www.rsaconference.com/events/ap14/agenda/sessions/1423/apis-the-next-hacker-target-or-a-business-and

11:45-13:00

Lunch - Exhibition - Level 5

13:00 - 13:45

Sponsor Special Topics Accelerate Your Security Operations With
Machine Speed Responses to Cyber Attacks

Cybercrime and Law Enforcement Project 2020 - Preparing Your
Organization for Future Cyber Threats, Today

Security Infrastructure Is Your Fridge Conspiring Against You?
[oT Attacks and Embedded Defenses

Sessions inMandarin g T2 =AVANGHE © Ffh 8 W4 i RIS RIS
- Security Unchained - Thoughts and Practices around Software
Defined Security (Cloud and Data Security)

Cloud and Data Security Software Defined Perimeter: Securing the
Cloud to the Internet of Things

Mobile Security Practical Attacks Against MDM Solutions
Threats and Risk Management Cyber Early Warning and the

Commonality of Cyber Warfare and Electronic Warfare

14:05-14:50

Security Infrastructure Memory Forensics & Security Analytics:
Detecting Unknown Malware

Threats and Risk Management Application Security - The Invisible
Onslaught Gets Worse

Mobile Security Cyber-Espionage Using an Android Spyphone
Cloud and Data Security Cloud Trust Redefined: Eight Essential
Steps 1n a Strong Defense

Sponsor Special Topics Using Big Data to Uncover Sophisticated
Attacks, and Secure Your Organization

Cybercrime and Law Enforcement Understanding and Defending
Against the Modern DDoS Threat

Sessions in Mandarin APIs - & Hix > 20554 2001l



http://www.rsaconference.com/events/ap14/agenda/sessions/1479/accelerate-your-security-operations-with-machine
http://www.rsaconference.com/events/ap14/agenda/sessions/1479/accelerate-your-security-operations-with-machine
http://www.rsaconference.com/events/ap14/agenda/sessions/1429/project-2020-preparing-your-organization-for-future
http://www.rsaconference.com/events/ap14/agenda/sessions/1429/project-2020-preparing-your-organization-for-future
http://www.rsaconference.com/events/ap14/agenda/sessions/1453/is-your-fridge-conspiring-against-you-iot-attacks
http://www.rsaconference.com/events/ap14/agenda/sessions/1453/is-your-fridge-conspiring-against-you-iot-attacks
http://www.rsaconference.com/events/ap14/agenda/sessions/1428/security-unchained-thoughts-and-practices-around
http://www.rsaconference.com/events/ap14/agenda/sessions/1428/security-unchained-thoughts-and-practices-around
http://www.rsaconference.com/events/ap14/agenda/sessions/1428/security-unchained-thoughts-and-practices-around
http://www.rsaconference.com/events/ap14/agenda/sessions/1480/software-defined-perimeter-securing-the-cloud-to
http://www.rsaconference.com/events/ap14/agenda/sessions/1480/software-defined-perimeter-securing-the-cloud-to
http://www.rsaconference.com/events/ap14/agenda/sessions/1468/practical-attacks-against-mdm-solutions
http://www.rsaconference.com/events/ap14/agenda/sessions/1440/cyber-early-warning-and-the-commonality-of-cyber
http://www.rsaconference.com/events/ap14/agenda/sessions/1440/cyber-early-warning-and-the-commonality-of-cyber
http://www.rsaconference.com/events/ap14/agenda/sessions/1435/memory-forensics-security-analytics-detecting
http://www.rsaconference.com/events/ap14/agenda/sessions/1435/memory-forensics-security-analytics-detecting
http://www.rsaconference.com/events/ap14/agenda/sessions/1425/application-security-the-invisible-onslaught-gets
http://www.rsaconference.com/events/ap14/agenda/sessions/1425/application-security-the-invisible-onslaught-gets
http://www.rsaconference.com/events/ap14/agenda/sessions/1433/cyber-espionage-using-an-android-spyphone
http://www.rsaconference.com/events/ap14/agenda/sessions/1445/cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1445/cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1495/using-big-data-to-uncover-sophisticated-attacks-and
http://www.rsaconference.com/events/ap14/agenda/sessions/1495/using-big-data-to-uncover-sophisticated-attacks-and
http://www.rsaconference.com/events/ap14/agenda/sessions/1452/understanding-and-defending-against-the-modern-ddos
http://www.rsaconference.com/events/ap14/agenda/sessions/1452/understanding-and-defending-against-the-modern-ddos
http://www.rsaconference.com/events/ap14/agenda/sessions/1456/apis-apis-the-next-hacker-target-or-a-business-and

27 (R EmEER) ) - APIs - The Next Hacker Target, or a

Business and Security Opportunity? (Security Infrastructure)

14:50 - 15:10 | Tea / Coffee Break - Exhibition - Level 5
Sponsor Special Topics Out-Connect the Threats
Security Infrastructure Continuous Delivery and Risk Assessment
Cloud and Data Security The Impact of National Laws on
International Cloud Deployments
Sessions in Japanese [P JzUVEREAEHEAE 2 £l L 72 JUIED %% — -1
EZRIOTEOWNREZ | (A /3N —J03k & AFITHBEI) - IP and
1510 1555 Telephony Crime Has Converged - Wake Up, Wise Up & Get Protected!
(Cybercrime and Law Enforcement)
Threats and Risk Management Small Data Analysis - Malware Under
Magnifying Glasses
Mobile Security Minimizing the Threat of Mobile Banking
Cybercrime
Cybercrime and Law Enforcement The Role of the ISACs in Critical
Infrastructure Resilience
Mobile Security Split and Conquer: Don t Put All Your Keys in
One Basket
Security Infrastructure Combat Sophisticate Threats - How Big
Data and Open SOC Could Help
6e15 - 1700 Sessions in Japanese 7 77 NEEDEEIMHEOHEL * B E L o

POICTOD 8 DODDREARAT v 7 — (777 NRUT—8%2F 2
7 4 ) - Cloud Trust Redefined: Eight Essential Steps in a Strong
Defense (Cloud and Data Security)

Cybercrime and Law Enforcement Son of SpyEye - a Crimeware Soap

Opera



http://www.rsaconference.com/events/ap14/agenda/sessions/1494/out-connect-the-threats
http://www.rsaconference.com/events/ap14/agenda/sessions/1473/continuous-delivery-and-risk-assessment
http://www.rsaconference.com/events/ap14/agenda/sessions/1431/the-impact-of-national-laws-on-international-cloud
http://www.rsaconference.com/events/ap14/agenda/sessions/1431/the-impact-of-national-laws-on-international-cloud
http://www.rsaconference.com/events/ap14/agenda/sessions/1457/ip-ip-and-telephony-crime-has-converged-wake-up
http://www.rsaconference.com/events/ap14/agenda/sessions/1457/ip-ip-and-telephony-crime-has-converged-wake-up
http://www.rsaconference.com/events/ap14/agenda/sessions/1457/ip-ip-and-telephony-crime-has-converged-wake-up
http://www.rsaconference.com/events/ap14/agenda/sessions/1457/ip-ip-and-telephony-crime-has-converged-wake-up
http://www.rsaconference.com/events/ap14/agenda/sessions/1471/small-data-analysis-malware-under-magnifying
http://www.rsaconference.com/events/ap14/agenda/sessions/1471/small-data-analysis-malware-under-magnifying
http://www.rsaconference.com/events/ap14/agenda/sessions/1469/minimizing-the-threat-of-mobile-banking-cybercrime
http://www.rsaconference.com/events/ap14/agenda/sessions/1469/minimizing-the-threat-of-mobile-banking-cybercrime
http://www.rsaconference.com/events/ap14/agenda/sessions/1467/the-role-of-the-isacs-in-critical-infrastructure
http://www.rsaconference.com/events/ap14/agenda/sessions/1467/the-role-of-the-isacs-in-critical-infrastructure
http://www.rsaconference.com/events/ap14/agenda/sessions/1455/split-and-conquer-dont-put-all-your-keys-in-one
http://www.rsaconference.com/events/ap14/agenda/sessions/1455/split-and-conquer-dont-put-all-your-keys-in-one
http://www.rsaconference.com/events/ap14/agenda/sessions/1439/combat-sophisticate-threats-how-big-data-and-open
http://www.rsaconference.com/events/ap14/agenda/sessions/1439/combat-sophisticate-threats-how-big-data-and-open
http://www.rsaconference.com/events/ap14/agenda/sessions/1458/8-cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1458/8-cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1458/8-cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1458/8-cloud-trust-redefined-eight-essential-steps-in-a
http://www.rsaconference.com/events/ap14/agenda/sessions/1444/son-of-spyeye-a-crimeware-soap-opera
http://www.rsaconference.com/events/ap14/agenda/sessions/1444/son-of-spyeye-a-crimeware-soap-opera

Threats and Risk Management Securing Secure Browsers
Cloud and Data Security Whose Cloud Is It Anyway? Exploring Data

Security, Ownership and Control

17:00 - 18:30

Welcome Reception - Expo

® 317 H 23 HEM=)g#ERE

RFRA BENE
7:30-17:00 |Registration - Foyer - Level 5
8:45-9:30 Keynotes The Second Machine Age
Keynotes The History of Internet Failures and How We Might Break
9:30-9:50
the Cycle
Keynotes The Analytics Enabled SOC - Best Practices for Improving
9:50-10:10
Incident Response and Breach Investigation
Keynotes New Approaches for Defending IT in Today' s Threat
10:10-10:30
Landscape
10:15-17:00 | Expo Demo Theatre Presentations - Exhibition - Level 5
10:15-17:00 | Expo Open - Exhibition - Level 5
10:30-10:50 | Tea / Coffee Break - Exhibition - Level 5
Cybercrime and Law Enforcement Current and Emerging Trends Within
the Cybercrime Ecosystem
Sessions in Japanese H 7 /=D SEEND Aozl LoD &L T
49?2 loTHEE X274V 7 OEDIAA— (LF2) 7 4
10:50-11:35| 41> 77 A N7 7F +—) - Is Your Fridge Conspiring Against You?

IoT Attacks and Embedded Defenses (Security Infrastructure)
Mobile Security Leave the App Alone! - Attack and Defense of
Android App Hijack

Threats and Risk Management A Strategic Approach to Threat



http://www.rsaconference.com/events/ap14/agenda/sessions/1443/securing-secure-browsers
http://www.rsaconference.com/events/ap14/agenda/sessions/1448/whose-cloud-is-it-anyway-exploring-data-security
http://www.rsaconference.com/events/ap14/agenda/sessions/1448/whose-cloud-is-it-anyway-exploring-data-security
http://www.rsaconference.com/events/ap14/agenda/sessions/1465/the-second-machine-age
http://www.rsaconference.com/events/ap14/agenda/sessions/1481/the-history-of-internet-failures-and-how-we-might
http://www.rsaconference.com/events/ap14/agenda/sessions/1481/the-history-of-internet-failures-and-how-we-might
http://www.rsaconference.com/events/ap14/agenda/sessions/1487/the-analytics-enabled-soc-best-practices-for
http://www.rsaconference.com/events/ap14/agenda/sessions/1487/the-analytics-enabled-soc-best-practices-for
http://www.rsaconference.com/events/ap14/agenda/sessions/1491/new-approaches-for-defending-it-in-todays-threat
http://www.rsaconference.com/events/ap14/agenda/sessions/1491/new-approaches-for-defending-it-in-todays-threat
http://www.rsaconference.com/events/ap14/agenda/sessions/1441/current-and-emerging-trends-within-the-cybercrime
http://www.rsaconference.com/events/ap14/agenda/sessions/1441/current-and-emerging-trends-within-the-cybercrime
http://www.rsaconference.com/events/ap14/agenda/sessions/1459/iot-is-your-fridge-conspiring-against-you-iot
http://www.rsaconference.com/events/ap14/agenda/sessions/1459/iot-is-your-fridge-conspiring-against-you-iot
http://www.rsaconference.com/events/ap14/agenda/sessions/1459/iot-is-your-fridge-conspiring-against-you-iot
http://www.rsaconference.com/events/ap14/agenda/sessions/1459/iot-is-your-fridge-conspiring-against-you-iot
http://www.rsaconference.com/events/ap14/agenda/sessions/1427/leave-the-app-alone-attack-and-defense-of-android
http://www.rsaconference.com/events/ap14/agenda/sessions/1427/leave-the-app-alone-attack-and-defense-of-android
http://www.rsaconference.com/events/ap14/agenda/sessions/1430/a-strategic-approach-to-threat-intelligence

Intelligence

Security Infrastructure Cisco Unified Security Metrics:
Measuring Your Organization’ s Security Health

Sponsor Special Topics Revenge of the Full Proxy

Cloud and Data Security The Perimeter 1s Dead! Birth of the

Elastic Network

11:55-12:40

Cybercrime and Law Enforcement Cybercrime Layers - How
Cybercriminals Defeat Security Measures

Sessions in Japanese ' 72 NOA Nl ARHA/NNA 7 4 a0 )
FAN=ANA , (AL F21) 7 1) -Cyber-Espionage Using
an Android Spyphone (Mobile Security)

Mobile Security Mobile Security Attacks: A Glimpse From the
Trenches

Cloud and Data Security How to Hadoop Without the Worry:
Protecting Big Data at Scale

Sponsor Special Topics Infrastructure Complexity - a Business
Puzzle Worth Solving

Threats and Risk Management Learning Malware Languages: Fun with
Dick and Jane s Malware

Security Infrastructure EAS-SEC Project: Securing Enterprise

Business Applications

12:40 - 13:40

Lunch - Exhibition - Level 5

13:40 - 14:25

Threats and Risk Management One Failure Leads to Another:
Developing Leading Indicators for Security Threats and Risks
Mobile Security Mobile Devices Security: Evolving Threat Profile
of Mobile Networks

Security Infrastructure [s the Security Industry Ready for On



http://www.rsaconference.com/events/ap14/agenda/sessions/1442/cisco-unified-security-metrics-measuring-your
http://www.rsaconference.com/events/ap14/agenda/sessions/1442/cisco-unified-security-metrics-measuring-your
http://www.rsaconference.com/events/ap14/agenda/sessions/1484/revenge-of-the-full-proxy
http://www.rsaconference.com/events/ap14/agenda/sessions/1434/the-perimeter-is-dead-birth-of-the-elastic-network
http://www.rsaconference.com/events/ap14/agenda/sessions/1434/the-perimeter-is-dead-birth-of-the-elastic-network
http://www.rsaconference.com/events/ap14/agenda/sessions/1476/cybercrime-layers-how-cybercriminals-defeat
http://www.rsaconference.com/events/ap14/agenda/sessions/1476/cybercrime-layers-how-cybercriminals-defeat
http://www.rsaconference.com/events/ap14/agenda/sessions/1460/cyber-espionage-using-an-android-spyphone-mobile
http://www.rsaconference.com/events/ap14/agenda/sessions/1460/cyber-espionage-using-an-android-spyphone-mobile
http://www.rsaconference.com/events/ap14/agenda/sessions/1460/cyber-espionage-using-an-android-spyphone-mobile
http://www.rsaconference.com/events/ap14/agenda/sessions/1451/mobile-security-attacks-a-glimpse-from-the
http://www.rsaconference.com/events/ap14/agenda/sessions/1451/mobile-security-attacks-a-glimpse-from-the
http://www.rsaconference.com/events/ap14/agenda/sessions/1450/how-to-hadoop-without-the-worry-protecting-big-data
http://www.rsaconference.com/events/ap14/agenda/sessions/1450/how-to-hadoop-without-the-worry-protecting-big-data
http://www.rsaconference.com/events/ap14/agenda/sessions/1483/infrastructure-complexity-a-business-puzzle-worth
http://www.rsaconference.com/events/ap14/agenda/sessions/1483/infrastructure-complexity-a-business-puzzle-worth
http://www.rsaconference.com/events/ap14/agenda/sessions/1424/learning-malware-languages-fun-with-dick-and-janes
http://www.rsaconference.com/events/ap14/agenda/sessions/1424/learning-malware-languages-fun-with-dick-and-janes
http://www.rsaconference.com/events/ap14/agenda/sessions/1470/eas-sec-project-securing-enterprise-business
http://www.rsaconference.com/events/ap14/agenda/sessions/1470/eas-sec-project-securing-enterprise-business
http://www.rsaconference.com/events/ap14/agenda/sessions/1436/one-failure-leads-to-another-developing-leading
http://www.rsaconference.com/events/ap14/agenda/sessions/1436/one-failure-leads-to-another-developing-leading
http://www.rsaconference.com/events/ap14/agenda/sessions/1463/mobile-devices-security-evolving-threat-profile-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1463/mobile-devices-security-evolving-threat-profile-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1472/is-the-security-industry-ready-for-on-appliance-ssl

Appliance SSL Decryption Features?

Sessions in Mandarin #F%HY App ZeiJL 1 - Android RZFHEFFHYEL
S

Cybercrime and Law Enforcement DDoS Past, Present, and Future
Sponsor Special Topics Next Generation Enterprise Security

Cloud and Data Security Building and Breaking Privacy Barriers

14:25-14:45 | Tea / Coffee Break - Exhibition - Level 5

Sessions inMandarin [ ML DDoS RN EEIEIE S %)

- Understanding and Defending Against the Modern DDoS Threat

(Cybercrime and Law Enforcement)

Security Infrastructure EITC Lessons Learned: Building Our

Internal Security Intelligence Capability

Threats and Risk Management Will Your Company Be to Intellectual
14:45-15:30 | Property What Mt. Gox Was to Bitcoin?

Mobile Security Third Party Components 1in Applications:

Understanding Application Security

Cloud and Data Security Restoring Trust After a Data Breach

Cybercrime and Law Enforcement [P Challenges in Asia: Keeping

Your Data Safe from Malware & Other Threats

Sponsor Special Topics Supply Chain: The Exposed Flank
15:45-16:05 | Keynotes Securely Enable the Open Enterprise

Keynotes Combatting Cyber Attacks Through Advanced Analytics &
16:05-16:25

Intelligence

Keynotes The Fall of Lance Armstrong and the Importance of the
16:25-17:30

Truth

= EREE



http://www.rsaconference.com/events/ap14/agenda/sessions/1461/app-android
http://www.rsaconference.com/events/ap14/agenda/sessions/1461/app-android
http://www.rsaconference.com/events/ap14/agenda/sessions/1489/ddos-past-present-and-future
http://www.rsaconference.com/events/ap14/agenda/sessions/1492/next-generation-enterprise-security
http://www.rsaconference.com/events/ap14/agenda/sessions/1449/building-and-breaking-privacy-barriers
http://www.rsaconference.com/events/ap14/agenda/sessions/1462/ddos-understanding-and-defending-against-the-modern
http://www.rsaconference.com/events/ap14/agenda/sessions/1462/ddos-understanding-and-defending-against-the-modern
http://www.rsaconference.com/events/ap14/agenda/sessions/1462/ddos-understanding-and-defending-against-the-modern
http://www.rsaconference.com/events/ap14/agenda/sessions/1437/eitc-lessons-learned-building-our-internal-security
http://www.rsaconference.com/events/ap14/agenda/sessions/1437/eitc-lessons-learned-building-our-internal-security
http://www.rsaconference.com/events/ap14/agenda/sessions/1438/will-your-company-be-to-intellectual-property-what
http://www.rsaconference.com/events/ap14/agenda/sessions/1438/will-your-company-be-to-intellectual-property-what
http://www.rsaconference.com/events/ap14/agenda/sessions/1482/third-party-components-in-applications
http://www.rsaconference.com/events/ap14/agenda/sessions/1482/third-party-components-in-applications
http://www.rsaconference.com/events/ap14/agenda/sessions/1446/restoring-trust-after-a-data-breach
http://www.rsaconference.com/events/ap14/agenda/sessions/1474/ip-challenges-in-asia-keeping-your-data-safe-from
http://www.rsaconference.com/events/ap14/agenda/sessions/1474/ip-challenges-in-asia-keeping-your-data-safe-from
http://www.rsaconference.com/events/ap14/agenda/sessions/1496/supply-chain-the-exposed-flank
http://www.rsaconference.com/events/ap14/agenda/sessions/1490/securely-enable-the-open-enterprise
http://www.rsaconference.com/events/ap14/agenda/sessions/1497/combatting-cyber-attacks-through-advanced-analytics
http://www.rsaconference.com/events/ap14/agenda/sessions/1497/combatting-cyber-attacks-through-advanced-analytics
http://www.rsaconference.com/events/ap14/agenda/sessions/1466/the-fall-of-lance-armstrong-and-the-importance-of
http://www.rsaconference.com/events/ap14/agenda/sessions/1466/the-fall-of-lance-armstrong-and-the-importance-of

(—)SANS: Digital Forensics & Incident Response Workshop

Open/Save MAU E-mail Attachmants Skype History Index.dat! Places.sqlite Downloads.sqlite
P b p

UserAssist Last Visited MRU RunMRU Start->Run Application Compatibility Cache Win7 Jump Lists Prefatch Services Events
— e [y e g

(P Saarch - ACMRU '_'u?n?Snuh-  Vista/Win7 Thumbnails W %P Recycle Bin

rdWheelQuery

Physical
LoCation

Key identification First / Last Times User Volume Serial Number Drive Letter and Shortcut (LNK) Files
. B e

P&P Event Log
Volume Name perites

1 * Windows {EZE Z e 8 s H

10



SANS Brfir i sk B 555 0] e 2 A | SRERAE P 72 B 18 0 AT Bieik Windows 1€ £ &0AH
BN LAHUS Fr /R Y B 589 - BIFE TSI ¢
1 ~Recycle Bin

56 P & A B A rh M BRAR 2 0 AE R G HC#E Recycle Bin(Windows 95/98 %y
RECYCLED > Windows 2000/NT/XP/2003 7#& % RECYCLER > Windows Vista/7/8 HIIfE £
$Recycle.bin) » MHFRAEZEHY 24T K [ & HE a0 #f £ RS 88 (INFO2 BO2$T ~ SR AEZFR) o
LSy SR EAL e (50 FHAERE TR (FTK B rifiut 1) $ b s0 FEMHER T IREeRE 2 -
2~ Shortcut / Link Files

BT BH A B I T DR 2 B - Windows & H BhZE A RIS 5 . Ink
(Y Shortcut fE%E - HAEELFEEZEAYT MAC BFE] ~ &R (Volume ) EaH ~ SR8 Z & ~ JH
WAL B R 24T PRI DA RE TE (1p. exe) KM Z(E. Ink 152 > % TAEE
A SRR UG IEZE (U0 dd image) ERESIMT . Ink FE2E - ST v] LIS HIE A & HRRGE T
JEREZE » [N ERAFT AT R iE Lo 2 S A B Bl 7 T AR &N
3~Jump Lists

Windows 7 T-EF(task bar) et HI#Z B (j ump) BfFHL (acces s ) LR B T
W A ARE S (I A e AR S B RUE (HEAE ZE - Windows HYBKEEYIZE (Jump lists)
HiDestination(A] PUZHESE ~ BRI ~ 49065 ) 1 Task (BEFE B Fy 1nk) AraHEL - FeffTR] LA
FIF jmp.exe TEHSHT Custom & Automatic Destination FEZE MiEraE SRt &y csv 18
DAt fifg e 1) 52 725 2 e P AZ =B RSB (RS 2 -
4 ~ Recent Docs

fEWindows Y Registry # A LIER FFE I RecentDocs TH H > Wi Access Data’ s
Registry Viewer HATENZ - DUBEAR(HE A2 BrRUE (EAE 2 UR AR FARL -
5~ Shellbags

Windows {5 Shellbag fEfF{# F &% Windows Explorer A H $kBERRITEEE - T
BUR(BUR ~ SRER RSN B )53 AE Windows Registry 1 > BagMRU HIlECER
{5 P& B A BB ARl H AV &N - B35 40 (She 1 INoRoam) S 2l (BaghMRU ) Y H §5%
HAFTET PAGE & sbag. exe T ELIGHA{E A 2 (7 HUE A ~ 28 S PR\ S B g uilLt B

11



6 ~ USB Devices

USB &l fEEFEAE Windows Registry(System.dat ~ Software.dat F Ntuser.dat) »
Setupapi.log(Plug and Play Log) {14 8k (Event Logs) ™ » HEREIERRS - B8
F o~ B~ FPf(Unique Serial Number) » &2 Z(EHZTEENT R4CHk - MET—RE
FHEREREEASR ~ FREAATE - (R~ &5 1 REEAINGRE - &IT 1 REARENTE 1 X
{5 PR R ~ B 1 (o PR RS BT o] AGSEFE usbHistory. exe T B H W 87 51)3% FEHSHY USB

SEMHBA AN

7~ Document Metadata

st HANEI A Metadata 3 SXAFEINZY - FEHA Exif Parsing TR - 734
Microsoft Office FHEEFEZE K PDF #& » 403 SC{EAV/EE (Author) ~ 7 HHA(Creation
Date) ~ I (Creator) ~ EHIA(Modification Date) MAZRE(Title)EE R
8 ~ Network Connections

FIH RS AT A IVAERE /MR - DLUSCHIES (50 PR SR 40§ - R A3 P =& o (5 P O

Hapg 49 > peah o aTDUE—{HE A MAC B¢ SSID #2HC http: //wigle.net 485k - FH4EEE
HYE I -
9~ E-mail Geolocation

TEEFEA-HIEETH (Headers ) » bg 7 &-4-3& PT=EHHRY To ~ CC ~ BCC ~ Subject ~ Date
SERRfLSL - ATFEERMRAT Message-1D ~ Received ~ IP(20X-1P) K X-Mailer 5 4 {Ef#{L -
PR EE T E# AWM 2T LAY -
10 ~ Thumbnail Forensics

& Windows XP 1 - & | #2P{E H #% @A —{E44 5 thumbs . db BYFEEAE - HLAGCERE
P R E TR A R UG IR A ER - BIGERE S FE 4B © ifE Windows 7/8 o » AILE Ry
Thumbcache_xx.db » Erf a4 By 4 fEA/N(Small ~ Medium ~ Large fz XL) ~ HEH/HRERAAR
G#F > FMTA] LAER] Thumbeache Parser/Recovery B¢ FTK T H#(s0 FH & MHFR A
Fi e e
11 ~Deleted Registry Keys

FTLABEA YARU(Yet Another Registry Utility) TR AHE RS o sl bR

12


http://wigle.net/

Registry keys DUBFREADS -
12 ~ Prefetch

Windows XP/Vista/7/8 Ky T J8/D & FIAE =AY B ] LUK AR 5% S &t - (S5
— & Ry Prefetch(FRSGHEED) VIR - S EHZET—(E X AR > g —(E
X.pf BVREZE - SCBHEREREA TR PIVRS [HEF - LA EME ARIHR &
afl > TR LAREA pf . exe THEKIZEEHE 24 G £ B P T A FRECT SEd TR -

(=) Keynotes
1 ~United We Stand, Divided We Fall
> FEEHE  Arthur W. Coviello
< BAE/ /N E] © Executive Vice President, EMC Corporation, Executive Chairman,
RSA
> NE L EENA RN R E B SRR R - 28T o PSP R LAYA
F A T AHBRA R AR BB » (RSB A R HTHERE S BB R (% - 2R
TEEE LS > JFIBUE KA SRR EE N HBR U & R » S HUS /A 2 ey
SPATRL o TN EE  E A O AR A
2 ~Get Real: Operationalizing an Intelligence Driven Security Program
< FEEHE  Amit Yoran
< WkfE//NE] 0 SVP, Products, RSA
> AR HBEETE AR - (TR E B RS ES B S - [FF > 12
SR AR B TV RE B SRy - SR fSe R - A aERE I 2 4
(Intelligence Driven Security)@ARAAYITIH » RV AT A FIRE(E
B BT ERZ BB R R RN I 2 e AT T S B B AR % 1
3~ Cybercrime - Where Did We Go Wrong?
<> FEEE ¢ Steve Lam
< B%fE//\F] : Partner, Ernst & Young Advisory
> AR REESTAEFIEDD - FR S e &L iU IR B i

13



4

5

6

7

ST AT VAT B R 5 4 DB R BB o 1
EEGH L PR BRI 2 2 L - DA BMAREEE B
R P 5 U B

» The First Casualty of the Cyber Cold War

< FEEE  Kevin Kennedy

< Wikf# /A 5] : Senior Director of Product Management for Security Business Unit,
Juniper Networks

< WE P IWPNRBALIEZERIL - IS FERE LGRS e B2 AR
HIEY > P BRAE A HIE — B S EEIRLG - RIS ERET -

» The Second Machine Age

< FEEE : Andrew McAfee

< Wkf#/ /A 5] * Principal Research Scientist, Center for Digital Business, MIT
Sloan School of Management and Fellow, Harvard Law School, Berkman Center
for Internet and Society

< WE D RMASEMERHAEGA - RE A LIETTEES) ; fEhs s RAvBgGETH
1% (E R ELSEME Hogr FAV%Es A 3D FIENTES - T AR M A T —{& second
machine BF(C » By TE S an DURERE KRV » ARIUHRE - McAfee TR Em TR
AR NIRRT IEAE RS R FR » HFi SREVE RTE ST BB TPk E -

~ The Analytics Enabled SOC - Best Practices for Improving Incident Response

and Breach Investigation

< Fi#E  Haiyan Song

< WkfE//NE] * Vice President of Security Markets, Splunk

> WA HTBEAELEEREENNITE - 2IAXREH#H AT LIER STEM £ifr1E
FEAIT S - (AT hos RRIEHRE AT ThRE4a -8 SOC B8 » DA BRMER)
By B0y R (AR 8 - RO (T A SOt A A S R B SR B B
TERRZERERE @ BRSO ARRNEE - APT ~ WE BB FMIEEES -

~ The History of Internet Failures and How We Might Break the Cycle

< FEEE : Wolfgang Kandek

14



10

< W%fE//\E] ¢ Chief Technical Officer, Qualys

> NE EEENETER - RMOETET S RS SN E RE - fiERE
&~ LAY Heartbleed » B—REA TR Lol J1 AR A S (EREE - (HADZ
IR LR A E T HER S fE N EE A 48 AR AV (break and fix) » AJUH
o T SR BRI — R e RS S AR R P SR A8 - e am PP a0 Ay =] DUSUS- 547 -

» New Approaches for Defending IT in Today s Threat Landscape

< FEEH : Bret Hartman

< Wkf# /A5 * Vice President and Chief Technology Officer, Security Business
Group, Cisco Systems, Inc.

S ONE R T HEPIAERS I o 1T F52E A B VAR &R S IR AR A M B A
B ANFERIPTEE - DACREEMFIRYARERENE - TRAE SR H et MR HRER
B AR AT RIER R - RS RS S TR EEs - AT DAL
X ER - T bAE L E R e S - SR ATEA - S PusLt
R - EZR (CIS0s ) &R (CI0s ) M HE DI EE 1Y A S B A RE O
C o MEERE —RIEERE - 5o - DU AT S i b
BHTHR F ek Bret f2hE SNBSS LIV ERR AT 5 HY & 225 (CIS0s )
FERR (CI0s ) FE B AR RIT P& B - ARl fRaE B CHVERER

» Securely Enable the Open Enterprise

¢ F&EE : Vic Mankotia

< W&fE//\E] : Vice President, Solution Sales, Asia Pacific & Japan, CA

> NE L EE SR DIESER FREATUO B B E1F - ATy A g st E g e o
LR —E A R AT - PEE R ~ 11 ARG A A R B AR ]
IR - RV AR ERMAGTEB AR RS - 1TEE - EimE R
FEACBEAG T R = 4t U FE PR » TR e SO B MBI A 2R iy —
Hor - BB RER E L A Rt U FIHEEN H 567 -

~ Combatting Cyber Attacks Through Advanced Analytics & Intelligence

< FEFEE : Bryan Sartin

< B&F%//\E] - Managing Director, Verizon

15



> AR ST BRI E RS N Al - BV A e B R h A A
g TSRS R - ATCHER PR EIRSREINY T 2UE 12 (I MR R
B SR EER SR T ED SRR S R - IRl R L2
S EIEE R G -

11 ~ The Fall of Lance Armstrong and the Importance of the Truth

< FTEEE : David Walsh

< WkfE/ /N5 Journalist and Chief Sports Writer, The Sunday Times

> B AR 1993 7 H o [ AR A BT HRE E G © fEE AR an TR
FIEERE » PRt )OS TERDA BT » Fald (K6 - ORI 2/ D BU%E AR
GRS MR EMERECE Z —  TRBRETEE T 31 2 I [ 2 el i
it EREEEUS T EAE - PR TRTA ML 7 (EERE B THEEEE - Mk
TR SR SIS B LR IR EHE S (S B R — AN (Seven
Deadly Sins) » [EIRHIHN SRR ET -

(=) Tracks

1 ~ Mobile Payment Services: Security Risks, Trends and Countermeasures

TE A e U UF S 5T R R S SR — AT B S (R AR &Y
TENRE EZ3eE 380 2K BOREZ I T2 (i i - BFE NFC Apps ~ Client
Apps(Android ~ 10S ~ BB~ Windows ) ~ Browser based Apps (HIMLS ~ CSS %) ~ VAS Apps »
QR Code ~ Telematics Apps ~ MicroATM/ATM/POS Apps ~ USSD Based Apps > E:ffEE&EHY
PRERAH TR S RHEEECR (Trans fer Policy)AVERREAL ~ M fe (g fISRT THYRHIRER %
TE A ERRERFEEEAEEM - TR MRS Z M ~ BUFECRS -

TTES AT IR e e Vs B SRR R T Ty ~ (EFS9E i EIE - JERRE A (EMas 0
B ATHS A HEMREERIERE - SIM-RIEREAIE - T8 TR E %4
¥ SRS e BRI R ~ (EHEBURERINESE - 55 0 1TEIEAEZ(Mobi le
App) i kgAY E\ e AR S UG R - N e AREE ERIE - AR ER
s - [EI - fEAEY AR o A Al RE i B AT (Replay Attack) -

16



Fo Vit TEs (TayZratt - Zanihabf s A a8 (Secure SDLC) HTE R » H
AR EHEEHEEERE THEE ENVERESF - BENGHEE R (Session
Management) ~ #th AN EHYERRE (Rl E —ERPAT D) ~ E EASHTEC BRI
ZEHVE E RS AL » TERTTENC B R Bl R R 2 e TR -

2~APT - BN 1PRELGHHE > ARl SHEeils?

Ry TEFRAFZEEE APT 7 (588 » 22— (B85 _ LAY+ {2 Amazon Web Services EC2
WA 148 {lH APT > FZE A B ABIERALRY APT JRZ52 10,500 {1 - 2{EEZEK APT #HEH
%8 TEX 0 Expedia AR SRAEES 9 AE i iH APT BREEIR(E(E#E 1 20 (855035 -
ZRIMAE 2013 7 12 H Snapchat API ZEIRE AR » BRCKENERESRISERE - 400y 2
R - LR RN EN R - RRFAGEET] AP] e aVEZ M -

APT FTEIEEHVEGE BFEIRE By ~ B ~ ] AT ~ REIRIZE R ~ TR AT
TERES o TP LR APT 22 ik 2 (B EIPRE - —{E2 APT Bi&lnfk 7% - FERI{E
Ak 25 iR P nT RE IR A N B S © 55— (ERAIE APT BilRijlm (17EhE Web FEFIAZZN) i
W EFERRRE > APT AV B 5 ZENERRTL APT ISR 2 BR (A& FOfsE F & 1y 22 I
RIVELFE R AT 206y 2 (E3R - $oA ) DAEE e TLS ~ B{7a05s - Bkt i
B o

3~ The Role of the ISACs in Critical Infrastructure Resilience

BT BT R0 (1SAC) 72 F 25 (A [ SR G A [F L s R & B R oy 21
= BEATRE TR TR 2 &R - IS E S ZRIR A - Rl L b
MR » HRTEBIEER LY 1SAC 48385 E1FE Communications ~ Defense Industrial Base »
Electricity ~ Emergency Management & Response ~ Financial Services ~ Information
Technology ~Maritime ~ Multi-State ~ National Health ~ 011 and Natural Gas ~ Over
the Road & Motor Coach ~ Public Transit ~ Real Estate ~ Research and Education »
Supply Chain ~ Surface Transportation ~ Water ZEg-1H# » HAth DL KA EITHY TSAC
HI#E Automotive ~ Aviation ~ Food & Ag ~ Nuclear ~ Chemical ~Critical Manufacturing °

PA<Rl TSAC(FS-ISAC) Bl » B 1999 FE i —(EFFEMETRAA B FIFT AL - E5R
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HEE RGBS OVIDIR R FR SIS E) - T H T EREE A 0 1E 2004 495 68
(B 5 > 2 2014 FFEABHE 5,000 {ERCE - Forft DHS ~ FBI ~ USSS J NYPD 352 BLEAH( -
FROLAHREE A » Hr =& K Traffic Light Protocol (TLP) IR AR EIZE4R » Red
FRARBUE] A ST > Amber FEEL FS-1SAC BB ST » Green FEEL FS- 1SAC i &
FEEIT S White RNVAF AT ZNERN - HEBL 27 EERS IR Et - &
B E L - FHIERAR A SR T R0 oM B sk - I H SOC SepcEEse 7y
Mtz AR B AR RERE. -

National Council of ISACs BIZFY 2003 4F - Fy—H & MHV4HE - & H & EHAFHE -
IR AR BRI A e S R E T IERE: - A InS{EE P2 B2
PEERPAYE A S ~ WA RE TSRS 0 59 National Cybersecurity and
Communications Integration Center(NCCIC)B&EAFESFIRIAYTESTE

4 ~Current and Emerging Trends Within the Cybercrime Ecosystem

Red Y EEER Point -of -Sale(PoS) R M AR ILTR TEM LR
(Cybercrime Mobile Threats) » PoS /Z (LRl i@ BT #EHINVAEE - K8 PoS & 4%
Ry — e H AT ES ISR 23 FIFIERBARiT=C A - 401 RegEX ~ RAM Scrapping ~ Luhn
Algorithm ~ TOR » 5 A[RE¥T PoS ZERIERREE, ¢ EREECRATRIE A 53 Ry NIRRT
4IRS N BRAVARTS (A998 ~ BoEasiilE - THEH - RECEEH) ~ BiRFHL - fHESR
B ~ TR ~ BIEETRR (A 2 4848 © AANRRR A B Ry - ] R (R B A
PR [ (GRS HL ~ THECEDS ~ 22 = M08 ~ B{F Chip and PIN(EMV) ~ fEFIREEERS 1
JiU(P2PE) ~ (A EAISEES Ba etk ~ 208 PCI-DSS ZKE -

ARIMERIUTRTENM LR T > AT > {TEVEEE AT R DURIB R Rl > |
RHTEN R E DB =00 2 1 > —TREERE T - A 2 e R =N
G AP ELRERR > LKA SMS/Ne twork/GPS/NFC S5 CAERYIES)  S5—TERIEAFRESHT
FEEE APK EERFIEER - ¥ APK fETA A - MTTEEEE R E B R K
AIELFE NS A EERY apps ~ BTN H I THEAERE T ~ ZaE 0 A B EE, - 1132
TR E - M RRA AT - 7 MR e E AR SRl - FERE St & S IEHE PR 20K
HERSBARL " Verify apps ; B8 - EREEEFA BHRL USB debugging mode » A ZEEEAEE A
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ARERTES - EMF O TTEERE &R -

5~ T#EFHP55E Modern DDoS &/

A BRI DDoS HYREy » fR4E corer HYFHE » 40%HIZEIZ A AEM - 23912382 H
MHEAETEE - 260AIAMTIHY ISP 2% > 2 &R SOBHEAAE M DDoS HIFTEELIAE - i
FE N BRI AL DDoS TCBERY 5 =UAEHG N - BB AR is % DDoS A RIS SR U5
2 0 1 HAEHIER SRR AT RN 575 © 5590 » fRIE SANS Institute FrfEHY
HZ > DDoS A 43 Ry 5 45 ¢ 8RRkl ~ ROAS ~ ik - FERIE LRI Lasa THVAEIR B Rl
PRI E R 1P B sfoslath ~ SRREmE N - SRl ~ 17 Ry Kedin
TESIT  ATAF AR 3 2 B K Y DDoS I8 » IR BRI B T4 EERE S5
SRR RAAH SR SIGER R 2 - FFRIZDEE Layer 7 WIEREHME » BUEEE G A EEHIFHL
RS ATIR BERITHRE - WL H ~ (BB - TECEES - BRI iR E - SIERE
Aeas i R EIHE » Fy A8 A 248 DDoS TR » FRMIIERZ 8 ea PRV & - SHERE
NEE - BRGNS SITRERZENE  IReHIrA A BERE 2 i 7 -
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W

AT ARt (Bl ) WA =S ZIHE LR (LR > AELE " ERERY
SR ER R | > FORZRBUMERR (1) s B 2 ZINE LR (Security
Operation Center, SOC)ARTS > FERC &AL BLIZElE Al EMH] - 2 HA R E TR ir Ak %
L DUBE " 4RERENH] . RsR LEUF AR IRB 48 (GSN) FHrE % > FEIE I8 EGSN
HERHBE L - BT IR © BIIRERELEFETEIEERET] - TRk
HEEET AR & 240 Bk DR AR - i &S TH TR B 8 R RR B S A R R &R 2 iR
BHZEN A SR E &R (Big Data) o MTatE 4020 - GRS ERHEE ~ BT - BREE - o
TSR o AXEIRSA Conference Asia Pacific & Japan 2014 » £ "Cloud and
Data Security , HH MR ETHKIEEERIT - AR EEEER TR EAH R
Wre s 245 -

BB E RN B A ET e (Cybercrime and Law Enforcement Cybercrime)HYER
B — o Rk TEFEERNLZEREE ) (102EE105F) 278521 AAZEE
I e AR B E ZAR R AR 2 G AR AR BN 2 By T A0SR o R IR

"GorRs T ERRE - T ERNAREIR R RE | K T ELEM ) B0l HZlES

BIRIFES e E B 2 SAR A - W65 B IR AEBRR BUE RIS S e Bl L AR (R

) o BB EERELZBOR ~ (2B LViie s  SRERELERES - nEZ TR
ZER - WARELZAATEE ~ NBREFRE 2O « BARLRITEEFHA > LIEEk

R R IR (R R

SN BRI ES & B 53 18 7 i 2R R 1T 8 22 2 e oy B PH BT R 75 (DDoS )
B (5T REG SRR E SIS e RIS R R P B P e Fr e ey 2 [E] IR
WHEAERE R & 2o i o AR S E S 2 A BR RS - & - K HAIEHE{TEZ 2K
DDoSHEEMESEHHIG T AR 25155 (5T - ZRIA S & 2Ry B H A BT - 0
JRBIHEHE - 25 EIRH RIS s - BB AR AR > HETR R A A S TRy
TAFEER: -
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th ~ E=RIEA

2 s EE(Marina Bay Sands)

RSACONFERENCE2014
ASIA PACIFIC & JAPAN

3: E%)\D&%(ands Expo and Convention Center)

21



4 : @ Check-1n J&

& 5 : SANS: Digital Forensics & Incident esponse Workshop - &zEih®h
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& 6 : SANS: Digital Forensics & Icident Response Workshop - €=E N

7 * RSA Conference Asia Pacific & Japan 2014 - Keynote ¥H35
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fE 8 : RSA Conference Asia Pacific & Japan 2014 - Keynote B

0 WirHEEEE & (Exhibition)-1
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10 © [HarE e & (Exhibition) -2

11:RSA Conference Asia Pacific & Japan 2014 - @rfFRis
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13 : RSA Conference Asia Pacific & Japan 2014 - §13Z Track
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