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A Medical Software
Development Framework
Based on Security Patterns

Man-Nung Liu, Cheng-Yuan Ku, and Tsung-Han Yang

Department of Information Management,
National Chung Cheng University,
Chia-¥i County, Taiwan, R.0.C.

‘ Introduction (1/3)

= The high dependence of our society on distributed
and networked systems means that the assurance of
security for the above-mentioned systems 1s
important

= In the early days, software was often designed and
developed without the concerns of security m the
mind of developers

= Even until now, few orgamzations establish and
implement the formal secure system development life
cycle (SDLC) to protect thewr information systems

‘In‘rroduction 2/3)

» Required by laws or regulations in many countries,
the medical systems especially need the security
measures since they are highly involved in the
privacy and security of patients

= Electronic medical record (EMR) => Health
information exchange (HIE)

a the dilemma between sharing medical records across
hospitals and securing patients” privacy emerges

‘Introduc‘rion 3/3

= Therefore, it 1s really necessary to reduce the risk
accompanied with vulnerabilities in the medical
systems

= Security concerns should be addressed in all
phases of SDLC, not just in the implementation
and deployment phases

= A framework of adopting security patterns for the
medical system is proposed to avoid system
vulnerabilities, address security issues, and
improve the software architecture

THEORETICAL
BACKGROUND

Security Concerns in SDLC

» From literature, in spite of the well-planned
SDLC process, the security problems still exist in
some of the developed systems

» Security concerns must be carefully addressed
o in the requirement phase
o in the design phase

o in the implementation phase

16




In the Requirement Phase

Control gates
determunation of acquisition strategy

enterprise architecture (EA) alignment

performance specification review

a
a

2 system concept review

a

2 nsk management review
a

financial aspect review

A Midical Sofiware Devedopement
;e Framewek Baard cn Sacuriey Patiems

In the Design Phase

Control gates

o architecture/design review

o system performance review

o system functional review

o project status and financial review

o follow-on review of nisk management decisions

A Msdfiral Sofiwaze Dievelopment

461 Framework Basad an Security Paresrs 2

In the Implementation Phase

Control gates
2 plan and conduct system certification and accreditation
a test security controls

a review final project status

A Blrdical Sediware Tevelspement

a1 Framewack Baardd on. Sacusiey Patiems

Security Pattern

Security patterns address security issues in
various industries

No formal and systematical use is suggested for
SDLC

A Msdiral Sofiwaze Dievelopment

0146/11 Framreork Rasad on Security Patisns w

Patterns

Advantages of pattern

0 helping build complex and heterogeneous software
architectures

supporting the construction of software with defined properties
providing a means of documenting software architectures
documenting existing and well-proven design experience

m]

o

o

o providing common design principles

o 1dentifying and specifying abstractions of software components
m]

addressing recurring design problems and presenting solutions
to them

A Meddical Softwam Devlugement
;meen Framewsck Berd on Sacicty Patirma u

Patterns in the Medical Industry

Patient Treatment Pattern

SOAP Pattern for Medical Charts

Sistemas de Gerenciamento de Clinicas in
portuguese (SiGCli)

No security pattern is considered for use in the
medical industry

A Msdfiral Sofiwaze Dievelopment

461 Framework Basad an Security Pareers 12
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Proposed Framework

‘ The Process of
Adopting
Security Patterns R |

Sl t—y SRl

A it
Aerews Dnmeriwn

Analyze Security Requirement

» Identification
= Analysis

= Mapping

= Documentation

» Review and Verification

A Mrdical Sediware Develipement

Feamewnrk Bavrd on Sazirey Pattems

‘ Choose Security Pattern Language

= Consideration
o security requirement specification
o scope, classification and integrity of pattern language
= Decide the design techniques based on the chosen
pattern languages

Choose Security Pattern in Level 1

= Security taxonomy
a choose matched security areas
a construct the relationships of security elements
a organize secure software architecture

= Based on security taxonomy, the user decides
which categories of security concerns should be
adopted

A Midical Sefiware Developement
mwock Beed o Samisey Pattema

| Choose Security Pattern in Level 2

= Detailed problem-solution pairs

= Consider the chosen pattern one by one

ABbsdiral Sofiwase
Framrwork Based on S
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| Integrate Security Patterns and
Improve the Target System

= By using UML diagrams

= Use Case Diagram to illustrate the major
functions

= Activity Diagram and Sequence Diagram to
deseribe the interactions between components

= Class Diagrams to compare the status
o before security control

o after security control

‘E\-'alua‘re Performance

= Principle
o the general security wisdom on the philosophy level
= Guideline

o the recommendation about something to do or avoid on
the semantic level based on security

= Rule

o the recommendation about something to do or avoid on
the syntax level

A Msdiral Sufiwesr Dievrboprment
41 Framrwork Basad on S

Future Work

= Use one or more cases to self-validate our
framework

» Security analysis

= Performance analysis

Sediware Develipmment

Eesed cn Gauty Patiems n

M

Thanks for Your Attention

ERTER]
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Chih-Chuan Chen, Shu-ChingKuo* and Sheng-Tun Li
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Che-Nan Kuo and Kuang-Husn Shih

LINEAR CONDITIONAL HETEROSCEDASTICITY MODELS, AND A NEW
MODEL: CASE STUDY ETF RETURNS OF EMERGING ASIAN COUNTRIES
John Francis Diaz*, Hong Ngoc Truong and Cheng Wen Lee*

A SECURE SOFTWARE DEVELOPMENT FRAMEWORK BASED ON
SECURITY PATTERNS
Man-Nung Liu, Cheng-Yuan Ku and Tsung-Han Yang

JOURNAL EVALUATION BASED ON INTEGRATING SUBJECTIVE AND
OBJECTIVE INFORMATION
Quan Zhang* Binshan Lin

CONSTRUCTING A NOVEL PROCESSES FOR MEASURING THE OPTIMAL
HEDGE STRATEGY IN EXCHANGE RISK FOR IT INDUSTRY
Yi-Hsien Wang*, Fu-Ju Yang, Chun-Yueh Lin, Rui-Lin Tseng and Hsiang-Wen Hsieh

A HYBRID GENETIC ALGORITHM FOR OPTIMIZING CUTTING PATHS OF

OPEN AND/OR CLOSED CONTOURS
Moon-Kyu Lee
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A SECURE SOFTWARE DEVELOPMENT FRAMEWORK BASED ON
SECURITY PATTERNS

Man-Nung Liu, Department of Information Management,
National Chung Cheng University, Taiwan, R.O.C.
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ABSTRACT

Information security, a field of concepts and techniques for achieving security properties
(e.g. confidentiality, integrity, and availability..etc.), is of great importance in the
technology-advanced world. Furthermore, our critical dependence on highly distributed
networking systems means that accurately assuring the security of such systems is really
essential since the isolation is not possible (Lipson and Weinstock, 2008). Generally, the
software is often designed and developed without security being in the mind of the developers
(Viega and McGraw, 2001). As well known, malware infection continues to be the most
commonly seen attack but few organizations establish and implement the secure System
Development Life Cycle (SDLC) to protect their information assets (Martin and Rice, 2011).
Therefore, software security should be fiurther emphasized, and a formal development

Sframework is necessary.

The production of a software system is usually conducted through the SDLC (Moore,
2008). However, in spite of adoption of well-planned SDLC process, many developed systems
are still not free from security concerns. Hence, security concerns must be considered during
every phase of software development, from requirement fetching, design, implementation,

testing until deployment (Devanbu and Stubblebine, 2000).

From the perspective of software development, pattern or design pattern is a written

document that describes a general solution for a frequently occurred problem. A problem and
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its general solution are combined as a problem-solution pair and its common factors lead to
patterns. Software designers can refer to these design patterns to find proper solutions for

their systems.

Security patterns address security issues at widely varying levels of specificities ranging
Jfrom architectural-level patterns involving the high-level design of system to the
implementation-level patterns providing guidance on how to implement portions of functions
or methods in the system. Many different classifications of them are developed in the existing
studies, such as aspect types (creational, structural, or behavioral), abstraction level
(network, host, or application) (Konrad et al., 2003), and function types. However, a standard

procedure of using these security patterns seems still unavailable.

For easy understanding and convenient communication, patterns are designed with fixed
Jformats that provide systematical information to adopters. According to Pattern-Oriented
Software Architecture (Buschmann et al.,, 1996), the general pattern format is described in
the following Table 1. Based on the security patterns, we have figured out the initial

procedure of secure software development.

Table 1 Pattern Structure

Name The name and a summary of the pattern.
Also Known As The other names of the pattern.

Example A real case demonstrating the problem and the need
of the pattern.

Context The situations in which the pattern may apply.

Problem The problem the pattern addresses, including a
discussion of its associated forces.

Solution The fundamental solution principle underlying the
pattern.

Structure A detailed specification of the structural aspects of

the pattern, using appropriate notations.
Dynamics Typical scenarios describing the run-time behavior

of the pattern.

Implementation Guidelines for implementing the pattern.
Example Resolved Discussion of any important aspects for resolving
S5-121
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the example which are not yet covered in the

Solution, Structure, Dynamics, and Implementation

sections.
Variants A brief description of variants or specializations of a
pattern.
Known Uses Examples of the use of the pattern, taken from

existing systems.

Consequences The benefits the pattern provides, and any potential
liabilities.
See Also References to patterns that solve similar problems.

Until now, we still continue improving this procedure. Moreover, the practical test is
under preparation. That is, we will adopt this method to assist in the development of a
software system at a case institute and then analyze the efficiency of this proposal. Moreover,

we will also derive the managerial insight to enhance our contribution.

CONCLUSIONS

Software security is always a major issue for both the industrial and research
communities during these years. Accompanying with the inevitable trend. a lot of potential
threats may result in the financial or intangible loss of many software adopters. To effectively
overcome this obstacle, the reasonable way is to apply specific patterns to software
development architecture. Hence, this study is mainly aimed at proposing a process with
security patterns to implement the well-structured software. These patterns enable the
managers of software projects to incorporate the security concerns into the SDLC in order to
raise the security level.

Keywords: Security Patterns, Software Security, Software Development Life Cycle
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