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Introduction (l)

¢ Nowadays, the wireless sensor
networks are widely used in many
applications, such as home security
monitor, healthcare applications, and
traffic control.

+ However, a new-type attack named
node replication has been proved to
be a harmful attack for WSNs.

Introduction (lll)

¢ We propose an improved method
which needs less memory and
communication cost to detect the
so-called node replication attack.

+Simple analysis shows that this
method is efficient.
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Introduction (Il)

+Node replication attack is an
attack that adversaries capture
nodes and extract some secret
information to duplicate nodes
instead of compromising the
cryptosystem.

¢ With increasing clones of the
sensor nodes, adversaries could
control the network gradually.

Related Works (I)

+ Within earlier papers, two types
of general approaches against
node replication attacks named
Centralized Detection and Local
Detection were proposed.




Related Works (ll)

¢ The Centralized Detection relies on a
central base station which examines
every neighbor list of sensor nodes.
If the replicated node is discovered,
it floods the message to the whole
network.

+ However, there are usually high
volumes of traffic near the base
station.

Related Works (IV)

e¢Parno et al. suggested two
protocols: Randomized Multicast
protocol and Line Selected
Multicast protocol which are
improved from the previous
solutions.

Related Works (VI)

# As for Line Selected Multicast Protocol,
the neighbors send the location claim
to the witnesses who are randomly
selected and every node stores the
location claim along the way.

¢ Once the intermediate node receives
conflicting claim message, it broadcasts
the alert message. However, they
assume nodes are stationary.
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Related Works (lll)

# The idea of local detection is that
every sensor is responsible for its
neighbors. If any node finds
suspicious node, the voting
mechanism could get rid of it.

+ Unfortunately, this local detection
fails to detect two replicated nodes
which locate faraway more than two
hops or above.

Related Works (V)

+In Randomized Multicast protocol,
each node announces its location,
and their neighbors randomly select
the witness nodes to forward this
claim for verification.

+ However, this protocol needs a high
communication cost since the claim
messages are almost flooded
throughout network for high
detection rate.

Detection Method ()

¢ Step 1: Random Number
Broadcasting

A random number R(t) is generated
at time t. R(t) is distributed to all
nodes by the coordinator. Central-
based station is not necessary
because the coordinator could be a
general sensor node elected by
voting mechanism.




Detection Method (ll)

¢ Step 2: Signature Authentication
As a node o receives R(I(::R at time T(a ),
this node signs its ID and T(a ) and
then pass this authentication to each
neighbor. T( 2 )’s would be different if
they come from different nodes
because these values are related to the
distances and the routing paths.

This makes the adversary difficult to
predict T( -a:r)’s because the routing path
is different for each transmission.

Detection Method (IV)

+ Step 4: Detection
When the witness receives authentication
at the first time, it simply stores it in
memory and extracts ID( ¢ ) into cache for
duplicate verification. If another
authentication is received with different
T( &) but the same ID, then this witness
will send alarm to all nodes.

In fact, there is usually a set of witness
responsible for detecting a node.

An Example (ll)

AR
send Messoge('e) o witness: ¥a)
with prohability PA

Neighbors would select the witnesses and send the authenfication
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Detection Method (l1l)
¢ Step 3 : Select the Witnesses

Each neighbor of node (@) will receive
authentication and then send to a ¢
witnesses with probability P, . If P, is
selected to be high, the detection rate will
be high with high communication cost.

The set of witnesses is generated from a
random function, Random_Fun [ID (a ),
R(t)]. Therefore, the witnesses could be
anywhere. It makes the adversary hard to
comprise all ubiguitous witnesses.

An Example (l)

Random Number R(t) is broadcasted

An Example (lll)

Some groups of nodes are selected as the witnesses




An Example (IV)

The witnesses alarm all nodes by flooding network

Table Suc

Brl

0996008
0999734
0.999950
0.999909
0.984707
0997526
0.999643
0999955
0923983
097074
0.993668
0.9953405

Protocol Analysis (ll)

ate

for Detecting One Replication under Different P,

d

40
40
40
40
0
30
0

15

Protocol Analysis (l)

¢ We assume only one witness for
detection. (G=1)

¢ E[Detection Rate for one replication
node]= (1-(1-P,)d)?

Conclusions

#In our protocol, the mobile sensor
nodes are considered since it is
reasonable for the sensor nodes to
be mobile, not stationary, in the real
world.

¢ Besides, our protocol provides good
communication overhead and lower
memory need compared with
previous protocols and the
probability of detection is high.




