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A Reversible Image Steganographic Scheme
Based on SMVQ and Huffman Coding

Ji-Han Jiang, Shih-Chieh Shie, WeiDer Chung, and Wei-Jyun Syu

Abstract — A reversible image steganographic scheme
implemented in the SMVQ compression domain of image is
proposed. The goal of this scheme is to hide secret data into
the compression codes of image by applying the SMVQ state
codebook. In addition to reversibility and high-payload, the
bit rate of the compressed cover image is another
consideration in the proposed scheme since the secret data
are delivered through the compression codes of cover image.
To compact the volume of the overall data needed to be
transmitted, the Huffman coding technique is applied. By the
proposed scheme, the original VQ-compressed cover image
can be restored losslessly at the receiver. Simulation results
demonstrate the feasibility of the proposed scheme.

Index Terms — Reversible image steganography, data hiding,
side-match vector quantization, Huffman coding.

I. INTRODUCTION

The techniques of image steganography have been widely
studied during the last decade [1]-[10]. Image steganography
involves embedding data secretly into another cover image at
the transmitter. Then, the cover image convoying the secret
data is transmitted to the receiver through the communication
channel. Finally the receiver extracts the secret data from the
received cover image based on the designed extraction
procedure. Image compression has been studied in the last
decades. Among the various image compression techniques,
vector quantization (VQ) technique [11] is an efficient one
and is easy to implement. One feature of VQ is that, with
relatively small block sizes, high compression ratios and good
visual quality can be achieved. The ordinary VQ only exploits
the statistical redundancy among neighboring pixels within a
block. However, it totally ignores the correlation among
neighboring blocks. Fortunately, side-match finite-state vector
quantization (SMVQ) [12] overcomes this problem.

Recently, several VQ-based or SMVQ-based image
steganographic schemes have been proposed in the literature
[3]-[10]. Hu proposed a high-capacity scheme for hiding

Ji-Han Jiang is with the Department of Computer Science and Information
Engineering, National Formosa University, Taiwan, R.O.C. (e-mail:
jhjiang@nfu.edu.tw).

Shih-Chieh Shie is with the Department of Computer Science and
Information Engineering, National Formosa University, Taiwan, R.O.C. (e-
mail: scshie@nfu.edu.tw).

WeiDer Chung is with the Mechanical and System Research Laboratory,
Industrial Technology Research Institute, Taiwan, R.O.C. (e-mail:
weider@itri.org.tw).

Wei-Jyun Syu is with the Department of Computer Science and
Information Engineering, National Formosa University, Taiwan, R.O.C. (e-
mail: 10063102@gm.nfu.edu.tw).

several secret images into one image based on VQ [3]. Chang
et al. proposed an SMVQ-based data hiding scheme which
focuses on the reversibility of the compressed cover images
[4]. Later, Chang and Lin proposed another reversible scheme
by declustering the codewords of codebook [5]. Shie and Lin
proposed a VQ-based data hiding scheme [6]. This scheme
was implemented on the compression codes of VQ indexes of
cover image. The receiver can efficiently and simultaneously
receive the compressed cover image and the secret data at low
bit rate. In 2010, Chen and Chang proposed an SMVQ-based
and high-capacity data hiding scheme [7]. This scheme uses a
modified Euclidean distance measure criterion and an adaptive
index assignment strategy to increase the probability of
SMVQ in the image compression procedure and, therefore,
more hiding capacity can be obtained. Shie et al. proposed a
scheme to transmit a set of good-quality images via one image
by embedding the VQ indexes and codebook into the cover
image [8]. Lee et al. proposed a reversible scheme by
transforming the VQ-compressed image into SMVQ-
compressed one to achieve high hiding capacity and low bit
rate [9]. In 2012, Shie and Jiang proposed another SMVQ-
based scheme which focuses on the payload, reversibility,
computational efficiency, and compression rate [10].

II. PROPOSED REVERSIBLE STEGANOGRAPHIC SCHEME

In the SMVQ compression domain, finding redundant space
for hiding secret data is difficult. Besides, restoring the
original VQ-compressed image is another challenge since the
compression codes are altered by the hidden data.

A. Hiding Algorithm at the Transmitter

The input of transmitter includes a cover image I, a main
codebook C, the secret data §, and parameters, and the output
of transmitter includes the modified compression codes of
cover image, the Huffman table HT and Huffman codes HC.

Step 1. Divide cover image into non-overlapping blocks.
Encode the blocks in the first row and first column by VQ.

Step 2. Process the residual blocks according to the Zigzag
scan order and let the currently processed block be X.

Step 3. Generate SMVQ state codebook SC for X. Note that
the state codebook size equals the main codebook size. Find
the most similar codeword to X in SC. Let the index value of
this codeword be iv.

Step 4. If (iv = 0), get (Uog2 (a)J‘Ung (iv +1)]-1) secret bits

from S and set the indicator value for X be Llog L (iv + 1)J; else

if (0 < iv < 2125 get (1o, (a) |- |log, (v) 1) bits and
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set the indicator value be Llogz(iv)J; else get no secret bit and
set the indicator value be Llog z(iV)J' Let the secret bits be D.

Step 5. Concatenate D with the binary value of iv to
generate the modified compression code for X. Put the
indicator value into the indicator table. If there exists
unprocessed block, goto Step 2.

Step 6. Encode the indicator table by Huffman coding and
output the Huffman table HT and the Huffman codes HC.
Collect the modified compression codes of image blocks and
output the modified compression codes of cover image O.

B. Extracting and Restoring Algorithm at the Receiver

The input of receiver includes the main codebook,
parameters, the modified compression codes, the Huffman
table and Huffman codes, and the output of receiver includes
the secret data and the original VQ-compressed cover image.

Step 1. Decode the blocks in the first row and first column
by VQ. Based on the Huffman table H7, generate the original
indicator table by decoding the received Huffman codes HC.

Step 2. Process the residual blocks according to the Zigzag
scan order and let the currently processed block be X. Get K
(K = (10g2(a)'|) bits from the received compression codes O.

Let the K bits be represented as ¥ = (vx.;Vg2---V1V0)2-

Step 3. Find the indicator value /v of X from the indicator
table. Generate candidate index values P based on ¥, P =
{@o)10,@D10s-PrD10} = {00)200)2 SOk
2...Y1Y0)2}-

Step 4. Generate SMVQ state codebook SC for X. Restore
the VQ-compressed block of X by decoding (p;, )19 with SC.

Step 5. Extract the hidden bits D by getting (K-iv-1) bits
from Y. That is D = (yg;Vg2...Vir2Vire1)2. If there exists
unprocessed block, goto Step 2.

Step 6. Collect all the hidden bits D to make the secret data
S. Rebuild the original VQ-compressed cover image RI by
merging the restored VQ-compressed image blocks.

III. EXPERIMENTAL RESULTS

In computer simulations, the proposed scheme has been
conducted on a set of test images. For VQ and SMVQ
compression, the images are divided into blocks with 4x4
pixels. The main codebooks with different sizes are generated
from the test images by the LBG algorithm, respectively. The
secret data are obtained by composing randomly generated
bits.

For performance evaluation, the simulation result of our
scheme is compared with that of Lee et al.s’ scheme [9]. Fig.
1 illustrates the comparison in ER (the embedding rate, the
proportion of the secret data to the overall transmitted data to
the receiver) over BR (the bit rate of compressed cover image)
under codebook sizes 128, 256, 512 and 1024. Note that both
of our scheme and [9] are reversible schemes. The original
VQ-compressed cover image (with the best quality for a given
main codebook in VQ or SMVQ system) at the transmitter can
be losslessly restored at the receiver. Simulation results show
that the proposed scheme outperforms Lee et al.s’ scheme [9].

ER/BR
0.9

0.8
0.7
0.5
0.4
0.3
0.2
0.1

0 ] I

128 256 512 1024

Fig. 1. Performance comparison in embedding rate (ER) over bit rate (BR)
under different codebook sizes.

—e—proposed

=—[9]

Book size

IV. CONCLUSIONS

A reversible image steganographic scheme capable of
delivering secret data via the SMVQ compression codes of
image is introduced. Based on the proposed scheme, not only
the SMVQ-compressed cover image but also the original VQ-
compressed one can be losslessly restored at the receiver. In
addition, the visual quality for these reconstructed cover
images is good. Therefore, we conclude that the proposed
scheme is feasible for secret data transmission.
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