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摘  要

IFIP國際資訊處理聯合會(IFIP –The International Federation for Information Processing)是一個由2500名志願者運行的非牟利組織，透過一系列的技術委員會、組織和出版物，不斷提出資訊安全及隱私的前瞻防護議題，並匯集在該領域的研究人員和從業人員發表重要的論文。
IFIP TC-11 SEC 2013年第28屆會議，由國際資訊處理聯合會（IFIP）在奧克蘭商學院與大學主辦，參與的單位有：紐西蘭研究所的IT專業人員（紐西蘭前計算機學會）、美國的海軍研究辦公室、國際商業機器公司、紐西蘭安全資訊論壇，和許多其他的商業機構等共同組成。

該次會議在美麗的城市奧克蘭舉行，程序委員會由70名會員組成，審議了83篇論文。在原創性與品質的基礎上，本次會議提交報告論文經大會評選後，共計31篇論文發表，相關資訊安全及隱私領域之重量級人士亦自世界各地來共襄盛舉。本次大會尋求來自學術界、工業界和政府提出新的研究，對資訊系統的安全和隱私保護的理論和實踐的主題包括：存取控制和認證Access control and authentication、應用加密Applied cryptography、雲安全Cloud security、關鍵基礎設施保護Critical Infrastructure Protection、數據和應用程序安全性Data and Applications Security、數位鑑識Digital Forensics、人力方面的資訊安全和保證Human Aspects of Information Security and Assurance、身份管理Identity Management、資訊安全教育Information Security Education、資訊安全管理Information Security Management、資訊技術使用不當和法律Information Technology Mis-Use and the Law、資訊安全管理功能Managing information security functions、移動安全Mobile security、多邊安全Multilateral Security 、網絡與分佈式系統安全Network & Distributed Systems Security、普適系統安全Pervasive Systems Security、隱私保護Privacy protection、信賴管理Trust Management。
本次會議之論文除讓資訊安全及隱私的知識及技術可以繼續延伸外，對於與會人員或研究人員獲益良多。另本中心掌管全國賦稅資訊系統，本次會議有關資訊安全及個人隱私之研究，均可作為本中心的參考與借鏡。
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1、 目的

99年4月27個資法已修法三讀通過並公布修正，法務部依個資法規範亦於101年10月底對外公佈個資法施行細則，因此個人資料保護及系統防護已成為各行業列為重點議題，行政院亦持續對此領域關心，並組成專責單位推動相關防護宣導及規劃。
財政部及所屬各機關（構）包含了賦稅、關稅、國庫及國有財產業務，服務項目眾多且資料量龐大，涉及政府安全及個人隱私的資料，巨量資料如何管理？資料如何分類分級？均成為重要的課題，因此資訊人員及使用者應強化資訊安全及隱私的知識及技術能力，以建構防杜資安事件的第一道防線。

本中心配合資訊安全及隱私的新知識及技術，不論在資安設備及隱私管理規劃均已投注大量心力，但借助本次會議，與會人員可以從廣泛跨領域專業論文資料，汲取更高深資安領域知識及技術，以增進本中心資通訊安全及個人隱私權防護。
2、 過程

1、 IFIP國際資訊處理聯合會(IFIP –The International Federation for Information Processing)簡介
IFIP是一個非牟利組織，由2500名志願者運行，透過一系列的技術委員會、組織和出版物，不斷提出資訊安全及隱私的前瞻防護議題，並匯集在該領域的研究人員和從業人員發表重要的論文。
旗艦會議是IFIP世界計算機大會，向所有人開放邀請或提交論文，邀請提供的論文都是經過嚴格審閱，論文也嚴格受到廣泛的小組討論，提交的論文在世界計算機大會公開會議上發表。
2、 「IFIP TC-11 SEC 2013 國際資訊安全及隱私會議」

IFIP TC-11 SEC 2013年第28屆會議，由國際資訊處理聯合會（IFIP）在奧克蘭商學院與大學主辦，參與的單位有：紐西蘭研究所的IT專業人員（紐西蘭前計算機學會）、美國的海軍研究辦公室、國際商業機器公司、紐西蘭安全資訊論壇，和許多其他的商業機構。

該次會議在美麗的城市奧克蘭舉行，程序委員會由70名會員組成，審議了83篇論文。在原創性與品質的基礎上，本次會議提交報告論文經大會評選後，共計31篇論文發表，相關資訊安全及隱私領域之重量級人士亦自世界各地來共襄盛舉。
3、 大會主席：
1. Lech Janczewski, 資訊系統和運營管理部，紐西蘭奧克蘭大學
2. Brian Cusack, CRISM安全主任，紐西蘭奧克蘭理工大學數學與計算機科學學院。
4、 舉辦地點簡介
奧克蘭大學位於城市的中央部分的中間。來自全市的主要街道，步行約10分鐘（通過一個公園）可至奧克蘭校園。奧克蘭與澳洲，亞洲，北美和南美的許多主要城市均可直接航空連接。令人嘆為觀止的風光，世界一流的食物和酒，波光粼粼的海港，兼容並蓄的文化，一流的購物和壯觀的藝術和表演 - 這一切都在這裡等你來發現，它也被評為世界最適宜居的城市之一。

5、 本次大會相關行程及論文發表如下：      

	Day 1

	Monday, 8 July 2013

	0800-0900
	Registration

OGGB: Level 0

	0900-1030
	Welcome and Conference Keynote Address: Ian Fletcher

OGGB 5, Level 0

	1030-1100
	TEA BREAK

OGGB: Level 0

	1100-1230
	WISE 8: Session 1

Welcome by IFIP WG 11.8 Chair Ron Dodge

OGGB 325
	SEC: Session 1 - Social Engineering 

Chair: Steven Furnell

OGGB 321
	SEC: Session 2 – Malware

Chair: Kai Rannenberg

OGGB Decima Glenn

	
	Helen Armstrong, Matt Bishop and Colin Armstrong: Virtual Penetration Testing: a Joint Education Exercise across Geographic Borders
	Kathryn Parsons, Agata McCormac, Malcolm Pattinson, Marcus Butavicius, and Cate Jerram: Phishing for the Truth: A Scenario-Based Experiment of Users' Behavioural Response to Emails
	Rafiqul Islam, Irfan Altas, and Md. Saiful Islam: Exploring Timeline-Based Malware Classification

	
	Elena Sitnikova, Ernest Foo and Rayford Vaughn: The Power of Hands-On Exercises in SCADA Cyber Security Education
	Wayne D. Kearney and Hennie A. Kruger: Phishing and Organisational Learning
	Suyeon Lee, Jehyun Lee, and Heejo Lee: Screening Smartphone Applications Using Behavioural Signatures 

	
	Rayne Reid and Johan Van Niekerk: Back to basics: Information security education for the youth via gameplay
	Lotfi ben Othmane, Harold Weffers, Rohit Ranchal, Pelin Angin, Bharat Bhargaua, and Mohd Murtadha Mohamad: A Case for Societal Digital Security Culture
	Theodoros Spyridopoulos, George Oikonomou, Theo Tryfonas, and Mengmeng Ge: Game Theoretic Approach for Cost-Benefit Analysis of Malware Proliferation Prevention

	1230-1330
	LUNCH

OGGB: Level 0

	1330-1500
	WISE 8: Session 2, 

Chair Helen Armstrong

OGGB 325
	SEC: Session 3-Software Security

Chair: Sujeet Shenoi

OGGB 321
	SEC: Session 4 -Risk analysis and Security Metrics

Chair: Sihan Qing

OGGB Decima Glenn

	
	Steve Furnell: Security education: The challenge beyond the classroom
	Sascha Wessel, Frederic Stumpf, Ilja Herdt, and Claudia Eckert: Improving Mobile Device Security with Operating System-Level Virtualization
	Lia Rajbhandari and Einar Snekkenes: Using the Conflicting Incentives Risk Analysis Method

	
	William Caelli, Vicky Liu and Dennis Longley: Background to the Development of a Curriculum for the History of “Cyber” and “Communications” Security
	Karl-Peter Fuchs, Dominik Herrmann, and Hannes Federrath: Generating Realistic Application Workloads for Mix-Based Systems for Controllable, Repeatable and Usable Experimentation
	Jin B. Hong and Dong Seong Kim: Performance Analysis of Scalable Attack Representation Models

	
	Ronald Dodge: Information Assurance and Security in the ACM/IEEE CS2013


	ut Hintze, Benjamin Wiegraefe, and Ralf God: A Security Engineering Process Approach for the Future Development of Complex Aircraft Cabin Systems
	Chris B. Simmons, Sajjan G. Shiva, Harkeerat Singh Bedi, and Vivek Shandilya: ADAPT: A Game Inspired Attack-De{ense and Performance Metric Taxonomy

	1500-1530
	TEA BREAK OGGB: Level 0

	1530-1700
	WISE 8: Session 3, Panel Discussion 

Chair Johan van Niekerk

OGGB 325
	SEC: Session 5 -Software Security

Chair: Vijay Varadharajan

OGGB 321
	SEC: Session 6- Authentication and Authorization

Chair: William Caelli

OGGB Decima Glenn

	
	Ronald Dodge and Sy Goodman: Major efforts in Security Curriculum
	Hartmut Hintze, Benjamin Wiegraefe, and Ralf God: A Security Engineering Process Approach for the Future Development of Complex Aircraft Cabin Systems
	William J. Caelli, Lam-For Kwok, and Dennis Longley: Evolving a Secure Internet

	
	
	Peter Teufl, Thomas Zefferer, and Christof Stromberger: Mobile Device Encryption Systems
	Yurin Meng, Wenjuan Li, and Lam-For Kwok: Enhancing Click-Draw Based Graphical Passwords Using Multi-Touch on Mobile Phones 

	
	
	Vrizlynn L.L. Thing and Zheng-Leong Chua: Smartphone Volatile Memory Acquisition for Security Analysis and Forensics Investigation
	Sabrina Kirrane, Alessandra Mileo, and Stefan Decker: Applying DAC Principles to the RDF Graph Data Model

	1900-2200 
	Gala Dinner  Langham Hotel

	

	 Day 2

	Tuesday , 9 July 2013

	0800-0900
	Registration   OGGB: Level 0

	0900-1030
	Keynote speaker: Craig Valii  Chair: Chris Roberts  OGGB 5, Level 0

	1030-1100
	TEA BREAK    OGGB: Level 0

	1100-1230
	WISE 8: Session 4

Chair: Matt Bishop
OGGB 325
	Forensic: Session 1

Chair: Brian Cusack
OGGB 321
	SEC: Session 7 Authentication and Authorization

Chair: Leon Strous
OGGB Decima Glenn

	
	Marius Potgieter, Craig Marais and Mariana Gerber: Fostering content relevant Information Security Awareness through Browser Extensions
	Industry Presentation - David Lewis: Handling the Data Analysis Overload
	Thang Hoang, Deokjai Choi, Viet Vo, Anh Nguyen, and Thuc Nguyen: A Lightweight Gait Authentication on Mobile Phone Regardless of Installation Error 

	
	Heath Novak, Dan Likarish and Erik Moore: Developing Cyber Competition Infrastructure Using the Scrum Framework
	Mike Johnstone: Forensic Analysis of Commercial Home Automation Network Systems
	Sarah Abughazalah, Konstantinos Markantonakis, and Keith Mages: A Vulnerability in the Song Authentication Protocol for Low-Cost RFID Tags

	
	Johan van Niekerk, Kerry-Lynn Thomson and Rayne Reid: Cyber Safety for School Children: A Case Study in the Nelson Mandela Metropolis
	Industry Presentation - Ben Knight: Forensic Memory Analysis for Malware
	Mounir Assaf, Julieru Signoles, Frederic Tronel, and Eric Totel: Program Transformation for Non-interference Verification on Programs with Pointers

	1230-1330
	LUNCH OGGB: Level 0

	1330-1500
	WISE 8: Session 5

Chair Ron Dodge
OGGB 325
	Forensic : Session 2

Chair: Andrew Woodwards
OGGB 321
	SEC: Session 8 - Security Management/Forensic

Chair: Annikken Seip
OGGB Decima Glenn

	
	Ahmad Samer Wazan, Romain Laborde, Francois Barrere, Abdelmalek Benzekri and David Chadwick: PKI interoperability: Still an issue? A solution in the X.509 realm
	Ajit Narayanan: How do you tell the difference between a worm and a virus when doing forensic investigation?
	Gurpreet Dhillon, Romilla Chowdhuri, and Filipe de Sa-Soares: Secure Outsourcing: An Investigation of the Fit between Clients and Providers 

	
	Lynn Futcher and Louise Yngström: A Review of IFIP TC11 WG11.8 Publications through the Ages
	Industry Presentation - Jon Pearse: Optimising evidence acquisition from multiple sources
	Thomas Laurenson: Performance Analysis of File Carving Tools

	
	Natalia Miloslavskaya, Alexandr Tolstoy, Mikhail Senatorov and Sergei Zapechnikov: Business Continuity and Information Security Maintenance" Masters’ Training Program
	Peter Hannay: Forensic Risk with Wipe Functionality
	Industry presentation: John Martin, IBM Security Systems: Protecting your data in the Cloud

	1500-1530
	TEA BREAK OGGB: Level 0

	1530-1700
	WISE 8: Session 6, Panel Discussion

Chair: Colin Armstrong
OGGB 325
	Forensic - Session 3

Chair: David Lewis
OGGB 321
	SEC: Session 9 -Policy Compliance and Obligations

Chair: Yuko Murayama
OGGB Decima Glenn

	
	Lynn Futcher, Helen Armstrong and Louise Yngstrom: How to Grow IFIP TC11 WG11.8 Information Security Education
	Tom Laurenson: Application Footprints: Automating the Discovery of Software Artifacts
	Ezzat Alqurashi, Gary Wills, and Lester Gilbert: A Viable System Model for Information Security Governance: Establishing a Baseline of the Current Information Security Operations System

	
	
	Andrew Woodwards: Security Risk in Open Wi-Fi Devices
	Teodor Sommestad and Jonas Hallberg: A Review of the Theory of Planned Behaviour in the Context of Information Security Policy Compliance

	
	
	Industry Presentation - Brian Cusack and Geoff Clarke: International Security and Digital Forensic Standards Development
	Industry presentaton: Paul Ashley, IBM Security Systems: Trends in Advanced Threat Protection 

	1900-2200
	Hollywood Cinema Show

	 Day 3

	Wednesday, 10 July 2013

	0800-0900
	Registration  OGGB: Level 0

	0900-1030
	WISE 8: Session 7, Panel Discussion 

OGGB 325
	OGGB 321
	Session 11: Network Security/ Cryptography

Chair: Carlos Rieder

OGGB 319

	
	WG 11.8 AGM and Strategic Planning Workshop
	Padmanabhan Krishnan and Kostyantyn Vorobyov: Enforcementof Privacy Requirements
	Markus Gruber, Phillip Wieser, Stefan Nachtnebel, Chiristian Schanes, and Thomas Grechenig: Extraction of ABNF Rules from RFCs to Enable Automated Test Data Generation

	
	
	Heidelinde Hobel, Johannes Heurix, Amin Anjomshoaa, and Edgar Weippl: Towards Security-Enhanced and Privacy-Preserving Mashup Compositions
	Chai Wen Chuah, Edward Dawson, and Leone Simpson: Key Derivation Function: The SCKDF Scheme

	
	
	Bernd Zwattendorfer and Daniel Slamanig: On Privacy-Preserving Ways to Porting the Austrian eID System to the Public Cloud
	Huafei Zhu, Wee-Siong Ng, and See-Kiong Ng: Sustainable Pseudo-random Number Generator

	1030-1100
	TEA BREAK

Level 0

	1100-1200
	Closing session

OGGB 5, Level 0

	1230-1330
	LUNCH

OGGB: Level 0

	1330-1500
	Workshop 2

	Cyber Warfare, the Tallinn Manual

OGGB 325

	TEA BREAK

OGGB Level 0

	Workshop 2, cont

OGGB 325


6、 論文題目及摘要
	序號
	論文題目
	摘          要

	1
	Exploring Timeline-Based Malware Classification
	Over the decades or so, Anti-Malware (AM) communities have been faced with a substantial increase in malware activity, including the development of ever-more-sophisticated methods of evading detection. Researchers have argued that an AM strategy which is successful in a given time period cannot work at a much later date due to the changes in malware design. Despite this argument, in this paper, we convincingly demonstrate a malware detection approach, which retains high accuracy over an extended time period. To the best of our knowledge, this work is the first to examine malware executables collected over a span of 10 years.  By combining both static and dynamic features of malware and cleanware, and accumulating these features over intervals in the 10-year period in our test, we construct a high accuracy malware detection method which retains almost steady accuracy over the period. While the trend is a slight down, our results strongly support the hypothesis that perhaps it is possible to develop a malware detection strategy that can work well enough into the future.

	
	
	

	2
	Screening Smartphone Applications Using Behavioral Signatures
	The sharp increase of smartphone malwares has become one of the most serious security problems. The most significant part of the growth is the variants of existing malwares. A legacy approach for malware, the signature matching, is efficient in temporal dimension, but it is not practical because of its lack of robustness against the variants. A counter approach, the behavior analysis to handle the variant issue, takes too much time and resources. We propose a variant detection mechanism using runtime semantic signature. Our key idea is to reduce the control and data flow analysis overhead by using binary patterns for the control and data flow of critical actions as a signature. The flow information is a significant part of behavior analysis but takes high analysis overhead. In contrast to the previous behavioral signatures, the runtime semantic signature has higher family classification accuracy without the flow analysis overhead, because the binary patterns of flow parts is hardly shared by the out of family members. Using the proposed signature, we detect the new variants of known malwares by static matching efficiently and accurately. We evaluated our mechanism with 1,759 randomly collected real-world Android applications including 79 variants of 4 malware families. As the experimental result, our mechanism showed 99.89% of accuracy on variant detection. We also showed that the mechanism has a linear time complexity as the number of target applications. It is fully practical and advanced performance than the previous works in both of accuracy and efficiency.

	
	
	

	3
	Game Theoretic Approach for Cost-Benefit Analysis of Malware Proliferation Prevention
	Many existing research efforts in the field of malware proliferation aim at modelling and analysing its spread dynamics. Many malware dissemination models are based on the characteristics of biological disease spread in human populations. In this work, we utilise game theory in order to extend two very commonly used malware spread models (SIS and SIR) by incorporating defence strategies against malware proliferation. We consider three different security mechanisms, “patch”, “removal” and “patch and removal” on which our model is based. We also propose a cost-benefit model that describes optimal strategies the defender could follow when cost is taken into account. Lastly, as a way of illustration, we apply our models on the well studied Code-Red worm.

	
	
	

	4
	Evolving a Secure Internet
	Internet insecurity is inevitable if a high proportion of Internet users are insufficiently aware of the inherent risks involved, whilst those cognizant of those risks are denied the facilities to manage and control them. This paper highlights the first issue and discusses a potential approach to the second

	
	
	

	5
	Enhancing Click-Draw Based Graphical Passwords Using Multi-Touch on Mobile Phones
	Graphical password based authentication systems are now becoming one of the potential alternatives to alleviate current over-reliance on traditional text-based password authentication. With the rapid development of mobile devices (i.e., the increase of computing power), this kind of authentication systems has been implemented on mobile phones to authenticate legitimate users and detect impostors. But in real deployment, we notice that users can utilize more actions like multi-touch on a mobile phone than on a common computer. The action of multi-touch, which refers to the process of touching a touchscreen with multiple fingers at the same time, is a distinguished feature on a touchscreen mobile phone. In this paper, we therefore attempt to explore the effect of multi-touch on creating graphical passwords in the aspect of security and usability. In particular, we conduct a study of using click-draw based graphical passwords in the evaluation, which combines current input types in the area of graphical passwords, and we further develop a multi-touch enabled scheme on mobile phones. Three experiments were conducted with 60 participants and the experimental results indicate that, by integrating the action of multi-touch, graphical passwords can be generally enhanced in the aspect of both security and usability.

	
	
	

	6
	Applying DAC Principles to the RDF Graph Data Model
	In this paper we examine how Discretionary Access Control principles, that have been successfully applied to relational and XML data, can be applied to the Resource Description Framework (RDF) graph data model. The objective being to provide a baseline for the specification of a general authorisation framework for the RDF data model. Towards this end we provide a summary of access control requirements for graph data structures, based on the different characteristics of graph models compared to relational and tree data models. We subsequently focus on the RDF data model and identify a list of access rights based on SPARQL query operations; propose a layered approach to authorisation derivation based on the graph structure and RDFSchema; and demonstrate how SQL GRANT and REVOKE commands can be adapted to cater for delegation of privileges in SPARQL.

	
	
	

	7
	A Lightweight Gait Authentication on Mobile Phone Regardless of Installation Error
	The complexity of IT systems and the criticality of robust IT systems is constantly increasing. Testing a system requires consideration of different protocols and interfaces, which makes testing hard and expensive. Test automation is required to improve the quality of systems without cost explosion. Many standards like HTML and FTP are semi–formally defined in RFCs, which makes a generic algorithm for test data generation based on RFC relevant. The proposed approach makes it possible to automatically generate test data for protocols defined as ABNF in RFCs for robustness tests. The introduced approach was shown in practice by generating SIP messages based on the RFC specification of SIP. This approach shows the possibility to generate data for any RFC that uses ABNF, and provides a solid foundation for further empirical evaluation and extension for software testing purposes.

	
	
	

	8
	Key Derivation Function: The SCKDF Scheme
	In this paper, we describe a vulnerability against one of the most efficient authentication protocols for low-cost RFID tags proposed by Song. The protocol defines a weak attacker as an intruder which can manipulate the communication between a reader and tag without accessing the internal data of a tag. It has been claimed that the Song protocol is able to resist weak attacks, such as denial of service (DoS) attack; however, we found that a weak attacker is able to desynchronise a tag, which is one kind of DoS attack. Moreover, the database in the Song protocol must use a brute force search to retrieve the tag’s records affecting the operational performance of the server. Finally, we propose an improved protocol which can prevent the security problems in Song protocol and enhance the server’s scalability performance.

	
	
	

	9
	A Vulnerability in the Song Authentication Protocol for Low-Cost RFID Tags
	In this paper, we propose a novel gait authentication mechanism by mining sensor resources on mobile phone. Unlike previous works, both built-in accelerometer and magnetometer are used to handle mobile installation issues, including but not limited to disorientation, and misplacement errors. The authentication performance is improved by executing deep examination at pre-processing steps. A novel and effective segmentation algorithm is also provided to segment signal into separate gait cycles with perfect accuracy. Subsequently, features are then extracted on both time and frequency domains. We aim to construct a lightweight but high reliable model; hence feature subsets selection algorithms are applied to optimize the dimension of the feature vectors as well as the processing time of classification tasks. Afterward, the optimal feature vector is classified using SVM with RBF kernel. Since there is no public dataset in this field to evaluate fairly the effectiveness of our mechanism, a realistic dataset containing the influence of mobile installation errors and footgear is also constructed with the participation of 38 volunteers (28 males, 10 females). We achieved the accuracy approximately 94.93% under identification mode, the FMR, FNMR of 0%, 3.89% and processing time of less than 4 seconds under authentication mode.

	
	
	

	10
	Extraction of ABNF Rules from RFCs to Enable Automated Test Data Generation
	A key derivation function is used to generate one or more cryptographic keys from a private (secret) input value. This paper proposes a new method for constructing a generic stream cipher based key derivation function. We show that our proposed key derivation function based on stream ciphers is secure if the underlying stream cipher is secure. We simulate instances of this stream cipher based key derivation function using three eStream finalist: Trivium, Sosemanuk and Rabbit. The simulation results show these stream cipher based key derivation functions offer efficiency advantages over the more commonly used key derivation functions based on block ciphers and hash functions

	
	
	

	11
	Sustainable Pseudo-random Number Generator
	Barak and Halevi (BH) have proposed an efficient architecture for robust pseudorandom generators that ensure resilience in the presence of attackers with partial knowledge or partial controls of the generators’ entropy resources. The BH scheme is constructed from the Barak, Shaltiel and Tromer’s randomness extractor and its security is formalized in the simulation-based framework. The BH model however, does not address the scenario where an attacker completely controls the generators’ entropy resources with no knowledge of the internal state. Namely, the BH security model does not consider the security of bad-refresh conditioned on compromised = false. The security of such a case is interesting since if the output of the protocol conditioned on compromised = false looks random to the attacker, then the proposed scheme is secure even if the attacker completely controls entropy resources (recall that attackers with partial knowledge or partial controls of the generators’ entropy resources in the BH model). The BH scheme is called sustainable if the above mentioned security requirement is guaranteed. This paper studies the sustainability of the BH pseudorandom generator and makes the following two contributions: in the first fold, a new notion which we call sustainable pseudorandom generator which extends the security definition of the BH’s robust scheme is introduced and formalized in the simulation paradigm; in the second fold, we show that the BH’s robust scheme achieves the sustainability under the joint assumptions that the underlying stateless function G is a cryptographic pseudorandom number generator and the output of the underlying randomness extractor extract() is statistically close to the uniform distribution.

	
	
	

	12
	Improving Mobile Device Security with Operating System-Level Virtualization
	In this paper, we propose a lightweight mechanism to isolate one or more Android userland instances from a trustworthy and secure entity. This entity controls and manages the Android instances and provides an interface for remote administration and management of the device and its software. Our approach includes several security extensions for secure network access, integrity protection of data on storage devices, and secure access to the touchscreen. Our implementation requires only minimal modification to the software stack of a typical Android-based smartphone, which allows easy porting to other devices when compared to other virtualization techniques. Practical tests show the feasibility of our approach regarding runtime overhead and battery lifetime impact.

	
	
	

	13
	Generating Realistic Application Workloads for Mix-Based Systems for Controllable, Repeatable and Usable Experimentation
	Evaluating and improving the performance of anonymity systems in a real-world setting is critical to foster their adoption. However, current research in this field mostly employs unrealistic models for evaluation purposes. Moreover, previously documented results are often difficult to reproduce. We propose two complementary workload models that operate on network traces in order to improve the evaluation of anonymity systems. In comparison to other approaches our workload models are more realistic, as they derive characteristics from trace files recorded in real networks and preserve dependencies of the flows of individual hosts. We also describe our ready-to-use open source evaluation suite that implements our models. Given our tools, researchers can easily create and re-use well-defined workload sets for evaluation purposes. Finally, we demonstrate the importance of realistic workload models by evaluating a well-known dummy traffic scheme with our tools.

	
	
	

	14
	An Empirical Evaluation of the Android Security Framework
	The Android OS consists of a Java stack built on top of a native Linux kernel. A number of recently discovered vulnerabilities suggests that some security issues may be hidden in the interplay between the Java stack and the Linux kernel. We have conducted an empirical security evaluation of the interaction among layers. Our experiments indicate that the Android Security Framework (ASF) does not discriminate the caller of invocations targeted to the Linux kernel, thereby allowing Android applications to directly interact with the Linux kernel. We also show that this trait lets malicious applications adversely affect the user’s privacy as well as the usability of the device. Finally, we propose an enhancement in the ASF that allows for the detection and prevention of direct kernel invocations from applications.

	
	
	

	15
	A Security Engineering Process Approach for the Future Development of Complex Aircraft Cabin Systems
	Due to increasing functionality associated with rising complexity of aircraft cabin systems which are used by cabin crew, passengers, maintenance staff and other stakeholders, security engineering has to become an integral part of the system engineering process in aviation industry. This paper deals with a security engineering process approach for the development of complex aircraft systems, which is fully integrated into the development process. As an appropriate process model we introduce the so called three-V-model, which represents the governing system engineering process (SEP) associated with the safety engineering process (SafEP) and the security engineering process (SecEP). All three processes are pursued concurrently and are interacting reciprocally on each development level with the predominant SEP. We describe in detail involved security engineering activities and finally demonstrate how the interaction between the SEP and the SecEP is improved and optimized by the use of so called security context parameters (SCPs).

	
	
	

	16
	Mobile Device Encryption Systems
	The initially consumer oriented iOS and Android platforms, and the newly available Windows Phone 8 platform start to play an important role within business related areas. Within the business context, the devices are typically deployed via mobile device management (MDM) solutions, or within the bring-your-own-device (BYOD) context. In both scenarios, the security depends on many platform security functions, such as permission systems, management capabilities, screen locks, low-level malware protection systems, and access and data protection systems. Especially, the latter play a crucial rule for the security of stored data. While the access protection part is related to the typically used passcodes that protect the smartphone from unauthorized tempering, the data protection facility is used to encrypt the core assets – the application data and credentials. The applied encryption protects the data when access to the smartphone is gained either through theft or malicious software. While all of the current platforms support these systems and market these features extensively within the business context, there are huge differences in the implemented systems that need to be considered for deployment scenarios that require high security levels. Even under the assumption, that the underlying encryption systems are implemented correctly, the heterogeneity of the systems allows for a wide range of attacks that exploit various issues related to deployment, development and configuration of the different systems.

	
	
	In order to address this situation, this paper presents an analysis of the access and data protection systems of the currently most popular platforms. Due to the important influence of the developer on the security of the iOS Data Protection system, we also present a tool that supports administrators in evaluating the right choice of data protection classes in arbitrary iOS applications.

	17
	Smartphone Volatile Memory Acquisition for Security Analysis and Forensics Investigation
	In this paper, we first identify the need to be equipped with the capability to perform raw volatile memory data acquisition from live smartphones. We then investigate and discuss the potential of different approaches to achieve this task on Symbian smartphones. Based on our initial analysis, we propose a simple, flexible and portable approach which can have a full-coverage view of the memory space, to acquire the raw volatile memory data from commercial Symbian smartphones. We develop the tool to conduct the proof-of-concept experiments on the phones, and are able to acquire the volatile memory data successfully. A discussion on the problems we have encountered, the solutions we have proposed and the observations we have made in this research is provided. With the acquired data, we conduct an analysis on the memory images of the identified memory regions of interest, and propose a methodology for the purpose of in-depth malware security and forensics analysis.

	
	
	

	18
	Program Transformation for Non-interference Verification on Programs with Pointers
	Novel approaches for dynamic information flow monitoring are promising since they enable permissive (accepting a large subset of executions) yet sound (rejecting all unsecure executions) enforcement of non-interference. In this paper, we present a dynamic information flow monitor for a language supporting pointers. Our flow-sensitive monitor relies on prior static analysis in order to soundly enforce non-interference. We also propose a program transformation that preserves the behavior of initial programs and soundly inlines our security monitor. This program transformation enables both dynamic and static verification of non-interference

	
	
	

	19
	A Viable System Model for Information Security Governance: Establishing a Baseline of the Current Information Security Operations System
	The academic literature offers many different frameworks and models of Information Security Governance (ISG). Considerable advancements have been made in identifying the components and principles of ISG. However, the current research has not identified the viability principles and components of ISG that ensure business continuity. This paper proposes a systemic model of ISG using the principles and systems of cybernetics as embodied in Stafford Beer’s Viable System Model (VSM). It also establishes a baseline of the current information security operations system by adopting and simulating the BS ISO/IEC 27035 and shows the results of the simulation. Adopting the proposed viable system model of information security governance helps organizations not only in ensuring the effectiveness of internal controls but also in ensuring business continuity.

	
	
	

	20
	A Review of the Theory of Planned Behaviour in the Context of Information Security Policy Compliance
	The behaviour of employees influences information security in virtually all organisations. To inform the employees regarding what constitutes desirable behaviour, an information security policy can be formulated and communicated. However, not all employees comply with the information security policy. This paper reviews and synthesises 16 studies related to the theory of planned behaviour. The objective is to investigate 1) to what extent the theory explains information security policy compliance and violation and 2) whether reasonable explanations can be found when the results of the studies diverge. It can be concluded that the theory explains information security policy compliance and violation approximately as well as it explains other behaviours. Some potential explanations can be found for why the results of the identified studies diverge. However, many of the differences in results are left unexplained.

	
	
	

	21
	Enforcement of Privacy Requirements
	Enterprises collect and use private information for various purposes. Access control can limit who can obtain such data. However, the purpose of their use is not clear. In this paper we focus on the purpose of data access and demonstrate that dynamic role-based access control (RBAC) mechanism is not sufficient for enforcement of privacy requirements. To achieve this we extend RBAC with monitoring capability and describe a formal approach to determining whether access control policies actually implement privacy requirements based on the behaviour of the system. We demonstrate the advantages of our approach using various examples and describe the prototype implementation of our technique.

	
	
	

	22
	Towards Security-Enhanced and Privacy-Preserving Mashup Compositions
	In recent years, there has been an emerging trend towards people building their own sophisticated applications to automate their daily tasks without specialized programming knowledge. Enterprise mash-ups facilitate end users’ development of applications in a business context autonomously or with minimal support from the software engineering staff. Hence, mashup solutions are aimed at exploiting the full potential of end users’ software development. However, the use of mashup solutions for business tasks gives rise to several security and privacy-related questions, since sensitive data records could be created even with simple procedures. In this paper, we propose an approach where security rules for mashup compositions can be defined, and submitted mashups are automatically evaluated for compliance with the respective policies.

	
	
	

	23
	On Privacy-Preserving Ways to Porting the Austrian eID System to the Public Cloud
	Secure authentication and unique identification of Austrian citizens are the main functions of the Austrian eID system. To facilitate the adoption of this eID system at online applications, the open source module MOA-ID has been developed, which manages identification and authentication based on the Austrian citizen card (the official Austrian eID) for service providers. Currently, the Austrian eID system treats MOA-ID as a trusted entity, which is locally deployed in every service provider’s domain. While this model has indeed some benefits, in some situations a centralized deployment approach of MOA-ID may be preferable. In this paper, we therefore propose a centralized deployment approach of MOA-ID in the public cloud. However, the move of a trusted service into the public cloud brings up new obstacles since the cloud can not be considered trustworthy. We encounter these obstacles by introducing and evaluating three distinct approaches, thereby retaining the workflow of the current Austrian eID system and preserving citizens’ privacy when assuming that MOA-ID acts honest but curious.

	
	
	

	24
	Using the Conflicting Incentives Risk Analysis Method
	Risk is usually expressed as a combination of likelihood and consequence but obtaining credible likelihood estimates is difficult. The Conflicting Incentives Risk Analysis (CIRA) method uses an alternative notion of risk. In CIRA, risk is modeled in terms of conflicting incentives between the risk owner and other stakeholders in regards to the execution of actions. However, very little has been published regarding how CIRA performs in non-trivial settings. This paper addresses this issue by applying CIRA to an Identity Management System (IdMS) similar to the eGovernment IdMS of Norway. To reduce sensitivity and confidentiality issues the study uses the Case Study Role Play (CSRP) method. In CSRP, data is collected from the individuals playing the role of fictitious characters rather than from an operational setting. The study highlights several risk issues and has helped in identifying areas where CIRA can be improved.

	
	
	

	25
	Performance Analysis of Scalable Attack Representation Models
	Attack graphs (AGs) have been widely used for security analysis. The construction of the graph-based attack models including the AG have been studied, but the security evaluation considering the full attack paths cannot be computed using existing attack models due to the scalability problem. To solve this, we propose to use hierarchical attack representation models (HARMs). First, we formulate key questions that need to be answered to compare the scalability of existing attack models. We show the scalability of the HARMs via simulations, by taking into account practical attack scenario based on various network topologies

	
	
	

	26
	ADAPT: A Game Inspired Attack-Defense and Performance Metric Taxonomy
	Game theory has been researched extensively in network security demonstrating an advantage of modeling the interactions between attackers and defenders. Game theoretic defense solutions have continuously evolved in most recent years. One of the pressing issues in composing a game theoretic defense system is the development of consistent quantifiable metrics to select the best game theoretic defense model. We survey existing game theoretic defense, information assurance, and risk assessment frameworks that provide metrics for information and network security and performance assessment. Coupling these frameworks, we propose a game theoretic approach to attack-defense and performance metric taxonomy (ADAPT). ADAPT uses three classifications of metrics: (i) Attacker, (ii) Defender (iii) Performance. We proffer ADAPT with an attempt to aid game theoretic performance metrics. We further propose a game decision system (GDS) that uses ADAPT to compare competing game models. We demonstrate our approach using a distributed denial of service (DDoS) attack scenario.

	
	
	

	27
	Phishing for the Truth: A Scenario-Based Experiment of Users’ Behavioural Response to Emails
	Using a role play scenario experiment, 117 participants were asked to manage 50 emails. To test whether the knowledge that participants are undertaking a phishing study impacts on their decisions, only half of the participants were informed that the study was assessing the ability to identify phishing emails. Results indicated that the participants who were informed that they were undertaking a phishing study were significantly better at correctly managing phishing emails and took longer to make decisions. This was not caused by a bias towards judging an email as a phishing attack, but instead, an increase in the ability to discriminate between phishing and real emails. Interestingly, participants who had formal training in information systems performed more poorly overall. Our results have implications for the interpretation of previous phishing studies, the design of future studies and for training and education campaigns, as it suggests that when people are primed about phishing risks, they adopt a more diligent screening approach to emails.

	
	
	

	28
	Phishing and Organisational Learning
	The importance of addressing the human aspect in information security has grown over the past few years. One of the most frequent techniques used to obtain private or confidential information from humans is phishing. One way to combat these phishing scams is to have proper security awareness programs in place. In order to enhance the awareness and educational value of information security awareness programs, it is suggested that an organisational learning model, characterised by so called single-loop and double-loop learning, be considered. This paper describes a practical phishing experiment that was conducted at a large organisation and shows how a learning process was initiated and how security incidents such as phishing can be used successfully for both single and double-loop learning.

	
	
	

	29
	A Case for Societal Digital Security Culture
	Information and communication technology systems, such as remote health care monitoring and smart mobility applications, have become indispensable parts of our lives. Security vulnerabilities in these systems could cause financial losses, privacy/safety compromises, and operational interruptions. This paper demonstrates through examples, that technical security solutions for these information systems, alone, are not sufficient to protect individuals and their assets from attacks. It proposes to complement (usable) technical solutions with Societal Digital Security Culture (SDSC): collective knowledge, common practices, and intuitive common behavior about digital security that the members of a society share. The paper also suggests a set of approaches for improving SDSC in a society and demonstrates using a case study how the suggested approaches could be integrated to compose a plan for improving SDSC

	
	
	

	30
	Secure Outsourcing: An Investigation of the Fit between Clients and Providers
	In this paper we present an analysis of top security issues related to IT outsourcing. Identification of top issues is important since there is a limited understanding of security in outsourcing relationships. Such an analysis will help decision makers in appropriate strategic planning for secure outsourcing. Our analysis is conducted through a two-phase approach. First, a Delphi study is undertaken to identify the top issues. Second, an intensive study of phase one results is undertaken to better understand the reasons for the different perceptions

	
	
	

	31
	Performance Analysis of File Carving Tools
	File carving is the process of recovering files based on the contents of a file in scenarios where file system metadata is unavailable. In this research a total of 6 file carving tools were tested and reviewed to evaluate the performance quality of each. Comparison of findings to a previous similar study was conducted and showed variable performance advances. A new file carving data set was also authored and testing determined that the wider variety of file types and structures proved challenging for most tools to efficiently recover a high percentage of files. Results also highlighted the ongoing issue with complete recovery and reassembly of fragmented files. Future research is required to provide digital forensic investigators & data recovery practitioners with efficient and accurate file carving tools to maximise file recovery and minimise invalid file output.

	
	
	


綜觀本次會議共計發表31篇論文，均經過委員會費心審查，每一篇論文皆能提供獨到之研究見解，值得與會人員學習，亦可作為各領域相關研究或資訊系統建置參考。
7、 研究論文成果報告簡介
(1) 本次大會尋求來自學術界、工業界和政府提出新的研究，對資訊系統的安全和隱私保護的理論和實踐的主題包括：

1. 存取控制和認證Access control and authentication

2. 應用加密Applied cryptography

3. 雲安全Cloud security

4. 關鍵基礎設施保護Critical Infrastructure Protection

5. 數據和應用程序安全性Data and Applications Security

6. 數位鑑識Digital Forensics
7. 人力方面的資訊安全和保證Human Aspects of Information Security and Assurance

8. 身份管理Identity Management

9. 資訊安全教育Information Security Education
10. 資訊安全管理Information Security Management

11. 資訊技術使用不當和法律Information Technology Mis-Use and the Law

12. 資訊安全管理功能Managing information security functions

13. 移動安全Mobile security

14. 多邊安全Multilateral Security 

15. 網絡與分佈式系統安全Network & Distributed Systems Security

16. 普適系統安全Pervasive Systems Security

17. 隱私保護Privacy protection

18. 信賴管理Trust Management

(2) 本次大會論文簡介：
1. 急劇增加的智慧手機惡意軟體已經成為最嚴重的安全問題之一，最顯著的是現有惡意軟體的變種。本文提出了一個變異的檢測機制，主要想法是減少使用二進制模式作為簽名的方式。經由靜態匹配的高效率，準確地檢測已知的惡意軟體的新變種。本文隨機抽取1,759現存的Android應用系統，包括4個惡意軟體家族79變種。實驗結果顯示，具有99.89％之變異檢測精度。
2. 當前過度依賴傳統的本文密碼驗證問題，已經由圖形密碼認證系統獲得緩解。隨著經濟的快速發展，行動設備已經可在手機上進行身份驗證和檢測冒名頂替。本文試圖探索圖形密碼在安全性和可用性，它結合了當前的輸入類型，進一步開發了多點觸摸功能的手機計畫。
3. Android操作系統最近發現的漏洞顯示，可能被潛藏一些安全問題。本文已經進行了實證安全評價層之間的相互作用，這種特質讓惡意應用程序產生不利影響用戶的隱私以及設備的可用性。最後，本文提出了一個增強的模型，允許直接從應用程序調用檢測和預防。
4. 風險可能性和後果的組合，通常是很難獲得可靠的估計。衝突的誘因風險分析（CIRA）方法採用了另一種風險的概念，風險是仿照行動的執行方面的風險(所有者和其他利益相關者之間的衝突的誘因)。本文針對這一問題，為了降低敏感性和保密性問題，研究採用案例分析角色扮演（CSRP）的方法，從個人扮演的虛構人物收集數據，而不是從一個操作裝置，這項研究突顯了幾個風險問題，並幫助CIRA可以提高識別領域。
5. 在最近幾年來不斷進化博弈理論防禦解決方案，遊戲理論已經被廣泛地研究在網絡安全方面，它展示了攻擊者和防禦者之間的交互建模的優勢。。構成博弈論防禦系統的緊迫問題之一是一致的量化指標，以選擇最好的遊戲理論防禦模型的發展。本文調查了現有的博弈，資訊安全保障和風險評估提供資訊和網絡的安全和性能評估指標框架。耦合這些框架中，本文提出了一個博弈論方法的攻防和性能指標分類（ADAPT）。 “ADAPT使用三種分類的指標：（一）攻擊，（二）後衛（三）性能。本文進一步提出了一個遊戲的決策系統（GDS），使用比較適應競爭的博弈模型。
6. 資訊和通信技術系統，如遠程醫療保健監測和智能移動應用，已經成為生活中不可缺少的組成部分。在這些系統中的安全漏洞可能導致的經濟損失，隱私/安全的妥協，以及運營中斷。通過實例演示，技術的安全解決方案，對個人和他們的資產攻擊都沒有足夠的保護。該文還提出了一系列的改善方法，並演示了如何使用案例研究建議的方法以進行整合。
3、  心得及建議事項

1、 對稅務巨量資料之管理

隨著資訊科技的發展，巨量資料的探勘與加值運用愈趨受到重視。自從電子化政府實施以來，數十年來已累積龐大的資料量，而所蒐集之資料資源累積越來越豐碩之後，該思考如何善用相關資源，發揮價值，並將之開放於民，共同創造國家社會之利益。因此，巨量資料如何被有效的管理、分析、搜尋、儲存、運用與開放，成為重要的趨勢與議題。

巨量資料具有數量龐大、成長速度快，以及多樣性(如異質資料、非結構化資料)等特性。近幾年財政部所推動之電子發票，正符合巨量資料的三項特性。

有關巨量資料與公開資料的管理模式，英美各國已有發展出一些作法。不過，在公開資料之前，有些課題必須先予以處理。首先是確認哪些資料應納入開放資料之範圍；繼之經由標示資料來源、制定通用的開放格式、設定公開流通存取的方式等共同規範之建立，以及透過共用平台進行集中列示，以讓各方使用者都有統一的資料獲取來源，再運用授權監督的策略來進行管理。最後則是辦理相關的推廣與宣導，鼓勵使用者進行加值運用，創造與開發資料的價值。

目前我國各政府機關之公開資料仍有部分不足之處，歸納造成不足的因素有三：

(1) 資料缺乏整合：資料散落在各個單位，不同的伺服器或檔案系統中，不論是內部各單位之資料交換與溝通，或是與外部機關之連結，皆缺乏統一溝通窗口。資訊分散也造成外界難以得知政府有何資訊，造成資訊利用與取得上相對困難。
(2) 資料格式不一：以電子發票舉例，與電子發票相關的各式公文、人民陳情案與各類影音檔及紙本掃描檔資料，散佈儲存在資料處理中心、檔案系統、網站平台與資料庫系統中，呈現各種結構化、半結構化及非結構化的資料。各單位所開放的資料格式不一造成整合與外界運用困難。

(3) 資料開放態度保守：各單位在開放資料上多採保守措施，除法律規定應主動公開之資訊外，極少主動公開。對公部門來說，開放政府資料政策的導入，除了考驗資訊作業環境的成熟度外，也大幅考驗公務文化，兩者的配合缺一不可。如果沒有成熟的資訊作業環境，無法確保所公開的資料可以定時或即時的更新；如果沒有透明及開放的公務文化，擔心資料無法接受外界檢驗，則勢必沒有資料可以對外公開。

未來在推動資訊公開上，需制定明確的政府資訊開放機制、宣導正確使用和認知這些資訊的方式，以消弭外界對於開放資訊之誤解與應用障礙。例如政府進行資訊透明化的同時，對於所提供的資料，應考量其利害關係人之權益；資料應訂定分級制度，依據不同使用者的申請方式，提供可區別之資料內容。 
就有關利害關係人權益的部分，首先是隱私的考量，包括個人資訊隱私保護，及組織資訊隱私(企業或組織營業秘密等機密資料)的保護。但並不是有敏感性的資料就全然不能夠分享使用，而是應思考如何進一步限制資料使用的對象與用途，以發揮資料的價值。參考英美的經驗，將資料去識別化與匿名化是一項重點。其次，是適法性的考量，以電子發票為例，就需符合稅捐稽徵法第33條相關資料使用的限制。

再就有關資料分級的部分，資料分級的意義在於提供一個簡單的方式去決定不同對象的存取原則，以及同一個資料項目，也可以依照不同的等級而給予不同的顆粒度，以兼顧保護與運用。

資料分級的類型包括各機關對於一些機敏資料，例如涉及個人資料或是營業秘密，機關依本身職權行使即可使用這些資料，或是提供檢調單位依職權使用。另外，在一般的狀況下，可將資料去識別化後，再提供其他政府單位統計使用。或者，其他機關或特定人士(如研究單位)，特殊的需求資料。抑或經由審查委員審查並報主管單位確定後，可向大眾公開之已去識別化的資料。

由此可見，透過資料分級，以及制定一個管理的規則，可讓不同類型或權限等級的使用者讀取或應用不同等級的資料。

目前財政資訊中心將資料分級為：機密、敏感、敏感而非機密、公開等四個等級的作法，可供其他機關訂定類似的規則時參考。

最後，以財政部電子發票為例，分享資料分級的做法如下。

1. 電子發票資料─機密資料，不公開
2. 電子發票資料─敏感資料
此類係透過去識別化與模糊化後所生成的資料。以電子發票為例，依稅捐稽徵法第33條的規定，屬於稅捐稽徵機關對其他政府機關為統計目的而供應資料，並不洩漏納稅義務人之姓名或名稱者。因此，對於有可能會讓他人得知納稅義務人資訊的資料，均移除或採取去識別化之技術處理。
此外，其他的作法包括發票號碼另外代換成為去識別化之序號；賣方資訊與買方資訊以去識別化之序號表示，但提供分區之賣方地點資訊；載具種類可能會洩漏營業人資訊，因此只提供是否為手機條碼資訊；載具號碼另外代換成去識別化之序號；商品名稱代換為分類；區分資料源，每個使用者拿到的資料不同；以及由審查委員會核定，報請主管單位(例如財政部)同意，審查原則主要針對是否已經做到去識別化之目的。

3. 電子發票資料─敏感而非機密資料
此類為已去除機敏資料，但仍限制特定用途。以電子發票資料來說，此類資料的存取原則類似目前健保資料存取原則。而資料內容，原則上與前述敏感資料類似，主要的差異為前述敏感資料中序號資料為別名資料，但是此處為匿名資料。如有特需需求，申請由審查委員會同意後，報主管單位(如財政部)核准。
4. 電子發票資料─再去識別化後與模糊化的公開資料：即目前網站上的公開資料。
2、 對資訊安全管理之規劃
(1) 資安監控

主要採用建置廠商資安監控服務中心之服務，並委請行政院研考會技服中心NSOC以獨立第三方角色並行監控。

資安監控重點項目包含入侵監控、網站篡改監控、防毒擴散監控及資訊外洩監控等，藉由完整且全面性的監控做到及早掌握可能造成危害的重大威脅，迅速發出警訊，適當應變與處理，以縮短處置的時間。

1. 入侵監控

入侵防禦監控架構整合之前端防護設備如下列表：

	項次
	項目
	功能說明

	1
	防火牆 (Firewall)
	進行存取管控

	2
	網路型入侵防護系統 (NIPS)
	主動防禦駭客網路攻擊行為

	3
	主機型入侵偵測系統 (HIDS)
	軟體式主機型入侵偵測系統，偵測主機上的異常可疑行為

	4
	網路型入侵偵測系統 (NIDS)
	偵測入侵行為及內部的異常網路行為

	5
	網頁應用程式防火牆 (WAF)
	主動抵檔網頁應用程式的攻擊行為


當資安設備監控到駭客攻擊所產生的異常行為，將透過前端事件蒐集器接收資安訊息，以加密方式傳送至關貿網路資安監控中心，透過資安監控中心的事件關聯分析判斷是否為資安事故，如經確認為資安事故，將立刻進行事故通報並進行相關事故處理。入侵防禦監控運作架構如圖所示。
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2. 網站篡改監控

網站監控內容涵蓋了對網站的可用性及安全性進行監控，並針對網頁遭受篡改、網頁掛馬攻擊及網站的可用性進行自動檢查。整合伺服器網頁頁面置換監控服務，透過資安監控服務中心SOC，每日監控本系統的主要網頁頁面，並將網頁異動訊息與事件蒐集器整合，提供全年全天候(24*365)網站系統之網頁異動監控及主機伺服器之狀況監控。當有異常網頁異動狀況或主機伺服器異常狀況，SOC人員可即時通報專案負責人員並進行處理。
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3. 防毒擴散監控

   防毒擴散監控架構整合之前端防護設備如下表所列。

	項次
	項目
	功能說明

	1
	防火牆 (Firewall)
	進行存取管控，亦可透過Deny事件監控可能的木馬後門連線

	2
	網路型入侵偵測系統 (NIDS)
	偵測內部的異常網路行為，例如:電腦蠕蟲傳播或殭屍電腦活動(Botnet)等

	3
	防毒系統
	偵測與刪除病毒

	4
	防毒閘道器
	阻擋病毒擴散進入系統


於整體系統架構規劃中，檔案伺服器用於儲存外部上傳至本系統的文件檔案，為避免外部用戶上傳惡意檔案至系統，故規劃三層防禦架構：防毒防禦、木馬活動監控及惡意程式處置追蹤，防止內部系統遭受惡意程式的感染。

4. 資訊外洩監控

資訊外洩監控架構整合之前端防護設備包括：

	項次
	項目
	功能說明

	1
	防火牆 (Firewall)
	進行存取管控

	2
	網頁應用程式防火牆 (WAF)
	主動抵檔網頁應用程式的攻擊行為

	3
	資料庫稽核系統 (DB Audit)
	記錄與稽核資料庫活動，監控及稽核資料庫管理者等管理特權用戶執行可疑的資訊竊取行為

	4
	數位版權管控系統(DRM)
	針對系統產生的文件，保留各項使用稽核軌跡，也避免無權限使用者瀏覽機敏文件，更可設定文件的有效存活時間

	5
	資訊外洩防護(DLP)
	於系統的邊界區域啟用資訊外洩監控防護功能，監控及阻擋可能的資訊外洩事件


資訊外洩監控內容涵蓋資料外洩防護、資料庫稽核、數位版權管控及內部維護監控。資料外洩防護用於監控系統整體的網路流量，偵測及阻擋機密資訊流量外洩；資料庫稽核包含對前台網站的存取防護及後台資料庫的連線稽核，強化資料庫的存取控管；數位版權管控則針對後台儲存的數位文件進行版權保護，管理數位文件的存取權限及生命週期；內部維護監控透過Session錄影機制紀錄及監控維運人員連線至作業主機的操作及設定。
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(2) 維運作業

1. 源碼檢測白箱測試

針對Web Application提供完善的源碼檢測，在初期由源碼分析專員先對應用程式開發人員進行需求訪談，以了解應用系統之程式架構及其他特殊需求。再由應用程式開發人員提出源碼檢測申請，由源碼檢測人員透過工具(CodeSecure)完成檢測，並產出檢測結果報表，交付給應用程式開發人員。

檢測結果報表包含程式原始碼弱點的分佈及詳細狀態，讓程式開發人員能夠迅速識別並修補程式弱點。於此過程中所有的檢測結果報表，皆須完整的保留，以便稽核人員不定期的進行稽核抽查作業。

在服務週期中，可搭配安全程式撰寫之教育訓練服務，提昇應用程式開發人員對網站弱點的了解及如何安全的撰寫程式碼，以強化資安觀念及意識。
以資訊安全測試工具執行資訊安全測試，以符合「國家資通安全技術服務與防護管理計畫- Web 應用程式安全參考指引」之規範，確保系統建置完成後的安全。測試內容包含OWASP(The Open WEB Application Security Project) 組織所提出之10大WEB 應用程式安全漏洞之程式碼檢測等。

2. 網站弱點掃描黑箱測試

網站遭受駭客入侵，除了利用主機作業系統漏洞及伺服器設定錯誤之外，最主要的因素為開發人員開發網站應用程式時，並沒有考慮應用程式的安全機制，致使駭客可以透過特殊的攻擊手法，任意存取網站及資料庫的資訊。

因此，網頁程式弱點掃描服務的目的，便是檢測網頁應用程式在設計過程中造成的安全性漏洞，並提供修補建議。

透過黑箱測試的工具(IBM Rational APPScan)，模擬各種駭客的攻擊手法，採用非侵入式的方式檢測運作中的網頁伺服器，並根據系統回應判斷是否存在安全性的弱點。

應用程式開發人員會依據本服務所提出之修補建議，進行修正。整個檢測過程中所產出之服務報告，將會完整的保留，以便稽核人員不定期的進行稽核抽查作業。

將於系統上線前提供網站弱點掃描評估檢測服務，檢測範圍為對外服務之上線的網站應用系統，檢測內容至少包含SQL-Injection與Cross Site Scripting檢測，於檢測結束後提供完整之弱點分析報告，若系統存在弱點則於7日內進行修復，並於修補完成後進行複檢及提供差異分析報告，以確認弱點已修補完成。

3. 系統弱點掃描

於上線前及維運階段，每半年執行一次系統弱點掃描服務，掃描範圍包括主維運中心及異地備援中心之網路設備，如個人電腦、主機、伺服器、防火牆、頻寬管理器、路由器、交換器等，每次掃描結果提供中文弱點掃描分析報告及原始掃描資料備查。

報告內容中對檢測出之弱點提出建議改善措施，檢測人員並將協助落實改善，並於下次掃描報告中說明修補及追蹤改善情形。

弱點掃描服務將利用自動化的弱點掃描工具，針對目前已經發現的系統及應用程式安全弱點，進行掃描。其所得到的結果經由交叉比對分析，提出專業的安全分析建議報告，詳細列出系統主機及網路所具有的安全漏洞，並且提出弱點修補的建議，協助進行漏洞的修補，降低遭受入侵的風險。

4. 滲透測試

於上線前及維運階段，每半年執行1次滲透測試，檢測包含內部及外部檢測兩種，目標為維運中心及備援中心對外提供服務之網站系統主機(Web Server，以下簡稱網站主機)及其網路安全架構，並以成功滲透目標主機作為判斷本系統是否符合資安作業要求之基準。

專業資安團隊模擬駭客或透過外部單位擔任攻方角色(數聯資安或技服中心)，團隊成員由至少3位以上的CEH或CISSP專家所組成，測試人員透過各伺服器/主機作業系統、應用軟體、網路服務、防火牆、路由器、交換器等系統設備之設定缺失與漏洞，評估作業系統、應用程式及各個網路應用服務程式存在的弱點，並利用所發現之既存弱點進行滲透或穿透跳躍主機之入侵測試，設法取得未經授權之存取權限，並測試內部資訊是否有遭受不當揭露、篡改或竊取之可能。

完成滲透測試作業後，撰寫「滲透測試結果報告書」說明測試結果，若系統存在弱點，則會透過畫面擷取具體呈現入侵成功之事實於「滲透測試結果報告書」中，並提供後續架構調整、系統強化作業之修補建議，協助維運人員更快速修復問題。於弱點修復完成後，團隊成員會針對修復弱點進行複檢驗證修補成果，並提供「複檢滲透測試結果報告書」，內含「差異化分析報表」說明弱點修復狀況。

滲透測試執行之項目包括：網路掃描安全測試、弱點掃描安全測試與滲透測試安全測試等三項，滲透測試作業將參考國際標準OWASP(Open Web Application Security Project)組織所規範之OWASP Testing Guide v3.0，建立執行滲透測試的架構。
3、 建議

財政部部所屬各機關間轄區包含全國各縣市及各外島地區，相關設備數量眾多，已建立綿密的網路資訊系統，同時擁有全國最完整的財政、稅務、關稅及國有土地資料庫，各資訊系統及資料庫建置均已考量資訊安全及隱私議題，也建立相當防護機制，但隨著資通訊科技的發展，駭客的技術也日新月異，在逐漸依賴網際網路並享受其所帶來的方便之際，常因缺乏適當的規範和警覺，使得網路遭到濫用，甚至出現惡意使用網路的犯罪行為。本部重要資訊系統及資料庫，如何做好風險管理，防範前述系統發生個人隱私資料外洩或系統遭受入侵，以免傷害個人隱私資料及機關聲譽，是一個需要努力及正視的課題。
透過參加會議之論文除讓資訊安全及隱私的知識及技術可以繼續延伸外，對於與會人員或研究人員的獲益良多，亦可鼓勵同仁將研究論文投稿於各相關資訊科技發表會，除可藉此激勵同仁積極吸取新知外，並可提升本中心研究風氣。
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